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LENA Grow is unique among the professional development

opportunities available for infant, toddler, and preschool educators. The

program delivers a single, straightforward, evidence-based solution

to boosting language and literacy development, accelerating

social-emotional development, and improving classroom quality. - ,‘J

That solution: A laser focus on interactive talk.
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How LENA Grow Works: The Fundamentals

There are a lot of things LENA Grow does:

« Draws on LENA's widely validated “talk pedometer”
technology.

« Facilitates empowering, data-driven coaching.
« Increases CLASS® scores across all domains.

 Increases TS GOLD® scores in the domains of Language,
Literacy, Cognitive, and Social-Emotional.

 Increases DECA scores.
 Brings children out of language isolation.
« Creates more equitable language environments.

« Increases teacher job satisfaction, self-efficacy, and
retention.

 Aligns with and enhances a wide range of tools,
including CLASS®, Head Start Performance Standards
and Early Learning Outcomes, ZERO TO THREE Critical
Competencies™, and the Pyramid Model for
Promoting Social Emotional Competencies in Infants
and Young Children.

There are also a few things LENA Grow doesn’t do:
+ Put any extra burdens on teachers.
 Presume that teachers are doing anything wrong. Rather, it recognizes their strengths and builds on them.

+ Expect teachers to sit in front of a screen and learn passively. Rather, it involves them as active
participants in their own professional growth.

"~ Tolearn more about these outcomes and the evidence behind LENA Grow, we encourage you
to read our LENA Grow Impact Report.
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The Reflective Feedback Cycle

The LENA Grow program uses data from LENA's “talk pedometer”technology, weekly coaching sessions,
and easy-to-use materials to help educators build more talk into daily classroom activities.

1.1

The key to the program’s effectiveness is using a practice-based approach to help teachers increase
the number of conversational turns they have with each child in the classroom. Conversational turns
are back-and-forth alternations between an adult and a child. LENA technology counts a turn when
an adult speaks and a child follows, or vice versa, with no more than five seconds in between.

Following best principles of adult learning, the b4
LENA Grow feedback cycle provides educators with e o )
opportunities to: n ¥

Reflect on their own talk data and each child's
experience.

Set individualized goals and learn strategies to help r)
achieve them. \' \‘<§ n
N

Practice the strategies during their daily routines.

Objectively measure talk in their classroom each week.
LENA Day

3. Practice 2, Coaching
Here’s how it works: and feedback

1. LENA Day: During a LENA Day, children wear the LENA device, so that teachers’interactive talk can
be captured and measured. Data from this day is turned into a LENA report that is shared during the
coaching session, enabling teachers to reflect on their practice and classroom equity.

2. Coaching and feedback: Coaches use a strengths-based approach to ask questions and learn
more about the teachers’ experience. Then, teachers review the objective data from their own LENA
Day. Reports show how much talk and interaction each child received, enabling teachers to reflect
on their progress and set a clear goal for their next LENA Day. Coaches also introduce and model
strategies that help increase talk during daily classroom routines.

3. Practice: These are the days between the coaching session and the next LENA Day. On these days,
teachers practice what they've learned and work toward achieving their goal so that they will show
measurable improvement on their next LENA Day.

LENA Grow Proposal 3



What a Coaching Session Look

LENA Grow's ready-made curriculum

s Like

materials give coaches the freedom to personalize their

approaches for each educator and to keep the learning experience active.

There will always be new data from t

he most recent LENA Day to review at each coaching session.

Reports support strengths-based conversations about what educators' real-life classroom
days are like, along with the experiences and behaviors of individual children.

What do you notice about hourly

turns this week?

Rainbow Center LENA Day 4

Rainbow Purple 2020 Fall

Wow, our turns are really high in the morning, during center time, but
not as high at 2 o'clock. That's after nap when we go outside and play.

You earned 1 Room Star because Daily Turns are higher than the average of the 3 previous day(s)!

Hourly Turns
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Daily Turns
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Interesting! This week we are actually going to talk
about indoor and outdoor play talk strategies. Maybe

there are some strategies you use during center time
that you could extend to outdoor play time!

What do you notice about the child-level data this week?

p—
2P 1P 2P 3P 4P

aLENA Day.
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LENA LENA Day 4

Our Turns with Sage have really increased since last week! I'm not
surprised Khalil's experiencing fewer turns. He's new in class and
isn't quite comfortable with me and our class routines yet.

| know you have been work

Khalil (16 m)
Kairo (41 1m)
Makayla (45 )

Axel (46 111}

Sage (41 m)

ing hard on increasing talk with Sage by letting her

lead the way and choose what she wants to do during centers. Are there any
Talking Tips you think might help build more trust and comfort with Khalil?

Daily Tumns per Child shows this LENA Day's Daily Turns for a child.

I've noticed Khalil will talk more with me during quieter times of day. Sometimes he's the last
child to be picked up, but I'm usually trying to clean up a bit at that time. Maybe | could try

spending more time with him at the end of the day when there are fewer children in the room.

At the end of each session, coaches

and teachers discuss techniques for increasing interaction in

the classroom. Educators then set their own goals for the following week. Self-directed goal setting

encourages reflection and ownersh

ip over their own professional development.
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LENA Grow Sequence Schedule

In LENA Grow 1 — Essentials educators will;

Build competence and confidence by learning + Room Repgrt ,
and applying talk strategies throughout the day. session 1 + The 14Talking Tips
o e oo s e, TSR - ForEngpgne
Farn 4.5 PD hours. Session 2 Transitions
+ Indoor Play
Session 3 + Qutdoor Play
+ Mealtimes
Session 4 - Essentials Quiz
Shared Reading
Session 5 Reflection |
e cit o reflectoman o e practce. NS RIN - Feview Essenils

Sharpen talk strategies with individual and/or Session |

new children. LENA Day 2 - Early Literacy
Use data from Child Reports to increase

. . o Session 2
inclusion and equity in the classroom.
Earn 3.5 PD hours. LENA Day 3 - Early Math

Session 3

LENA Day 4 -+ Songs & Rhymes
Insights Quiz

Session 4

. Reflection
Session 5

i

In their third sequence, LENA Grow Flex,
educators will continue to expand their skill set
and incorporate the strategies they've learned
into daily practice, with a special focus on
individual children's needs.
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Building Your LENA Grow Program
Year 1: Launch

LENA's Partner Success Team will work with you through your program’s launch process. The figure below
shows what the first year generally looks like. Keep in mind, however, that the schedule is designed to move
at whatever speed is comfortable for your team. Understanding these steps will help you work within your
own organizational schedule and targeted end date to determine when to begin the launch process.

[ Month 1 Plan your seasons, train coaches, and
Launch .
recruit centers and schools.
Month 2
Launch + _ Get ready for your first sequence.
Season 1
Month 3 LENA Grow 1
Conduct your first sequence.
Sequence
Month 4
K Wrap up Reflect on your first sequence.

LENA Grow

Months 5-8
Sequence

Season 2 {
Season 3 {

Years 2+: Scale

LENA Grow is made to scale year over year. Each year, you will reach and train new teachers while
continuing to support teachers who have mastered the basics, ensuring equitable outcomes for all children
in your community.

Sample Scaling Plan

Most partners opt to conduct two

or more LENA Grow sequences with
additional sets of classrooms in their first
year.

LENA Grow

Months 9-12
Sequence

Year 1 Year 2 Year 3
50 Classrooms 100 Classrooms 150 Classrooms
50 New 50 Existing 100 Existing
+50 New +50 New
LENA Grow 1 LENA Grow 2

LENA Grow 1

Teachers reached

LENA Grow 2

LENA Grow 1

Children reached

400

800

1200
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Staffing Your LENA Grow Program

Staffing and clear delegation of responsibilities are
key to the successful launch and implementation of
a LENA Grow program. Your organization will supply
a program manager and coach(es) to implement
the program. A program assistant may also be
helpful for larger implementations to support

data entry and other administrative tasks. Likewise,
in smaller implementations, one person may fill
multiple roles.

The program manager is the lead for LENA Grow program planning and implementation and is
responsible for the overall success of the program. They will:

« Provide strategic leadership and vision for the program and manage the team.

« Oversee recruitment of sites to participate in the program and build buy-in from site leadership.

«  Monitor overall implementation and impact by checking key performance metrics, meeting with
stakeholders and the LENA team, and addressing any high-level challenges that arise.

«  Champion the program by engaging staff, building buy-in, and removing barriers.

Time commitment: About five hours per week, fluctuating throughout the launch and sequence process and
depending on implementation size.

Coaches support educators in behavior change using LENA data and a strengths-based approach.
They will:

« Assist with recruiting classrooms to participate.

« Build and maintain strong working relationships with center directors.
« Provide weekly coaching to teachers during each LENA sequence.

«  Ensure successful uploading of data.

«  Monitor classroom progress and child-level impact.

« Meet regularly with the program manager to monitor progress.

Time commitment: About two hours per week per classroom.

The program assistant is an optional role for larger implementations that assists the program
manager and acts as the point person for LENA technology support. They will:

« Assist with data entry and management in LENA Online.
+ Provide tech troubleshooting and support for coaches and centers.

Time commitment: About three hours per week.
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What's Included With LENA Grow?

A partnership with LENA is an investment in educators, children, families, and long-term community
impact. All LENA Grow materials are available in both English and Spanish. Here are the nuts and
bolts of what comes with LENA Grow:

Room Kits

LENA Room Kits are shipped directly to
each participating classroom so teachers
have everything they need to complete the
program. Devices and clothing are easily
returned to LENA at the end of sequence
using a provided shipping label. Each Room
Kit includes:

- A Teacher Guide with essential LENA
Grow program resources, expert advice,
and weekly family engagement handouts
to successfully complete each LENA Grow
sequence.

- The 14 Talking Tips and Conversation
Starters posters, which provide research-
based guidance for increasing interactions
equitably throughout the day. Posters
feature ideas specific to infants/toddlers
and preschool-aged children.

- LENA devices and clothing for all participating children in the room. LENA devices are small,
wearable, child-safe “talk pedometers”that capture talk interactions between adults and children. LENA
clothing is designed to position devices in the ideal location to detect a child’s language interactions.

Coach Guides

The Coach Guide provides week-by-week guidance on preparing for and conducting sessions,
including questions to support strengths-based conversations and ideas to foster intentional use of
responsive and inclusionary coaching skills.

LENA Online Subscription

LENA Online provides secure access to LENA data from any computer or device, with numerous
administrative supports and built-in, real-time measures of effectiveness.

Ongoing Implementation Support

Year after year, receive step-by-step guidance from LENA: a dedicated Implementation Specialist,
system-wide remote training, software configuration assistance, and general program assistance
through the LENA Library.

LENA Grow Proposal 8



Next Steps

After you review the attached estimate, LENA will
provide a quote and program agreement to
formalize the partnership with a mutually agreed upon
effective date.

We can also provide additional resources to support
you both in securing funding and presenting LENA Grow
to internal teams and potential community partners.

Following the signing of your program agreement,
LENA's Partner Success Team will work closely with you
to initiate your program launch!

Maintaining Community
Partnerships:

LENA
A Guide to Funding your

/ LENA Program

[Guide to Building and
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Sole Source Letter

August 28,2023
To Whom It May Concern:

As of this date, the LENA System™ is the only validated tool for automatically measuring adult word counts,
conversational turn counts (a proxy for serve and return interaction), child vocalization counts, and other metrics
associated with the child’s natural language environment. It is used in a wide variety of research studies around
the world and has been integrated into programs focused on improving interactive talk between parents/
caregivers/teachers and children. More information on the core technology is provided here: https.//www.lena.
org/technology/.

The patented and proprietary LENA System comprises: the specially-designed recording device;
acousticallydesigned clothing to properly hold the recorder; LENA software that offloads, uploads, and/or
processes the audio data; and LENA Online™, the cloud-based data and reporting system. Information on LENA's
patents can be found here: https//www.lena.org/patents/. The LENA System has been integrated into the
proprietary LENA Start® (https://www.lena.org/lena-start/) and LENA Grow® (https.//www.lena.org/lena-grow/)
adult learning (professional development) programs delivering objective feedback on the natural language
environment and coaching tips to parents/caregivers and teachers. This feedback has unique advantages:
comprising a sequence of full day of objective data versus short-duration snippets and is specific to each child
(because the child wears their device). LENA SP™ (https://www.lena.org/lena-sp/) is a proprietary configuration of
LENA Online designed to meet the needs of researchers and other language professionals.

The LENA Foundation is a 501(c)(3) public charity based in Colorado and is the sole source provider of the
LENA System, LENA Start, LENA Grow, and LENA SP. LENA Foundation sells and distributes all LENA products
as reflected on the then internally-published price list. All products are sold at the same price level under the
Foundation’s standard or other comparable terms and conditions to all educational institutions, not-for-profit,
and for-profit organizations. Volume discounts are offered to all customers.

Sincerely,
Stephen M. Hannon
President and CEO

LENA SOC 2 Type Il Report
Conditions of Use:

You may use this document to evaluate entering into an agreement, or renewing an existing agreement, to use
LENA's products or services. You may distribute this document within your organization on an as-needed basis.
You may not distribute this document, or any portion thereof, to anyone outside of your organization or anyone
who does not need it. Any other use or distribution is prohibited.

How To Open the Report:

The report is an attachment to this document. Click on the paperclip icon if using Adobe Acrobat Reader. If using
a different reader, use the functionality to view attachments. Double click the file you would like to open.
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Section I — Independent Service Auditor’s Report

To the Board of Directors of LENA Foundation:

Scope

WeI;ave examined LENA Foundation’s (LENA or the Company) accompanying description of its LENA
Online services titled, “LENA’s Description of Its LENA Online Services” throughout the period May 1,
2022 to April 30, 2023 (description) based on the criteria for a description of a service organization’s system
in DC section 200, 2018 Description Criteria for a Description of a Service Organization’s System in a
SOC 2 Report (AICPA, Description Criteria) (description criteria), and the suitability of the design and
operating effectiveness of controls stated in the description throughout the period May 1, 2022 to April 30,
2023 to provide reasonable assurance that LENA’s service commitments and system requirements were
achieved based on the trust services criteria relevant to security, availability, and confidentiality set forth in
TSP section 100, 2017 Trust Services Criteria for Security, Availability, Processing Integrity,
Confidentiality, and Privacy (AICPA, Trust Services Criteria).

LENA uses Amazon Web Services (AWS), a subservice organization, to host its production environment.
The description indicates that complementary subservice organization controls that are suitably designed
and operating effectively are necessary, along with controls at LENA, to achieve LENA’s service
commitments and system requirements based on the applicable trust services criteria. The description
presents LENA’s controls, the applicable trust services criteria, and the types of complementary subservice
organization controls assumed in the design of LENA’s controls. The description does not disclose the
actual controls at the subservice organization. Our examination did not include the services provided by the
subservice organization, and we have not evaluated the suitability of the design or operating effectiveness
of such complementary subservice organization controls.

The description indicates that complementary user entity controls that are suitably designed and operating
effectively are necessary, along with controls at LENA, to achieve LENA’s service commitments and
system requirements based on the applicable trust services criteria. The description presents LENA’s
controls, the applicable trust services criteria, and the complementary user entity controls assumed in the
design of LENA’s controls. Our examination did not include such complementary user entity controls and
we have not evaluated the suitability of the design or operating effectiveness of such controls.

Service Organization’s Responsibilities

LENA is responsible for its service commitments and system requirements and for designing,
implementing, and operating effective controls within the system to provide reasonable assurance that
LENA’s service commitments and system requirements were achieved. LENA has provided the
accompanying assertion titled, “Assertion of LENA’s Management” (assertion) about the description and
the suitability of the design and operating effectiveness of controls stated therein. LENA is also responsible
for preparing the description and assertion, including the completeness, accuracy, and method of
presentation of the description and assertion; providing the services covered by the description; selecting
the applicable trust services criteria and stating the related controls in the description; and identifying the
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risks that threaten the achievement of the service organization’s service commitments and system
requirements.

Service Auditor’s Responsibilities

Our responsibility is to express an opinion on the description and on the suitability of design and operating
effectiveness of controls stated in the description based on our examination. Our examination was
conducted in accordance with attestation standards established by the American Institute of Certified Public
Accountants (AICPA). Those standards require that we plan and perform our examination to obtain
reasonable assurance about whether, in all material respects, the description is presented in accordance with
the description criteria and the controls stated therein were suitably designed and operated effectively to
provide reasonable assurance that the service organization’s service commitments and system requirements
were achieved based on the applicable trust services criteria. We believe that the evidence we obtained is
sufficient and appropriate to provide a reasonable basis for our opinion.

We are required to be independent and to meet our other ethical responsibilities in accordance with relevant
ethical requirements relating to the engagement.

An examination of the description of a service organization’s system and the suitability of the design and
operating effectiveness of controls involves the following:

v Obtaining an understanding of the system and service organization’s service commitments and
system requirements.

v’ Assessing the risks that the description is not presented in accordance with the description criteria
and that controls were not suitably designed or did not operate effectively.

v" Performing procedures to obtain evidence about whether the description is presented in accordance
with the description criteria.

v Performing procedures to obtain evidence about whether controls stated in the description were
suitably designed to provide reasonable assurance that the service organization achieved its service
commitments and system requirements based on the applicable trust services criteria.

v Testing the operating effectiveness of controls stated in the description to provide reasonable
assurance that the service organization achieved its service commitments and system requirements
based on the applicable trust services criteria.

v" Evaluating the overall presentation of the description.

Our examination also included performing such other procedures as we considered necessary in the
circumstances.

Inherent Limitations

The description is prepared to meet the common needs of a broad range of report users and may not,
therefore, include every aspect of the system that individual users may consider important to meet their
informational needs.

LENA Confidential 2|Page





= linford

linford

There are inherent limitations in the effectiveness of any system of internal control, including the possibility
of human error and the circumvention of controls.

Because of their nature, controls may not always operate effectively to provide reasonable assurance that
the service organization’s service commitments and system requirements are achieved based on the
applicable trust services criteria. Also, the projection to the future of any conclusions about the suitability
of the design and operating effectiveness of controls is subject to the risk that controls may become
inadequate because of changes in conditions or that the degree of compliance with the policies or procedures
may deteriorate.

Description of Tests of Controls
The specific controls we tested and the nature, timing, and results of those tests are presented in Section IV
of this report titled, Independent Service Auditor’s Description of Tests of Controls and Results.

Opinion
In our opinion, in all material respects:

a. The description presents LENA’s Online services that were designed and implemented throughout
the period May 1, 2022 to April 30, 2023 in accordance with the description criteria.

b. The controls stated in the description were suitably designed throughout the period May 1, 2022 to
April 30, 2023 to provide reasonable assurance that LENA’s service commitments and system
requirements would be achieved based on the applicable trust services criteria, if its controls
operated effectively throughout that period and if the subservice organization and user entities
applied the complementary controls assumed in the design of LENA’s controls throughout that
period.

c. The controls stated in the description operated effectively throughout the period May 1, 2022 to
April 30, 2023 to provide reasonable assurance that LENA’s service commitments and system
requirements were achieved based on the applicable trust services criteria, if complementary
subservice organization controls and complementary user entity controls assumed in the design of
LENA’s controls operated effectively throughout that period.

Restricted Use

This report, including the description of tests of controls and results thereof in Section 1V, is intended solely
for the information and use of LENA, user entities of LENA’s Online services during some or all of the
period May 1, 2022 to April 30, 2023, business partners of LENA subject to risks arising from interactions
with the LENA Online services, practitioners providing services to such user entities and business partners,
prospective user entities and business partners, and regulators who have sufficient knowledge and
understanding of the following:

v" The nature of the service provided by the service organization.

v' How the service organization’s system interacts with user entities, business partners, subservice
organizations, and other parties.
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v"Internal control and its limitations.

v Complementary user entity controls and complementary subservice organization controls and how
those controls interact with the controls at the service organization to achieve the service
organization’s service commitments and system requirements.

v’ User entity responsibilities and how they may affect the user entity’s ability to effectively use the
service organization’s services.

v" The applicable trust services criteria.

v" The risks that may threaten the achievement of the service organization’s service commitments and
system requirements and how controls address those risks.

This report is not intended to be, and should not be, used by anyone other than these specified parties.

linford&co Ilp

May 8, 2023
Denver, Colorado
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Section Il — Assertion of LENA’s Management

May 8, 2023

We have prepared the accompanying description of LENA Foundation’s (LENA or the Company) LENA
Online services titled, “LENA’s Description of Its LENA Online Services” throughout the period May 1,
2022 to April 30, 2023 (description) based on the criteria for a description of a service organization’s system
in DC section 200, 2018 Description Criteria for a Description of a Service Organization’s System in a
SOC 2 Report (AICPA, Description Criteria) (description criteria). The description is intended to provide
report users with information about the LENA Online services that may be useful when assessing the risks
arising from interactions with LENA’s system, particularly information about system controls that LENA
has designed, implemented, and operated to provide reasonable assurance that its service commitments and
system requirements were achieved based on the trust services criteria relevant to security, availability, and
confidentiality set forth in TSP section 100, 2017 Trust Services Criteria for Security, Availability,
Processing Integrity, Confidentiality, and Privacy (AICPA, Trust Services Criteria).

LENA uses Amazon Web Services (AWS), a subservice organization, to host its production environment.
The description indicates that complementary subservice organization controls that are suitably designed
and operating effectively are necessary, along with controls at LENA, to achieve LENA’s service
commitments and system requirements based on the applicable trust services criteria. The description
presents LENA’s controls, the applicable trust services criteria, and the types of complementary subservice
organization controls assumed in the design of LENA’s controls. The description does not disclose the
actual controls at the subservice organization.

The description indicates that complementary user entity controls that are suitably designed and operating
effectively are necessary, along with controls at LENA, to achieve LENA’s service commitments and
system requirements based on the applicable trust services criteria. The description presents LENA’s
controls, the applicable trust services criteria, and the complementary user entity controls assumed in the
design of LENA’s controls.

We confirm, to the best of our knowledge and belief, that:

a) The description presents LENA’s Online services that were designed and implemented throughout
the period May 1, 2022 to April 30, 2023 in accordance with the description criteria.

b) The controls stated in the description were suitably designed throughout the period May 1, 2022 to
April 30, 2023 to provide reasonable assurance that LENA’s service commitments and system
requirements would be achieved based on the applicable trust services criteria, if its controls
operated effectively throughout that period, and if the subservice organization and user entities
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applied the complementary controls assumed in the design of LENA’s controls throughout that
period.

c) The controls stated in the description operated effectively throughout the period May 1, 2022 to
April 30, 2023 to provide reasonable assurance that LENA’s service commitments and system
requirements were achieved based on the applicable trust services criteria, if complementary
subservice organization controls and complementary user entity controls assumed in the design of
LENA’s controls operated effectively throughout that period.

U..:'&f T

Vince Swartout
Chief Information Officer
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Section IIl — LENA’s Description of Its LENA Online Services
Overview of Operations

Overview of the Organization and Description of the LENA Online Services

LENA is a national nonprofit that was founded in 2004 by the late Terry Paul and his wife Judi Paul,
entrepreneurs who pioneered reading, math, and testing products used in 70,000 schools in the United States
and more than 50 countries worldwide.

These products have helped hundreds of thousands of students become better readers and mathematicians
at school, but the Pauls realized that the foundational skills children need to excel academically were being
laid long before they arrived in the classroom.

Searching for answers, Terry read Meaningful Differences in the Everyday Experiences of Young American
Children, a book that lays out the findings of Hart and Risley, two researchers who were the first to study
differences in the home language environment.

Inspired by their work—which involved transcribing and analyzing hundreds of hours of audio over more
than two years—Terry decided to attempt to automate the task of objectively measuring adult-child
conversation. After six years of development and substantial financial investment, LENA technology was
born.

Fifteen years later, LENA has become the industry standard for measuring early talk, used by communities
all over the world in programs for families and teachers. In keeping with Terry and Judi’s original vision
to level the playing field for children experiencing inequities, LENA’s programs utilize the technology to
couple actionable feedback with coaching to help adults make proven, sustainable increases in the quality
and quantity of talk with children. The unique measurement tool has also fueled research breakthroughs in
neuroscience and child development, as scientists explore how interactive conversation with children
changes their brains and is linked to long-term outcomes.

As LENA continues to scale the reach and impact of its programs—reaching more than 10,000 children in
each year on the way to even loftier goals—LENA dreams of achieving Terry and Judi’s vision of making
sure every child enters kindergarten ready to succeed.

Components of the System Used to Provide the Services

The system used by LENA to deliver the LENA Online services is comprised of a combination of
components that include the products and the data processed, but also extends to the underlying
infrastructure, subservice organizations’ services supporting the platform, the Company’s employees and
contractors, as well as the policies and procedures followed to maintain the security, availability, and
confidentiality of the LENA Online services and client data. The following is a summary of the components
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that comprise the system. Specific processes and controls relevant to the security, availability, and
confidentiality criteria are described in the remainder of this section of the report.

Infrastructure: LENA uses the subservice organization AWS to provide cloud hosting services of its
production environment. The facilities, including the hardware and equipment therein, are maintained by
the subservice organization. The physical security, environmental control, and incident management for the
facilities are also the responsibility of AWS. LENA is responsible for the configuration and maintenance
of its cloud environment. The Company configures firewall protections through security groups and data
backups in AWS. AWS undergoes a semi-annual SOC 2 Type II examination, and the report may be
obtained directly from them. LENA obtains and reviews the SOC 2 report provided by AWS related to their
hosting operations to determine whether controls are designed and operating effectively at AWS.
Additionally, any listed complementary user entity controls in the AWS SOC report are reviewed and
addressed by LENA.

Software: The LENA Online services are proprietary solutions owned by LENA. The LENA Online
services platform is developed and maintained by LENA’s in-house IT and engineering personnel. LENA
follows defined processes to manage changes to the platform. LENA’s access to the platform is governed
by the principle of least privilege and is limited to authorized personnel.

People: LENA personnel are organized into functional areas to facilitate efficient operations and clear
divisions of responsibilities. The Company provides annual job training to help personnel understand their
responsibilities and to maintain security within the organization.

Data: Client data is stored within the LENA Online production databases. LENA has implemented security
controls to protect the security and confidentiality of the data. Client data within the databases is encrypted
at rest. Additionally, all data transfers between users and LENA are secured using Transport Layer Security
(TLS) and industry-standard encryption.

Processes and Procedures: LENA maintains security policies and procedures for activities within the
organization to maintain the security of LENA Online and related services. LENA makes these internal
policies and procedures, including security policies, available to its personnel on its shared document folder
repository to provide direction regarding their responsibilities related to the functioning of internal control.
Policies are reviewed regularly and updated as necessary.

Principal Service Commitments and System Requirements: LENA designs its processes and procedures
to meet objectives for its LENA Online services. Those objectives are based on the service commitments
that LENA makes to user entities and the compliance requirements LENA has established for their services.

Security, availability, and confidentiality commitments to user entities are documented and communicated
in their client agreements, as well as in the description of the service offering provided online. Security,
availability, and confidentiality commitments are standardized and include, but are not limited to, the
following:
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e Security principles within the fundamental design of the LENA Online services are implemented
to permit system users access to the information they need based on their role in the system while
restricting them from accessing information not needed for their role.

e Controlled access to the production infrastructure and client data.

e Segregation of client data.

e Data backups.

e  Monitoring of system performance metrics and critical platform services.

LENA establishes operational requirements that support the achievement of security, availability, and
confidentiality commitments and other system requirements. Such requirements are communicated in
LENA’s system policies and procedures, privacy policy, system design documentation, and contracts with
clients. Information security policies define an organization-wide approach to how systems and data are
protected. These include policies around how the service is designed and developed, how the system is
operated, how the internal networks are managed, and how employees are hired and trained.

Relevant Aspects of the Control Environment, Risk Assessment, Information and
Communication, Monitoring, and Control Activities for the Security,
Availability, and Confidentiality Criteria

Note: Parenthetical references have been included in the following narratives as a cross reference to the
applicable control activities included in Section IV of this report.

A company’s control environment reflects the overall attitude, awareness, and actions of management and
others concerning the importance of controls and the emphasis given to controls in the company’s policies,
procedures, methods, and organizational structure. The control environment is not specific to any individual
transaction but applies to the company as a whole. These types of controls are necessary to facilitate the
proper functioning of activity-level controls supporting the LENA Online services. Throughout this section,
a description is presented of the five components of internal control (control environment, risk assessment,
information and communication, monitoring, and control activities) as they relate to the services LENA
provides to its clients.

The security category and applicable trust services criteria were used to evaluate the suitability of design
and operating effectiveness of controls stated in the description. Security criteria and controls designed,
implemented, and operated to meet them demonstrate that the system is protected against unauthorized
access (both physical and logical). Entity-level controls and specific control activities supporting the
applicable trust services criteria are provided in the descriptions of this section of the report, and in Section
1V — Independent Service Auditor’s Description of Tests of Controls and Results.
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Entity Level: The control environment is the umbrella under which all of the components of internal control
fall. The control environment at LENA includes the “tone at the top,” which management sets by example
in adhering to ethical business practices and company policies, and by conducting business with integrity.
LENA’s expectation is for all employees to conduct themselves honestly and ethically. Management has
established a business code of conduct and ethics policy which is defined in the employee handbook (1.1).
The organizational values and behavioral standards at LENA are built into the day-to-day activities.
Management leads by example and encourages ethical behavior in all aspects of the business.
Management’s example and leadership are the primary mechanisms used to guide employees in the
execution of LENA’s operations. The control environment is the collective responsibility of the
management team.

LENA has a foundation board that provides oversight and direction for operations at LENA (1.2). There
are both internal LENA members as well as external members on the board. The foundation board meets
formally on at least an annual basis and regularly communicates electronically to discuss services provided
to clients, business strategy, financial information, internal controls, and other items that have a direct
relationship to the operations of LENA. The board plays an important role in the oversight and governance
of management and is responsible for determining if LENA is operating within established parameters and
is complying with sound business practices. LENA also has a scientific advisory board that, from time to
time, provides technical guidance to the organization’s research and development activities and strategies.

A properly defined organizational structure is critical for operating a sound control environment. LENA’s
organizational structure is organized into several departments including Research and Evaluation,
Technology Innovation, Business Development, Administration, and Information and Operations, so that
client services are handled in the most timely and efficient manner possible. LENA’s organizational
structure defines authorities across the Company to facilitate information flow and establish responsibilities
(1.3). In addition, lines of authority are established throughout LENA. These lines of authority are
communicated through management’s operational style, the organizational structure, and employee job
descriptions. To increase the operational effectiveness of employees within this structure, every position
has a job description so that individuals understand their responsibilities (1.4).

New Hires and Terminations: When a position is open at LENA, a job description is posted on LENA’s
website, as well as on various job forums. Resumes of applicants are received and reviewed by HR. Initial
screening of the resumes is completed by the hiring manager or supervisor. Applicants selected by the
manager or supervisor to proceed through the hiring process are then sent an employment application from
HR to complete. HR conducts additional screening of prior employment and education and requests a list
of references. HR contacts all references provided by applicants.

Applicants for full-time LENA employment participate in a number of interviews based on the position for
which they are applying. During the interview process and resume review, technical competence is
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evaluated for all applicants (1.5). If the applicant is applying for a technical role at LENA, additional
technical competence screening will be performed.

Once an applicant is selected internally, an offer letter is sent to the selected applicant stating that the
applicant will be hired pending a successful background check. Applicants for full-time LENA employment
are required to complete a successful background check, including a criminal check (1.6). New hires are
required to review the LENA employee handbook, information security policy, and confidentiality
agreement, among others, and sign off, stating that they will abide by the Company policies outlined in the
provided documents (1.7). As part of the terms of the agreement with individuals, LENA maintains the
right to discipline or terminate individuals based on a pattern of poor job performance. Under applicable
at-will employment law, employees can be terminated at any time for any reason.

New hires are also required to complete security awareness training as part of their onboarding (1.8). The
security awareness training is prepared and updated as needed and includes current and relevant LENA
security risks and concerns.

Employee performance reviews are completed on an annual basis (1.9). The employee’s direct supervisor
completes an annual review through a series of questions on performance and their fit with the LENA
culture. After a person is hired, this review is performed at six months of employment and then again at one
year of employment. After the first year of employment, the reviews occur annually based upon the
employee’s anniversary date unless additional monitoring is needed.

For all terminations, the employee separating is asked to submit a resignation letter. HR then creates the
exit paperwork, completes the exit survey, and obtains any assets from the employee. HR then sends a
request to the help desk to have all access removed. See testing of access removal within the Logical and
Physical Access section.

Information and Communication

The information and communication component of internal controls consists of procedures designed to
initiate, authorize, record, process, and report transactions affecting the clients of the service organization.
LENA maintains internal documentation such as the information security policy and the privacy policy to
communicate certain responsibilities to LENA personnel, as well as system boundaries which helps them
understand their roles within the organization (2.1). LENA makes internal policies, including security
policies, available to its personnel through their shared document repository to provide direction regarding
their responsibilities related to the functioning of internal control (2.2). The policies highlight important
internal controls that strengthen LENA’s overall control environment.

LENA has an organizational reporting structure with reporting lines and authority hierarchy, which
delineates roles and responsibilities (2.3). See the Control Environment section for additional details.
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LENA has also created a high-level overview of LENA Online used to describe the services provided to
the clients that LENA serves (2.4). The LENA Online system enables clients to upload recordings, process
recordings, and track results. This information is accessible through LENA’s website at lena.org/about/ and
is also communicated to clients through LENA’s terms of use and program agreements.

LENA'’s and clients’ responsibilities and commitments regarding the acceptable use of LENA Online are
included within LENA’s program agreements and LENA’s terms of use, which is electronically signed by
all first-time users when they log in to LENA Online (2.5). LENA keeps a log of the users who have
accepted the terms of use through the website.

To assist with LENA’s commitments to security, availability, and confidentiality, LENA management
provides annual security awareness training for employees that covers information security, data protection,
and confidentiality (2.6). LENA management tracks which employees have attended the training and the
date(s) of completion (2.7).

LENA has provided information to clients and employees on how to report failures, incidents, concerns, or
other matters related to the services or systems provided by LENA in the event there are problems (2.8).
Clients may contact LENA Technical Support at (303) 441-9072, support@lena.org, or contact them
through LENA’s website at lena.org/contact/ or lena.org/help/. LENA personnel may contact their
supervisor or the help desk at helpdesk@]lena.org to report important matters requiring attention.

System changes and updates are communicated to internal and external users through release notifications
(2.9). For additional information on communicating system changes, see the Change Management section.

Risk Assessment

An organization’s risk assessment process is its identification, analysis, and management of risks relevant
to the services provided to its clients. LENA management periodically evaluates the risks that may affect
LENA’s business operations. LENA’s risk evaluation is detailed within a formally documented risk
assessment (3.1). The risk management plan includes, but is not limited to, the evaluation of infrastructure,
software, people, procedures, and data. The risk assessment includes LENA personnel input from the
different departments at LENA, including IT and members of LENA leadership (3.2). Moreover, LENA
management considers obstacles and threats that may prevent the achievement of meeting business
objectives, commitments, and requirements when documenting and rating the risks. Risk mitigation
considerations and actions are also documented within the risk assessment (3.3). The risk assessment is
updated periodically to take into consideration relevant changes in LENA’s operations and relevant
technology changes (3.4).

The LENA information security policy takes into consideration the business and IT risks noted within the
documented risk assessment (3.5). The LENA information security policy is detailed and addresses the
following: information classification, handling of data, disposal of data, access controls, acceptable use,
physical controls, encryption, incident response, change management, and IT operations. The LENA
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information security policy has been disseminated within the LENA organization so that personnel know
and understand their responsibilities related to information security, which includes risk management (3.6).

Monitoring of Controls

Monitoring is a critical aspect of internal control in evaluating whether controls are operating as intended
and whether they are modified as appropriate for changing conditions. Management has instituted
mechanisms to make sure that any potential problems within the organization are immediately identified
and resolved.

Vulnerability Assessments: In order to monitor the effectiveness of the current internal controls, LENA
performs internal evaluations and engages external parties to perform evaluations. LENA has tools in place
to perform internal vulnerability monitoring on an ongoing basis for the internal corporate network and
devices that access the environment (4.1). The objective of the vulnerability assessment tool is to identify
weaknesses within the LENA network that might lead to the exposure of sensitive information or result in
otherwise unauthorized systems access. IT management analyzes the results of vulnerability scans and
addresses vulnerabilities based on risk (4.2).

LENA undergoes a penetration test performed by a third party on an annual basis to identify potential
vulnerabilities and threats to its environment (4.3). The results of the penetration test are discussed
internally and controls are improved or implemented, as necessary, to remediate the risk of any identified
vulnerabilities (4.4).

Subservice Organizations: AWS is a secure cloud services platform offering compute power, database
storage, and content delivery. LENA uses AWS to provide managed services to its systems. AWS receives
its own Type II SOC 2 report every six months and makes that report available to LENA management.
LENA obtains and reviews the SOC 2 report provided by AWS related to their data center operations to
determine whether controls are designed and operating effectively. Additionally, any listed complementary
user entity controls in the AWS SOC 2 report are reviewed and addressed by LENA.

Control Activities

Control activities are the specific functions performed by LENA management and employees to address
the individual risks associated with the achievement of the Company’s objectives. Properly functioning
control activities support company operations and can be objectively viewed and independently tested.
Control activities can take the form of automated and/or manual controls and function in a combination of
systems and business processes.

The Company has established and implemented policies and procedures to determine whether periodic
assessments and evaluations are performed that consider all elements of security, availability, and
confidentiality as it applies to AICPA trust services criteria, and communicates findings, remediation
options and recommendations, and remediation decisions to key stakeholders (5.1). Additionally, the

linford LENA Confidential 13|Page





LENA Foundation
Type 11 SOC 2 Section III
LENA Online Services Description of Services

Company engages a third-party auditor to perform a SOC 2 security, availability, and confidentiality audit
annually.

Logical and Physical Access

User Access Administration: LENA has developed a process to register and authorize users prior to being
issued system credentials and granted the ability to access the system (6.1). This process is guided by the
principle that access to information must be granted on a minimum level of access necessary to perform
assigned responsibilities.

For new employees or contractors, a request for initial IT access and asset provision is originated by HR
through a service desk ticket. Access to LENA Online, AWS, or elevated network privileges are requested
by HR or the employee’s manager through a service desk ticket. Access requests or changes for LENA
Online, AWS, or elevated network privileges are documented in a service desk ticket and approved by HR
or the CIO, respectively (6.2). A request from HR or an employee’s manager is considered authorization
for general access rights to the network or other utility applications.

In addition, there is a process to monitor whether access is removed when an employee terminates. HR
completes an exit checklist and creates a service desk ticket. IT disables access from all applicable systems
and closes the ticket. Terminated employee and contractor logical access to LENA’s IT systems and data
is removed in a timely manner (6.3).

Administrator and Remote Access: Administrator-level access privileges are restricted to only those
individuals who require such access to perform their respective job functions (6.4). Access is limited to
certain individuals within the IT department who require the ability to add, delete, and modify users’ access
on the network. Remote access to the production environment is limited and communications into the
environment are encrypted via VPN (6.5).

Client LENA Online Access: When a new program commences, an organization and an associated
customer administrator are created in LENA Online by the support team. A signed program agreement is
put into place with critical information about the program, such as program name, customer administrator
contact information, and program start date. New clients are set up by LENA Online administrators in
accordance with the program agreement. From that point, the customer administrator can create groups,
add additional users, and set up children in the program.

Complementary User Entity Controls: After the initial Customer Administrator is set up, LENA clients are
responsible for administrating access to their program, setting up children in the program, and removing

users as appropriate from LENA Online.

Complementary User Entity Controls: LENA clients are responsible for informing LENA if the original
Customer Administrator should be removed or changed.
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A customer administrator can only set up users in their own organization. Users and customer
administrators only have access to information within their organization (6.6).

LENA Software (Hub): In order to upload data, the client installs the Hub application on a client-owned
workstation. The data upload utilizes Amazon’s S3 and only allows uploads through the Hub application
(6.7).

Complementary User Entity Controls: Although the device records and creates a proprietary type of audio
file—which cannot easily be read—physical access of the audio file prior to upload is the user entity’s
responsibility.

Password Management: Infrastructure and application password parameters have been configured to be
compliant with the LENA policy and procedures, industry best practices, and regulatory requirements.
Password parameters require a certain level of complexity or multi-factor authentication (MFA) to
minimize the risk of unauthorized access through password guessing (6.8).

Physical Access: LENA has one physical office that was moved in May 2022 to an office location in
Louisville, Colorado. The building is locked at all times and secured with a keypad. Only authorized
individuals (e.g., employees, authorized contractors, and building management) are allowed to access the
office (6.9). Visitors are required to sign a visitor log at the front desk and an authorized employee is called
and must monitor the visitor while they are in the office (6.10). All client data is stored within AWS and
physical access is controlled by this subservice organization.

Physical Access Administration: Access to the building is authorized by HR through a service desk ticket
and granted by IT; IT closes the ticket after access is granted (6.11). When an employee or contractor
terminates employment, HR completes an exit checklist and creates a service desk ticket and IT disables
physical access and closes the ticket (6.12).

Access Reviews: Annually, management performs a security access review, which includes reviewing
physical access to the office location and logical access to client data, AWS users, Active Directory users
and admins, firewall users, and internal LENA Online users (6.13).

Protection of Information Assets: LENA maintains an inventory listing of information assets in order to
protect them from security events, maintain confidentiality of data, and monitor availability (6.14).

Firewalls and Security Groups: Firewalls or security groups protecting LENA servers are configured to
deny by default and allow by exception (6.15). LENA manages the firewall and security group
configuration and rules for the servers storing client data and protecting the network. Access to modify
firewall rules and security groups is restricted to authorized individuals (6.16). Firewall rules are reviewed
on an annual basis and updated as necessary (6.17). Security group updates are required to go through the
change management process. As such, an annual review is not required.
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Antivirus and Patching: LENA deploys antivirus software on all Microsoft Windows workstations that
can access the cloud services systems environment, as well as key servers in the cloud services systems
environment, and has configured the antivirus software to perform regularly scheduled scans (6.18).
Appropriate IT personnel are alerted in the event malware is detected. LENA has configurations enabled to
apply critical security patches to all workstations and servers (6.19). In addition, users are prevented from
downloading software on their workstations (6.20).

Laptop Encryption: To minimize the risk that data is compromised in the event that hardware or data is
lost or stolen, LENA has encrypted all laptops (6.21).

Data Encryption: Customers upload recordings through Hub to Amazon’s S3, which by default utilizes
SSL endpoints using the HTTPS protocol. Through the use of TLS over HTTP, all connections between
the users and the LENA Online platform are secured using industry-standard encryption (6.22). All client
data resides in the AWS infrastructure, and AWS is configured to encrypt data-at-rest using an industry-
standard encryption algorithm (6.23).

System Operations

Systems Monitoring: LENA uses an advanced security tool to monitor and log traffic and detect and alert
on suspicious activity which could potentially lead to security incidents (7.1). The tool encompasses identity
and threat protection with automated security functions to help stop damaging attacks. The infrastructure
manager reviews the alerts on the tool daily and investigates all suspicious activities. The tool monitors in
real time, but also logs all traffic and usage within the system, providing the ability to perform forensic
research if necessary.

Additionally, LENA monitors the production environment so that the stability and availability of the
environment are maintained. The production environment is monitored for CPU utilization, network
utilization, and disk write operations using an active monitoring system that alerts upon reaching configured
thresholds for certain metrics (7.2). This allows for a proactive response immediately to any potential issues
with network and system resources. Alerts are generated from the monitoring tool, sent to LENA via email,
and addressed as necessary (7.3).

Incident Response Program: LENA has documented an Incident Response Plan (IRP) which establishes
the procedures to be undertaken in response to information security incidents (7.4). The IRP includes the
following:

e Incident identification, classification, and escalation procedures

e Roles, responsibilities, and communication strategies in the event of a compromise, to include
designation of an Incident Response Team

e Containment and remediation strategies

e Communications protocols, both internally and externally

e A post-mortem analysis to determine the root cause and implement control enhancements
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When a security incident occurs, LENA follows the IRP, including documenting the security incident
through remediation (7.5). In years that security incidents do not occur, LENA conducts a test of the IRP
and the ability of the Incident Response Team to execute the plan on an annual basis. The test procedures
and test results are documented and maintained. Gaps, areas of improvement, and lessons learned are
utilized to modify the plan or provide additional employee training.

Change Management

An effective system development and maintenance process is critical to the security, availability, and
integrity of LENA’s system. LENA Online is a proprietary and in-house developed system where custom
changes are often necessary to enhance system functionality. LENA maintains a change management policy
for making changes to the system used to support the services provided to its clients (8.1).

A request for a change can come internally from management or externally from a client. Regular product
management meetings are scheduled to discuss potential changes. If the changes are determined to be valid
changes, the meeting serves as the authorization of the changes and a ticket is initiated to document the
change (8.2).

After the creation of the change ticket, the issue is put in the status “In Queue” and the task is assigned to
a developer. Developers can make changes to the status or assign the task to other people depending on the
requirements of the change. One or more tasks may be assigned to one or more developers and documents
related to the task are attached within the change ticket. Developers work on the change in their local
development environment. LENA segregates its development, test, and production environments (8.3).

Once the developer has completed the change, they change the status in the change ticket, indicating that
the change is ready to be tested. All application code changes and infrastructure changes, if feasible, are
tested before the changes are moved into production (8.4). The task may be restarted in the change ticket if
the test identifies problems with the change, which sends the task back to the developer to be reworked, or
the status in the change ticket may be changed to indicate that the test was successful. If the task is sent
back to the developer, the issues are documented in comments within the change ticket. Depending on the
scope of an infrastructure change, a fallback plan may be required and a post-mortem may be conducted.

The completed tasks remain open in the change tickets until an entire build is complete. Builds occur
approximately on a monthly basis that incorporates multiple changes. Integration and regression tests for
the entire build are performed and must pass successfully before the build may be released.

Once a build is ready to be released, a ticket is sent to the help desk, indicating the date and time of the
release to production. Application and infrastructure changes are approved prior to deployment to
production (8.5). LENA restricts the ability to implement changes into the production environment to only
those individuals who require the ability to implement changes as part of their job function (8.6). A final
review in production is performed to determine that the system is operating as intended.
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System changes and updates are communicated to internal and external users (8.7). Once a release of a
build has occurred, the tasks in the change tickets will be closed, the help desk ticket will be closed, and a
change notification email to all internal users will be sent. Change notifications are also sent to impacted
external users through the program newsletters that are emailed.

Risk Mitigation

Subservice Providers Monitoring: LENA understands that risks exist when engaging in business
relationships and, as a result, continuously considers those risks that could potentially affect the Company’s
ability to meet its internal and external business objectives.

LENA uses a number of vendors to assist with elements of security, availability, and confidentiality and to
assist with the services it provides. LENA employs a number of activities to effectively manage its vendors.
The methods of review can include testing of controls, reviewing and reconciling output reports, holding
periodic discussions, evaluating performance against established service-level objectives and agreements,
making site visits, inspecting SOC 1, SOC 2, or other available security reports, and monitoring external
communications such as complaints from user entities relevant to the services performed. LENA annually
reviews the SOC report provided by its subservice organization to determine whether compliance levels
adequately support LENA’s service commitments and addresses the listed complementary user entity
controls (9.1). Management documents their review of the vendor security reports. Vendor risks identified
are recorded in the risk assessment matrix (9.2). LENA follows its standard risk management processes to
assess and mitigate risks arising from its vendors.

Availability

Availability Monitoring: LENA utilizes Amazon Web Services (AWS) to monitor whether their capacity
needs are met. In the event capacity has been reached, LENA has the capability to quickly increase server
capacity to meet its availability needs. Server availability is monitored 24 hours a day by monitoring
software. Monitoring tools are used to monitor server health and availability, and in the event of any system
malfunction, the monitoring software is configured to notify designated LENA personnel who will address
the problem immediately (10.1). When an event is triggered, the software sends a text message and email
message to a designated group of LENA employees. This helps LENA monitor downtime so remediation
can take place in a timely manner.

LENA utilizes firewall software to protect the network from unauthorized intrusion. In the event the traffic
monitoring software detects any suspicious activity, alerts appear on screen and are monitored by the
infrastructure manager (10.2). This adds the security needed so that no unauthorized access from the public
network can be gained directly to LENA’s private network.

Backups: LENA maintains a backup copy of its essential production systems, applications, and data at an

offsite location (10.3). LENA utilizes backup tools and has created a backup schedule in order to provide
availability in case of an outage or incident. Full backups of its SQL server are performed daily (10.4). IT
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management monitors jobs to ascertain successful completion (10.5). Backups are tested periodically to
validate that a restore can be completed successfully (10.6).

Confidentiality

Classification: LENA has defined and documented how it views and handles confidential information
(11.1).

LENA Information Classifications:

Classification Description
Participant This is any information about or related to a person (“Participant”) who is: 1)
Confidential being recorded using LENA technology; and/or 2) part of any research study,

program, or any other data collection effort. It includes Personally Identifiable
Information (PII) such as the participant’s name, DOB, address, caregiver names,
and phone numbers. It also includes demographic data about the participant, the
participant’s family, their household, etc. It includes the audio itself and any output
from LENA’s audio processing technologies when combined with any identifying
information about the Participant. Disclosure of this information could possibly
cause criminal/civil penalties.

This data classification also includes HIPAA Protected Health Information where
LENA clients have required a HIPAA Business Associate Agreement with LENA.

LENA This is any information that is related to the operation, management, or
Confidential administration of LENA. It includes agreements, financial data, human resource
data, payroll data, strategic data, intellectual property, proprietary data, sensitive
emails, client data, product data, software, code, research data, summarized or
aggregated recording data, and any other data concerning the operations of LENA.
It also includes any information derived from audio processing such as the audio
itself, the ITS file, any data within the ITS file, and any data derived from the ITS
file when not combined with any identifying information about the Participant.
Disclosure of this information could possibly cause damage to LENA.

Public This is any information already released to the public and/or generally available to
the public. Disclosure of this information would cause no harm to LENA.

The classification of data is documented in the LENA information security policy, which is provided to all
employees on their first day of employment and also available on LENA’s shared document repository.
Additionally, all employees are required to sign off on a confidentiality agreement as part of their
employment (11.2). Any vendor or contractor that could possibly come in contact with confidential data is
required to sign a confidentiality agreement before being allowed access to LENA Online (11.3).
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Participant Data: Recorded audio data is mostly stored on the recording devices. It only exists within the
LENA AWS network for a few hours during processing. It is generally not saved on any LENA servers or
workstations, or in the physical possession of LENA employees.

Complementary User Entity Controls: Clients and participants are responsible for keeping participant
data private and confidential while it is in their possession, before it is uploaded.

When there is an instance where confidential data is in LENA’s possession, it is appropriately marked to
identify it as confidential (11.4). Handling of confidential participant information is also documented in the
information security policy. There is a locked hardcopy media collection point (shred bin) within the LENA
office where confidential information is disposed (11.5).

All electronic participant data in LENA’s possession is encrypted in transit and at rest at all times. See the
Logical and Physical Access section for additional details. LENA disposes of confidential information by
utilizing cloud-based servers to process client/participant information. The cloud servers used to process
the information only persist for the amount of time required to process the client data, and once processed,
the server deletes any audio data. What is retained is only a statistical representation of the data.

Any data used outside of the production environment (i.e., test environment) is anonymized before being
available in the environment (11.6). When the test environment is going to be used, there is a restore from
the production environment and then scripts are run against the data to anonymize the data. While this
process is occurring, the environment is unavailable for use.

Removable Media: LENA staff may use removable media in their workstations when necessary. However,
per policy, removable media should never be inserted into a workstation without an understanding of where
the removeable media came from and who owns it. Additionally, per policy, removable media (e.g., thumb
drives) may not be used on LENA workstations to store confidential information unless the removable
media is encrypted (11.7).

Clean Desk Policy: Confidential information must be removed from desks, computer screens, and common
areas unless it is currently in use. Per policy, employees are required to secure confidential documents by
maintaining a clean desk and/or locking documents in secure, designated areas when out of office (11.8).
Sensitive information must not be left unattended in public places like conference rooms or breakrooms
where it can be seen or taken by unauthorized individuals, including visitors to a company facility.

Complementary User Entity Controls: Clients and participants are responsible for maintaining the
confidentiality of their softcopy and hardcopy data while it is in their possession.

Hardware and Data Disposal: LENA defines specific requirements for hardware and data disposal in its
security policies. Per policy, all data on LENA computer systems must be cleared before their disposal
(11.9). No systems may be sold as “working systems” and the hard drives or other storage media must be
destroyed prior to disposal.

linford LENA Confidential 20|Page





LENA Foundation
Type 11 SOC 2 Section III
LENA Online Services Description of Services

Per the retention of data paragraph under the privacy policy, when the LENA program agreement with a
client terminates, LENA securely deletes or reasonably de-identifies personal data stored within a
reasonable time (11.10). Clients are provided the ability to download all of their data, including any personal
information they collected for which they may still retain according to their own privacy and retention
policies.

(The remainder of this page is left blank intentionally.)
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Complementary Subservice Organization Controls (CSOC)

LENA’s controls related to the LENA Online services cover only a portion of the overall internal control
for each user entity of LENA. It is not feasible for the applicable trust services criteria related to the LENA

Online services to be achieved solely by LENA. Therefore, each user entity’s internal controls must be
evaluated in conjunction with LENA’s controls and the related tests and results described in Section IV of
this report, taking into account the related complementary subservice organization controls expected to be
implemented at the subservice organization, described as follows:

AWS Related Control
Complementary Subservice Organization Controls Criteria

1. The subservice organization is responsible for providing the physical CC6.4-CC6.5
security controls protecting the production servers from unauthorized
access.

2. The subservice organization is responsible for providing the CC7.2-CC7.5
environmental controls protecting the production servers.

3. The subservice organization is responsible for maintaining the CC7.2-CC7.5,
availability of the hosted environments 24/7/365. Al.1-A13

4. The subservice organization is responsible for managing and CC7.2-CC7.5
resolving security and availability incidents related to the data center
facility in a timely manner.

(The remainder of this page is left blank intentionally.)
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LENA’s Complementary User Entity Controls (CUEC)

The LENA Online services provided by LENA for user entities and the controls at LENA cover only a
portion of the user entity’s overall system of internal control. It is not feasible for the applicable trust
services criteria related to the LENA Online services to be achieved solely by LENA. Therefore, each user
entity’s internal control must be evaluated in conjunction with LENA’s controls and the related tests and
results described in Section IV — Independent Service Auditor’s Description of Tests of Controls and Results
of this report, taking into account the related complementary user entity controls identified under each
control criteria, where applicable.

This section highlights additional control activities that LENA believes should be considered and/or present
at each user entity. Each user entity must evaluate its own system of internal control to determine if the
following controls are in place. User auditors should consider whether the following controls have been
placed in operation at user organizations:

Related Control
1 t Entit trol
Complementary User Entity Controls Criteria
1. After the initial Customer Administrator is set up, LENA clients are CC6.5
responsible for administrating access to their program, setting up
children in the program, and removing users as appropriate from
LENA Online.
2. LENA clients are responsible for informing LENA if the original CC6.5
Customer Administrator should be removed or changed.
3. Although the device records and creates a proprietary type of audio CCe.7
file—which cannot easily be read—physical access of the audio file
prior to upload is the client’s responsibility.
4, Clients and participants are responsible for keeping participant data Cl.1
private and confidential while it is in their possession, before it is
uploaded.
5. Clients and participants are responsible for maintaining the Cl.1
confidentiality of their softcopy and hardcopy data while it is in their
possession.

(The remainder of this page is left blank intentionally.)
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Section IV — Independent Service Auditor’s Description of Tests of
Controls and Results

Purpose and Objective of the Independent Auditor’s Examination

This report on controls placed in operation and tests of operating effectiveness is intended to provide users
of the report with information sufficient to obtain an understanding of those aspects of LENA Online
services controls that may be relevant to clients’ internal controls. This report, when coupled with an
understanding of the internal controls in place at each client, is intended to assist in the assessment of the
total internal control surrounding the LENA Online services provided by LENA.

Our examination was limited to those controls performed at LENA’s locations. It is each stakeholder’s
responsibility to evaluate this information in relation to the internal controls in place at each client to obtain
an overall understanding of the internal controls and assess control risk. The portion of controls provided
by each client and LENA must be evaluated together. If effective control activities are not in place at the
client, LENA’s controls may not compensate for such weaknesses.

Our examination included inquiries of appropriate management, supervisory, and staff personnel;
inspection of documents and records; observation of activities and operations; and tests of controls
surrounding LENA Online services. Our tests of controls were performed through the period of May 1,
2022 to April 30, 2023 and were applied to those controls relating to the applicable trust services criteria.

The description of controls is the responsibility of LENA’s management. Our responsibility is to express
an opinion that the controls are designed properly and operating with sufficient effectiveness to provide
reasonable, but not absolute, assurance that the control criteria, specified by the AICPA, were achieved
throughout the period May 1, 2022 to April 30, 2023.

Any exceptions noted by Linford & Company LLP regarding the design of the controls or operating
effectiveness identified to achieve the stated objective or the level of compliance with the controls are
presented in this section under the caption, “Results of Testing.” Concerns identified herein are not
necessarily weaknesses in the total system of internal control at LENA, as this determination can only be
made after consideration of controls in place at each client. Complementary user entity controls that should
be exercised by clients in order to complement the controls of LENA to attain the stated objectives are
presented in Section Il when considered applicable.
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Overview of Internal Control Environment

Our examination considered the control environment and included inquiry of appropriate management and
staff, inspection of documents and records, and observation of activities and operations. Our examination
of the design and operating effectiveness of controls was for the period of May 1, 2022 to April 30, 2023
and was applied to those controls relating to control criteria specified by the AICPA.

The control environment represents the collective effect of various elements in establishing, enhancing, or
mitigating the effectiveness of specified controls. In addition to our review of the controls placed into
operation, our procedures included walkthroughs of the relevant elements of LENA’s control environment,
including LENA’s organizational structure and management control methods.

Our evaluation of the control environment included the following procedures, to the extent necessary:
V' Inspected LENA’s organizational structure, including the segregation of functional responsibilities,
personnel policies, and other policies and procedures.
v" Inquired through discussion with management personnel responsible for developing, monitoring,
and enforcing controls.

v’ Observed personnel in the performance of their assigned duties.

No exceptions were noted in entity-level testing.

The results of these procedures were considered in planning the nature, timing, and extent of evaluation
procedures around the design and operating effectiveness of controls.
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Controls Specified by LENA, Testing Procedures, and Results of Tests

The following tables describe the control activities, testing procedures performed, and results of tests. LENA management specified the control
activities and the AICPA specified the related control criteria in Section V —SOC 2 Requirements and Controls.

Control Activities Relevant to the Security, Availability, and Confidentiality Criteria

Control Environment

Ref

Controls Specified by LENA

Testing Performed by Linford & Company

Results of Testing

1.1 Management has established a business code of | Inspected LENA’s code of business conduct and | No exceptions noted.
conduct and ethics policy which is defined in ethics policy included in LENA’s employee
the employee handbook. handbook and noted that it set expectations that
employees were to conduct themselves with
honesty, fairness, integrity, and respect for all.
1.2 LENA has a foundation board that provides Inspected the board meeting agenda and No exceptions noted.
oversight and direction for operations at LENA. | correspondence during the period and noted that
LENA had a foundation board who had oversight
responsibilities for the Company.
1.3 LENA’s organizational structure defines Inspected LENA’s detailed organizational chart No exceptions noted.
authorities across the Company to facilitate and noted that it defined the authorities across the
information flow and establish responsibilitiecs. | Company.
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Control Environment (continued)

Ref Controls Specified by LENA Testing Performed by Linford & Company Results of Testing
1.4 To increase the operational effectiveness of For a sample of job titles noted in the No exceptions noted.
employees within this structure, every position organizational chart, inspected the job
has a job description so that individuals descriptions and noted that the job descriptions
understand their responsibilities. documented the responsibilities for the roles.
1.5 During the interview process and resume review, | Inquired of management and noted that candidate | No exceptions noted.
technical competence is evaluated for all technical competence was evaluated during the
applicants. candidate screening and interview process.
1.6 Applicants for full-time LENA employment are | For a sample of newly hired employees and No exceptions noted.
required to complete a successful background contractors from during the period, inspected their
check, including a criminal check. background checks and noted that background
checks, including a criminal check, were
completed.
1.7 New hires are required to review the LENA For a sample of newly hired employees and No exceptions noted.
employee handbook, information security policy, | contractors from during the period, inspected
and confidentiality agreement, among others, and | signed acknowledgements and noted that the new
sign off, stating that they will abide by the hires signed the required confidentiality
Company policies outlined in the provided agreement and policy acknowledgement
documents. documentation.
1.8 New hires are also required to complete security | Inspected training records and noted that newly No exceptions noted.
awareness training as part of their onboarding. hired employees from the period completed
security awareness training as part of their
onboarding.
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Control Environment (continued)

Ref Controls Specified by LENA Testing Performed by Linford & Company Results of Testing
1.9 Employee performance reviews are completed For a sample of employees, inspected their No exceptions noted.
on an annual basis. performance appraisals and noted that a
performance review was completed during the
period.
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Information and Communication

Ref Controls Specified by LENA Testing Performed by Linford & Company Results of Testing
2.1 LENA maintains internal documentation such as | Through inspection of the policies, noted that No exceptions noted.
the information security policy and the privacy LENA'’s information security policy and privacy
policy to communicate certain responsibilities to | policy communicated employee roles and
LENA personnel, as well as system boundaries responsibilities related to information security and
which helps them understand their roles within privacy.
the organization.
2.2 LENA makes internal policies, including security | /nspected the LENA shared document repository | No exceptions noted.
policies, available to its personnel through their | and noted that the information security policy and
shared document repository to provide direction | employee handbook were available to LENA
regarding their responsibilities related to the personnel.
functioning of internal control.
2.3 LENA has an organizational reporting structure | Inspected the organization chart and noted that No exceptions noted.
with reporting lines and authority hierarchy, reporting lines and authority were delineated in
which delineates roles and responsibilities. the chart.
2.4 LENA has also created a high-level overview of | Inspected the LENA system overview on the No exceptions noted.
LENA Online used to describe the services LENA website and a network diagram and noted
provided to the clients that LENA serves. that a high-level overview of the LENA Online
platform was available to internal and external
users.
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Information and Communication (continued)

Ref Controls Specified by LENA

Testing Performed by Linford & Company

Results of Testing

2.5 LENA’s and clients’ responsibilities and
commitments regarding the acceptable use of
LENA Online are included within LENA’s
program agreements and LENA’s terms of use,
which is electronically signed by all first-time
users when they log in to LENA Online.

Through inspection of the terms of use and an
example program agreement, noted that they
contained responsibilities and commitments for
LENA and clients.

No exceptions noted.

2.6 To assist with LENA’s commitments to security,
availability, and confidentiality, LENA
management provides annual security awareness
training for employees that covers information
security, data protection, and confidentiality.

Inspected the security awareness training course
overview and noted that the training covered
topics including cybersecurity, social engineering
red flags, phishing, and other common threats.

No exceptions noted.

2.7 LENA management tracks which employees
have attended the training and the date(s) of
completion.

Through inspection of the training tool used,
noted that LENA had implemented a mechanism
for tracking annual training of personnel.

For a sample of employees, inspected training

report outputs from the training tool and noted
that they had completed the security awareness
training during the period.

No exceptions noted.

No exceptions noted.
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Information and Communication (continued)

Ref Controls Specified by LENA Testing Performed by Linford & Company Results of Testing
2.8 LENA has provided information to clients and Ascertained through inspection of the Company No exceptions noted.
employees on how to report failures, incidents, website that several methods for contacting LENA
concerns, or other matters related to the services | existed for clients to report matters in the event of
or systems provided by LENA in the event there | a problem.
are problems.
Through inspection of the employee handbook No exceptions noted.
and the information security policy, noted that
LENA personnel may contact their supervisor,
HR, or the help desk in the event of a problem.
2.9 System changes and updates are communicated | Inspected release notifications and noted that No exceptions noted.
to internal and external users through release system changes and updates were communicated
notifications. to internal and external users.
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Ref Controls Specified by LENA Testing Performed by Linford & Company Results of Testing

3.1 LENA’s risk evaluation is detailed within a
formally documented risk assessment.

Through inspection of the risk assessment, noted
that LENA maintained a formally documented
risk assessment.

No exceptions noted.

3.2 The risk assessment includes LENA personnel
input from the different departments at LENA,

including IT and members of LENA leadership.

Noted through inqguiries of management that
LENA management from different departments
across the Company provided input into the risk
assessment.

Inspected the weekly IT Department meeting
invite and noted members across the information
and operations team and the technology
innovation team were included.

No exceptions noted.

No exceptions noted.

33 Risk mitigation considerations and actions are
also documented within the risk assessment.

Through inspection of the documented risk
assessment, noted that risk mitigation
considerations and actions were documented.

No exceptions noted.

34 The risk assessment is updated periodically to
take into consideration relevant changes in
LENA’s operations and relevant technology
changes.

Inspected the documented risk assessment and
noted that it included risks associated to changes
in operations and technology and it was updated
during the period.

No exceptions noted.
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Risk Assessment (continued)

Ref Controls Specified by LENA Testing Performed by Linford & Company Results of Testing
3.5 The LENA information security policy takes into | Through inspection of the information security No exceptions noted.
consideration the business and IT risks noted policy, noted that the LENA information security
within the documented risk assessment. policy addressed security aspects of risk
management.
3.6 The LENA information security policy has been | Through inspection of the shared document No exceptions noted.
disseminated within the LENA organization so repository, noted that the LENA information
that personnel know and understand their security policy was available to all employees.
responsibilities related to information security,
which includes risk management. Inspected the signed acknowledgement for a No exceptions noted.
sample of newly hired employees and contractors
from during the period and noted that it stated that
they received and agreed to comply with the
information security policy.
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Monitoring of Controls
Ref Controls Specified by LENA Testing Performed by Linford & Company Results of Testing
4.1 LENA has tools in place to perform internal Inspected LENA’s ongoing vulnerability scanning | No exceptions noted.
vulnerability monitoring on an ongoing basis for | tool and noted that suspicious activities were
the internal corporate network and devices that monitored within the dashboard and alerts were
access the environment. sent to management for review when suspicious
activity was identified.
4.2 IT management analyzes the results of Inquired of management and determined that No exceptions noted.
vulnerability scans and addresses vulnerabilities | vulnerability alerts were analyzed and addressed,
based on risk. as needed, when they were generated.
Inspected the alerting dashboard and noted that No exceptions noted.
identified vulnerabilities were addressed based on
risk and that none of the vulnerabilities identified
during the period were considered high risk or
represented an event where someone gained
unauthorized access.
Inquired of management and determined that No exceptions noted.
there were no high risk vulnerabilities identified
during the period or alerts which required action
beyond review.
4.3 LENA undergoes a penetration test performed by | Inspected the web application penetration test No exceptions noted.
a third party on an annual basis to identify completed by a third party and noted that it was
potential vulnerabilities and threats to its completed during the period and results were
environment. documented.
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Monitoring of Controls (continued)

Ref Controls Specified by LENA Testing Performed by Linford & Company Results of Testing
4.4 The results of the penetration test are discussed Through inspection of the risk assessment, noted | No exceptions noted.
internally and controls are improved or that action items to address high and medium
implemented, as necessary, to remediate the risk | vulnerabilities identified by the penetration test
of any identified vulnerabilities. were included and had been remediated.
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Ref Controls Specified by LENA Testing Performed by Linford & Company Results of Testing

5.1 The Company has established and implemented | Inspected policies and procedures and noted No exceptions noted.

policies and procedures to determine whether
periodic assessments and evaluations are
performed that consider all elements of security,
availability, and confidentiality as it applies to
AICPA trust services criteria, and communicates
findings, remediation options and
recommendations, and remediation decisions to
key stakeholders.

control activities had been implemented and
periodic assessments were performed that
considered elements of security, availability, and
confidentiality.
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Logical and Physical Access

Ref Controls Specified by LENA

Testing Performed by Linford & Company

Results of Testing

6.1 LENA has developed a process to register and
authorize users prior to being issued system
credentials and granted the ability to access the
system.

Inspected LENA’s information security policy
and noted that it specified that access to
information must be granted on a minimum level
of access necessary to perform assigned
responsibilities and had documented a process
based on this principle.

No exceptions noted.

6.2 Access requests or changes for LENA Online,
AWS, or elevated network privileges are
documented in a service desk ticket and
approved by HR or the CIO, respectively.

For a sample of employees and contractors hired
during the period, inspected onboarding tickets
and noted that logical access requests and
approvals were documented in service tickets by
an appropriate member of HR.

For a sample of internal access modification
requests, inspected service tickets and noted that
the request was documented in a ticket and
approved by the CIO.

No exceptions noted.

No exceptions noted.

6.3 Terminated employee and contractor logical
access to LENA’s IT systems and data is
removed in a timely manner.

For a sample of employees and contractors
terminated during the period, inspected service
tickets and user lists and noted that their logical
access was removed within one business day.

No exceptions noted.
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Logical and Physical Access (continued)

Ref Controls Specified by LENA Testing Performed by Linford & Company Results of Testing
6.4 Administrator-level access privileges are For all network, AWS, and LENA Online internal | No exceptions noted.
restricted to only those individuals who require users with administrator-level access privileges,
such access to perform their respective job inspected the HR listing and noted that their
functions. access was appropriate per their job function.
6.5 Remote access to the production environment is | For a sample of users with remote access to No exceptions noted.
limited and communications into the LENA’s production environment, inspected the
environment are encrypted via VPN. HR listing and noted the individuals were current
employees with a role commensurate with their
access.
Ascertained through inspection of VPN details No exceptions noted.
that it authenticated using LENA’s Active
Directory network and established a secure
connection over SHA-256.
6.6 Users and customer administrators only have Inspected the LENA Online environment and No exceptions noted.
access to information within their organization. determined that LENA Online restricted customer
administrators to only see data from their own
organization.
6.7 The data upload utilizes Amazon’s S3 and only | Inspected S3 configurations and noted that No exceptions noted.
allows uploads through the Hub application. uploads were only accepted from the Hub
application.
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Logical and Physical Access (continued)

Ref Controls Specified by LENA Testing Performed by Linford & Company Results of Testing
6.8 Password parameters require a certain level of Inspected network and application password No exceptions noted.
complexity or MFA to minimize the risk of configurations and noted that they enforced
unauthorized access through password guessing. | complexity, minimum password length, and
password history parameters.
Inspected network configurations and noted that No exceptions noted.
MFA was required to access the network.
6.9 Only authorized individuals (e.g., employees, For a sample of employees with access to the No exceptions noted.
authorized contractors, and building office space, inspected the physical access listing
management) are allowed to access the office. and noted that the sampled employees with access
to the office location were current employees or
contractors.
6.10 | Visitors are required to sign a visitor log at the Through inquiries of management, determined No exceptions noted.
front desk and an authorized employee is called | that visitors were required to sign in and were
and must monitor the visitor while they are in the | escorted throughout the office.
office.
Inspected the visitor logs and noted that a visitor | No exceptions noted.
log was maintained throughout the period.
6.11 | Access to the building is authorized by HR For a sample of employees and contractors hired | No exceptions noted.
through a service desk ticket and granted by IT; | during the period, inspected onboarding tickets
IT closes the ticket after access is granted. and noted that their physical access requests were
documented in a ticket and approved.
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Ref Controls Specified by LENA Testing Performed by Linford & Company Results of Testing
6.12 | When an employee or contractor terminates For a sample of employees and contractors No exceptions noted.
employment, HR completes an exit checklist and | terminated during the period, inspected tickets and
creates a service desk ticket and IT disables the physical access listing and noted that they did
physical access and closes the ticket. not maintain physical access to the office.
6.13 | Annually, management performs a security Inspected the LENA annual security profile No exceptions noted.
access review, which includes reviewing review and noted that a security access review

physical access to the office location and logical | was performed during the period.
access to client data, AWS users, Active
Directory users and admins, firewall users, and
internal LENA Online users.

6.14 | LENA maintains an inventory listing of Inspected the network diagram and information No exceptions noted.
information assets in order to protect them from | asset inventory listing and noted that LENA
security events, maintain confidentiality of data, | maintained an up-to-date record.

and monitor availability.

6.15 | Firewalls or security groups protecting LENA Inspected the firewall and security group No exceptions noted.
servers are configured to deny by default and configurations and noted that they were
allow by exception. configured to deny all by default and allow a

limited number of IPs by exception.
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Logical and Physical Access (continued)

Ref Controls Specified by LENA Testing Performed by Linford & Company Results of Testing
6.16 | Access to modify firewall rules and security For all individuals with access to modify firewalls | No exceptions noted.
groups is restricted to authorized individuals. and security groups, inspected HR listings and
noted that their access was appropriate per their
job function.
6.17 | Firewall rules are reviewed on an annual basis Inspected the LENA access rules review and No exceptions noted.
and updated as necessary. noted that a firewall review was performed during
the period.
6.18 | LENA deploys antivirus software on all Inspected Microsoft Intune’s antivirus tool and No exceptions noted.
Microsoft Windows workstations that can access | noted that all LENA machines were configured to
the cloud services systems environment, as well | run Microsoft Defender Antivirus.
as key servers in the cloud services systems
environment, and has configured the antivirus Inspected a sample personnel workstation and No exceptions noted.
software to perform regularly scheduled scans. noted that antivirus was up-to-date and regular
scans were occurring.
Inspected the only production virtual machine and | No exceptions noted.
noted that antivirus was up-to-date and regular
scans were occurring.
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Ref

Controls Specified by LENA

Testing Performed by Linford & Company

Results of Testing

6.19

LENA has configurations enabled to apply
critical security patches to all workstations and
servers.

Inspected Microsoft Endpoint Manager
configurations and noted that it automatically
pushed patch updates to workstations, as needed.

For a sample employee, inspected their
workstation and noted that it was current for
patching.

Inspected server patching configurations and
noted that servers were patched automatically as
patches were available.

For the only virtual machine active within the
production environment, inspected the patch
status and noted that it was current for patching.

Inspected the build script for the AWS containers
and the image being used within the script and
noted that the script was configured to pull the
latest container image.

No exceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted.

6.20

Users are prevented from downloading software
on their workstations.

Inspected the group policy configuration and
noted that access to install software was restricted
to administrators.

No exceptions noted.
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Ref Controls Specified by LENA Testing Performed by Linford & Company Results of Testing
6.21 | To minimize the risk that data is compromised in | For a sample of workstations, inspected the device | No exceptions noted.
the event that hardware or data is lost or stolen, listing from the Microsoft Endpoint Manager and
LENA has encrypted all laptops. machines and noted that encryption was enabled.
6.22 | Through the use of TLS over HTTP, all Inspected configurations and noted that data No exceptions noted.
connections between the users and the LENA transmissions between users and the LENA
Online platform are secured using industry- Online platform were encrypted using TLS over
standard encryption. HTTP with digital certificates issued by a
recognized third-party provider.
6.23 | All client data resides in the AWS infrastructure, | Inspected AWS configurations for the production | No exceptions noted.
and AWS is configured to encrypt data-at-rest environment and noted that encryption for data-at-
using an industry-standard encryption algorithm. | rest was enabled.
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Ref Controls Specified by LENA Testing Performed by Linford & Company Results of Testing
7.1 LENA uses advanced tools to monitor and Inspected the monitoring tools used by LENA and No exceptions noted.
log traffic and detect and alert on suspicious | noted they logged and monitored traffic and alerted
activity which could potentially lead to on suspicious activity.
security incidents.
Observed management’s daily review of monitoring | No exceptions noted.
tool notifications and inspected sample alerts and
noted that management reviewed the monitoring
tools and investigated suspicious activity.
Inspected the only security incident that occurred No exceptions noted.
during the period and noted that the monitoring tool
was used to detect and alert management as it was
discovered and proper action was taken to prevent
unauthorized access.
7.2 The production environment is monitored for | /nspected the CloudWatch dashboards and noted No exceptions noted.
CPU utilization, network utilization, and disk | that a monitoring system was in place for the
write operations using an active monitoring production environment and that the production
system that alerts upon reaching configured system was monitored for CPU utilization, network
thresholds for certain metrics. utilization, and disk write operations.
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Ref Controls Specified by LENA Testing Performed by Linford & Company Results of Testing
7.3 Alerts are generated from the monitoring Inspected CloudWatch and noted that alarms were No exceptions noted.
tool, sent to LENA via email, and addressed | configured to send alerts in the event certain
as necessary. thresholds were exceeded.
Inspected a sample email alert and noted that the No exceptions noted.
system was configured to generate alerts in support
of system monitoring.
7.4 LENA has documented an IRP which Inspected the IRP and noted that it detailed No exceptions noted.
establishes the procedures to be undertaken procedures and specified roles and responsibilities
in response to information security incidents. | in the event of a security incident.
7.5 When a security incident occurs, LENA Inspected the ticket for the only security incident No exceptions noted.
follows the IRP, including documenting the | that occurred during the period and noted that the
security incident through remediation. ticket contained details of the incident and
remediation steps.
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8.1 LENA maintains a change management Inspected the change management policy and noted | No exceptions noted.

policy for making changes to the system used
to support the services provided to its clients.

that LENA maintained a defined change
management policy for making changes to the
system.

8.2 If the changes are determined to be valid Through inquiries of management, noted that No exceptions noted.
changes, the meeting serves as the evaluation and authorization of changes were
authorization of the changes and a ticket is performed through management discussion.
initiated to document the change.
For a sample of changes deployed to production No exceptions noted.
during the period, inspected the associated change
tickets and noted that tickets were created for
authorized changes and assigned to individuals for
work to begin.
8.3 LENA segregates its development, test, and | Inspected the environments used to support the No exceptions noted.
production environments. change management process and noted that LENA
segregated the development, test, and production
environments.
8.4 All application code changes and For a sample of changes deployed to production No exceptions noted.
infrastructure changes, if feasible, are tested | during the period, inspected the associated change
before the changes are moved into tickets and noted that changes were tested prior to
production. deployment to production for application changes
and, if feasible, for infrastructure changes.
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Ref Controls Specified by LENA Testing Performed by Linford & Company Results of Testing
8.5 Application and infrastructure changes are For a sample of changes deployed to production No exceptions noted.
approved prior to deployment to production. during the period, inspected change tickets and
noted that management approved the changes to
be deployed to production.
8.6 LENA restricts the ability to implement changes | Inspected user lists and LENA’s organizational No exceptions noted.
into the production environment to only those chart and noted that individuals with the ability to
individuals who require the ability to implement | deploy changes to production were current
changes as part of their job function. employees and access was appropriate for their
job function.
8.7 System changes and updates are communicated | Inspected a sample email and newsletter and No exceptions noted.
to internal and external users. noted that change notification emails and program
newsletters were sent to communicate system
changes to internal and external users.
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Ref Controls Specified by LENA Testing Performed by Linford & Company Results of Testing

9.1 LENA annually reviews the SOC report
provided by its subservice organization to
determine whether compliance levels
adequately support LENA’s service
commitments and addresses the listed
complementary user entity controls.

Through inspection of email correspondence,
determined that LENA monitored the effectiveness
of the controls performed by AWS and reviewed the
listed complementary user entity controls for any
items needing to be addressed.

No exceptions noted.

9.2 Vendor risks identified are recorded in the
risk assessment matrix.

Inspected the risk assessment matrix and noted that
it included risks that were identified as arising from
third parties.

No exceptions noted.
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Ref Controls Specified by LENA Testing Performed by Linford & Company Results of Testing

10.1 Monitoring tools are used to monitor server Inspected configurations and determined that No exceptions noted.

health and availability, and in the event of
any system malfunction, the monitoring
software is configured to notify designated
LENA personnel who will address the
problem immediately.

monitoring tools were configured to monitor
availability and alerts were sent to designated LENA
personnel when required.

10.2 | In the event the traffic monitoring software Inspected the traffic monitoring tool and noted that | No exceptions noted.
detects any suspicious activity, alerts appear | suspicious activity was presented on screen within
on screen and are monitored by the the dashboard and monitored by management.
infrastructure manager.
Observed that management reviewed the monitoring | No exceptions noted.
tools and investigated suspicious activity.
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Ref

Controls Specified by LENA

Testing Performed by Linford & Company

Results of Testing

10.3 | LENA maintains a backup copy of its
essential production systems, applications,
and data at an offsite location.

Inspected backup storage configurations for virtual
machines and noted that backups occurred daily and
were maintained for a month.

Inspected backup storage configurations and noted
that S3 backups were taken daily and retained for
seven days.

Inspected backup storage configurations and noted
that S3 backups were being maintained within the
LENA test account, in the event the production
environment were to become compromised.

Inspected backup storage configurations and noted
that RDS backups were taken daily and retained for
seven days.

No exceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted.

daily.

10.4 | Full backups of its SQL server are performed

Inspected backup storage configurations of the
LENA Online SQL server and noted that
incremental backups were scheduled daily and full
backups were scheduled to occur weekly.

No exceptions noted.
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Ref Controls Specified by LENA Testing Performed by Linford & Company Results of Testing
10.5 | IT management monitors jobs to ascertain Through inspection of AWS email backup No exceptions noted.
successful completion. notifications, determined that backups were
monitored each day to identify any backup
failures.
10.6 | Backups are tested periodically to validate that a | Inspected database restore details and noted that No exceptions noted.
restore can be completed successfully. LENA had successfully performed a test restore
of its database during the period.
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11.1 | LENA has defined and documented how it Inspected LENA’s information security policy and | No exceptions noted.

views and handles confidential information.

noted that it included the classification of data and
what data was considered confidential.

11.2 | All employees are required to sign off on a Inspected the signed confidentiality agreement for a | No exceptions noted.
confidentiality agreement as part of their sample of newly hired employees and contractors
employment. from during the period and noted that a signed
confidentiality agreement was in place.
11.3 | Any vendor or contractor that could possibly | Inspected the agreements for all vendors and No exceptions noted.
come in contact with confidential data is contractors with potential access to confidential data
required to sign a confidentiality agreement during the period and noted that they had signed
before being allowed access to LENA agreements to maintain confidentiality.
Online.
11.4 | When there is an instance where confidential | Inspected example documentation that included data | No exceptions noted.
data is in LENA’s possession, it is defined as confidential and noted that it was marked
appropriately marked to identify it as appropriately.
confidential.
11.5 | There is a locked hardcopy media collection | Inspected the confidential document destruction No exceptions noted.
point (shred bin) within the LENA office agreement and locked hardcopy media collection
where confidential information is disposed. point image and noted that LENA maintained a
locked collection point in the office to dispose of
confidential hardcopy materials.
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Ref Controls Specified by LENA Testing Performed by Linford & Company Results of Testing
11.6 | Any data used outside of the production Inspected data held in an environment other than No exceptions noted.
environment (i.e., test environment) is production and noted that participant data was
anonymized before being available in the anonymized in environments outside of production.
environment.
11.7 | Per policy, removable media (e.g., thumb Inspected the information security policy and noted | No exceptions noted.
drives) may not be used on LENA that removable media was not authorized to store
workstations to store confidential confidential information but if it must be, the
information unless the removable media is removable media must be encrypted.
encrypted.
11.8 | Per policy, employees are required to secure | Inspected the information security policy and noted | No exceptions noted.
confidential documents by maintaining a that employees had to secure confidential
clean desk and/or locking documents in information when not in use.
secure, designated areas when out of office.
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11.9 | Per policy, all data on LENA computer Inspected the information security policy and noted | No exceptions noted.
systems must be cleared before their that prior to disposal, all data on LENA computer
disposal. systems must be cleared.
Through inquiries of management, determined that | Operational effectiveness of
no asset-tagged IT equipment was disposed of the control was not tested as
during the period but if there were, they would no asset-tagged IT equipment
physically destroy any hard drives or other storage was disposed of during the
media prior to disposal and document the asset- period. No exceptions noted.
tagged IT equipment disposal in the ticketing
system.
11.10 | Per the retention of data paragraph under the | Inspected the privacy policy and noted that upon No exceptions noted.
privacy policy, when the LENA program client termination, personal information was
agreement with a client terminates, LENA reasonably de-identified or deleted.
securely deletes or reasonably de-identifies
personal data stored within a reasonable time. | /nspected a client termination ticket and noted that No exceptions noted.
personal information was de-identified as part of the
client termination process.
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Section V — SOC 2 Requirements and Controls

The LENA management team is responsible for establishing and maintaining effective controls over its LENA Online Services. The controls are
designed to provide reasonable assurance to LENA management that the following SOC 2 Security, Availability, and Confidentiality control criteria
are achieved.

In the table that follows, the columns have the following meaning;:

SOC 2 Criteria — This column contains, for each criterion evaluated, the reference citation. Each criterion sources from a requirement of
the Trust Services Criteria.

Requirement(s) — This column contains the text of the criterion (requirement) directly from the Trust Services Criteria.

Reference — This column contains the reference to the control activities in Section IlI, LENA’s Description of Its LENA Online Services,
which are relevant to the achievement of the criterion.

The purpose of this table is to demonstrate that all SOC 2 control criteria in scope were assessed and that the control activities described in Section
IlI, LENA’s Description of Its LENA Online Services, address the SOC 2 control criteria.

Many of the criteria used to evaluate a system are shared amongst security, availability, processing integrity, confidentiality, and privacy. For
example, the criteria related to risk management apply to the security, availability, processing integrity, confidentiality, and privacy criteria. As a
result, the criteria for the security, availability, processing integrity, confidentiality, and privacy criteria are organized into (a) the criteria that are
applicable to all five criteria (common criteria) and (b) criteria applicable only to a single criterion. The common criteria (CC1.0 through CC9.0 in
the table that follows) constitute the complete set of criteria for the security trust services criteria as well as the criteria common to the availability,
processing integrity, confidentiality, and privacy criteria.

linford LENA Confidential 55|Page





LENA Foundation
Type 11 SOC 2 Section V
LENA Online Services SOC 2 Requirements and Controls

Common Criteria/Security Criteria

Security. Information and systems are protected against unauthorized access, unauthorized disclosure of information, and damage to systems that
could compromise the availability, integrity, confidentiality, and privacy of information or systems and affect the entity’s ability to meet its
objectives.

Security refers to the protection of:
i. information during its collection or creation, use, processing, transmission, and storage and
ii. systems that use electronic information to process, transmit or transfer, and store information to enable the entity to meet its objectives.
Controls over security prevent or detect the breakdown and circumvention of segregation of duties, system failure, incorrect processing,
theft or other unauthorized removal of information or system resources, misuse of software, and improper access to or use of, alteration,
destruction, or disclosure of information.

CC1.0 Common Criteria Related to Control Environment

SOC 2 Criteria Requirement(s) Reference
CCl1.1 COSO Principle 1: The entity demonstrates a commitment to integrity and ethical values. 1.1
CCl1.2 COSO Principle 2: The board of directors demonstrates independence from management and 1.2

exercises oversight of the development and performance of internal control.

CCl1.3 COSO Principle 3: Management establishes, with board oversight, structures, reporting lines, and 1.2-1.4
appropriate authorities and responsibilities in the pursuit of objectives.

CCl14 COSO Principle 4: The entity demonstrates a commitment to attract, develop, and retain 1.5-1.8
competent individuals in alignment with objectives.

CCl1.5 COSO Principle 5: The entity holds individuals accountable for their internal control 1.4-1.5,1.7-1.9
responsibilities in the pursuit of objectives.
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CC2.0 Common Criteria Related to Information and Communication

SOC 2 Criteria Requirement(s) Reference
CcC2.1 COSO Principle 13: The entity obtains or generates and uses relevant, quality information to 4.1-4.4,5.1,
support the functioning of internal control. 6.5-6.7, 6.15, 6.20,
6.22,7.1-7.4
CC2.2 COSO Principle 14: The entity internally communicates information, including objectives and 2.1-2.3,2.5-2.9

responsibilities for internal control, necessary to support the functioning of internal control.

CcC23 COSO Principle 15: The entity communicates with external parties regarding matters affecting 2.1,2.3-24,2.9
the functioning of internal control.

C(C3.0 Common Criteria Related to Risk Assessment

SOC 2 Criteria Requirement(s) Reference

CC3.1 COSO Principle 6: The entity specifies objectives with sufficient clarity to enable the 3.1-3.6
identification and assessment of risks relating to objectives.

CC3.2 COSO Principle 7: The entity identifies risks to the achievement of its objectives across the entity 3.1-34
and analyzes risks as a basis for determining how the risks should be managed.

CC3.3 COSO Principle 8: The entity considers the potential for fraud in assessing risks to the 3.1,34
achievement of objectives.

CC3.4 COSO Principle 9: The entity identifies and assesses changes that could significantly impact the 3.1,3.4
system of internal control.
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CC4.0 Common Criteria Related to Monitoring Activities

SOC 2 Criteria Requirement(s) Reference
CC4.1 COSO Principle 16: The entity selects, develops, and performs ongoing and/or separate 4.1-44,5.1
evaluations to ascertain whether the components of internal control are present and functioning.
CC4.2 COSO Principle 17: The entity evaluates and communicates internal control deficiencies in a 32,4.2,44,5.1
timely manner to those parties responsible for taking corrective action, including senior
management and the board of directors, as appropriate.
CC5.0 Common Criteria Related to Control Activities
SOC 2 Criteria Requirement(s) Reference
CCs.1 COSO Principle 10: The entity selects and develops control activities that contribute to the 3.1-3.4,5.1
mitigation of risks to the achievement of objectives to acceptable levels.
CCs5.2 COSO Principle 11: The entity also selects and develops general control activities over 5.1,6.1,6.3,
technology to support the achievement of objectives. 6.5-6.8,
6.15-6.23,
7.1-7.3
CC5.3 COSO Principle 12: The entity deploys control activities through policies that establish what is 5.16.1
expected and in procedures that put policies into action.
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CC6.0 Common Criteria Related to Logical and Physical Access Controls

SOC 2 Criteria Requirement(s) Reference

CCe.1 The entity implements logical access security software, infrastructure, and architectures over 6.1-6.23
protected information assets to protect them from security events to meet the entity’s objectives.

CCo6.2 Prior to issuing system credentials and granting system access, the entity registers and authorizes 6.2-6.4
new internal and external users whose access is administered by the entity. For those users whose
access is administered by the entity, user system credentials are removed when user access is no
longer authorized.

CC6.3 The entity authorizes, modifies, or removes access to data, software, functions, and other 6.2-6.8
protected information assets based on roles, responsibilities, or the system design and changes,
giving consideration to the concepts of least privilege and segregation of duties, to meet the
entity’s objectives.

CC6.4 The entity restricts physical access to facilities and protected information assets (for example, 6.9-6.11, 6.12,
data center facilities, back-up media storage, and other sensitive locations) to authorized AWS CSOC
personnel to meet the entity’s objectives.

CCo6.5 The entity discontinues logical and physical protections over physical assets only after the ability 6.1, 6.14,
to read or recover data and software from those assets has been diminished and is no longer AWS CSOC
required to meet the entity’s objectives.

CCe6.6 The entity implements logical access security measures to protect against threats from sources 6.15-6.19
outside its system boundaries.
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CC6.0 Common Criteria Related to Logical and Physical Access Controls (continued)

SOC 2 Criteria Requirement(s) Reference

CCeo6.7 The entity restricts the transmission, movement, and removal of information to authorized 6.20-6.22
internal and external users and processes, and protects it during transmission, movement, or
removal to meet the entity’s objectives.

CC6.8 The entity implements controls to prevent or detect and act upon the introduction of unauthorized 6.18, 6.20-6.21
or malicious software to meet the entity’s objectives.

CC7.0 Common Criteria Related to System Operations

SOC 2 Criteria Requirement(s) Reference
CC7.1 To meet its objectives, the entity uses detection and monitoring procedures to identify (1) changes 4.1-44,7.1,
to configurations that result in the introduction of new vulnerabilities, and (2) susceptibilities to 9.1-9.2

newly discovered vulnerabilities.

CC7.2 The entity monitors system components and the operation of those components for anomalies that 7.1,
are indicative of malicious acts, natural disasters, and errors affecting the entity’s ability to meet AWS CSOC
its objectives; anomalies are analyzed to determine whether they represent security events.

CC7.3 The entity evaluates security events to determine whether they could or have resulted in a failure 4.1-4.4,7.1-7.5,
of the entity to meet its objectives (security incidents) and, if so, takes actions to prevent or AWS CSOC
address such failures.

CC74 The entity responds to identified security incidents by executing a defined incident response 4.1-4.4,7.1-7.5,
program to understand, contain, remediate, and communicate security incidents, as appropriate. AWS CSOC

linford LENA Confidential 60|Page





LENA Foundation
Type 11 SOC 2 Section V
LENA Online Services SOC 2 Requirements and Controls

CC7.0 Common Criteria Related to System Operations (continued)

SOC 2 Criteria Requirement(s) Reference
CC7.5 The entity identifies, develops, and implements activities to recover from identified security 7.5,10.3-10.6,
incidents. AWS CSOC

CC8.0 Common Criteria Related to Change Management

SOC 2 Criteria Requirement(s) Reference

CC8.1 The entity authorizes, designs, develops or acquires, configures, documents, tests, approves, and 8.1-8.7
implements changes to infrastructure, data, software, and procedures to meet its objectives.

CC9.0 Common Criteria Related to Risk Mitigation

SOC 2 Criteria Requirement(s) Reference

CCoa.1 The entity identifies, selects, and develops risk mitigation activities for risks arising from potential 3.3,9.1
business disruptions.

CC9.2 The entity assesses and manages risks associated with vendors and business partners. 9.1-9.2
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Availability Criteria
Availability: Information and systems are available for operation and use to meet the entity’s objectives.

Availability refers to the accessibility of information used by the entity’s systems, as well as the products or services provided to its clients. The
availability objective does not, in itself, set a minimum acceptable performance level; it does not address system functionality (the specific functions
a system performs) or usability (the ability of users to apply system functions to the performance of specific tasks or problems). However, it does
address whether systems include controls to support accessibility for operation, monitoring, and maintenance.

Al.0 Additional Criteria Related to Availability

SOC 2 Criteria Requirement(s) Reference
Al.l The entity maintains, monitors, and evaluates current processing capacity and use of system 10.1-10.2,
components (infrastructure, data, and software) to manage capacity demand and to enable the AWS CSOC

implementation of additional capacity to help meet its objectives.

Al.2 The entity authorizes, designs, develops or acquires, implements, operates, approves, maintains, 10.3-10.6,
and monitors environmental protections, software, data backup processes, and recovery AWS CSOC
infrastructure to meet its objectives.

Al3 The entity tests recovery plan procedures supporting system recovery to meet its objectives. 10.6,
AWS CSOC

linford LENA Confidential 62|Page





LENA Foundation
Type 11 SOC 2 Section V
LENA Online Services SOC 2 Requirements and Controls

Confidentiality Criteria

Confidentiality: Information designated as confidential is protected to meet the entity’s objectives.

Confidentiality addresses the entity’s ability to protect information designated as confidential from its collection or creation through its final
disposition and removal from the entity’s control in accordance with management’s objectives. Information is confidential if the custodian (for
example, an entity that holds or stores information) of the information is required to limit its access, use, and retention and restrict its disclosure to
defined parties (including those who may otherwise have authorized access within its system boundaries). Confidentiality requirements may be
contained in laws or regulations or in contracts or agreements that contain commitments made to clients or others. The need for information to be
confidential may arise for many different reasons. For example, the information may be proprietary, intended only for entity personnel.

Confidentiality is distinguished from privacy in that privacy applies only to personal information, whereas confidentiality applies to various types
of sensitive information. In addition, the privacy objective addresses requirements regarding collection, use, retention, disclosure, and disposal of
personal information. Confidential information may include personal information as well as other information, such as trade secrets and intellectual

property.

C1.0 Additional Criteria Related to Confidentiality

SOC 2 Criteria Requirement(s) Reference
Cl.1 The entity identifies and maintains confidential information to meet the entity’s objectives related 11.1-11.10
to confidentiality.

Cl.2 The entity disposes of confidential information to meet the entity’s objectives related to 11.11-11.10
confidentiality.
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