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Position Name: Information Security Manager

About Protecht:

Protecht’s mission is to assist organisations in the achievement of their objectives through better risk based
decision making. Protecht is a leader in the delivery of risk management training, advisory services and
enterprise risk management software and has been operating since 1999 in Australia and New Zealand.

Protecht is committed to diversity and inclusion.
About the role:

The Information Security Manager plays an integral part in the architecture, development, implementation of
IT Cloud Services, Network, Security Infrastructure services and compliance across Protecht.

This role is responsible for managing risks related to information security, business continuity/disaster
recovery planning, crisis management, privacy, compliance and maintenance of existing security certifications.

In addition, you would also participate with the CTO and Executive Team to establish strategic plans and
objectives, making decisions on administrative or operational matters, and ensuring effective achievement of
objectives.

This is a highly visible role with direct line of sight and reporting to the CTO and other Executive leadership.

Key accountabilities:

Responsibilities include but are not limited to:

e Expand and maintain existing security certifications. Lead regulatory and corporate compliance with ISO
27001 and IRAP initiatives as they relate to Protecht

e Identifying, evaluating reporting on, and mitigating information security risks in a manner that meets
internal, compliance and regulatory requirements

e Responding to incidents that may occur and overseeing the adoption of cloud operations for strategic
applications. Investigate and follow up of security breaches and incidents, if they occur.

e Understand and document IT Infrastructure and Security requirements in alignment with current industry
best practices

e Develop strategy, budget and roadmap for Information Security to ensure compliance with industry best
practices and standards, including ongoing security assessment and response, identity and authentication
services, patch management.

e Oversee implementation of periodic risk assessments of assets to identify any potential vulnerabilities and
recommend an appropriate methodology to mitigate identified vulnerabilities and follow up to
completion.

e Assess criticality of identified vulnerabilities within the Protecht and Protecht.ERM environment and guide
the remediation of these vulnerabilities to meet compliance and maintain a secure environment.

e Design or utilise monitoring systems to ensure confidentiality and integrity of Protecht and Client data and
availability of all network services

e Facilitate the selection of 3™ party vendors, software, hardware and other technology business
applications with regards to security of service and product.

You must be:

e An Australian citizen or have a demonstrated right to live and work permanently in Australia

You must have:
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e 5 years of demonstrated IT Security and Infrastructure Services experience developing strategy, design,
budgeting, implementation and operations & maintenance

e  Relevant qualifications such as CISM, CISSP, CCSP, CSSLP

e The ability to deliver changes to various systems and processes, ensuring impacted divisions are ready for
the change

e  Qutstanding communication and interpersonal skills allowing any changes to be implemented sensitively
and with minimal disruption.

e The ability to work with small agile teams and self-motivate.

e Have excellent English language and grammar skills.

It would be great if you also had:

e Demonstrable interest in Risk Management

To apply for this role:

Go to our website https://www.protecht.com.au/about/work-with-us and complete the “l want to join the
team” form. To be considered for this role when completing the form please enter the word “PyeongChang” In
the “How did you come to hear about Protecht” field.
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