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MASQUERADERS: THE ENTERPRISE NEMESIS
DO YOU KNOW WHO’S SNOOPING AROUND YOUR CONFIDENTIAL DATA?

According to the 2017 Verizon Data Breach Investigations Report, 75% of reported breaches are perpetrated by outsiders
and 81% of breaches leverage stolen credentials. This has driven the concern around insider risk, by which external bad
actors gain access by masquerading themselves as legitimate employees or contractors.

Once a masquerader has gained access to legitimate user credentials, preventative tools are easily bypassed. These mea-
sures are designed to be used by employees and trusted third-parties, so it's understandable that they'd be blind to an
adversary posing as a legitimate user. More layers of authentication will only slow productivity and give employees cause
to prioritize business mission over security, leaving data even more susceptible.

It is this very challenge that inspired Columbia professor, and Allure Security founder and CTO, Salvatore (Sal) Stolfo to
conduct DARPA-funded research to build a better approach to stopping data loss. As a result, he founded Allure Security
and introduced Allure Decoy Documents, deceptive documents with beacons, which act as an alarm system with GPS for
confidential data.
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BEACON DETAILS

Type Beacon Name Deployed On Created On
docx Marketing_Strategy.docx  demo.alluresecurity.com  1/1/2015
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https://www.verizonenterprise.com/resources/reports/2017_dbir_en_xg.pdf
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DARPA Research Study

The efficacy of Allure Decoy Documents was proven in a scientific study sponsored by DARPA. The study measured true posi-
tives, false positives, true negatives and ease of deployment. In the study, 39 individual masqueraders, all selected because of
their sophisticated, deep knowledge of computer science and systems in general, were granted access to a system as if they
had already succeeded in stealing the necessary credentials.
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Allure Decoy Documents Versus Risk

According to the Ponemon Institute 2018 Cost of Data Breach Study, sponsored by IBM, there is a 28% chance a business will
suffer a breach within the next two years, resulting a $3.6 million loss based on the average cost of a data breach. That’s pretty
good odds. Furthermore, according to the study, detection of a breach within 30 days or less (rather than the average 197 days)
saves the company $1 million in costs. Without Allure, there is 0% chance for early detection given current products deployed,
leaving companies subject to the 197 day standard.

If Allure Decoy Documents are 100% effective in early detection under 30 days, an enterprise stands to lose nothing. At 98%
accuracy, based on the DARPA sponsored study, that leaves only a 2% variable. The worst case, average savings using Allure
Decoy Documents is $1 million. Allure’s approach is proven to catch masqueraders quickly, early in their attacks before suc-
ceeding in stealing high-value data and documents.

Want to learn more?
Contact info@alluresecurity.com today.
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https://www.ibm.com/security/data-breach
http://ids.cs.columbia.edu/sites/default/files/CSET_2011_0.pdf
http://ids.cs.columbia.edu/sites/default/files/CSET_2011_0.pdf

