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Testing Policies to Validate Application Security 1! illumio

lllumination — Draft View Labels to filter

Q, Search lllumination

GROUP
Ordering | Production | CA

4 Roles
Nginx-LB
Web

Database Nginx-L... Nginx-L...

®
A
®

%
|
Fm
O

Processing

Total Workloads 9 Web

Policy State | Enforced v ! ) )

Build Processt.. Process...

el [ Save .
Test . N f

0
-
L
App Group Map  Enforced @<'

Databas... Databas...
Vulnerability Mag.

View Rulesets Add Rule >
Start Policy Generator
More ¥V

Ordering | Production | CA

Strictly Confidential



Enforcing Policies to Secure Application 1! illumio

lllumination — Draft View Labels to filter

Q, Search lllumination

GROUP
Ordering | Production | CA
4 Roles —
Nginx-LB 2 ‘
Web 3 @ : '@
Database 2 Nginx-L... Nginx-L...
Processing 2 \ \
” B
e 0
Total Workloads 9 Web Web Eb
Policy State | Enforced v B ) ".&] )

Build Process... Process...
e M Save .
Test o e

App Group Map  Enforced
Vulnerability Mag
View Rulesets AddRule >
Start Policy Generator

More VvV

=,
s

Databas.'.. Databas...

Ordering | Production | CA

Strictly Confidential



Workload Detalils

lllumination — Draft View Labels to filter

Q Search lllumination

WORKLOAD
ordering-web3

Group Ordering | Production | CA
Role Web /'
3 Services
apache2 8080 TCP
dhclient3 68 UDP
sshd 22 TCP
Policy State Enforced: High Detail /'
Policy Sync Active
VEN Connectivity ® Online
IP Address 13.56.87.116

Strictly Confidential

- &
Oy (m)
Nginx-L... Nginx-L...
\ ¥, «
Ee—_
Web Web

Process... Process...
-
. - ° .
Ll
< ™
.
Databas... Databas...

Ordering | Production | CA

" illumio




Micro-Segmentation of Application 1] illumio

— lllumination — Draft View Labels to filter

Q, Search lllumination

!

{
(m
Oy

Web Web Web

\
[ —
Process... Process...
=
o - - .
L]
05 5]
L2

Databas... Databas...

Ordering | Production | CA

Strictly Confidential



