May 20, 2016

Security Spotlight Series

lllumio and adaptive security
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An elegant segmentation solution for distributed networks

lllumio secures workloads independently of network infrastructure .
Gabriela Borges, CFA
We hosted a lunch with CEO and co-founder of lllumio, Andrew Rubin, as (212) 357-2692 gabriela.borges@gs.com
the first event in our Security Spotlight series. In a security landscape that CRIGIIEN, Se N,
has. tradltlonally been domlnatec! by the perimeter with f.lrewalls f':md . Chelsea Jurman
switches, lllumio uses an “adaptive” approach that applies security policy (212) 902-0695 chelsea.jurman@gs.com
directly to individual workloads (via a lightweight operating system agent), CRIGITIEN, Se N,
rather than tf) |_nfrastructure. This approach aIIows.enterpflse_s t.o 1) . Manik Mahajan
segment their internal networks more granularly via a whitelisting policy (212) 934-5269 manik.mahajan@gs.com
engine, which reduces the attack surface and simplifies the process of Goliemen Saehe lnds SEL
writing otherwise-static rules in a dynamic environment; 2) ringfence high
value assets; 3) apply security policy independent of fixed infrastructure in
a scalable model that spans on-premise, cloud and hybrid environments.
lllumio exited stealth mode in 2014 and has raised $142.5 mn in funding
over 3 years; customers include Morgan Stanley, NTT and Plantronics.

The changing security landscape: focus on segmentation and cloud
Mr. Rubin highlighted trends in the security landscape such as more
segmentation, protecting high-value assets, and meeting stricter
compliance rules (e.g. data residency laws in Europe). Together with the
move to cloud, these evolving use cases have driven a proliferation in
firewall policy with enterprises often maintaining over 8mn disparate rules
that are difficult to manage manually. Ultimately, given a much larger
surface area within a datacenter than around it, the TAM for internal
segmentation tools could be much larger than the TAM for perimeter
firewalls, which may drive a significant shift in the way enterprises are
allocating budgets. Mr. Rubin highlighted that there is increasing
momentum toward distributed computing environments; however, “all-
cloud” roadmaps are rare and most enterprises are likely to take a hybrid
approach. We believe over the medium term, the increasing complexity of
maintaining security in hybrid environments is likely to be incremental
(rather than cannibalistic) to the existing security TAM.

Infrastructure likely to remain the cornerstone of security

Mr. Rubin identified three key buckets of security spending: analytics (e.g.
SIEM tools), detection and remediation (e.g. advanced threats, FireEye),
and infrastructure, with infrastructure the largest and most defensible.
lllumio does not compete with firewalls at the perimeter, but may compete
going forward if firewall vendors become more aggressive with internal
seamentation. lllumio’s primarv competitor todav is VMWare's NSX.
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Buy (B), Neutral (N), Sell (S) -Analysts recommend stocks as Buys or Sells for inclusion on various regional Investment Lists. Being assigned a Buy
or Sell on an Investment List is determined by a stock's return potential relative to its coverage group as described below. Any stock not assigned as
a Buy or a Sell on an Investment List is deemed Neutral. Each regional Investment Review Committee manages various regional Investment Lists to a
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Return potential represents the price differential between the current share price and the price target expected during the time horizon associated
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report adding or reiterating an Investment List membership.

Coverage groups and views: A list of all stocks in each coverage group is available by primary analyst, stock and coverage group at
http://www.gs.com/research/hedge.html. The analyst assigns one of the following coverage views which represents the analyst's investment outlook
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advisory capacity in a merger or strategic transaction involving this company and in certain other circumstances. Rating Suspended (RS). Goldman
Sachs Research has suspended the investment rating and price target for this stock, because there is not a sufficient fundamental basis for
determining, or there are legal, regulatory or policy constraints around publishing, an investment rating or target. The previous investment rating and
price target, if any, are no longer in effect for this stock and should not be relied upon. Coverage Suspended (CS). Goldman Sachs has suspended
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information is not available for display or is not applicable. Not Meaningful (NM). The information is not meaningful and is therefore excluded.
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European Union: Goldman Sachs International authorised by the Prudential Regulation Authority and regulated by the Financial Conduct Authority
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The analysts named in this report may have from time to time discussed with our clients, including Goldman Sachs salespersons and traders, or may
discuss in this report, trading strategies that reference catalysts or events that may have a near-term impact on the market price of the equity
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