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1. The reference architectures can be used to validate choices you
have made or are planning to make.

2. They are curated from the community. You will notice a number of
About this common elements that are used repeatedly.

collection

3. Each image has a link to its original source in the speaker notes,
enabling you to deep dive for more knowledge.

If you would like to have your reference architecture added to this deck, please
send it to weeks@sonatype.com.
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Common Elements of a DevSecOps Pipeline
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DevSecOps according to U.S. Dept of Defense/JIDO
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https://www.youtube.com/watch?v=LNL5J6gIkv0

DevSecOps according to CONTINO

Build executions can be triggered with fully

identifiable date and time stamps to Fully version controlled artefacts A single automated deployment method all the way to
Code Commits captured in Git/Bit illustrate who has executed a build request can be stored in repositories, production with role based access control established for SOD
Bucket repo's will allow the Bank to in the Train (Jenkins) farm. Strong access illustrating who has modified build needs. Altering and monitoring established for real time
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SOﬂatype Source: Michael Man, DevSecOps Consultant: https://www.slideshare.net/MichaelMan1l/devsecops-the-evolution-of-devops



DevSecOps according to Carnegie Mellon’s SEI
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SOﬂatype Source: Derek Weeks, DZone “From Water-Scrum-Fall to DevSecOps”


https://dzone.com/articles/from-water-scrum-fall-to-devsecops
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http://www.oreilly.com/webops-perf/free/devopssec.csp
http://www.oreilly.com/webops-perf/free/devopssec.csp

DevSecOps according to Larry Maccherone
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Source: Larry Maccherone @Lmaccherone, Twitter “Annotated DevSecOps cycle”



https://twitter.com/LMaccherone
https://twitter.com/LMaccherone/status/843644744538427392

DevSecOps according to Steve Springett
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https://github.com/stevespringett/dependency-track

DevSecOps according to TeachEra
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https://www.slideshare.net/secfigo/practical-devsecops-course-part-1-82334619?qid=c3898139-ccc1-414e-8924-210428f93ba6&v=&b=&from_search=7

21 DevSecOps practitioners from leading enterprises to shared their experiences and best
practices. All 21 recordings are available for free at www.alldaydevops.com.
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DevSecOps according to Coveros
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Source: Alan Crouch, Coveros “Implementing the DevSecOps Process”



https://www.coveros.com/implementing-devsecops-process/

DevSecOps according to Aaron Weaver
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https://www.slideshare.net/StefanStreichsbier/devsecops-the-big-picture-66944652?qid=c3898139-ccc1-414e-8924-210428f93ba6&v=&b=&from_search=25
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DevSecOps according to Dr. Ravi Rajamiyer
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Source: Dr. Ravi Rajamiyer, DevOps Summit Journal “When “loC” meets “SoC””



http://devops.sys-con.com/node/4151782

DevSecOps according to ACROSEC

Rule of thumb: Top management involvement required:
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Security?
But we just provide
the network and
system security
basics...

raditional Dev. Methods
@ Business IT Ops @

Start of Project End of Project Release

Adile Dev. Methods and DevOps

Security?
Leave it to

Security?
Leave it to
IT...

@ Business

Agile

Requirements
Analysis

Acceptance

Tragedy in the

Specification Producton k &~ <4 - S

Environment IT trenches

Test
Still an often seen reality!

Testing/

Autom. Testing JREall CB (C:

>
s A CD (Continuous .
Autom. Testing Delivery/Deploy) Secu rItY?
But we just provide the
network and system
security basics...

Security?
Leave it to

Detail Design Unit Test Leave it to

Testing/
Staging

Multiple
Development Test Env.
Development Environment Multiple Test Environments

V Model (similar to Waterfall)

Y 3 Add 'Security by Design1 & I'DevSecOps !
JECD

Security:
Does it work
for you?

Security:
Does it work
for you?
@ Business IT Ops@ Require to Include

Require to Include . N
Securty Roquirements! JIil Start of Project End of Project Release !
B ette r Analyze Security Context &
Create Security Requirements

Version 1.2.19, 2018 ©Acrosec Inc., All Rights Reserved.

(c9) ®@® This work is licensed under the Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 International License.
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Source: Derek Weeks, Acrosec “Three important elements of Application Security: "Shift Left", "Security by Design" and "DevSecOps’™



https://www.acrosec.jp/qwertz/wp-content/uploads/2018/01/A1_Acrosec_Application_Security_Shift_Left_Security-by-Design_DevSecOps_V1.2.19_english.pdf

DevSecOps according to Ranger4
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Source: Helen Beal, Linked in “DevSecOps is it a Good Thing”



https://www.slideshare.net/DevOpstastic/devsecops-is-it-a-good-thing

DevSecOps according to Magno Rodrigues
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https://www.slideshare.net/StefanStreichsbier/devsecops-the-big-picture-66944652?qid=c3898139-ccc1-414e-8924-210428f93ba6&v=&b=&from_search=25

DevSecOps according to AWS
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Sonatype Source: lan Massingham, @lanMmmm, Linked In “Securing Systems at Cloud Scale with DevSecOps”


https://www.slideshare.net/AmazonWebServices/securing-systems-at-cloud-scale-with-devsecops

DevSecOps according
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https://www.slideshare.net/cisoplatform7/devsecops-in-baby-steps-59371055

DevSecOps according to Accenture
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https://www.youtube.com/watch?v=Vkn4oIIjyDs

DevSecOps according to Shine Solutions
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https://shinesolutions.com/2016/05/13/the-emergence-of-the-3-towers-devsecops/

DevSecOps according to Ellucian
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Sonatype Source: https://www slideshare.net/FranklinMosley/robocop-bringing-law-and-order-to-cicd?from_action=save



DevSecOps according to WhiteHat Security
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SOﬂatype Source: White Hat Security “Take Control Design a complete DevOps Program”



https://www.slideshare.net/DevOpsWebinars/take-control-design-a-complete-devsecops-program-82918313?from_action=save

DevSecOps according to GSA
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Sonatype Source: Tech at GSA “Building DevSecOps Culture”


https://tech.gsa.gov/guides/building_devsecops_culture/

DevSecOps according to Sense of Security

Layer #1 — The developer has an Layer #3 — Automated dynamic
opportunity to avoid introducing a scanning of the application detects the
security vulnerability in their IDE. same vulnerability if it gets this far.
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Layer #2 — Static code analysis Layer #4 — Continuous Monitoring &
triggered by the code commit Vulnerability Management detects
action identifies the vulnerability — the exposed vulnerability. Add

build fails. comprehensive Manual Pen Te

“resensse, All Day DevOps

Sonatype Source: ADDO17, Youtube “DevOps: A How-To for Agility with Security: Murray Goldschmidt”


https://www.youtube.com/watch?v=YVa8Bn9CRK8
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DevSecOps
Reference Architectures

We would love to add your DevSecOps
reference architecture to this deck.

How?

1. Send it to me (weeks@sonatype.com), with the
subject line: DevSecOps reference architecture.

2. Provide me link as to where people can find
more information about the architecture (e.qg.,
your blog, a video, a SlideShare deck).

3. I'll add it to this deck with full attribution to
you, and let you know that it's been updated.

It’s that easy. We all learn with help from the
community. Thank you for your contributions!


mailto:weeks@sonatype.com
mailto:weeks@sonatype.com)
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