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1. Overview 

The Desktop-as-a-Service (DaaS) and Workspaces market continues to evolve with three dominant 

players providing the majority of the DaaS and Workspace services – Citrix, VMware, and Amazon 

Web Services (AWS). 

GlassHouse Technologies is a technology agnostic provider of Consulting and Service Management 

services, focusing on data centre/cloud migrations and virtual desktop / application workspaces.  We 

have created this whitepaper to represent our views on the current state of the market as of June 

2017 and the technology advances and trends occurring with the dominant players in this space. Our 

team of practitioners have deep expertise in technologies discussed herein, and present this 

information in a non-biased and vendor independent analysis of global market trends.  

 

Starting with the business drivers to adopt DaaS solutions, we outline the typical challenges faced 

with the planning and migration to a DaaS environment and the current technology options available 

for the platforms. 

The target audience includes IT Infrastructure Managers, Architects, Directors, and those who are 

planning updates to or considering migration of their desktop services from traditional on-premises 

environments to Cloud, hybrid-Cloud based, or fully-managed virtual workspace solutions. 

As a technology agnostic provider of Cloud and hybrid-Cloud services, GlassHouse Technologies is 

able to provide insight into the current state of the market, leveraging our experience in providing 

consultancy services in this field. 

This whitepaper provides a high level overview of the major global options available for DaaS and 

Workspace environments from a practitioner’s viewpoint, and identifies current challenges 

associated with the various options in market. We also provide perspective on how to address these 

challenges and adopt new operating and technology models with least risk.  
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2. Business Drivers 

There are numerous reasons why organisations may wish to adopt a DaaS or managed workspace 

strategy.  The key business drivers for the adoption must be identified and formalised, such that 

rational outcomes of the DaaS programme can be formulated and tracked to ensure that the DaaS or 

workspace service is delivering the intended benefits and that the business case holds up. 

Whilst the early adoption of DaaS or managed workspaces was a daunting prospect, the currently 

available DaaS and workspace offerings are becoming more standardised and commoditised, both in 

terms of the features that they provide, and the means by which they are adopted. 

Typical business drivers for implementing a DaaS and workspace strategy include: 

• Reduction in TCO and on-premise resourcing.  As desktop fleets age and the refresh cycle is 

scheduled, many organisations are looking at options to either reduce the TCO for their 

desktop / VDI environments or to outsource the operations and support of these, resulting 

in a reduction of their on-premise resourcing requirements. 

• Move from CAPEX model to OPEX model.  DaaS solutions are typically based on a recurring 

monthly OPEX fee for the service, with the requirement for initial outlay or CAPEX reduced 

when compared with a traditional desktop refresh. 

• Security.  By moving to a standardised DaaS service, user data is held within the DaaS 

environment and whilst it is generally accessible from a wide range of client devices and 

from almost anywhere, the data is contained within the DaaS environment.  Coupled with 

encryption in transit and encryption at rest, data is therefore securely maintained with the 

DaaS environment. 

• Elasticity and Flexibility.  The use of DaaS incorporates elements of elasticity and flexibility 

with additional workloads being able to be added rapidly and at short notice.  The typical 

challenges of performance and capacity management associated with the rapid increase in 

workload requirements are therefore addressed by the DaaS provider.  In hand with this 

degree of elasticity is a predictable price model for the increase or decrease in workload 

resources. 
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3. Challenges within the DaaS Environment 

Challenges relating to the adoption and use of the VDI / DaaS environment fall into two categories; 

those that occur during the planning and migration to the environment, and those relating to the 

ongoing support of the environment. 

3.1 Migration Planning and Adoption of DaaS 

Migration Planning and Adoption activities are considered as Day-1 activities in relation to the use of 

a DaaS solution. 

Assess & Rationalise 

Assessment of existing use cases and modelling of requirements within the proposed DaaS 

environment are key steps in ensuring that the DaaS solution will be appropriate for the needs of the 

business.  Without this assessment, it is difficult to determine the baseline for performance and 

fitness of the DaaS solutions as they apply to the customer’s requirements.   

The initial assessment should include: 

• Compute requirements, whether these are physical or from an existing VDI environment. 

• Desktop OS performance and capabilities, including peripheral support. 

• Application requirements. 

• Data sovereignty and governance requirements. 

Current best practice tools to assist with the assessment include Lakeside’s SysTrack VDI Assessment 

planner, Citrix AppDNA, and Dell ChangeBASE.  Lakeside SysTrack provides in-depth analysis of the 

environment current state, and Citrix AppDNA, and Dell ChangeBASE are used to perform 

application compatibility testing against a range of Server and Desktop operating systems, and 

application virtualisation technologies (e.g. Microsoft App-V). 

The assessment of existing use cases and planning for the environment is a major activity, and one 

that specialist teams with the necessary expertise and skillsets often deliver as 3rd parties.  After the 

initial assessment, the ongoing assessment requirements taper off, and BAU tasks relating 

assessment form only a small portion of the overall BAU activities relating to the VDI environment. 

Image Creation & Application Packaging 

Once the initial assessment and planning is addressed, the next challenge is the development and 

build of the desktop images to be delivered by the DaaS solution.  This includes the initial master 

image and the layering of the applications upon this image.  The outputs of application sociability, 

packaging, and virtualisation tests should be considered during the image creation phase to ensure 

that the resultant image delivers the required applications effectively and efficiently. 

The creation of the images, packaging of applications, and deployment are therefore major activities 

that will need to be resourced during the planning and migration phase of the DaaS adoption 

project.  The capabilities of each DaaS provider should therefore be assessed for the tooling and 

http://www.lakesidesoftware.com/vdi_assessment_design.aspx
https://www.citrix.com/products/xenapp/tech-info/appdna.html
http://software.dell.com/products/changebase/
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processes that they provide to assist with this activity and how the images and applications can be 

deployed efficiently within the proposed environment.  Tooling such as Citrix’s incorporation of the 

Unidesk technology in their App Layer offerings, Microsoft App-V, and FSLogix may be leveraged to 

increase efficiency for these activities. 

3.2 Ongoing Support of the DaaS Environment 

As the use of DaaS continues to increase, customer focus is shifting from the Day-1 DaaS adoption 

challenges (namely the configuration of and migration to the environment), to Day-2 or BAU 

challenges, which relate to the ongoing support and maintenance of those virtual production 

environments. 

By and far, the largest component of the BAU activities within the DaaS environment relates to the 

ongoing management and maintenance of the virtual desktops and application space.  This includes 

the provisioning and upkeep of the VDI images, rebuilding of images, installation of updates and 

security patches, and maintenance of business applications. 

 

The degree to which the environment will be maintained and supported, is dependent upon the type 

of managed DaaS solution adopted by the customer. The options range from basic maintenance and 

support of the underlying infrastructure, to a full Service Desk led support model encompassing the 

infrastructure, desktop images, applications, and user experience. 

When comparing DaaS offerings, care must be taken to accurately model what support the DaaS 

solution will be providing and specifically the type of support is included.  Simply comparing the 

advertised solution features and cost is not an indication of the quality of the service to be provided. 
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Adopting a standard DaaS offering without looking at additional support elements is likely to result 

in a sub-optimal experience of that DaaS solution.  Whilst the nature of the support for the DaaS 

offering may differ from traditional IT support focussing on infrastructure availability, there is still a 

requirement to work with IT and ITSM vendors to ensure that the environment meets the 

customer’s support requirements.  With the majority of the DaaS solutions, customers should look 

for the following: 

• Support organisations that understand the technology stacks and can maintain these 

appropriately. 

• Patching and updates to desktop images, with efficient deployment when required.  It 

should be expected that this would include patching cycles for the underlying desktop 

operating system, and key business applications on an agreed timeline. 

• Knowledgeable support teams that understand the business drivers and the customer’s 

requirements.  Ideally, this includes application level support and items specific to the 

customer’s use case. 

• Monitoring of end-user experience, which can be used to determine the overall health and 

suitability of the environment to the customer’s requirements. 

Depending upon the complexity of the customer’s use case, optimal supportability of the DaaS 

environment may be provided by the use of traditional on-premise or outsourced Citrix XenDesktop 

or VMware View based environments, and overlaying the support provided by a traditional ITSM 

vendor.  This is particularly true where support of the environment requires specialist knowledge 

that may not be available or offered by the main Public Cloud based DaaS providers. 
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4. Target DaaS and Workspace Platforms 
 

The following table provides a feature comparison of leading DaaS and workspace platforms.  

 

          Platform 

 

Feature 

Citrix 
XenDesktop 

7.x 

Citrix Cloud XenDesktop 
Essentials 

XenApp 
Essentials 

VMware 
Horizon Cloud 

Amazon 
Workspaces 

Deployment 
Model 

On-premise, 
Cloud, Hybrid 

 

Control Plane: 
Cloud 

Workload: 
On-premise, 
Cloud, Hybrid 

Cloud (Azure) Cloud (Azure) Cloud Cloud 

Server OS 
based 
Desktop 

     

Pooled VDI      

Personal VDI      

Via BYOL 
Windows 7 or 

10

Published 
Applications 

    

Via Microsoft 
Remote 
Desktop 

Session Host 

 

Licensing Per User / 
Device 

Concurrent 
User 

Server OS – 
dependent on 
deployment 
model 

Desktop OS – 
BYOL 

Per User 

Server OS – 
dependent on 
deployment 
model 

Desktop OS – 
BYOL 

(minimum 25 
users) 

Per User 

Desktop OS – 
BYOL 

(minimum of 
25 users) 

Per User Per User 

Concurrent 
User 

Server OS – 
included 

Desktop OS – 
BYOL  

(minimum of 
50 users) 

Per User 

Server OS -  
included 

Desktop OS – 
BYOL 

(minimum 200 
per AWS 
region) 

Support Software 
components 
only, third 
party or on-
premise 
support 
required for 
BAU support 

Included for 
all Control 
Plane1 based 
elements. 

Customer 
internal or 
third party 
support 
required for 
workloads and 
service 
management  

Included for 
all Control 
Plane based 
elements. 

Customer 
internal or 
third party 
support 
required for 
workloads and 
service 
management 

Included for 
all Control 
Plane based 
elements. 

Customer 
internal or 
third party 
support 
required for 
workloads and 
service 
management 

Included for 
all Control 
Plane based 
elements. 

Customer 
internal or 
third party 
support 
required for 
workloads and 
service 
management  

Included for 
all Control 
Plane based 
elements.  

Customer 
internal or 
third party 
support 
required for 
workloads and 
service 
management 

Table 1: Target DaaS Feature Comparison 

  

                                                           
1 The Control Plane is comprised of those elements used to deliver the management components of the solution, 
and includes the relevant Cloud, hypervisor, compute, storage, networking, and software elements. 
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4.1 Citrix XenDesktop 

Citrix has been an industry leader of desktop and application virtualisation solutions for over 20 

years.  With the release of Citrix XenDesktop 7.x, Citrix has re-architected the platform to provide a 

single operational model for both virtual desktops and published applications, supporting both 

server and desktop based operating systems. 

Traditionally deployed on-premise using Citrix XenServer, VMware vSphere, or Microsoft Hyper-V 

hypervisors, Citrix XenDesktop can also be deployed successfully within Cloud (commonly Amazon 

Web Services and Microsoft Azure) and hybrid-Cloud environments. 

Citrix XenDesktop provide secure access to critical business applications, and the Citrix product suite 

includes the infrastructural software components to deliver the platform and host the desktops and 

applications. 

Recent advances in the product have simplified the initial installation and configuration, but large 

scale projects benefit significantly from undertaking formal design and build phases for the 

environment.  After capturing business and technical requirements for the environment, underlying 

client use cases and environment architectures should be workshopped and documented clearly to 

ensure that the as-built environment meets the agreed upon business and technical requirements. 

Customers often engage third party Citrix specialists for the design and build-out of the 

environment, with the customer usually aiming to support the environment internally once the 

solution has been commissioned and handed over to BAU support. 

New features are continuing to be rolled out quarterly for those customers adopting the Current 

Release (CR) of the XenApp/XenDesktop products, with recent updates including the App Layering 

functionality obtained through the acquisition of Unidesk. 

For those customers adopting the Long Term Service Release (LTSR) model, platform stability is the 

primary objective, which is provided by the regular release of patches and updates focussed on bug 

fixes and security issues, but not the new features found in the CR deployments. 

We commonly see many issues with internally managed and supported Citrix deployments that 

require remediation and changes to the underlying architectures, patching of systems, 

implementation of appropriate monitoring tools, and changes to the processes used to support the 

environment.  

Outsourcing management of the Citrix XenDesktop environment can alleviate the issues with 

supportability of the environment, but customers need to ensure that the support agreements that 

are created are sufficiently detailed to provide the pre-requisite management and support services. 

Out of the box tooling for monitoring of the environment has previously been an issue with Citrix 

XenDesktop 7.x, but is making significant advances through the integration of Citrix Director with 

Microsoft SCOM in Citrix XenDesktop and advances in the Citrix Director product. 

Whilst full environment monitoring, performance baselining, and assessment of end-user experience 

requires additional tooling and expertise, third party organisations are available that specialise in the 

management and maintenance of Citrix XenDesktop environments.  GlassHouse developed the 

https://www.citrix.com/products/xendesktop/overview.html
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Magnify.IO service management framework specifically to address the proactive management of 

these environments and offers this service within multiple geos to customers using on-premise and 

Cloud based Citrix XenDesktop environments. 

4.2 Citrix Cloud 

Citrix has been playing catch-up with the rest of the market as its products have been primarily been 

focussed for traditional on-premise Windows operating system and application virtualisation.  Citrix 

has realised that elasticity in the cloud could be an attractive prospect and as such have developed a 

product called Citrix Cloud.  Within the Citrix Cloud offering, services for XenDesktop, 

XenApp/XenDesktop, and full suite Citrix (Workspace) are available, providing customers with access 

to the Citrix products via a simple service matrix. 

“The Cloud might be a viable option, but Enterprise customers typically have problems placing a full 

deployment in the Cloud.” – Citrix Blog article October, 2015.  

Citrix hosts the infrastructure or the Control Plane as part of the Citrix Cloud service, reducing the 

infrastructure footprint for the customer wishing to deploy the Citrix solution.  Supporting a range of 

hypervisors, and environments, Citrix Cloud allows you to create resource zones, either in the Cloud 

or on-premises, that will support Applications and Desktops, Citrix XenMobile (mobile device 

management solution) and Citrix ShareFile (file/data management). 

Workload resources therefore can exist in the Cloud such as Azure, VMware Horizon, Amazon Web 

Services, or hosted on-premise.  By hosting these services within Citrix Cloud, Citrix enables IT to 

focus on their application and desktop delivery needs for on-premises, private/public cloud or hybrid 

model deployments.  IT can centralise administration and make those workspaces available to 

employees at any location, and on most devices and networks. 

Workspace Cloud also secures content sharing with technology from ShareFile, the company's 

enterprise file synchronisation and sharing product.  Citrix Cloud automatically creates a Secure 

Documents account for the organisation, which administrators can then use to add single sign-on 

user authentication using the SAML protocol. 

Important additions to the Citrix Cloud product were released in 2016, and include the ability for 

Citrix to provide NetScaler Gateway, NetScaler SD-WAN (formerly known as CloudBridge), and 

Secure Browser functionality as part of the Cloud service, simplifying any on-premises or hybrid 

deployment model.  With the introduction of these new components, Citrix is addressing areas that 

were previously seen as deficient within the Citrix Workspace service offering, namely those around 

the secure remote access and optimisation of access to the Citrix environment. 

Whilst the majority of Enterprise Citrix customers would deploy these components within their on-

premise environments (and may have the expertise and skillsets to configure, support, and manage 

them), many other customers face a skills gap when it comes to the configuration and use of these 

Citrix network components.  The ability to therefore obtain these components as part of a Cloud 

based service, would therefore provide these customers with the increased performance and 

security that the NetScaler and CloudBridge appliances bring, without the required investment in 

upskilling resources and capital outlay for these systems. 

http://glasshouse.io/vdi_monitoring_as_a_service_magnify_io_73
https://www.citrix.com/products/citrix-cloud/
https://www.citrix.com/products/xenmobile/
https://www.citrix.com/products/sharefile/
http://searchmobilecomputing.techtarget.com/feature/EFSS-combats-consumer-cloud-storage-risks
http://docs.citrix.com/en-us/workspace-cloud/secure-documents.html
http://docs.citrix.com/en-us/workspace-cloud/secure-documents.html
http://searchfinancialsecurity.techtarget.com/definition/SAML
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4.3 XenDesktop / XenApp Essentials 

XenDesktop Essentials and XenApp Essentials are two recent entries in the DaaS / Workspaces 

arena, and are provided by Citrix and Microsoft as joint offerings through the Azure Marketplace.  

Both XenDesktop Essentials and XenApp Essentials are solely applicable to the Microsoft Azure 

cloud, and require both Microsoft Azure and Citrix Cloud accounts to configure and operate the 

service. 

Workloads for the workspaces are hosted in Azure, while Citrix Cloud provides the infrastructural 

components for application delivery and access, including Citrix Studio, Director, Delivery Controller, 

and SQL server functions.  Also included is the NetScaler Gateway connectivity function to provide 

secure remote access. 

The main difference between the XenDesktop Essentials and XenApp Essentials offerings is the use 

cases that they support, with XenDesktop Essentials designed for operating a pool of dedicated 

(statically assigned) Windows 10 desktops, and XenApp Essentials being the successor to the popular 

but recently discontinued Azure RemoteApp offering, providing access to published applications. 

The use case for a Windows Server hosted desktop session is not supported by either of the 

Essentials service offerings, and customers requiring this common use case will need to consider 

alternatives.  That said, the Essentials offerings have been developed to provide a ‘fast track’ for 

customers to host desktops and applications within the cloud, and the offerings include 

comprehensive free trials and Proof of Concept configurations to assist with the migration. 

4.4 VMware Horizon Cloud 

VMware Horizon Cloud provides a multi-tenant unified desktop and application platform managed 

by VMware, that builds upon the success of the VMware Horizon VDI product.  Multi-tenancy 

enables secure role separation between a service provider, IT, and end users.  VMware Horizon 

DaaS’s technology provides tenant (customer) with their own Virtual Local Area Network (VLAN), 

and is designed to make it easy for IT to integrate their hosted desktop solution into their own 

corporate environment. 

In contrast to traditional virtual desktop vendors, who require you to stand up separate 

infrastructure silos for every customer, the VMware Horizon DaaS Platform allows IT to take 

advantage of multi-tenancy, while still providing secure integration with enterprise assets. 

The service is extensible to multiple Cloud providers and can be integrated with the likes of IBM 

SoftLayer (Feb 2017) and is in for limited beta for Microsoft Azure (anticipated release second half of 

2017). 

VMware's Horizon Cloud can provide users with a Windows 7, 8.1, and 10, or Windows Server 2008 

R2 or 2012 R2 virtual desktop.  When using the Server OS based workspaces, the subscription price 

includes the licensing; a BYOL license model is used for Desktop OS based workspaces.  When run 

within VMware’s US datacentres or IBM SoftLayer, graphical acceleration through the use of NVIDIA 

GPUs can also be offered, although this functionality is not yet available in all VMware locations. 

https://www.remoteapp.windowsazure.com/Default.aspx
https://www.vmware.com/au/cloud-services/desktop.html
https://www.vmware.com/company/news/releases/vmw-newsfeed.VMware-to-Deliver-VMware-Horizon-Cloud-on-Microsoft-Azure.2165557.html
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As a standalone service offering, VMware Horizon Cloud has improved upon the previous VMware 

Horizon Air offering and now incorporates elements that were released in Beta as part of VMware 

Project Enzo.  These include the following: 

• Instant Clone – an updated VM cloning methodology based on Project Fargo (VMfork), 

where the parent VM to be cloned is quiesced and forked to rapidly create a running child 

VM.  Instead of booting and configuring VMs individually, IT can go through that process 

once and then duplicate the parent VM, resulting in time savings for administrator and 

allowing rapid scale out of the environment. 

• App Volumes – a technology that provides the delivery of applications on a per-user basis in 

real-time and on-demand, even when users are logged into their desktop.  Per-user specific 

data and settings are isolated, and the application is installed once and presented to users 

from a common image. 

• User Environment Manager (UEM) – an updated profile management tool based on 

Immido’s Flex+ toolset that provides user profile and personalisation management for the 

VDI environment. 

VMware Horizon Cloud provides a robust platform for DaaS services and can be expanded upon by 

third parties to provide additional services. 

Login Consultant’s Login Online Desktop offering builds upon the VMware Horizon Cloud framework 

with additional tooling and processes to provide increased efficiencies with respect to image 

creation, provisioning, application deployment, and updates. 

4.5 Amazon WorkSpaces 

Amazon WorkSpaces from Amazon Web Services (AWS) is a fully managed desktop computing 

service in the AWS cloud portfolio, with the service provided on a per user per month basis. 

Amazon WorkSpaces delivers a Microsoft Windows 7 or Windows 10 desktop experience via 

Microsoft Windows Server 2008 R2 or Windows Server 2016 respectively – users are effectively 

presented with a Remote Desktop that is hosted by Windows Server but one that has the look and 

feel of a standard Windows 7 or Windows 10 desktop. 

As with other AWS based services, the monthly cost for Amazon Workspaces includes all of the 

necessary Microsoft licensing, including the equivalent of the Remote Desktop CALs. AWS offers 

pricing models for Standard and Advanced workspace offerings, with the Advanced offering 

including the licensing for Microsoft Office.  A Bring Your Own License (BYOL) model is also available 

to reduce the desktop licensing cost by approximately US$ 4 per month per user. 

Recent updates to service include the ability to provision a workspace that include GPU capabilities 

using NVIDIA graphics cards for Windows 7 desktops, and additional enhancements to the secure 

access to the WorkSpaces environment. 

Pricing for the service scales linearly with each user being allocated a dedicated workspace.  This 

differs from other workspace offerings which may allow for the use expected concurrencies and 

https://www.vmware.com/products/appvolumes
https://www.loginconsultants.com/en/solutions/workspace/login-online-desktop
https://aws.amazon.com/workspaces/
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pooled desktops to reduce the number of workspaces that need to be provisioned.  Cost modelling 

for Amazon Workspaces therefore needs to take this into account, especially as the number of 

required workspaces increases, or where shift work or division of labour is used. 

Amazon Workspaces is the least advanced in terms of the available desktop types (only persistent 

desktops are available currently) and the provided tooling for image management and updates, 

although mechanisms are available to allow the creation of a custom image (AMI) from a configured 

desktop. 

Provisioned desktops include a User Volume drive that is regularly backed up (every 12 hours).  This 

is preserved when rebuilding the user’s desktop, providing retention and availability of user specific 

data across rebuilds. 

Basic applications are provided with the initial desktop, and include Internet Explorer 11, Firefox, 

and 7-Zip.  For an additional monthly fee, Microsoft Office Professional 2016, Trend A/V, and WinZip  

can be added – in the Windows 7 image, Office 2010 / 2013 can be used. 

Monitoring tools for the end-user experience and performance of the environment are still relatively 

limited at this time, although AWS CloudWatch metrics are available for integration with third party 

tools. 

Overall supportability of the environment is basic and many of the BAU tasks that relate to image 

management, patching, and updates will need to be addressed by separate tools and processes.  In 

the absence of these third party tools, management of the environment is essentially based on the 

management of individual desktops. 

Note: As of this publication, AWS has also introduced AppStream for streaming applications from 

AWS hosted environments, similar to XenApp in functionality. This service is not yet released for the 

Sydney AWS region, thus will be profiled in subsequent updates to this whitepaper upon release.  
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5. Summary 

The developing maturity of the DaaS and Workspaces arena is driving greater degree of 

commonality with respect to the makeup of workspaces in the global marketplace.  However, there 

are still significant differences in how these services are delivered and supported on a BAU basis.  As 

cloud based DaaS gains ground, we still see relevance for both DaaS and on-premises VDI, including 

outsourced support for these specialized BAU environments in either deployment mode.  We also 

anticipate hybrid models to gain relevance, as specific use-cases will cater strongly to commodity 

and low-cost market options.  

 

GlassHouse believe organisations wishing to adopt a DaaS or Workspaces strategy, should therefore 

consider carefully those elements to outsource, and which elements to own and control.  Reviewing 

the impact of the offered support strategies will be key in determining the overall usability of the 

solution in terms of the BAU support and maintenance. 

Engaging with practitioners, who deliver DaaS and Workspaces technologies, is recommended to 

ensure the successful implementation of the solution.  By ‘going it alone’, organisations may find 

that the envisioned benefits of the proposed platform either do not eventuate, or that the ongoing 

upkeep and support of the environment differs from their expectations, resulting in a degraded end-

user experience and sub-optimal success of the project.  


