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25 January 2018 
 
Dear Parents, 
 
As part of the curriculum, Heritage College grants students access to its computer network for legitimate 
school work, as well as various on-line facilities such as e-mail and the Internet. Student access to computers 
and the ICT (Information & Communications Technology) network is strictly subject to Heritage College’s 
ICT  Network Use Policy.  
 
The following points summarise the key aspects of the ICT Network Use Policy: 
  Access to the ICT network is a privilege extended by Heritage College to students, not a right. 
  If students fail to follow the ICT Network Use Policy for the proper use of the ICT network, their 

access privileges will be revoked for as long as Heritage College considers appropriate. If a student's 
improper use is serious, that privilege may be revoked permanently. 

  Students should only use the Internet for research on a needs basis.  All student use of the internet 
will be in a supervised environment.   
  Students will be given access to e-mail facilities for educational purposes only such as emailing 
work home or to teachers and sharing school-related information with other students.  
  Students will only be permitted access to any of the ICT facilities at Heritage College if they 
and their parents (or guardians) have read the ICT Network Use Policy and signed the Contract 
Form. 

 
Please note that the ICT Network Use Policy is not intended to place an onerous burden on students, nor is it 
difficult to comply with.  Heritage College encourages responsible student access to the ICT network as part 
of the school curriculum.  Students will not breach the ICT Network Use Policy if they use the ICT network 
sensibly and responsibly. The ICT Network Use Policy exists to protect Heritage College and those students 
who use the ICT system properly. We expect students to take this commitment seriously.  
 
Please read the attached ICT Network Use Policy, and the sign and return the Contract Form to your child’s 
homegroup teacher before Friday, 2 February 2018 in order for your child to be able to access any of the 
ICT facilities.  
 
If you have any queries about the Policy or use of ICT facilities at Heritage College, please feel free to email  
tomburney@heritage.sa.edu.au.  

   Justin Robinson Tom Burney 
Principal ICT Coordinator 

                                                                                                                                                                                                                                                           
A  C h r i s t a d e l p h i a n  S c h o o l  
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Heritage College 

 ICT NETWORK USE POLICY 
 

 
This Policy sets out the rights and responsibilities for student users of the computer and 
communications network at Heritage College. It covers use of the IT network as well as e-mail and 
Internet facilities. 
 
GENERAL PRINCIPLES 

 In order to service the curriculum, Heritage College maintains an ICT network which 
includes access to certain online facilities such as the Internet and electronic mail.  Access to the network and any of its services is a privilege which may be enjoyed as long 
as certain standards are observed. Those standards are set out in this Policy. If those 
standards are not observed, Heritage College may withdraw the privilege of access.  If 
this happens, students involved will also be disciplined.  Student access to Heritage College's ICT facilities is permitted for acceptable educational 
purposes only.  Access to the Internet and e-mail services will be supervised, monitored and only granted 
on a needs basis.  Students are expected to be responsible in their use of the ICT network, and to follow the 
example of Christ as a model for their behaviour at all times. 

 
GENERAL GUIDELINES FOR STUDENT USE 
Internet  Students do not have unrestricted access to the Internet through the College network  They may use automatically-filtered access to the Internet for legitimate research purposes 

connected with their studies, by permission and under supervision of a teacher.  Year 11 & 12 students will be allowed access to the Internet in the Senior Study Centre for 
legitimate study purposes in their programmed study lessons.  Generally the use of the Internet by students will be restricted to computers that are directly 
supervised by a responsible adult. 
 

E-mail  Students in Years 6-12 will be allocated an e-mail account  All e-mail use must be strictly connected with school work or courses  Only school-based e-mail accounts may be used at school.  Web-based email systems 
(eg. hotmail, gmail etc) are not to be used through the ICT network. 

 
STUDENT RESPONSIBILITIES 
Acceptable Uses 
 The following uses of the ICT network are considered acceptable by Heritage College.   
Students are able to:   access curriculum resources stored on the network;  use the computers & network for legitimate school work;  carry out research for projects or assignments;  send and receive e-mail (only with school-based e-mail address, & only in relation to 

school work);  use the Internet for educational research related to their studies as directed by a teacher 

 



 When using the ICT network, students MUST at all times:  be polite, courteous and respect the rights of other computer users  observe copyright that exists in other people's work on the computer network and Internet  comply with the requirements of this policy  behave in a manner befitting the example of Christ  notify the IT Technician or Principal if they have breached this policy, or if they have 
inadvertently obtained data to which they are not entitled or if they have become aware of 
any breach of security or inappropriate network use by others 

 Unacceptable Uses 
 A student's use of the ICT network for purposes other than those above may be considered by 

Heritage College to be unacceptable. Where Heritage College determines that a student's use of 
the computer network is unacceptable, penalties will apply. 
 For example, when using the ICT network, students MUST NOT:  interfere with the operation of the College’s ICT facilities (this includes moving equipment, 

altering system settings for hardware or software, gaining unauthorised access to the 
system)  install any software on any College ICT facilities without the explicit permission from the IT 
Technician;  this includes installing or playing computer games  behave in a manner which causes or is likely to cause damage to the College’s ICT 
facilities or equipment  use any other person’s ID and password to access the ICT network  disclose their own password(s) to any other user, or allow others to use their account 
(including printing allocation)  access any data  in the ICT facilities unless that data belongs to them, or has been 
specifically and intentionally designated for public use or for the group to which they 
belong  use the ICT network to gain unauthorised access to other users accounts or to any other 
computer network (ie "hacking")  bring to school or use music or video files, computer games or any inappropriate, 
indecent,  immoral or dangerous software, graphics or videos on the College ICT facilities  have any non school-related files (eg music, games etc) on any USB or other portable 
storage devices which are used at school 

 If using the ICT network to access the Internet or use E-mail facilities, students MUST NOT:  search for, access, send or print any material which is inappropriate, indecent, immoral, 
dangerous or subversive, or assist other students in such activities  upload or download any software (without approval by a teacher)  access other personal Web-based e-mail accounts (eg Hotmail, Gmail) at the College  breach another person's copyright in any way  use email to ‘chat’ to other students about non-school related matters  be impolite, abusive or indecent toward anyone else  harass or be discriminatory toward anyone else (either sexually, racially or in any other 
way)  do anything illegal or violate general standards of common sense, decency or etiquette  disclose their own personal details or those of any other student  purchase goods or services via the IT network  spread computer viruses  impersonate anyone else or use pseudonyms, or use another person’s e-mail account  attempt to use any Internet real-time chat facilities 
 

Penalties for Misuse of the Computer Network 
 
Heritage College has a responsibility to discipline those students who breach this Policy. 
Enforcement of this policy is a serious issue. Students who breach this policy will, without 
exception, be disciplined. 



 
If in Heritage College's opinion a student has used the ICT network:  for an unacceptable purpose  unethically; or   otherwise inappropriately (including violating any part of this Policy), 

 that student's privilege of access may be:  suspended temporarily for a period of time to be determined by the College; or  revoked, in which case the student will not be permitted to access the ICT network in the 
future. 

 
Depending on the seriousness of the student’s action, other penalties may also be imposed.  
Students should be aware that breaches of the criminal law using the computer network may be a 
matter for the police. Heritage College will cooperate with the police, and other authorities, in any 
investigation relating to the illegal uses of the computer network. 
 
 Network Privacy and Security Issues 
 
Students should be aware that their electronic communication and work created or stored via 
Heritage College's ICT network is not private, and that Heritage College may access their work. 
 
This extends to:  files in connection with their curriculum;  incoming and outgoing e-mail communications;   sites accessed on the Internet; 
 
So that Heritage College can comply with its obligations under law, Heritage College reserves the 
right to screen students' files and work to ensure that the ICT network is being used for acceptable 
purposes and in accordance with this Policy. 
 
In addition, students' files may be accessed by Heritage College's IT System Administrator as part 
of normal maintenance procedures. "Normal maintenance" includes spot checks to ensure that 
inappropriate materials, or works subject to another person's copyright, are not being kept in 
private folders and that inappropriate Internet sites have not been accessed. 
 
Student Safety & Welfare 
 Students should not do anything via Heritage College's ICT network which may possibly 
jeopardise their personal safety either at school or outside school. 
 
In particular, students MUST NOT:  give out any personal or identifying details to any person they do not know personally.   respond to messages that are indecent, suggestive, belligerent, discriminatory, 

threatening, or which make the student feel uncomfortable or unsafe in any way.  If such a 
message is encountered, one of the Secondary Coordinators or the Principal must be 
informed immediately.  Heritage College may make a copy of that message and refer it to 
the appropriate authorities, including the police if necessary. 

 


