VOICE BIOMETRICS AND
CUSTOMER SERVICE
Moving the focus back to the customer

INTRODUCTION
Customer expectations and fraud prevention requirements are changing for contact centres. Voice biometrics may be the
answer to finding the balance needed to improve both security and the customer journey in the future.
Current authentication and verification processes are frustrating for customers choosing to contact businesses via their
contact centres. Callers are becoming intolerant of the pressure to create, remember and repeat traditional passwords, PINs
and security questions, and increasing identity fraud has necessitated multi-layered authentication, placing more of a burden
on the customer, with additional questions and more complex responses required. Not only does this lengthy, cumbersome
process alienate customers, it is inefficient for the business, with up to 30% of callers requiring reauthentication due to
forgotten PINs or the high security nature of their requests.
This is costly to the business both financially and operationally, with between 15-20 days annually being wasted by each agent
verifying people, and also in terms of negative customer experience, resulting in angry callers, dissatisfied agents and lower
Net Promoter Scores.

A person’s voice is unique, much
like a person’s fingerprint. There are
over 100 characteristics that can be
measured to determine who you are
based on your voice.
Secure authentication remains a priority, but traditional methods are also becoming outdated in this respect. PINs are
shared, passwords are written down or can be guessed (Password123 anyone?), and fraudsters scan social media for dates
of birth and mothers’ maiden names. With identity theft on the rise, customers no longer even trust knowledge based
authentication methods to keep their information safe, adding to the negative experience.
Current systems are focused on keeping the fraudster out – the future will be focused on welcoming the customer in, using
biometrics to establish who customers are, not what they know. To do that, businesses are turning to voice biometrics.

THE VOICEPRINT
Every individual voice is completely unique, featuring over 150 identifiable characteristics, including both physical elements,
such as waveforms indicating the shape and size of the mouth, nose and larynx, and behavioural elements such as accent
and pronunciation.
After recording a customer’s voice, the system extracts these personal patterns and stores a unique voiceprint as
a hashed string of numbers and characters. When a user calls in, identification against the stored voiceprint takes
milliseconds and can be text dependent - using a spoken phrase or phone number, text independent - authenticating
through completely natural conversation, or text prompted - such as repeating a random number.
Callers are not asked for PINs, passwords or security answers, they are verified quickly and seamlessly, and the business of
the call can begin on a positive note.

WHY THE VOICE?
Of the sophisticated biometric options now available, including facial recognition, iris and fingerprint scanners, voice
biometrics is the most powerful verification method, poised to become the most prevalent and widely used biometric by
contact centres and digital channels for 5 main reasons.
1. Consumer acceptance - Biometrics and voice recognition have become increasingly mainstream in the changing
digital world, and the new technology has caused a shift in consumer behaviour. With widespread use of fingerprint
smartphone security and voice based virtual assistants like Siri and Alexa, consumer acceptance of, and confidence in
biometric technologies has increased. In contact centre environments, voice biometrics fit integrate well with current
technologies and processes where customers already use speech recognition during IVR.
2. Security - Voiceprints are completely unique and are almost impossible to use fraudulently. The dynamic nature of the
voice is more secure than static fingerprint images, and the random PIN and unpredictable nature of live conversation
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ensure that a recording would not work in conversational interactions. If a recording was used at the text dependent
start of the call to establish ID, the system can continue to listen in, noting if the voice changes as the call continues
during the text independent phase.
Stored in a database in an encrypted form, the voiceprint cannot be reverse engineered, and if compromised it has no
value. If a fraudster attempts to emulate it, he will leave behind his own voiceprint which can be blocked from the system
and added to the blacklist for future comparison. While successfully keeping fraudsters out, the nature of the voiceprint
ensures that even background noise, poor audio quality or user illness will leave enough identifying characteristics for
successful verification.
3. Cross channel convenience - Contact centre interactions with customers have moved beyond the traditional voice
channel, and now occur across multiple channels including phone, online, social and mobile.Voice biometrics is a natural
fit for cross channel engagement, as the software based model uses existing microphone technology already found in
phones, laptops and mobiles, meaning no additional user hardware is required.
Unifying the authentication process, voice biometrics offers secure verification that enhances customer experience by
keeping the process simple and consistent for multi-channel continuity.
4. Privacy & data protection - Consumers are understandably concerned about businesses holding and storing their
biometric data, while the enterprise must comply to stringent industry regulations regarding the protection of this user
data. These concerns can be eased on both sides with voice biometrics, as the voiceprint produced and stored is not a
recording of the user’s voice, but an encrypted numerical data file that cannot be reverse engineered, and is therefore
immune to data breaches and credentials theft – it the file was compromised it would be worthless. At the same time,
contact centre agents are protected as customers’ personal information is no longer shared with them at any stage, also
enhancing privacy compliance.
5. Control of technology - The use of the voice as a biometric identifier has the unique benefit for businesses of not
requiring the use of third party equipment. Other biometric options rely on end user hardware, such as a fingerprint
scanner or camera, which the business has no control over.

VOICE BIOMETRICS & MOBILE/DIGITAL APPLICATIONS
Customer contact now encompasses digital as well as voice channels, and the quest for a consistent cross channel
customer experience can utilise voice biometrics to secure previously vulnerable transactions.
As a comparatively recent contact alternative, mobile solutions still significantly lag behind more established options
in terms of security, and are more exposed to cyber attack.Voice biometrics is being successfully used to secure these
vulnerable customer interactions as part of multi-factor authentication solutions, as well as providing the highest level of
verification in tiered security settings.
With a simple, frictionless customer journey in mind, levels of security are now scaled appropriately, taking into account
the risk involved for individual transactions. Simple balance checks on a mobile banking app may require relatively low
levels of authentication, while high value, high risk transfers will require additional security and further voice verification.

Voice Biometrics is fundamentally more secure. A
fraudster cannot guess or copy your voice unlike
your PIN or your security questions.

Customers respond positively to this tiered security as simple requests are processed quickly and easily, while high risk
transactions or more personal data are evidently well protected, increasing trust and the use of self-service channels.

VOICE BIOMETRICS AND THE INTERNET OF THINGS
In the age of digital transformation, the Internet of Things (IoT) has brought voice recognition and speech commands to
the forefront. Intelligent devices around our homes, cars and offices can now be linked to the internet, interfacing with us
and each other, and Gartner predicts 20.8 billion devices will be connected by 2020. Bringing increasing automation and
convenience to our daily lives, voice interaction is used to monitor and control our environments, making them more
comfortable and efficient.
Voice recognition is a natural fit for IoT devices – it’s a contactless modality, blending seamlessly with the efficiency and
convenience of using the IoT, and crucially it is easy to deploy on small devices with no keyboard or display interface.
As control of connected devices through apps on phones or smartwatches is increasingly expected, the hands-free
convenience of speech interaction becomes essential, as the keyboard is potentially rendered obsolete.
But each unsecured connection to the internet risks a breach, and with more interconnected devices, there is a growing
need for additional security.
Voice biometrics for many is the obvious answer. To secure these vulnerable connections, devices must evolve from
speech recognition to voice biometrics – recognising not just what is being said but the individual voice of the authorised
user, distinguishing it from others attempting to activate it. With door locks, burglar alarms, cars and even planes
responding to voice commands, secure biometric levels of identification become critical, along with the technology’s ability
to switch between user profiles.
As consumers use their voice as their password to secure their homes and offices, expectation will increase that online
and telephone contact should be equally straightforward and secure.
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For the Customer

For the Business

Fast, frictionless identification and
verification.
No PINs to remember, no passwords to forget
and no invasive knowledge based questions.
Consumers will be able to contact businesses
via any channel, and be instantly verified using
just their voice. Seamless, consistent security
improves user experience and allows the contact
to begin on a positive note, removing frustration
and saving time for both caller and agent, allowing
them to get straight down to business.

Fast identification and verification,
reduced call times.
Without lengthy verification processes and high
levels of password resets, call times are shorter,
freeing up agents and leading to faster return on
investment. Increased customer satisfaction leads
to improved NPS ratings.

Invisible multi-factor authentication.
Removing the burden from the customer, multifactor authentication will remain best practice,
but will see voice biometrics combining with
other, context based methods to balance security
with improved customer experience, completely
behind the scenes. These additional, invisible
security layers will exist without requiring any
customer input.

Secure, multi-factor authentication.
Utilising a mixture of invisible methods to
maintain high security, voice biometrics can
be combined with Geolocation to determine
a customer’s physical location using GPS, IP
address, cell tower triangulation or specific WiFi
networks. This validates mobile transactions
in real time, while Calling Line Identity (CLI)
identifies inbound calls and verifies the source.
The best practice of multi-factor authentication
remains in place.

Personalised, dynamic response.
Voice Biometrics is currently utilised to verify
who the customer is, but potential uses include
customer insight as well as identification. As
behavioural characteristics are recorded as
part of the “neutral” stored voiceprint, voice
biometric technology could instantly identify
the emotional state of callers through their IVR
responses, allowing agents to offer more effective
customer service.

Customised, dynamic response.
Angry or distressed customers could be
transferred more quickly, or handled by more
experienced agents. Combined with Geolocation
technology, context is added, so agents could
know that a customer is calling from a foreign
country in a state of distress before they even
engage with the caller. In the same way, the
technology can identify if a caller is under duress,
triggering an alarm and further checks.

More intelligent human like AI interactions.
Intelligent voice recognition and biometric
software will get more accurate with every use,
as the system becomes increasingly familiar
with each customer’s voice. At the same time,
Chatbots and AI will use natural language
processing to interact with customers in a
more human like manner, using logical reasoning
and programmed emotional intelligence, while
learning from each interaction.

Increased customer acceptance of AI.
Customers will become increasing comfortable
with Chatbots and AI as they respond in a more
human like way, leading to increased self-service
online contact, and business savings.

CONCLUSION - TACKLING THE CHALLENGES
Secure, frictionless and customer-focused, voice biometrics will provide a seamless cross-channel customer journey in 2020.
While the improved customer experience becomes a powerful brand differentiator, shorter call times, increased agent
satisfaction and improved Net Promoter Scores provide further benefits for the enterprise.

CONNECT MANAGED SERVICES
Connect draws on over 25 years’ of knowledge and experience to make cost savings and improve efficiency and
performance of Unified Communication and Contact Centre environments. Our truly vendor-agnostic solution makes us
unique because we believe a fully customised, best of breed solution delivers the best outcome.
Tell us your challenges. We listen and learn to understand your business issues, so we can deliver the best solution that will
meet them.
Our ‘Stabilise, Enhance, Transform’ programme (S-E-T) allows us to help our clients solve legacy technology issuesand
improve efficiency and performance, before navigating the complexity of digital transformation at a pace that suits your
business needs.

S-E-T Methodology – Stabilise, Enhance and Transform:

Stabilise
Our unique proprietary
monitoring & automation
toolsets stabilise your
existing estate, improve
efficiency and
performance and make
immediate cost savings.

Enhance
Tell us your
challenges. We listen
and learn so that we
can enhance what is
already in place with
best of breed
technologies.

Transform
We are unique because
we are truly vendoragnostic, so we can
deliver a fully customised,
best of breed solution at
your pace and in line with
your budget.

Connect’s voice biometric solution combines a best of breed, patented, biometric engine and a pioneering customer
experience platform to provide customers with a truly unique and modern way to deliver voice biometrics and next
generation customer engagement services.
This allows our customers to bring these services to market quicker, with less disruption to their existing technologies and
with less spend.

To find out how we can help you, please book a meeting with us to talk
through your requirements.
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