
What processes are in place to detect 
potential malicious activity?

Do you have a process defined to 
investigate and triage security events?

Can your team contain incidents without 
disrupting business operations?

Cybersecurity breaches happen. We all know that even 
the most secure of organizations can be compromised by 
motivated attackers resulting in loss of money, intellectual 
property, and reputation. But what if you could reduce or 
eliminate the impact by immediately detecting attackers  
and acting rapidly to mitigate the harm they can do? What  
if you could take back your network and not end up a  
breach statistic? 

The Crypsis Group’s Breach Readiness Review (BRR) helps 
organizations assess their ability to Identify, Contain, and 

Eradicate (ICE) cyber security threats and provides them a 
road map for how to enhance their capabilities to be better 
prepared to self-detect and launch a rapid and effective 
response in the event of an incident. 

HOW IT WORKS
Crypsis consultants work with your team to assess three core 
components of your information security plan — the people, 
the process, and the technology — to answer key questions 
about each. 

Crypsis Breach Readiness Review

PEOPLE

Do you have the appropriate number of 
people to respond to the threats your 
organization will face?

Does your team have the right training 
and skillsets to respond to current 
security threats? 

TECHNOLOGY

How does existing technology enable 
detection, response, and containment 
capabilities?

Does current technology enhance or 
hinder detection and response?

Do technology gaps exist that reduce 
your team’s effectiveness or leave holes 
in your security posture?

PROCESS
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DATA SHEET

Document Analysis  
Compile and review existing 
documentation, processes,  
and team roles

On-Site Interviews  
and Data Discovery  
Evaluate current response  
technology, capabilities, 
configurations, and workflows 

Recommendations  
Provide observations on current 
capabilities and make tactical  
and strategic recommendations  
for areas of development
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WHY A BREACH READINESS REVIEW 

Optimize Existing People 
and Technologies 

The Crypsis BRR provides insights you 
can use to gain a better understanding 
of your team’s skills so that you can 
best leverage those skills in defining 
their roles and responsibilities. The 
BRR will also identify the capabilities  
of existing tools and solutions to 
confirm they are configured to best 
augment the people and processes  
you have in place. 

Identify Gaps in Your 
Security 

The Crypsis BRR will bring to light  
gaps in your existing security program 
that reduce your team’s ability to react 
to threats in your environment. With 
that information in hand, we will work 
with your team to build a plan to  
bridge those gaps using existing 
resources within the organization, 
helping increase your overall security 
posture. 

Reduce the Noise  

Through the BRR, Crypsis helps your 
organization monitor the data that 
provides the most visibility into the 
state of security across your network. 
This ensures you are capturing a  
more precise picture of anomalous 
activity, allowing you to respond 
to potential attacks rapidly and 
reduce the likelihood of widespread 
compromise. 

The Crypsis Group is a security advisory firm focused on supporting our clients as a trusted advisor before, during, and after 
a breach. The combination of our deep security knowledge, proprietary technology, and methodology allows us to rapidly 
identify, contain, and eradicate attacks for organizations. Our team’s experience spans security monitoring within the intelligence 
community and advising at the national security level to performing high profile data breach investigations and leading 
remediation efforts. 
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