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IS HUMAN INTELLIGENCE (HUMINT) STILL RELEVANT, IN A TIME WHEN 
CYBERSPACE IS THE MAIN ARENA FOR ESPIONAGE?

This paper presents some of the new ways in which human intelligence (HUMINT) 
tactics in combination with OSINT (Open Source Intelligence) can be used to 
contribute to cybersecurity.

HOW HUMINT IS 
RELEVANT TODAY

In the era of cyber, intelligence gathering has 
shifted to the realm of the virtual. As a result, a 
variety of new methods, techniques, and tactics 
have been adopted that replaced the ones 
traditionally used in espionage.

To a large extent, many of the old approaches 
to intelligence gathering have been replaced. 
But has this had an impact on the success of 
intelligence? Is human intelligence (HUMINT) still 
relevant, in a time when cyberspace is the main 
arena for espionage?

This paper presents some of the ways in 
which human intelligence (HUMINT) tactics 
in combination with OSINT (Open Source 
Intelligence) can be used to contribute to 
cybersecurity. It provides investigation flows that 
illustrate how HUMINT, OSINT, and SOCMINT 
methodologies are used by analysts to explore, 
uncover, and understand the context and identity 
of threat actors. This type of investigation into a 
hacker’s identity and motives is a crucial aspect of 
protecting organizations, allowing cybersecurity 
professionals to more effectively prevent and 
combat potential cyberattacks and threats.

Note that this paper does not discuss commercial 
threat intelligence platforms; rather, it focuses 
on showing OSINT methods used on top of the 
platforms and tools that are adopted by analysts 
as part of their investigations.

OVERVIEW OF THE 
ANALYTICAL PROCESS

At the very highest level, conducting an analysis 
includes the following basic steps:

1. Define the initial information that you 
have access to – such as username and 
email address.

2. Define the goals of your analysis/investigation.

3. Gather the data.

4. Analyze the collected data.

5. Pivot, i.e., shift the investigation’s focus, based 
on newly obtained indicators and information.

6. Validate the data gathered.

7. Generate a report.
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CASE IN POINT: 
A HACKER’S POST ABOUT A 
BANK DATABASE FOR SALE

The following sections provide an example of how cyber analysts use Virtual-HUMINT 
and OSINT resources, tools, techniques, and methodologies to identify and understand 
threat actors. 

In this example, a hacker put up a post on a Russian-speaking forum that deals with hacking 
services and the trade of information including compromised data, databases, leaked 
credentials, and credit cards. The hacker made an announcement about a bank database for 
sale that lists the personal accounts and balances of the bank’s employees.

Figure 1: Example of Bank Database for Sale

Gleaning Information from Telegram

The hacker wrote in the post on the Russian speaking forum that, in order to obtain proof 
of the quality of the database in question, users can either connect through the forum 
by sending a private message or they can connect via “тг” – which, in Russian, is short for 
“Telegram.” 

Telegram is an instant messaging, voice, and video messaging service. But as pointed out 
by Graham Penrose on CommsLock, for legitimate users, Telegram provides an abundance 
of publicly available metadata on user activities – information that can often be even more 
useful to threat actors than actual message content. 

Telegram also exposes users to the possible theft of their phone numbers during the 
account verification process – which is used by criminals as an attack vector – and it 
potentially allows the theft of a user’s contact database. 

From the perspective of ethical hackers – anyone using OSINT for public safety and 
organizational security – Telegram is an important data provider and OSINT source.

https://commslock.com/telegram-as-an-osint-source-for-the-intelligence-community-law-enforcement/
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Initial Analysis of the Post

From looking at the hacker’s profile on the Russian-speaking forum, the following 
information could be obtained: 

• Username 

• Registration date, posts, and messages – indicating the hacker’s level of activity 
in the forum

• Other means of communication and platforms where the hacker could be contacted

• Origin; based on a linguistic analysis of the posts, it seemed likely that the hacker is male 
and Russian

• Contact information or any other information might be revealed in other posts made by 
this user

Using Telegram to Learn More

By searching Telegram, we found the same username as the one displayed in the 
forum and identified a match. A review of the hacker’s telegram profile revealed the 
following information:

Figure 2: Extended Hacker Profile Information

Figure 3: Hacker’s Telegram Profile

Additional registered accounts?

Name meaning, associations?

Username typo o = 0

Not unique picture to 
avatar - cannot be reversed 
to additional accounts

Check posts made by user within 
groups by searching username 
within each group or globally

Is the user associated with some of 
these groups externally also, not just 
by Telegram? [blogs/forums/events]
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USERNAME SEARCH 

When searching for a target’s username, a good methodology to follow involves starting 
with the Google search engine.

In most cases, it is best to use multiple search engines – such as Yandex and 
Bing, for example, which are likely to be beneficial as they potentially provide 

additional results for our target. 

Figure 4: IntelTechniques.com OSINT Workflow Chart: User Name

A good username investigation methodology is IntelTechniques’s username flow:
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Alternative search engines that are dedicated to username investigation, and that identify 
what social platforms usernames are registered on, include:

• http://www.usersherlock.com/usersearch/johndoe 

• https://www.namecheckr.com/ 

• https://namechk.com/ 

• https://knowem.com/checkusernames.php?u=johndoe 

• https://checkusernames.com/

• https://peekyou.com/username

• https://usersearch.org/

• https://searchpof.com/

It is best to use multiple sources in researching a single piece of information, since each 
search engine covers different social networks, blogs, platforms, and datasets.

Note: In some cases, it is valuable to check sql dumps, specific files, logs, or archives. These 
can be additional data sources where you can look for potential mentions of the username – 
e.g., saved archived IRC chats, non-compromised email dumps, etc.

The following is an example of what can be found using Google dork queries. A Google dork 
query is a search string using advanced search operators to find information not readily 
found on a website.

ext:txt | ext:log | ext:sql  intext:johndoe

Figure 5: SQL Dumps, Logs and Archives

In this case, using Google dorks, we were able to learn additional types of information. 
We could also narrow our search to specific social networks including VK, Instagram, or 
platforms such as WordPress, blogs, forums, etc.

Figure 6: IRC Archived Chat Log

http://www.usersherlock.com/usersearch/johndoe
https://www.namecheckr.com/
https://namechk.com/
https://knowem.com/checkusernames.php?u=johndoe
https://checkusernames.com/
https://peekyou.com/username
https://usersearch.org/
https://searchpof.com/
https://whatis.techtarget.com/definition/Google-dork-query
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Figure 7: Alternative Search Options – buzz.im

Figure 8: Alternative Search Options – tgstat 

Figure 9: Username Search Results – Github match

Use the following syntax to search: site:vk.com johndoe  – or narrow down the search to 
include specific keywords within the target’s profile, which reduces false positives, for 
example: site:vk.com johndoe intext: keyword or using the + operator.

Another alternative for searching within dedicated platforms and communities (for example, 
Telegram) is buzz.im, which allows searching not only within groups, channels, and bots, but 
also searches users and user messages within public groups. Additional options are:

• Telegram’s CSE 

• TGSTAT

In this example, searching for the target’s username allowed us to identify another group that 
this user posted in (or was mentioned in) – i.e., a group that we are not active members of.

inurl:tid |thread | topic | blog intext:johndoe

By opening the group via Telegram, we could see which user posted or mentioned the 
username. What is particularly useful about tgstat is that we can see data that has been 
deleted from the channels/groups by group administrators, or by the users themselves.

Additional methodologies and resources when using search engines for OSINT 
investigations can be found here, and dedicated search engines can be found here.

https://search.buzz.im/
https://cse.google.com/cse?q=+&cx=006368593537057042503:efxu7xprihg#gsc.tab=0&gsc.q=%20&gsc.page=1
https://tgstat.ru/search
https://start.me/p/3g0aKK/sources
https://start.me/p/ekl8eK/search-engines
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SCRAPING DATA FROM A 
GITHUB ACCOUNT 

In the previous step (see Username Search) we identified a match with a registered 
GitHub account with the same username. This allowed us to use a method which could 
potentially extract interesting data from the GitHub account, such as an email address.

Use this method according to the following format, where “targetname” is the name of the 
user: https://api.github.com/users/targetname/events/public

Extracted in the Following Format: johndoe.1199@gmail.com

Alternative methods and tools for scraping data from a GitHub account include Zen. 

GitHub Email Extractor is a resource that allows the exposure of email addresses from 
github accounts and checks if they were compromised.

Figure 10: GitHub Email 

Figure 11: GitHub Email Extractor - Zen

https://github.com/s0md3v/Zen
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EMAIL SEARCH

To further investigate the obtained email address (johndoe.1199@gmail.com), e.g., 
through Facebook or other social media, we used IntelTechnique’s email address 
investigation methodology:

Figure 12: IntelTechniques.com OSINT Workflow Chart: Email Address
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Next, identify whether any domains are registered on this same email address.  
Use reverse WHOIS, for example: https://viewdns.info/ 

Using reverse WHOIS, we were able to look up associated domains of our target based on 
email address, first.last name, and last.first name combinations. 

While searching on Facebook, we identified an account called “Alex Alexander” associated 
with the email address found using GitHub:

Figure 13: viewdns.info – Reverse WHOIS on an Email Address

Figure 14: Identifying Target Social Media

https://viewdns.info/
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Using dedicated search engines and tools for 
SOCMINT (social media investigations), we 
discovered that our target deleted all posts from 
his social media account, including locations and 
images, with one exception: We were able extract 
one image (since 2012) that our target was tagged 
in by another Facebook user. 

We used this image and attempted to conduct a 
reverse search. Our goal was to see where else this 
image may have appeared in other social media 
platforms.

Additional resources for SOCMINT (Social Media 
Investigations) can be found here.

Different sites can be used to conduct a reverse 
image lookup – for example:

• TinEye

• Google Images

• Yandex Images

• Mobile Reverse Image Search

• Bing Images

• Collection of IMINT sources for imagery 
investigations

• Firefox add-on that makes it easy to check for 
stolen or identical pictures on the internet

• Chrome add-on that allows to conduct reverse 
image searches using various resources

Dedicated search engines for reverse images are 
focused on specific platforms, such as VK, and 
utilize advanced face recognition algorithms. 
For an example of how these are used, see 
the bellingcat blog here. Alternatives include 
FindClone.

Using one of these resources, we identified a 
match: It turned out that this image also 
appeared in a different social platform called 
vk.com, a Russian social media and social 
networking service. 

Additional tools that could be utilized in an image 
investigation like this include tools that extract 
interesting data metadata from pictures, such as 
location (GPS), camera type, and more. Some of 
these tools are:

• https://sno.phy.queensu.ca/~phil/exiftool/ 

• http://www.imageforensic.org/ 

• http://exif.regex.info/exif.cgi 

• http://fotoforensics.com/ 

• https://github.com/redaelli/imago-forensics

Figure 15: Target Tagged Photo – Deleted from Posts on 
Social Media

https://start.me/p/Wp1kpe/socmint
https://www.tineye.com/
https://images.google.com/
https://yandex.com/images/
https://www.labnol.org/internet/mobile-reverse-image-search/29014/
https://www.bing.com/images/discover?FORM=ILPMFT
https://start.me/p/ZMXLlA/imint-vi
https://start.me/p/ZMXLlA/imint-vi
https://addons.mozilla.org/en-US/firefox/addon/who-stole-my-pictures/
https://addons.mozilla.org/en-US/firefox/addon/who-stole-my-pictures/
https://chrome.google.com/webstore/detail/reveye-reverse-image-sear/keaaclcjhehbbapnphnmpiklalfhelgf
https://chrome.google.com/webstore/detail/reveye-reverse-image-sear/keaaclcjhehbbapnphnmpiklalfhelgf
https://www.bellingcat.com/resources/how-tos/2019/02/19/using-the-new-russian-facial-recognition-site-searchface-ru/
https://findclone.ru/
https://sno.phy.queensu.ca/~phil/exiftool/
http://www.imageforensic.org/
http://exif.regex.info/exif.cgi
http://fotoforensics.com/
https://github.com/redaelli/imago-forensics
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Further information from the existing VK account can be obtained using dedicated tools 
and crawlers such as:

• Various OSINT resources for VK

• VK scraper – scrapes account data

• Resources that allow viewing activity analysis of a VK account ID – which is useful for 
investigation of a targeted ID

Using the scrapers listed above, we were able to obtain the following information from our 
target account ID: 

• Phone number 

• Name 

• Online activity analysis; searching for indicators of the target’s full name, additional 
profiles, and more.

Figure 16: Example of Activity Analysis Logs – VK.com User

https://github.com/jivoi/awesome-osint#-vkontakte
https://github.com/vanyasem/VK-Scraper
http://vk5.city4me.com/user_time_online.php?id=123456
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PHONE NUMBER SEARCH

Steps are described in the IntelTechniques phone investigation methodology:

Figure 17: IntelTechniques.com OSINT Workflow Chart: Telephone #
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Note: 

• When viewing someone’s profile on TrueCaller or other platforms, it is recommended 
to use a separate phone for these kinds of investigations, because the apps can often 
reveal the identity of whoever viewed the target’s public profile.

• Using Facebook Messenger, determine if there is a Facebook account associated 
with a synced phone number in our contact list. For example, if we obtain the phone 
number of our target and he does not have his phone number directly connected to his 
Facebook account, we are still able to determine whether he does, just by adding him 
to our contacts.

• It is recommended to use social media scrapers for Instagram and Snapchat to find 
potential leaks, hidden posts, and other data that might be exposed by the target and 
which was not fully deleted.

• Cross-match information to see if the “hacker” Telegram account is registered on the 
same number or not.

Note: 

It is recommended to use different databases like Truecaller, Drupe, TrueCell, CallApp, 
GetContact, and other alternative resources. These resources allowed us to see how other 
people had registered this same phone number.  

An example of an investigation can be seen on Bellingcat’s post: Using phone contact book 
apps for digital research

Figure 18: Identifying How the Phone Number Registered 

https://www.bellingcat.com/resources/how-tos/2019/04/08/using-phone-contact-book-apps-for-digital-research/
https://www.bellingcat.com/resources/how-tos/2019/04/08/using-phone-contact-book-apps-for-digital-research/
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NAME ANALYSIS

After identifying a first name and last name based on different sources, these can be 
combined and it’s possible to start investigating different name options - in order to find 
legitimate accounts of the target.

First Name

The first name, Alex, is likely to be short for Alexander, Sasha, or Alexey. There are other possibilities 
as well.

This meant that we were looking for someone who potentially had several different first names 
but the same last name. This expanded our search results but, at the same time, provided more 
false positives.

Last Name

If it were known that the target was a woman – based on email, first name, or any avatar indicators – 
the last name would have shifted to: “Ivanov (Ivanova)”.  

Note: For more information about Russian names, see How Russian Names Work  – which provides 
insights into how names can be changed and used.

Language

In this scenario – where there is a Russian-speaking target – searches had to include potential 
name variations in the target’s local language. This helped in obtaining additional leads for the 
investigation.

Language-based searches were mostly useful for finding mentions or associations on forums or 
“local” social media.

For example: Александр Е***ов  

See additional references in the Bellingcat blog below:

Figure 19: Potential Name Variations 

http://lisahayden.com/lch/Russian%20Names.pdf
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EMAIL ASSUMPTIONS 
AND ANALYSIS

After identifying potential first and last names, it’s 
possible to move ahead and generate potential 
email addresses. 
Using the IntelTechniques email investigation 
methodology, the next step involved generating 
potential email addresses of our target – based on 
the first name of the social media account, and 
the last name of the Truecaller logs.

Once we knew our target’s potential first name 
– gathered from different social media platforms 
– and what seems like a last name from different 
phone databases, we could assume that the first 
and last name were the real identity of our target. 

At this point, we generated the target’s potential 
email addresses – with potential variations of 
the first name and last name – in the format 
alex.e***ov@gmail.com, and proceeded by 
investigating the information that could be 
obtained through the email addresses. 

There are several tools that generate email 
address variations for a given first name, last 
name, and a domain, such as:

• http://metricsparrow.com/toolkit/email-
permutator/  

• http://emailpermutator.com/permutator/ 

Using the following format for email guessing 

Alex.e***ov

The results were as follows:

Results: Email:Pwd

Because the passwords for these accounts are 
identical, we were able to conclude that it is 
highly likely these three email addresses belong 
to the same person. Based on these assumptions, 
we needed to verify that these email addresses 
belonged to our target.

Note: 

• Consider the possible meanings behind a 
password: Could it be a phone number? 
Could it be another username association, or 
a useful indicator? 

• Could the same password be used for 
accounts that are not compromised?

Figure 20: Potential Email Addresses Cross Matching

Email Password

alex.e***ov.4@gmail.com graphics3

alex.e***ov.6@hotmail.com graphics3

alex.e***ov.2@yahoo.com graphics3

When conducting our email investigation, we 
took all obtained email addresses that were found 
and cross-matched within specific databases 
where all of the addresses appear. We could see 
by using “WhatBreach” that one of the email 
addresses appeared in the famous LinkedIn 
breach. Therefore, it was reasonable to assume 
that the same email address is associated with a 
potential LinkedIn account of our target – or has 
been in the past.

https://inteltechniques.com/data/Email.png
https://inteltechniques.com/data/Email.png
http://metricsparrow.com/toolkit/email-permutator/
http://metricsparrow.com/toolkit/email-permutator/
http://emailpermutator.com/permutator/
mailto:alex.e%2A%2A%2Aov.2%40yahoo.com%20?subject=
https://en.wikipedia.org/wiki/2012_LinkedIn_hack
https://en.wikipedia.org/wiki/2012_LinkedIn_hack
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Figure 21: Tracking LinkedIn Breached Accounts

Figure 22: https://github.com/Ekultek/WhatBreach

Figure 23: LinkedIn Investigations

The email address could be verified using LinkedIn’s Sales Navigator, using this format, 
where “targetmail” is the user’s email address:  https://www.linkedin.com/sales/gmail/profile/
viewByEmail/targetmail@mail.com

This revealed that a registered account was associated with the email address that is part 
of the LinkedIn breach. The name matched the email name format “Alexander E***ov” who 
works as a Senior Software Engineer at **** Bank in Russia– the same bank, from which the 
hacker in the underground forum sold an internal database.  

We could also use other tools for scraping profile data from LinkedIn, such as: 

• https://github.com/0x09AL/raven – Scrapes the names of all users in a company that are 
listed on LinkedIn 

• https://github.com/initstring/linkedin2username – Generates usernames based on 
companies on LinkedIn 

Additional tactics include finding potential work email addresses in Linkedin profiles. For 
example, FTL – Find That Lead – a Chrome add-on.

https://github.com/Ekultek/WhatBreach
https://en.wikipedia.org/wiki/2012_LinkedIn_hack
https://github.com/0x09AL/raven
https://github.com/initstring/linkedin2username
https://chrome.google.com/webstore/detail/ftl/lkpekgkhmldknbcgjicjkomphkhhdkjj?hl=en-GB
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BOTTOM LINE: HACKER’S IDENTITY EXPOSED

The investigation of this example can be summarized as follows: 

• Successful connection between the GitHub account of the hacker by Username -> 

• Extracted email address from GitHub ->

• Email address connected to an empty Facebook account -> 

• Using advanced Facebook search operators, one image was found that had been 
deleted by the hacker -> 

• The same image was found on vk.com, under a different name - >

• The phone number was scraped from the vk.com account -> 

• The phone number was researched in different databases -> 

• The phone number was found to be registered as “last name + bank” 

• This generated potential first name and last name assumptions for email addresses - > 

• There were 3 email addresses with the same passwords from compromised databases -> 

• One of the email addresses that was part of the LinkedIn databases breach led us to the 
hacker’s real identity -> 

• We could see that this hacker works in the same bank, which was the source of the 
database he was selling on underground hacker forums.  

The investigation revealed additional data about the target, including:

• Username variations – one from a forum, and a second one from Telegram

• Groups of activity – i.e., identifying which groups the hacker is part of in Telegram, which 
was helpful in our external searches of the target’s associations with groups

• Language, origin, and country of residence

• Points of interest – hacking, malware, exploits, etc.

• Private email addresses and potential work email addresses to be generated based on 
the email format used in the company 

• Password of email addresses 

• Database breaches that the target’s email was in – indicative of other platforms that the 
target is part of

• Professional profile on LinkedIn – with connections, shares, posts, etc.

• Social platforms with images of the target 
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HOW OSINT IS CHANGING

OSINT is fundamental to this type of investigation 
flow. Yet, there may be shifts in the kind of 
information available online, due to issues 
such as statutory regulation of some OSINT-
related capabilities, including the regulation of 
professional ethics for private-sector companies 
working in OSINT, the widening of definitions of 
sensitive information, and more. Changes include:

• Decreased commitment to freedom of 
information, with the trend toward populist 
and semi-authoritarian regimes reflected, 
for example, in decreased commitment to 
government transparency.

• Better InfoSec, with the widespread 
adoption of end-to-end encryption in all 
commonly used social media and messenger 
applications, and increasingly decentralized, 
private online chat environments.

One example of how OSINT is changing is the 
recent changes to Facebook Graph Search. 
The loss of this tool has an impact on how 
investigations are run online.

SIGNIFICANCE OF OSINT 
IN VIRTUAL-HUMINT 
METHODOLOGIES & 
TECHNIQUES

In this investigation flow, the use of OSINT 
methodologies and techniques allowed us to 
gather enough data to engage with the hacker or 
threat actor and extract additional data – perhaps 
about the database itself, for example.

The tools and techniques presented in this 
investigation flow are unique to this case, and the 
methodology is different for each target and for 
each investigation. 

What is common to all of the investigation flows 
used is that by leveraging Virtual-HUMINT, OSINT 
analysts are able to glean information online that 
is crucial to protecting organizations – allowing 
cybersecurity professionals to more effectively 
combat cyberattacks and threats.

https://techcrunch.com/2019/06/10/changes-to-facebook-graph-search-leaves-online-investigators-in-a-lurch/
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