
Security in DevOps



Who am I

● Floris Meester

● Security consultant/Trainer/Coder

● CISSP, CEH, CEI

● floris@tekkamaki.nl



Challenges 

● Traditional security works against DevOps agility (end of the chain)

● Security vendors only sell endpoint and perimeter security

● Use of third party or OSS libraries

● Automated pull of dependencies 

● Containers from public registries
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Challenges 

● Rapid development and deployment of applications/microservices

● New technologies have lesser-known vulnerabilities/weaknesses

● Containers are not a security solution

● Cloud environments do not outsource risk



Challenges 



Challenges - OWASP top 10

1. SQL Injection
2. Broken Authentication
3. Data exposure
4. XEE
5. Broken Access control
6. Misconfiguration
7. XSS
8. Insecure deserialization
9. Known vulnerabilities
10. Insufficient logging/monitoring



3 Pillars of InfoSec (CIA) 

● Confidentiality

● Integrity

● Availability/Authentication

● Non repudiation



DevSecOps/SecDevOps/DevopsSec

● Developers and operators with security functions

● Introduce security early in the SDLC

● Introduce security in every part of the SDLC

● Automate security controls/processes where possible

● Firewalling, SDN endpoint security, vulnerability testing

● Integrate in development and CI/CD pipeline so agility is not lost



DevSecOps/SecDevOps/DevopsSec

● Everybody in the team is responsible for security

● Business should be aligned, security is not only about risk !

● Create security policies for DevOps

● Introduce effective AppSec tools with ease of use

● AppSec tools should provide reports with clear actions



DevSecOps possible solutions

● Use microservices (with containers)

● Treat containers apps as if they were on the host (namespaces)

● Setup infrastructure as code (Iac)

● Setup network as code (for instance SDN solutions)

● Use proven and trusted frameworks

● Security professionals should enable development to use tools



Security compliance 

● ISO 27001

● Access control
● Cryptography
● Operation security
● Communication security
● Business continuity management
● Incident management
● Compliance with internal policies and external laws
● Cloud service control



Security compliance 

● FIPS standard for cryptographic modules (HSM)

● OWASP cryptographic storage and key management cheat sheet 
aimed at developers

● Cloud security alliance
CCM (Cloud Controls Matrix)

● Includes FedRAMP, ISO 27001, NIST and PCI 
● CAIQ self assesment questions



Security compliance 

● Center for internet security (CIS)

● National checklist program (NCP)
- OS
- Database
- Virtualization
- Applications



Security compliance 



Security compliance 

● GDPR

● Lawfulness, transparency, fairness
● Purpose limitation
● Accuracy of data
● Data minimization
● Integrity/confidentiality
● Storage limitation



Security compliance 

● Cloud security alliance (CSA) top cloud security issues
 

● Data breaches
● Weak IAM
● Insecure API’s
● Application vulnerabilities
● Account hijack
● Malicious insider
● APT
● Data loss



Tooling

● OpenSCAP tools (baseline/continues scan/compliance)
● CIS-CAT Lite (compliance testing)
● OSSEC (hids/file monitoring)
● Dev-sec hardening (benchmark/hardening automation)
● Hashicorp Vault (secrets management, data in rest)
● OWASP Dependency Check (library dependency check)
● Retire.js (javascript libraries)
● Inspec (compliance)
● Gauntlt (hooks in security tools, easy plain text configuration)
● OpenVAS (CVE monitoring/vulnerability scanning)
● Opencontrol/Compliance Masonry
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Security coding frameworks

● Python
● Flask Security

● ASP.NET
● ASP.NET Core

● NodeJS
● Passport Framework

● Ruby
● Devise Security

● Java
● Spring Security
● Shiro



Data Governance

● RBAC

● ABAC

● Classification by metadata



Threat Modeling

● STRIDE

● Spoofing – credentials, certificates
● Tampering – hashing, digital signatures
● Repudiation – logging, authentication
● Information Disclosure – encryption, RBAC, ABAC
● DOS – load balancing, wasstraat
● Escalation of privileges   - authorization



Threat Libraries - CAPEC



Threat Libraries - CWE



Threat Libraries - ATT&CK



Threat Modeling Tools

● Tools are designed to draw DFD diagrams with trust boundaries 
and add threat attributes

● Owasp Threat Dragon

● MS threat modeling tool

● Mozilla SeaSponge



Threat Modeling Tools
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Secure coding standards

● CWE (Insecure examples)

● OWASP Security Knowledge Framework (contains Application 
security verification standard - ASVS)

● CERT secure coding standards

● OWASP Code Review Project 

● Find Security Bugs (plugin for various IDE’s)



Code Scanning Tools

● Retire.js

● Pylint

● SpotBugs IDE plugin

● JSHint

● DREK (Regex scanner)

● Infer (static analyzer for Java/C/C++)

● SonarQube (25+ languages, CI/CD integration)



Secure testing guides

● PCI penetration testing guide

● NIST 800-115 Security testing and Assesment

● OWASP Testing guide



Secure testing tools

● Vulnerability scan – Nessus, OpenVAS

● Port scan - nmap

● Web App scan – Burp, OWASP Zap, Nikto

● Fuzzing - API-fuzzer, Peach

● Github – GittyLeaks, TruffleHog

● SSL/TLS – SSLScan

● SQL injection – SQLMap, Sqlninja



Docker/OCI tools

● Actuary (best practices)

● Clair (CVE scan)

● Anchor Engine (CVE scan)

● Dagda (CVE, NVD analysis)

● Falco (anomaly detection)

● Docker Bench (best practices)



Docker/OCI tools – Docker Bench



Security integrated tools

● Faraday SEC – integrated multiuser pentest tool



Security integrated tools

● JackHammer – integrated pentest tool



Security integrated tools

● Seccubus

● Offensive web testing framework (OWASP includes NIST tools)

● DefectDojo (OWASP integrate output from various tool in 
dashboard)



CI integration

● Many tools have “headless” mode, some are available as Jenkins 
plugin



Zero Trust - Threats

● Perimeter security not sufficient anymore

● Mobile (inherently insecure !)
● BYOD
● Cloud interconnects
● Containers
● Virtualization
● Insiders (permission aggregation, malicious activity etc.)



Zero Trust

● Different model, we assume we get compromised !

● Use secrets management (like Vault)
● Authenticate everything and everyone
● Verify everything and everyone (mfa)
● Audit everything
● Least privilege
● Where possible split responsibilities
● Need to know 
● Adaptive controls (ABAC)
● Encrypt everything



What will the course hold

 
● Infosec theory

● Compliance frameworks theory

● Hands on labs for tracking vulnerabilities

● Hands on labs tooling



Q&A
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