Data Processing Agreement


Between:
[the Client] having its registered office at [address], registered under the number [company registration],
hereinafter called the “Client” or the “Controller”

And:

[Company name], having its registered office at [company address], registered under the number [insert here].
hereinafter called “[Company name]” or “Processor”

Hereinafter independently referred to as "Party" and collectively referred to as "Parties".

The Parties have entered into an agreement to establish the terms and conditions of the provision of find [description of company services] (the “Services”) by [company name] to the Client (the “Agreement”). In the performance of this Agreement, [company name] will be processing Personal Data on behalf of the Client. This Data Processing Agreement (“DPA”) details the conditions under which [company name] will perform these processing activities.

The Parties hereby agree as follows:

1. Definitions

All capitalized terms in this DPA will have the meaning as defined by the applicable Data Protection Legislation, unless otherwise stated in this section or unless the context requires otherwise:

1.1. “Data Protection Legislation” shall mean (i) prior to 25 May 2018, the European Directive 95/46/EC, the Belgian Data Protection Act of 8 December 1992, and other national laws and regulations applicable to the Parties which relate to or impact on the processing of Personal Data; (ii) as of 25 May 2018, the Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation), the Belgian national data protection laws, and, if applicable, any other national law or regulation applicable to the Parties with respect to the processing of Personal Data; 
1.2. “Data Subject” means the identified or identifiable natural person who uses [company name] Services, where an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person;

1.3. “Personal Data”, any information relating to a Data Subject;

1.4. “Processing” means any operation or set of operations which is performed upon Personal Data, whether or not by automatic means, such as collection, recording, organization, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, blocking, erasure or destruction;

1.5. “Controller” (or “Data Controller”) means the entity which determines the purposes and means of the Processing of Personal Data;

1.6. “Processor” (or “Data Processor”) means the entity which Processes Personal Data on behalf of the Controller;


2. Scope and Objectives of the DPA

2.1. This DPA regulates the measures taken by the Parties in order to protect Personal Data processed in tolhe performance of the Agreement. The Processor shall process Personal Data on behalf of the Controller.

2.2. f[company name] shall only process Personal Data on behalf of, and in accordance with documented instructions of the Controller including with regard to transfers of Personal Data to a third country or an international organisation, unless required to do so by Union or Member State law to which the Processor is subject; in such a case, the Processor shall inform the Controller of that legal requirement before Processing, unless that law prohibits such information on important grounds of public interest. Such processing shall be in accordance with this DPA and Data Protection Legislation.  The Controller shall be solely responsible for complying with its obligations under the applicable Data Protection Legislation, including, but not limited to, the lawfulness of the transmission to [company name] and the lawfulness of processing.

2.3. Any documented instruction by the Controller to [company name] in relation to the processing (hereinafter a “Processing Instruction”) shall be defined in the Agreement or in this DPA. Modifications to the Processing Instruction are subject to mutual written agreement.

2.4. The Controller has defined that the following data categories will be collected, processed and used by the Processor under the Agreement:

· For employees of the Controller:
· First and last name
· E-mail address
· Mobile phone number

· For visitors of the Controller:
· First and last name
· All other fields are optional and can be activated (or not) by the Controller: e-mail address, phone, picture, signature, company name... 

3. General principles

3.1. The Processing of Personal Data under the Agreement is guided by the following general principles to be respected by all Parties:

3.1.1. Respecting privacy and protection of Personal Data;
3.1.2. Principle of prior informed consent: whenever applicable Data Protection Legislation requires to obtain consent of Data Subjects, the necessary consent of the Data Subjects will be requested before collecting Personal Data;
3.1.3. Proportionality: the Parties will limit the Processing of Personal Data to what is useful and relevant in view of the intended purpose of the processing;
3.1.4. Minor of age protection: the Parties undertake to comply with the obligations concerning the protection of minors as set forth by applicable Data Protection Legislation and applicable law.

3.2. All Parties commit to process any Personal Data in accordance with the principles set out above, as well as to minimize repetitions of data (data minimization), and not to keep any Personal Data longer than necessary for the purpose.


4. Rights and Obligations of Controller

4.1. Notwithstanding the provision of article 5.5, the Controller is responsible for the assessment of the legitimacy of the data processing in accordance with Data Protection Legislation.

4.2. The Controller shall issue all orders to the Processor in written form. Any changes to the software and applications of the Processor going beyond mere technical changes and to the extent that they substantially change the object or method of the Processing, shall be mutually agreed in writing.  Any changes required as a consequence of applicable Data Protection Legislation will be agreed upon in good faith in writing and within the deadlines set forth by applicable Data Protection Legislation.

4.3. The Controller shall inform the Processor without delay should he notice any mistakes or irregularities with respect to the Processing of Personal Data.

4.4. The Controller shall keep confidential any and all kind of proprietary business information of the Processor which is received as a result of this DPA.  The Controller is entitled to disclose the security measures taken to Data Subjects and third parties, without disclosing proprietary business information of the Processor.


5. Rights and Obligations of the Processor

5.1. The Processor shall process the Personal Data in accordance with the Agreement, this DPA and the Data Protection Legislation, unless required to do so by Union or Member State law to which the Processor is subject. In that case, the Processor shall inform the Controller of that legal requirement before Processing, unless that law prohibits such information on important grounds of public interest or otherwise.

5.2. The Processor shall assist the Controller in ensuring compliance with the obligations pursuant to applicable Data Protection Legislation (in particular articles 32 to 36 of the General Data Protection Regulation when it will apply) taking into account the nature of Processing and the information available to the Processor.

5.3. The Processor shall correct, delete or block the access to the Personal Data on instruction of the Controller.

5.4. The Processor shall make available to the Controller all information necessary to demonstrate compliance with the obligations laid down in article 28 of the General Data Protection Regulation, and allow for and contribute to audits, including inspections, conducted by the Controller or another auditor mandated by the Controller.  The Processor authorizes the Controller to take any reasonable measures to inspect the Processor’s compliance with applicable Data Protection Legislation as well as his compliance with the Controller’s instructions. 

5.5. The Processor shall inform the Controller if he comes to the conclusion that an instruction of the Controller may violate applicable Data Protection Legislation. In this case, the Processor may interrupt the relevant processing until instructions are confirmed or changed by the responsible person of the Controller.

5.6. If the Processor receives a request for information or for any correction, deletion, blocking from the Data Subjects, he shall transfer such request to the Controller and shall support the Controller in the handling thereof. The Parties agree that the Processor can be in direct contact with the Data Subjects in order to provide technical support.

5.7. The Processor shall promptly inform the Controller in the event of substantial disruption of the Services or of infringements of relevant Data Protection Legislation, including any breach of privacy or security in relation to the Processing arising from the Processor and or its employees. In view thereof, the Controller commits to subscribe on the [company name] platform [insert URL]. 

5.8. The Controller authorizes the Processor to use Personal Data of Data Subjects when it is aggregated or anonymized for the purpose of improvement of the Services and research and development. In such form, the data is no longer Personal Data as such data can no longer be used to identify a Data Subject.


6. Rights of Data Subjects

6.1. The Controller is primarily responsible for handling and responding to requests made by Data Subjects.

6.2. The Processor shall assist the Controller, especially through appropriate technical and organizational measures, insofar as this is possible, with the fulfilment of the Controller's obligation to comply with the rights of the Data Subjects and respond to Data Subjects' requests relating to their rights. In particular, the Service Provider shall assist as follows:

6.2.1. Correction, Blocking and Deletion. To the extent the Controller, in its use of the Services, does not have the ability to correct, amend, block or delete Personal Data, as required by Data Protection Legislation, [company name] shall comply with any request by the Controller to facilitate such actions to the extent [company name] is legally permitted to do so. To the extent legally permitted, the Controller shall be responsible for any costs arising from [company name]’s provision of such assistance.

6.2.2. Data Subject Requests. Taking into account the nature of the Processing, the Processor shall assists the Controller by appropriate technical and organizational measures, insofar as this is possible, for the fulfilment of the Controller's obligation to respond to requests for exercising the data subject's rights as set forth by applicable Data Protection Legislation (in particular Chapter III of the General Data Protection Regulation once it applies). [company name] shall provide the Controller with commercially reasonable cooperation and assistance in relation to handling of a Data Subject’s request for access to that Data Subject’s own Personal Data, to the extent legally permitted and to the extent the Controller does not have access to such Personal Data through its use of the Services. If legally permitted, the Controller shall be responsible for any costs arising from [company name]’s provision of such assistance.  

6.2.3. Enquiry for information. Where, in accordance with applicable Data Protection Legislation, the Controller is obliged to answer a data subject’s request for information related to the collection, processing or use of such data subject’s data, [company name] shall support the Controller in providing the required information for all reasonably requests. The foregoing shall be applied only where the Controller has so instructed [company name] in writing. The Controller shall reimburse [company name] for the cost and expenses incurred in providing such support when the requests exceed the normal and reasonable amount.

7. Sub-processors

7.1. The Controller acknowledges and agrees that [company name] may engage third-party sub-processors in connection with the provision of the Services.

7.2. The current sub-processors are: 

· [insert here] 
· [insert here]
· [insert here]


7.3. The Processor shall inform the Controller of any intended changes concerning the addition or replacement of sub-processors, thereby giving the Controller the opportunity to object to such changes.  If the Controller has a reasonable basis to object to the Processor’s use of a new Sub-processor, the Controller shall notify [company name] promptly in writing within ten (10) business days after receipt of Supplier’s notice.

7.4. Where the Processor engages a sub-processor for carrying out specific Processing activities on behalf of the Controller, the same data protection obligations as set out in this DPA shall be imposed on that other processor by way of a contract or other legal act under Union or Member State law, in particular providing sufficient guarantees to implement appropriate technical and organizational measures in such a manner that the Processing will meet the requirements of applicable Data Protection Legislation. Where that other processor fails to fulfil its data protection obligations, [company name] shall remain liable for the acts and omissions of its Sub-processors.

8. Security

8.1. Within Processor’s area of responsibility, Processor shall structure Processor’s internal corporate organization to ensure compliance with the specific requirements of the protection of Personal Data under applicable Data Protection Legislation. Processor shall take the appropriate technical and organizational measures to adequately protect the Personal Data provided by Controller to Processor against misuse and loss in accordance with the requirements of Data Protection Legislation as set out in Annex 1.1. The technical and organizational measures are subject to technical progress and development, and Processor may implement adequate alternative measures. These must not however fall short of the level of security provided by the specified measures. Any material changes must be documented and Processor must provide Controller with the details upon request.

8.2. By means of the [company name] platform as described in clause 5.7, Processor shall promptly notify Controller if it detects or reasonably suspects that a security incident has occurred which involves unauthorized disclosure, unauthorized access, misuse, loss, theft or accidental or unlawful destruction of Personal Data. Processor shall, in collaboration with the Controller, take adequate remedial measures as soon as possible. Furthermore, Processor shall promptly provide Controller with all relevant information as requested by Controller regarding such a data security incident. Processor shall document any personal data breaches, comprising the facts relating to the personal data breach, its effects and the remedial action taken, and make such documentation available to the Controller at any time.

8.3. Decisions of the Processor which affect the security of its organization of the Processing of Personal Data, and the applied procedure shall be evaluated first in good faith with the Controller.


9. Data Storage and Transfer

9.1. The Personal Data collected from Data Subjects is processed inside the European Economic Area ("EEA"), or outside the EEA in accordance with clause 9.2. 

9.2. To the extent [company name] uses sub-processors located outside the EEA, the Parties will cooperate in good faith in order to make sure that the necessary safeguards are implemented to make sure this processing outside the EEA complies with the Data Protection Legislation, which, except if agreed upon differently between the Parties, will consist of the Processor entering into standard contractual clauses with such sub-processor on behalf of the Controller. To that extent, the Controller awards the Processor the power of attorney to perform such actions on its behalf.


10. Term and Termination

10.1. This DPA begins upon the commencement of the Agreement and shall be in force and effect until the Agreement has been terminated or expires. In the event that after termination of the Agreement, further Processing of Personal Data by Processor is necessary for the winding-up of the Agreement or provided by law, e.g., regarding the return of Personal Data, this DPA shall continue to apply until the completion of the winding-up or return, as applicable.

10.2. The Parties agree that on the termination of the Agreement, the Processor shall, at the choice of Controller, return or delete all (copies of) the Personal Data processed on the Controller’s behalf, unless legislation imposed upon the Processor prevents it from returning or destroying all or part of the Personal Data transferred. To the extent [company name] would carry on any further processing of this personal data after termination of the Agreement and this DPA, it accepts that it is solely and fully responsible for these further processing activities.


11. Non-disclosure

11.1. The Processor shall not disclose any of the Personal Data or information received by the Processor in the course of the Agreement.

11.2. The Processor warrants that its employees, its subcontractors or any other person for which the Processor is responsible, and that are processing the Personal Data are suitably trained and shall keep the Personal Data confidential.  The Processor will enter into non-disclosure agreements with its employees and subcontractors.


12. Governing Law

12.1. This Agreement shall be governed by and construed in accordance with the laws of [country].

12.2. [bookmark: _GoBack]Any dispute arising out of or in connection with the Agreement shall be submitted the competent court in [city, country].


[Place], [date][Place], [date]




____________________________________________________
[Title, position][Title, position]
[The Client][[company name]]


ANNEX 1.1 DATA SECURITY SHEET

See [insert URL] 
 



