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SIMPLE, SUSTAINABLE AND HIGHLY PRECISE

	 Effective	Cyber	Security	training,	delivered	in	a	flexible	and	efficient	manner.	

	 Interactive	deployment	of	Cyber	Security	training	material	at	precisely	the	right	time.

	 Reduce	the	risks	and	associated	costs	of	cyber	attacks.

	 Enable	rapid	response	to	security	incidents,	in	order	to	mitigate	the	impacts.

	 Document	the	implementation	of	protective	measures	meeting	compliance	such	as	GDPR,	HIPPA,	PCI.

	 Target	specific	users,	and	groups	through	targeted,	contextual	training	material.

	 Utilize	your	own	media	formats,	including	logo,	text,	graphics	and	colors.

	 Additional	interactive	trainings	in	the	form	of	high-quality	Cyber	Security	campaigns	are	available.

With DriveLock Smart SecurityEducation your	employees	will	become	an	additional	firewall	for	
the	protection	against	cyber	attacks.

1/3



2/3

REDUCE THE HUMAN RISK POTENTIAL 
The	most	successful	attacks	on	corporate	networks	are	carried	out	through	social	engineering	operations,	which	
exploit	predictable	human	behavior	in	cases	of	fear,	curiosity	or	convenience.

Studies	have	shown,	the	dangers	and	costs	associated	with	a	successful	attack,	can	be	significantly	reduced	
through	appropriate	training	measures	for	employees.	These	trainings	are	usually	very	costly	and	neither	effective	
nor	sustainable,	as	they	are	rarely	conducted	in	direct	relation	to	a	related	attack.	Very	often,	employees	perceive	
them	as	unnecessary,	disturbing	or	annoying,	and	they	don‘t	require	the	active	cooperation	of	all	people	involved.

DriveLock Smart SecurityEducation	on	the	other	hand	is	a	simple,	flexible,	continuously	available	online	or	offline,	
centrally	managed	solution.	Employees	can	receive	specific	information	on	the	correct	behavior,	and	the	necessary	
security	measures	that	should	be	applied	during	certain	activities,	for	example,	when	inserting	a	USB	stick	or	 
connecting	to	a	Bluetooth	device	Security	Awareness	Campaigns	may	be	presented.

Through	this	direct	connection,	the	illustrated	regulations	will	be	ingrained	in	users	behavior.	A	simple	method	to	
improve	the	security	awareness	of	your	employees	is	to	conduct	Security	Awareness	Campaigns	once	a	week	or	
once	a	month	with	the	help	of	DriveLock Smart SecurityEducation	training	can	be	automatically	displayed	on	the	
computer	after	login.

In	the	event	of	a	security	incident,	appropriate	behavioral	measures	can	be	published	immediately	throughout	the	
company.	Allowing	you	to	minimize	exposure	and	limit	the	extent	of	the	damage.

You	can	flexibly	set	up	the	DriveLock Security	Awareness	Campaigns	according	to	your	needs:	targeting	specific	
user	groups,	network	environments,	computer	groups	or	specific	time	periods.	Thereby,	allowing	the	option	to	
select	the	most	suitable	communication	format	from	a	variety	of	delivery	forms:	Unformatted	or	formatted	text,	
images	or	graphics,	PDF	documents,	videos	or	existing	websites	from	the	intranet	or	internet.	If	you	already	have	
your	own	media	items,	you	can	integrate	them	quickly	and	easily.

This	ensures	a	target-group-oriented,	and	thus	effective	communication.	You	can	decide	whether	an	employee	can	
skip	the	displayed	content	,	or	whether	it	must	first	be	viewed	completely,	and	even	if	it	needs	to	be	confirmed.	

For	a	CISO,	the	requirement	to	provide	evidence	for	compliance	audits	couldn‘t	be	simpler.	At	the	same	time,	this	
will	document	the	implementation	of	protective	measures	as	required	by	the	GDPR,	HIPPA	and	PCI.
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DriveLock Security Awareness Content (Add-On)
High	quality	awareness	training	–	Contains	curated	campaigns	for	various	IT	security	topics,	in	different	lengths,	
ranging	from	short	training	courses	in	the	form	of	a	videos,	through	complete	e-learning	training	with	test	questions	
and	a	final	knowledge	check.	This	Security	Awareness	Content	enhances	the	security	campaigns	of	DriveLock 
Smart SecurityEducation and	includes	content	for	the	following	topics:

 Data	protection-compliant	handling	of	information

 Behavior	and	reporting	in	case	of	unusual	incidents

 Secure	handling	of	user	accounts,	e-mail	and	passwords

 Use	of	mobile	devices	in	the	enterprise	(BYOD)

 Secure	working	outside	of	the	corporate	network

 Detection	and	behavior	in	case	of	phishing	or	malware	attacks

 Proper	handling	of	data	in	the	cloud

 Opportunities	for	attacks	through	social	engineering

Integrated	tests	offer	an	opportunity	to	verify	the	learning	success	immediately	and	independently.	Gaining	a	
deep	insight	into	the	corresponding	topics	successful	delivery.	

Additional	content	is	available	as	part	of	a	subscription,	continuously	updated,	supplemented	by	new	and	current	
topics,	and	made	available	to	you	centrally	and	automatically	via	the	DriveLock Enterprise	Server.	This	high-quality	
training	content	is	also	available	as	an	add-on	for	existing	DriveLock	customers	who	are	already	using	Security	
Awareness	Campaigns.
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