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COMPASS IT COMPLIANCE

NIST Cybersecurity
Framework

Make Cybersecurity risks a part of
your overall risk management
strategy through a 6-function

model:
o Identify
e DProtect
e Detect
e Respond

e Recover

NIST SP 800-171 IT Risk

Assessment

Often called “Rule 171", this
guidance controls Federal
Unclassified Information and
evaluates 12 areas of focus:

e Access Control

e Awareness and Training

e Audit and Accountability

e Configuration Management

e Identification and

Authentication

¢ Incident Response

e Maintenance

e Media Protection

e Personnel Security

e Physical Protection

e Risk Assessment

e Security Assessment

e System and Communications

Protection
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