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here are you? It’s an easy 
question with one correct 
answer: you are where you 

are, whether that’s at your desk, in 
bed or on a train. But the question 
becomes much harder to answer 
when we ask: where are you online? 

You can probably count the digital 
accounts you use most frequently on 
your fingers: a ride-hailing service, 
a social media platform, a banking 
app. However, you need only look 
at your email inbox to realise how 
many services you’ve signed up for, 
the countless companies you’ve 
given your address, date of birth, 
mother’s maiden name. 

The truth is that on the internet, 
you’re all over the place. 

We have different digital identities 
for the different services we use and 
we’re only ever one “what was the 
name of your first goldfish?” away 
from realising just how messy this can 
be. This system is known as central-
ised identity, where different organi-
sations are responsible for keeping an 
abundance of people’s data safe. 

Over the past few years, a fed-
erated identity system has taken 
off, in which companies such as 
Facebook and Google allow you 
to log on to different platforms 
through their service. It is conven-
ience at a cost because these tech 
giants can thenfollow you across 

– tamper-proof electronic versions 
of physical credentials like a pass-
port, permit or proof of address – 
and can selectively hand over bits 
of data to those who need them. 

While SSI’s proponents agree on 
its principles – it should be decen-
tralised, user empowered, and 
everything must remain portable, 
private and, most importantly, 
secure – there is some debate over 
exactly how this can be achieved. 

Many believe blockchain could 
be the answer, enabling each data 
attribute to be registered to a block 
on the decentralised chain that-
businesses can access to obtain an 
individual’s data without the need 
to store it themselves. 

Many different entities are cur-
rently trialling SSI systems, from 
the Catalan government in Spain 
to an NHS hospital in Blackpool. 
Banks are also dipping their toes 
in the water, with Barclays pre-
viously exploring the benefits 
of SSI with specialist Evernym. 
“SSI has considerable potential 
when it comes to improving cus-
tomer experience: users may 
be able to register with a sin-
gle click, instead of having to fill 
out lengthy forms,” according to 
Barclaycard’s website. 

How can SSI benefit businesses?
SSI might be costly to implement, 
but could save businesses money in 
the long run. At present, companies 
receive hefty fines if customer data 
is lost or hacke, while maintaining 
security systems that prevent this is 
expensive. SSI both shifts the onus 
away from corporations and makes 
them less appealing to hackers. 

Michael Shea, managing direc-
tor of technology consultancy The 
Dingle Group, says SSI can also 
improve data quality, which will 
save on admin costs. “If the cus-
tomer is able to present part of their 
credential, say their home address, 
because it’s now in this cryp-
tographic bundle that’s been issued 
and verified, then nobody’s entering 
any information on the keyboard,” 

co-founder and chief executive of 
cybersecurity startup Zamna, puts 
it, with SSI you are “the king or 
queen of your identity”. But even 
this new solution is not without 
its drawbacks.

What exactly is SSI?
SSI is an alternative digital iden-
tity model by which each user con-
trols their verifiable credentials 

Our personal data is 
fragmented online 
across a number 
of institutions 
and services, 
compromising 
its security and 
citizens’ privacy. 
A new solution 
proposes putting 
the consumer back 
in control
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the web, collecting data from your 
healthcare apps, shopping accounts 
or any platform you’ve used the 
“log in with Facebook” button for. 
Not only is this troubling in terms 
of your privacy, it is a goldmine 
for hackers.

Enter Self-Sovereign Identity 
(SSI), an enticing solution that 
promises to keep your data under 
your control. As Irra Ariella Khi, 

Self-sovereign identity has 
considerable potential when 
it comes to improving the 
customer experience

SSI models are too often techies building 
for techies. When it comes down to it, if SSI 
is to be the panacea, then it has to cover 
everybody and everything

he explains. “It’s done automat-
ically, and so you eliminate the 
human-entry error or production 
mistake. There’s huge value there.” 

He also notes that SSI won’t just 
change how existing businesses oper-
ate, it can create new opportunities. 
He references Energy Web, a com-
pany that uses SSI to allow anyone to 
participate in the energy market.

“Traditionally, if you had solar 
panels on your house and you pro-
duced more power than you could 
use, it flowed back into the grid 
and your meter might run back-
wards. The grid operator cannot 
use it to balance the power on the 
grid because there are too many 
unknowns,” explains Shea. SSI 
allows Energy Web to verify individ-
uals and the equipment they use. 

“They’ve created this sort of iden-
tity bundle that’s all cryptographi-
cally signed, so you can become an 
active member of the power grid,” 
he adds.

What problems does SSI pose?
Of course, problems arise when the-
ory is turned into practice. Zamna’s 
Khi notes there is an issue with SSI 
because it doesn’t recognise what 
centralised institutions provide us 
with in return for our data. 

“If you state the user is the most 
important person in this ecosystem, 
then we’re ignoring the fact that the 
hard work of assessment and risk 
management, business processing 
and decision-making, and service 
providing actually doesn’t happen 
on the user side,” she says. “There are 
prices of admission to the services 
we as individuals want to have.” 

Zamna’s co-founder Alex 
Gorelik warns that “technology 
by itself doesn’t really solve any-
thing” and that a rush to apply 
SSI can be directionless, with the-
orists not understanding how it 
can solve the problems faced by 
individual businesses. 

Susan Morrow, head of research 
and development at identity data 
specialists Avoco Secure, has writ-
ten about her doubts surrounding 
SSI. While in theory she supports 
giving users control of their data, 
she says SSI models in practice do 
not take human behaviour suffi-
ciently into account.

“They’re techies building for 
techies,” she says. “When it comes 
down to it, if you want this to be the 
panacea, then it has to cover every-
body and everything.” In reality, 
many people don’t have the smart-
phone or reliable internet access 
that a “wallet” system would rely on. 

Questions also remain about the 

trust layer of SSI. Verified credentials 
are confirmed as cryptographically 
sound and untampered with, but Shea 
points out they do not prove whether 
a document was issued by a legiti-
mate organisation. Khi has exposed 
such flaws, showing how easy it is to 
purchase a domain name using the 
title of a coronavirus-testing com-
pany. This means people could abuse 
the system, including, for example,  
where a border force requires travel-
lers to have a negative COVID-19 test 
before they enter a country. 

Identity custodians
A further issue is that if our digital 
identity remains totally decentral-
ised, then there’s no one we can call 
if everything goes wrong. There is 
therefore a need for identity cus-
todians - individuals or entities we 
can rely on to help us recover our 
data. Some argue banks are a natu-
ral fit for the role, as we already trust 
them with our money and identities. 
Others, however, may prefer govern-
ments to take on the job. 

Much remains to be resolved with 
SSI, but the coronavirus pandemic 
has accelerated interest. Shea says 
the landscape has shifted and more 
of his clients are focused on digital 
identity and SSI, with investment 
increasing. “It’s getting a lot of atten-
tion,” he says. 

Perhaps controlling your own digital 
identity is just around the corner. 

Want to be part of the
digital identity revolution?

Come and join our global team.
Find out more at www.callsign.com/careers
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increase in digital identity revenue 
projected over the next 4 years

of this revenue will come from 
businesses paying a subscription to 
run these identity services

annual revenue by 2024
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igital identity, as we currently 
know it, is broken and with 
the coronavirus pandemic 

accelerating the migration to online, 
fuelling a boom in internet fraud, the 
need to fi x it is growing more urgent. 

In the physical world, we identify 
people instinctively because of their 
characteristics: their face, voice, body 
language and the way they walk. Online, 
however, it’s much harder to prove 
identity and easier for fraudsters to 
pretend they’re someone they’re not. 

Authenticating people when conduct-
ing online transactions, or other inter-
actions that require user verifi cation, is 
therefore vital to preventing fraud.

However, having to authenticate our-
selves regularly online creates fric-
tion that turns many customers away, 
creating a Catch-22 for businesses. 
Research by Decibel found that seven 
in ten customers abandon purchases 
because of a bad user experience. To 
improve digital identity processes, we 
have to understand where they went 
wrong. The answer is they simply tried 
to replicate physical ID processes in a 
digital way.

“If people can now get everything 
they need online, what infl uences loy-
alty? It’s predominantly the user expe-
rience, but security and privacy are 
also becoming more important,” says 
Amir Nooriala, chief commercial offi cer 
at Callsign, whose artifi cial intelli-
gence-based identity and authentica-
tion solutions allow customers to inter-
act safely online, with minimal friction, 
while ensuring bad actors are blocked 
to protect customers’ identities. 

“Fraud needs volume to hide itself in 
and that volume is now online. Every 
company should be asking how they can 

ensure they have the best online expe-
rience without opening the gates to 
fraud. You do it with passive technology 
that collects multiple different data sig-
nals without affecting user experience, 
giving the best of both worlds.”

Passively collecting information, while 
sustaining an optimal user experience, 
means thinking about digital identity in 
purely digital, not digitalised, terms. It 
requires portability of identity across 
both devices and channels, including 
web, mobile and open banking. 

By analysing the thousands of dat-
apoints across device, location and 
behaviour, Callsign can confi rm in real 
time whether users’ behaviours fi t their 
normal pattern. If they do, they can get 
on in a frictionless way, but when they 
don’t, or malicious activity is detected, 
Callsign introduces further tests, 
avoiding a rules-based approach that 
is easily replicated by bad actors. This 
allows users to get on with their digital 
lives, while businesses improve cus-
tomer engagement and productivity, 
and reduce fraud risks. 

Placing identity at the core of their 
business is the digital version of put-
ting the customer fi rst. It helps ensure 
smooth online experiences and trans-
actions, but also secure, privacy-pre-
serving experiences, and getting this 
right drives customer loyalty.

“We’re completely rethinking digital 
identity,” says Nooriala. “Utilising artifi -
cial intelligence and machine-learning 
models, we use real-time data to con-
fi rm if your device is recognised and 

that it’s free from malware, alongside 
behavioural traits such as how you type 
or how you swipe, the pressure your 
fi nger places on the screen and the 
angle you hold your phone, as well as 
your location.” 

“With all these passive data signals, 
we secure online transactions and mas-
sively reduce both digital fraud and fric-
tion in the user experience. And it’s all 
done in a privacy-preserving manner. 
Unlike most approaches, which require 
constant surveillance, we put privacy 
at the centre. By only collecting data at 
each transaction and analysing against 
previous behaviour, not individuals 
themselves, we know who you are with-
out knowing who you are.”

While other companies ask users to 
verify their identity again and again, 
and rely on physical authentication 
checks, Callsign’s passive approach 
puts identity at the heart of every 
transaction, facilitating a more holis-
tic and intelligent view of the cus-
tomer. The more people move online, 
the more important this will become. 
Organisations that succeed digitally will 
be those that recognise identity is part 
of every online interaction.

For more information please visit 
callsign.com
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Every company 
should be asking 
how they can ensure 
they have the best 
online experience 
without opening the 
gates to fraud

Digital identity is 
broken and it’s 
time we fi xed it
Digital fraudsters pose a huge threat to consumers and businesses 
alike, preying on online tractions and interactions, but keeping them 
away doesn’t have to mean friction for users


