Office 365 Update

About this Office 365 Update

We like to inform our customers on a strategic level and of course preferably in person. However,
we also would like to keep you up to date monthly, with all the news coming from Microsoft about
Office 365. With this update, we hope to achieve that you have a better and clear understanding on

how those new updates could impact your business, and what you can do with/about them.

We marked each message sent by Microsoft with a flag to mark their importance, interpreted by
Portiva professionals that use their experience to weigh these new or updated experiences for our

customers.

This update is created each month with great care by:
‘ Rick Hilferink

" Teamlead Managed Services

( \J,‘s rhilferink@portiva.nl

8 '7 New features that are relevant and interesting for your organization

(D Changes/updates that have direct impact on user / admin experience, important to
know!

CL: Noticeable but less important updates

With stickers we provide you with specific advice on how to handle that specific change or

new feature.

New features Changes/Updates Less important
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Office 365 General updates

Microsoft 365 preparedness for COVID-19 (Coronavirus) and guidance regarding best

practices for Microsoft Teams

Microsoft takes a broad approach to service continuity, including potential effects of
an outbreak such as COVID-19. While there is currently no foreseen impact to
Microsoft’s operation of our services, we wanted to provide some detail regarding
our preparedness should the situation change. Recognizing customers will have plans
in place for enabling remote work in a situation like this, we are providing guidance
regarding best practices under the “Actions you can take” section that will help

maximize the benefits of Microsoft 365.

Microsoft has a comprehensive business continuity program, details of which can be
found in a PDF here (file name: "Microsoft Cloud - Enterprise Business Continuity
Management (EBCM) Program"). This document outlines our efforts across a

multitude of scenarios including pandemic response.

Specific to COVID-19, we are providing an outline of key preparedness activities to
ensure continued service delivery during this event. The three areas of focus during

any situation that challenges normal operations are as follows:

e Impact to systems — does the event have a potential impact on our systems used to
deliver and support Microsoft 365?

e Impact to location — are the locations from which we deliver and support service
effected and what is our response?

e Impact to people —are we prepared should there be impact to the individuals

responsible for delivering service to our customers?
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The COVID-19 virus
obviously impacted
remote working

Facilities for a lot of

companies.

Microsoft has taken
the necessary
measures to make
sure their platform is
up and running for as
big of an userbase

possible!

Read this longer
update to understand
what Microsoft does
to continue their

services.
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While the following provides the high-level efforts in each of these areas, there are
significantly more activities that relate to our business continuity efforts for

Microsoft 365 that are beyond the scope of this communication.

Impact to systems - First and foremost there are no known impacts to Microsoft 365

services. Heightened awareness is in place for the following areas:

e Service scale and operations — One of the benefits of a cloud service is the ability to
scale dynamically, including utilization of our significant supply chain, reallocation
of resources between services, and redistribution of load. We have seen an increase
in the utilization of Teams which we have responded to and continue to monitor
closely.

e Supporting systems — A general principle of cloud service operations is remote
management and administration. We see no effect to our ability to manage the
systems used to support Microsoft 365, and have confirmed adequate capacity for
staff to work remotely at scale.

e External systems — We are working across industry with a focus on networking
infrastructure. We are seeing some utilization issues with public ingress / egress to

China, but otherwise there are no issues identified.

Impact to location — Our services are designed for remote administration; however,
with the recent news that the greater Seattle, Washington area represents a higher
incidence of COVID-19 we wanted to provide specific details around support of the

service should Microsoft engineers be constrained to work from home.

e Microsoft employs a security first approach to administering Microsoft 365 service.
Each engineering resource that is accountable for managing the service has the

ability to securely administer the service without direct access to the corporate

location.
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e Microsoft maintains multiple geographic locations outside the Seattle area with

individuals who are capable of maintaining and managing the service.

People - As the largest provider of commercial services we have the capability of
ensuring continued operations with multiple subject matter experts in each

discipline, with geographic diversity being a consideration.

e Employees responsible for managing the service all have access to needed
resources to take action from home or the office.

e A "deep” on-call rotation allows for sustained support should issues arise and
ensures that resources are available should individuals fallill.

While Microsoft puts the safety and well-being of its employees at the forefront, our

“defense-in-depth” approach is expected to allow for uninterrupted service operation

should the virus spread significantly.

We will make updates to this Message Center post should the situation change.

Actions you can take:

e Follow a similar program to the above ensuring consideration for your systems,
people and work locations.

e If your organization is looking to accelerate its move to Teams, overview
information regarding Teams can be found here.

e If you do have an increase in remote work, follow our best practices to maximize
your use of Teams.

e Ensure your organization’s network is prepared to support the use of Teams by

following these recommendations.

OfFice 365 Update



https://docs.microsoft.com/microsoftteams/teams-overview
https://docs.microsoft.com/microsoftteams/support-remote-work-with-teams
https://docs.microsoft.com/microsoftteams/prepare-network

©ffice 365 Update

N
4 '
|

New Feature: Poll added to Outlook

Your Outlook for Mac, Outlook for Windows, and Outlook on the web (desktop) users

=

will soon be able to create a poll *" within Outlook without needing to find-and- &7

install an add-in.
A new addition to the

« For Outlook for Mac, users will find Poll on the Message tab. After a user pins the Outlook toolbox

add-in, it will appear under the contextual toolbar. which creates new

« For Outlook on the web, when users create a new email message, they can access polls right from the

the add-in under"..." > Poll. tool itself, without the

 For Outlook for Windows, users can access Poll either via Insert tab > Poll or via need to install add-

Options> Use Voting Buttons> Poll. ons-.

Note: Screen captures for each version of Outlook are at the bottom of this message. Have a look at the

We plan to withdraw the current Quick Poll add-in from the store in January 2021. screenshots to see the

We will send a communication through Message Center before the final retirement changes for your

of the Quick Poll add-in.

specific version of the

Outlook application.

Outlook for Mac
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Updated Feature: Forms Activity Reports in the Microsoft Admin Center

Admins will see Forms Activity Reports within the Microsoft Admin Center. You can
find this within Admin Center -> Reports -> Usage -> Forms -> Activity. (D

A new addition to the

7days  0days  %days  180cays reporting center, the

Users  Activity Data as of: Sunday, March 01, 2020 (UTC) ab|l|ty to look at the
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Microsoft Teams updates

Awareness of Microsoft 365 temporary feature adjustments

To best support our Microsoft 365 customers worldwide and accommodate new
growth and demand during these unprecedented times, we're making temporary
adjustments to select non-essential capabilities. We do not expect these changes to
have significant impact on the end users experience but wanted to make you aware.

Examples of changes we may make include:

e how often we check for presence
e the interval in which we show when the other party is typing

¢ video resolution

Microsoft Teams - Increasing team membership limit to 10K

Once available, all new and existing teams can host up to 10 thousand members.
Increase in team size will help you utilize teams for scenarios such as companywide,

department wide and inter-departmental communications.

What do | need to do to prepare for this change?
No explicit action is needed from admins and both new and existing teams will be

able to grow to 10,000 members.
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Due to the COVID-19
virus, Microsoft Teams
adoption has
increased with
unbelievable
percentage. Due to
obvious reasons,
Microsoft needs to
adapt their platform in
order to
accommodate the
increased usage.
Inform your end-users
and make sure to
manage expectations
according to Microsoft

updates/notifications.

o

An increase in the
team membership,
make sure to inform
your governance team

and power users.
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New Feature: Multi-wWindow Chat for Microsoft Teams

Updated March 23, 2020: The initial

roll-out will be for Windows clients Sl Pase v
only. We will provide support for Mac Recent
and Linux clients in the coming weeks. %

@ Traci Cheng 7 Pop out chat
= —— |

e Corina Vance

acrat aift ch

Multi-Window Chat is a new Microsoft

Teams feature which enables users to

multitask more efficiently by popping

out their chat conversations into separate windows. We'll begin roll-out to all
customers starting in early April and expect to complete the roll-out by the end of
May.

Once available users will be able to engage in chat sessions in windows outside the
Teams client.

There are several ways users can pop-out their conversations:

e Double-click on a conversation in the chat list.

e Click “Pop out chat” from the context menu for a chat in the chat list.
e Click the ‘pop out’ button in the top-right corner of the chat header.
e Use the slash command /pop

e Double-click on an avatar picture

e Hover over a chat in the chat list and click on the 'pop out' button
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Updated Feature: Device Management support for Collaboration Bars

A collaboration bar is a unified communication device which combines a sound bar g?

and a camera. This device can be connected to any display and used for Teams : .
Multiple devices are

meetings, usually in conference rooms. [ L
the use of Microsoft

Admins will manage collaboration bars from the Teams Admin Center > Devices > Teams. A new

() Collaboration bars.
L

Admins will be able to create

addition to the Family

i1 Microsoft Teams admin center

is announced, the

collaboration bars,

A
() Dashboard )
Collaboration bars

Collaboration bars let you see and manage all of the Teams cer and Admins are able

canfiguration profiles so you ean make setting changes and apj

e85 Teams

configuration profiles for to add and manage

individual device types. Phones s sonmns these devices.

will be further classified into desk
phones, common area phones,
and conference phones and will
be shown separately in the
dashboard.

New Feature: Allow IT admins to Pre-Install Apps

[ J
You already have the ability to pre-pin apps for your end users. g?
We are adding a new setup policy that makes it possible to Admins are now able
pre-install apps that your users will see immediately when they to pre-install apps for
click the ellipses on the left rail of the Teams client. Note that Microsoft Teams.

when you install the app for your users, they cannot uninstall Inform your admins

the app. You would need to remove it from the list of Installed and governance team.

Apps in the Setup policy.
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SharePoint Online updates

Updated feature: Structural navigation caching

Structural navigation caching will be on by default. Disabling this new default site
setting will have a negative impact on page performance. You might want to update

your SharePoint site owner training and documentation.

Should your SharePoint site owners need to refresh the cache or disable caching:
1. From site Settings, select Site information > View all site settings.
2. Under the Look and Feel heading, select Navigation.
3. Scroll to the Structural Navigation: Caching section, and select the

appropriate option.

Structural Navigation: Caching

. . . v i
Enable caching for improved performance when using structural ®enable caching

navigation on this site. Learn more

Structural Navigation: Refresh Cache

Refresh the cache to display navigation items that have been added or Refresh
changed since the last time the navigation was refreshed.

New Feature: Audience targeting in site, footer and hub navigation

Site owners will see the toggle setting to enable audience targeting when editing the
site, hub, or footer navigation. Once turned on, site owners and editors can target the

specific navigation links to be filtered to specific audiences.
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A small technical
update within the
structural navigation
within SharePoint.
Important to inform
your power -users/
developers so they
can leverage this new
ability.
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Enhanced audience
targeting options.
Inform your power-
users and SharePoint
Site Owners. Possibly
adjust your training

materials.
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Audience targeting benefits:

e Enables site owners to create more engaging
experiences.

e Accelerates productivity by bringing targeted, high
value resources into focus.

o Simplifies the viewing experience for users by

Only site owners can turn audience targeting on and
off. Once turned on, any site editor can target menu
links to specific audiences using Office 365 Groups or

security groups.

New Feature: OneDrive Sync Version History

removing distractions from content they don't need.

Edit navigation
Home
Documents
Pages

Site contents

Enable site navigation
audience targeting ()

@ ) oFf

Save Cancel

in Finder, File Explorer, and OneDrive Activity

Feed. Version history will allow users to

restore or delete previous versions.

Users will see a new entry in the context menu @ Version history “FileName type”

Version history
FileName.type

Oct 7, 2019 10:23 PM

download previous versions of a file as well o s

Modified by Asas Juem

Jul 7, 2019 9:10 AM

1208 KB
Modified by A Jm

Jul 2, 2019 12:41 PM

1208 KB
Modified by Arss Jees
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New Feature: SharePoint mobile app to support customized themes

9:41 9:41
Find

Q. Search in SharePoint

(¥ ,
oo Contoso Electronics

Q. Search in Organisation

N Quick Access
Quick access

DD D+W Design Team

Public group - 158 members

Ashley McCarthy
Product Manager 2

Design Explorations
1 day ago - You

Channel +91

Public group - 158 members

F Johnnie McConnell
Product planner

&

This could be an

Frequent sites More sites >

) Frequent sites See more important new
@ Contoso Retail team .
=" Private group - 56 members ) Adventure Travellers feature for your
! Public group - 56 members
AT Adventure Travelers company and the
C? Public group - 158 members Human Resource Portal
t N Communication site adoption of the
Corporate services and facilities
Communication site Corporate Services SharePoint mobile
Communication site
HR Human Resources portal app.
Communication site UX User Experience Group
— Private group - 7 members
People you work with More people > . Inform your
People you work with See more

3 Tim Deboer
Q R
MNews Find Me

) Hanry Rrill

Q K

News Find Me

SharePoint power-

users and possibly the

communication

department about this

The SharePoint mobile app user interface will inherit any theme customizations you change

have already implemented for your organization. However, the SharePoint mobile

app supports only the Scalable Vector Graphics (SVG) image format.

e If you want the SharePoint mobile app to display your organization logo, you must

upload an SVG image in the Microsoft 365 admin center if you have not already

done so.
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New Feature: Multilingual publishing for modern SharePoint

This feature enables the publishing and consumption of pages and news in multiple
languages in a modern SharePoint communication site. This is an opt-in feature. Site

owners must take action to enable this experience. See details below.

We will be gradually rolling out this feature to Targeted Release (entire organization)
customers by the end of March 2020. The roll out will be completed for all customers,
by the end of May 2020

Organizations with diverse users benefit by having content in their intranet sites
available in multiple languages. With this new feature, site owners can set up a

multilingual experience on modern Communication sites.

Site owners will see a new experience in the language settings page under site
settings. Communication site owners can then enable translation of pages and news.

They will also be able to assign translators per language.

Translators get notified via email when there is a new default language page created
or when an existing one is updated by the content owner. Translators are responsible
for adding their language’s content. Site visitors will automatically see pages and

news in their preferred user language, if available. See screen shots below:
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feature in the next
pages, including

visuals.
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Site owner language settings experience:

HR Portal & Share
Confidential

Site languages

The defauit language for this site is English. You can choose options for using multiple languages on this site.

Enable pages and news to be translated into multiple languages

@ o

Add or remove site languages

Language Translators O

English Not applicable for site default language

Spanish ‘ Debra Berger X Select or type a translator Remove language
German @ Jonisherman % Select or type a translator Remove language
italian @ Diego Siciliani X Select or type a translator Remove language

Select or type a language

Show advanced settings

View of the default language page after Translation has been selected in the top

bar:

o : :
2 > Contoso Electronics  SharePoint

Translation
The landing  Microsoft ~  Fdit View the status of translations. Learn more

(default)
0 The ndlng Whowe are v What's happening ~  Findit ~  Edit - Creotesite  ++ [T

French

Draft saved 13 days 3go0 View
Chinese (simplified)

Draft saved 13 days ago View
Russian

Draft saved 13 days g0 View
Spanish

Draft saved 13 days ago View

FlySafe Conference propels commercial drone indu
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Page language selection experience for site visitors:

SharePoint P Search this site

@ Benefits  Hrcontoso v Guide to Benefits
Available languages:

+ New ~ B2 Sendbyemail T Translation Z Page details Arabic
English =
French

Welcome to Contoso benefits T,
Japanese

Korean
Spanish

Thai

|V P RSN T PR
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Security & Compliance updates

Updated Feature: Microsoft Secure Score improvement action updates

In an effort to better represent the security posture of an organization, we are

adding new improvement actions.

After listening to feedback from customers, Microsoft Secure Score has developed
principles to ensure that the improvement actions presented help provide a
meaningful and accurate representation of the security posture of an organization.

Improvement actions that don't meet this standard are being updated or temporarily

removed from the product.

Updated Feature: Alert notifications for alerts in ‘investigating’ status

Most ATP alerts handled by automated investigations alerts have the ‘investigating’
status. We have been sending ‘investigating’ alert notifications through the API, and
they have also been visible in the console alerts queue by default. Until now, we did

not also send an email by default.

This change in the ATP alert process ensures that_alerts which are being

automatically investigated will generate an email. Only admins who are setup for

notifications on a specific policy may experience an increase in email alerts as well as

see notifications of older alerts. By default, this is global admins only.

e As aresult of this change, you will see these email notifications for new matching
events in your organization.

e If your organization receives a high volume of phish messages, this will increase the

volume of alert notifications when users encounter serious phish situations.
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Inform your security
and operation teams

about these updates.

If you need help or
assistance in using
these features, please
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A change in the
amount of
notifications triggered
by Advanced Threat

Protection.

Inform your security
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help, get in touch with
the Portiva security

team!



https://docs.microsoft.com/microsoft-365/security/office-365-security/automated-investigation-response-office?view=o365-worldwide#alerts
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https://www.portiva.nl/nl/expertise/oplossingen/security
https://www.portiva.nl/nl/expertise/oplossingen/security

e This change is also creating notifications on prior alerts. If you have already
examined at these earlier alerts in the console, you can ignore the email

notification.

High-severity alert: User restricted from sending email | P2Sender

Fong: Shbhonshi fain: John £ B Chere Marvin Garders T Feature Crru: Shuor Clark: Bob Eder: Demo User: Arcy Pundahachor: ishay Gupta (Attack Sen Tesm Testing Use +11 others

] Office 365

A high-severity alert has been triggered

i User resiricted from sending email | P2Sender

ah
120 9:32:00 AM (UTC)
ity ntially compromised user account
User: ROSSA@O365TISDFV2 ONMICROSOFT.COM
View investi details: urncerC Jinvesti AR5 HE0bE

Severi
Ti

mm Offcelssalens@microsocom EP.
| R 5 -

Details: User ROSSA@OQ365TISDFV2. ONMICROSOFLCOM has been restricted from sending messages outside the organization due to potential comprormised activity
o Message “ . . ) . N ES "
Malicious | Malicious Metwork Fie | Inemer aic Sender |URL Click 2P| AP
Received Sender(P2) Event
Filehash Filename(s) o URL | Method | Type | Detais | or Users 1B | Time
!
NA | A N/A N/A A A | A NA [ WA | A | A A N/A [ROSSA@O3ESTISOFV2 ONMICROSOFTCOM| /A | 93140 | Naa | N/A | Nea
AM

Thank you,
The Office 365 Team

5% Microsoft
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