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BULLETIN 
 
Date: November 26, 2018 
 
To: South Carolina Insurance Producers 
 
From: Compliance Department 
 
Re: South Carolina Insurance Data Security Act 

 
South Carolina’s Governor recently signed into law the South Carolina Insurance Data Security Act (the 
“Act”), which becomes effective January 1, 2019.  The Act was passed to ensure that licensees of the 
South Carolina Department of Insurance (the “Department”) have a strong and aggressive cybersecurity 
program to protect the personal data of consumers in South Carolina and to establish standards for the 
investigation and notification to the Director of Insurance of cybersecurity events applicable to licensees. 
 
The act applies to all “licensees” of the Department, and we have been advised by the Department that 
lenders who have agency licenses and 10 or more employees must have their own information security 
program in accordance with the Act.   
 
For your convenience, we have attached a copy of the Act and a brief summary of its contents.  Please 
read the Act carefully and ensure that your organization complies as necessary and within the required 
time frames.  If you should have any questions, please contact your Fortegra representative. 
 
 
  



South Carolina Insurance Data Security Act (the “Act”) 
Summary* 

 
Applies to:   

- All licensees of the South Carolina Department of Insurance (the “Department”) – “any person 
licensed, authorized to operate, or registered, or required to be licensed, authorized, or registered 
pursuant to the insurance laws of this State.” 

 
Exceptions:   

- Licensees or independent contractors with fewer than 10 employees;  
- Employees, agents, or representatives of a licensee with an information security program; and   
- Licensees that can certify compliance with the requirements of HIPAA via a written certification will 

be deemed to meet the requirements of the Act.  
 
What the Act does: 

- The Act requires licensees to develop, implement and maintain a comprehensive written 
information security program (based on the licensee’s risk assessment) that provides protection 
for nonpublic information and the licensee’s information systems.  The information security 
program should be appropriate for the size and complexity of the licensee’s business and the 
information it collects.  Among other things, the Act also: 

o Establishes requirements for the information security program; 
o Provides minimum requirements for a licensee’s Board of Directors regarding the Board’s 

oversight of the licensee’s information security program; 
o Requires licensees to establish an incident response plan and establishes requirements for 

the plan; 
o Requires insurance companies to submit an annual statement to the Director certifying they 

are in compliance with the Act; 
o Establishes requirements and obligations for a licensee in the event of a cybersecurity 

event; 
o Grants the Director authority to examine and investigate licensees’ compliance with the Act; 

and 
o Provides penalties for violations of the Act. 

 
Other obligations: 
 
Beginning January 1, 2019 
 

- Licensees must abide by cybersecurity event guidelines detailed in the Act, including event 
detection, investigation, record-keeping, and disclosure.  In certain situations, a licensee must 
notify the Department within 72 hours of determining that a cybersecurity event has occurred.   

 
Beginning July 1, 2019 
 

- Licensees must designate one or more employees as responsible for the information security 
program.   

- Licensees must design an information security program and implement certain safeguards and 
processes described in the Act.   

- Licensees must perform a risk assessment in which they must: 
o Identify reasonably foreseeable internal and extern threats that could result in the 

unauthorized access to or transmission, disclosure, misuse, alteration, or destruction of 
nonpublic information including the security of information systems and nonpublic 
information that are accessible to or held by third-party service providers;  

o Assess the likelihood and potential damage of threats; and 
o Assess sufficiency of policies, procedures and information systems with respect to these 



threats. 
- Licensees must implement information safeguards to manage the threats identified in its ongoing 

assessment, and at least annually, assess the effectiveness of the safeguards’ key controls, 
systems and procedures.  

- Each licensee’s board shall: 
o Require executive management to develop and maintain the security program; and 
o Require executive management to report in writing at least annually.  

- Licensees must monitor, evaluate and adjust the information security program; 
- Licensees must establish a written incident response plan addressing certain required items; 
- Each insurer must certify to the director annually that it is in compliance with the requirements.    

 
Beginning July 1, 2020 
 

- Licensees must exercise due diligence in selecting third-party service providers and require third-
party service providers to implement appropriate measures. 

 
*This summary is intended to provide a high-level overview of the Act and is not a complete 

characterization of the Act.  This summary is not intended to be a guide for compliance with the Act.  
Please read the Act in its entirety to ensure complete and accurate compliance with its rules.   



 




























