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1. Overview

The Care@Home™ CMS application provides a tool to configure the control panel (CP) parameters that
define the operating environment for the Care@Home™ functionality. The Care@Home™ CMS tool
allows you to customize Care@Home™ as required for a resident’s needs, before and after its
installation on the premises.
The Care@Home™ CMS application supports the following panels:

® ES6502HC

® (7000

All references to the CPin this guide refer to both the ES6502HC and the C7000 unless otherwise
noted.

When availability criteria are noted for a feature, if a panel type is not mentioned, the feature is fully
supported by both panel types.

For more information about the C7000, refer to the ESUGSC077 Care@Home™ C7000 User Guide.

You can modify the panel parameter values as well as update the CP software and the firmware for its
peripheral devices. These modifications can be performed locally on the resident’s premises or
remotely by the monitoring station.

p 7 NOTE: This user guide refers to Care@Home" CMS version 6.3.20.

1.1. The CP Configuration File

Each CP contains a set of parameters defining the CP configuration and other information for the
firmware of the CP and its peripheral devices. This data defines and controls the operation of
Care@Home™.

CMS provides you with the tools to save this set of configured parameters in an external CP
configuration file, with the extension.cpf.

The purpose of the .cpffile is two-fold:

@ The.cpffile may be used as an offline backup to store a given set of configuration parameters
and peripheral firmware information. The .cpffile can be kept indefinitely.

@ The.cpffile allows you to distribute a given set of configuration parameters and peripheral
firmware by updating and managing multiple CPs, using the CMS warehouse locally and the
RMDM remotely. Refer to 17 Using the Remote Multiple Device Manager Tool on page 189.

Care@Home™ CMS Reference Manual



( ® essence
;9 OVERVIEW

For information on creating predefined CP configuration files to update multiple CPs, refer to 15
Building a Kit-It Configuration on page 177.

The tools to manage a CP configuration are:

: Transfer data from the CP to CMS. Refer to 4.1 Main Action Icons on page 37.

“
: Transfer data from CMS to the CP. Refer to 4.1 Main Action Icons on page 37.

Save (in File menu): Saves the configuration parameter settings from CMS to a CP
configuration file (.cpf). Refer to 4.2 File Menu Functions on page 39.

Open (in File menu): Opens a CP configuration file (.cpf) and uploads the configuration
parameter settings to CMS, and at the end of the session, can download changes to the CP.
Refer to 4.2 File Menu Functions on page 39.

The data downloaded from the CMS includes:

The CP parameter values
The peripheral device parameter values

The operation-related configuration values

1.2. System Requirements

The following are the PC minimum requirements for the CMS application:

1 GHz processor

1 GB of RAM

1 GB free disk space
Windows 8, 8.1, and 10

Care@Home™ CMS Reference Manual
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2. CMS Deployment Process

Implementation of the Care@Home™ CMS application includes:
® Installing CMS
® Setting administrator privileges
® Identifying COM port
[

Configuring application settings

2.1. Installing CMS

Contact Essence professional services for the latest version of the CMS installation file.

To install Care@Home™ CMS:

1. Copy the CMS installation execution file, Care@Home CMS <release number> setup.exe, to the
PC.

2. Runthe CMS installation execution file and follow the on-screen instructions.

The Care@Home™ CMS applications are installed, and their icons appear on your desktop:

Care@Home™ CMS Reference Manual
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2.2. ldentifying the Communications Port

CMS DEPLOYMENT PROCESS

Associate the communications (COM) port used to connect to the CP with the COM port selected in
the Connect window of the Care@Home™ CMS application.

o .  —-
User |
Passwaord

& Upload
" Remote Boot
© Remote Software Update using FTP

Ce

Connect

Phone

[COM1->Cable < m— - |

Abort Clear Exit

To identify the COM port number used to connect to the CP:

1.

2. Click Control Panel on the Windows

3.

Click e

Click Device Manager on the Control Pane| &=

window appears.

Default Programs

Help and Support

W Deskiop Gadgets

L LE

menu. The Device Manager

Care@Home™ CMS Reference Manual
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4. Under Ports (Com & LPT), locate the communications port to which the CP cableisto be
connected.

) Device Manager

File Action View Help
=@ HE "

4 = ES-TECHWRC-PCT
> 18 Computer

= Disk drives
» B, Display adapters
» ¢4 DVD/CD-ROM drives
» 85 Human Interface Devices
» € IDE ATA/ATAPI controllers
» 2= Keyboards
>l Mice and other pointing devices
» [IZ Modems
» B Monitors
>l Multifunction adapters
> ¥ Network adapters
4[5 Other devices
i [l PCISimple Communications Controller
4.)5" Ports (COM & LPT)
i LT Communications Port (COMI)
i T ECP Printer Port (LPT1)
LT Intel(R) Active Management Technology - SOL (COM3)
i T PCISerial Port (COM4)
i T PCISerial Port (COMS)
i LT RIM Virtual Serial Port v2 (COM)
i LT RIM Virtual Serial Port v2 (COMT)
T Unusable Parallel Port (LPT3)

2.3. Configuring Application Settings

To configure application settings, update your configuration .ini files, located at the following default
path:

c:\Program Files (x86)\Essence\Care@Home CMS\

Use a text editor in administrator mode for editing any of the following files:
® config.ini

setup.ini

amigo.ini

DTMFConfig.ini

Care@Home™ CMS Reference Manual
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2.3.1Understanding the config.ini File

The config.ini file defines the CP communication connections from modems and ports to the CP.

| Config.ini - Notepad .

File Edit Format View Help
[ALL]

TRACELEVEL=1

[config]
SERIALI=COML->Cable
SERIAL2=COM5->Cable
SERIAL3=COM2->Cable

MODEM1=COM11->MODEM EICON GSM
MODEM2=COM2—>MODEM PSTN
MODEM3=COM1->MODEM SIEMENS GSM
MODEMA=COM15->MODEM PSTN

[serzaL1]
pe=0 L)

ComNumber=1

Baud=9600

Datagits=8

Parity=0

stopeits=i

[ser1AL2]

Type=0 ;oo 0

Comumber=5

Baud=9600

Datasits=8

Parity=0

stopeits=L

[MoDEM1]
Type=1 ;%0
comnumber=11

Baud=9600

DataBits=8

Parity=0

Channel=0 ;e 0
\|ATCommands=\Modeme1 con_GM. ini
[MODEM2]

Type=1

ComNumber=2

Baud=115200

DataBits=8

Parity=0

StopBits=1

Channel=1
ATCommands=\MODEM_PSTN. ini

™

The parameter values for the local COM port connection between the PC on which the Care@Home
CMS is installed, and the CP are defined in the config.ini file.

If the COM port is defined incorrectly, the configuration file must be edited, using a text editor, to
correct the assignment statements accordingly.

For example, the user chooses to use serial port COM5 to connect the CP to the local PC.

YT Ports (COM & LPT)
‘? Communications Port (COMIL)
7' ECP Printer Port (LPTL)
X j Intel(R) Active Management Technolegy - SOL (COM3)
';’ PCI Serial Port (COM2)
? PCI Serial Port (COMS) | < ———
? RIM Virtual Serial Port w2 (COME)
?’ RIM Virtual Serial Port w2 (COMT)
E ?’ Unusable Parallel Port (LPT3)

In the configuration file, config.ini, the SERIAL1 port is defined as COM.

-
| Configini - Netepad T T e
File Edit Format View Help

[ALL]

TRACELEVEL=1

[confi

gl
SERTALI=COML ->Cab] o Cmumm—

SERIAL2=COM2->Cable

MODEM1=COM1->MODEM EICON GSM
MODEM2=COM2 —>MODEM EICON PSTN
MODEM 3=COM1 ->MODEM SIEMENS GSM
MODEM4=COM2 ->MODEM PSTN

[SERTALL ] s
Type=0

comNumber=1
Baud=9600
DataBits=8
Parity=0
StopBits=l

;FE% 0 = SERIAL , 1 = MODEM #%¥

The user must edit the configuration file to redefine the SERIALT port as COM5.
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To edit the config.ini file:

—_

Open the config.ini file in a text editor.

2. For [Config], modify: SERIAL1I=COM5->Cable
3. For [SERIALT], modify: ComNumber=5
4

Save the changes.

-
3 Config.ini - Notepad -
File Edit Format View Help

[ALL]

TRACELEVEL=1

[config]

SERTALI=COMS5->Cab] e «mmmm—

SERTAL 2=COM2->Cable

MODEM1=COM1->MODEM EICON GSM
MODEM2=COM2->MODEM EICON PSTN
MODEM3=COM1->MODEM SIEMENS GSM
MODEM4=COMZ->MODEM PSTN

|| [SERTAL1]

Type=0
COmNumber =5 —
Baud=9600

Datagits=8

Parity=0

StopBits=1

;%% 0 = SERIAL , 1 = MODEM ***=

When the user opens the Connect window, the first COM port listed in the config.ini file appears as
the default COM port.

User
Password

& Upload
" Remote Boot
 Remote Software Update using FTP

Connect [coms >Cable mm— -
Phone

i Connect... | Abort Clear Exit

The table below defines the parameters included in the config.ini file.

Sections Parameter Description or Value

[ALL] TRACELEVEL Not in use

[Config] SERIAL<n>=Com<m> Section name=port name
MODEM<n>=Com<m> Modem port

[SERIAL<n>] Type=0 Serial connection section
ComNumber=<n> COM port number
Baud=<nnnn> Baud rate overridden by CMS
DataBits=8 Standard
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Channel=<n>

Sections Parameter Description or Value
Parity=0 Standard
StopBits=1 Standard
Note: Amigo only 4 - Amigo

[MODEM<n>] | Type=1

Modem connection

ComNumber=<n>

COM port number

Baud=<nnnnnn>

Baud rate overridden by CMS

DataBits=8 Standard
Parity=0 Standard
StopBits=1 Standard

Channel=<n>

0 — GSM;1-PSTN

ATCommands=\Modem_PSTN. ini

Modem .ini file

2.3.2 Understanding the setup.ini/ File

The setup.ini file assigns the parameter values which determine how the CMS and the CMS warehouse

work with the CP.

The following table defines the parameters included in the setup.ini file:

Category Parameter Values Description Data UM
[Setup] EntriesStartAdd &H11CO00 | Notinuse
EntriesEndAdd &HTIFFFF | Notinuse
TimeOutACKFrm 15 Not in use seconds
TimeOutCMDFrm 20 Not in use seconds
UserUpdate 5 Not in use minutes
LogColor o BIO _k Background color of the Log file: hexadeci
ac

® O0-=Black mal RGB

® FF=Red format

@® FFOO = Green

® FFFF=Yellow

@® FFOO000 =Blue

® FFOOFF = Magenta

® FFFFOO =Cyan

©®  FFFFFF = White
IgnorePanelDifferences 0- Default: Download of another CP type .cpf

Default file is not allowed
1-9999 Any non-zero numeric value: Download
of another CP type .cpffile is allowed

ApiSleep 100 Not in use msecs
SyncSleepTime 3000 Standard msecs
HideDeleteConfirmation 1 ® 1-True (Hidden) o/

® 0 - False (Visible)

Care@Home™ CMS Reference Manual



CMS DEPLOYMENT PROCESS

: essence
e Smartcare

Category Parameter Values Description Data UM
[MODEM] KeepAlivelnterval 5 For remote connections, CMS sends seconds
“Keep Alive” messages to the CP to keep
the connection open.
UserActionTimeout 4 When no data has been sent between CMS | minutes
Note: and the CP for n minutes, other than
L B keep-alive messages, CMS closes the
o Warning issued: “No remote connection.
user actions were made
in the last x-1 minute
(sec). Link will
disconnect within 1
minute.
® Before connection is
closed:”Link will close
automatically.”
[RemoteBoot] SizeOfBootBlock 512 Standard — maximum packets packets
Number of packets CMS sends during
firmware file update before requesting the
packets’ status
BootDelayGSM 10 Packet transmission delay time — Not in msecs
use
BootDelayPSTN 10 Packet transmission delay when updating msecs
a file using PSTN modem
BootDelaySERIAL 35 Packet transmission delay when updating msecs
a file using local serial modem
BootDelaylP 50 Packet transmission delay time — Not in msecs
use
BootDelayGPRS 50 Packet transmission delay time — Not in msecs
use
BootDelayAmigo 50 Packet transmission delay when updating msecs
a file over a CMS Amigo connection
GSMDelayType 1 Not in use 1/2
[PSTN_Double_Ring | DelayBeforeRing 13000 Required delay for the CP to receive two msecs
] Note: Used to connect CMS to rings from CMS befqre ||disconnecting, and
panels sharing a landline with non- tolll’espond automatically on next CMS
CP devices — Prevents CP from Gl
answering first to calls for non-CP
devices
WaitWindow 25 Delay for CMS second call seconds
DisconnectPolic 1 @ 0=Close COM port o/
i/ ® 1=Hangup (ATH) command /
[GSMData] DelayBeforeFirstBuffer 7000 Not in use msecs
DelayBetweenBuffers 20 Not in use msecs
[IP] DelayBeforeFirstBuffer 7000 Not in use msecs
DelayBetweenBuffers 150 Not in use msecs
[Warehouse] DefaultChangeAccount 1 Not in use
DefaultPort COM1 Default COM port to use in CMS
warehouse
MruMax 5 Not inuse
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Category Parameter Values Description Data UM
ShowPanel 1-Update | Whether CMS warehouse displays the kit 1/0
management screen after successfully
updating system configurations and files
for current CP:
® 0 - CPupdate ends, button
label Next Panel
@® 1- Manage CP devices before
ending CP update, button label
Update
showCMSFormAndIDOrigin 0 Not inuse
rsu 1 Not in use
LogPath Default=" | Path to CMS warehouse log files and
null output CPF files
Default path: (%appdata%\Essence\
Care@Home\Warehouse\Logs)
SelectVoice 0 Not in use
SelectFirmware 0 Not in use
ShowSimNumber 0 Whether the phone (SIM or landline) 1/0?
number is available for configuration
AutolncrementAccount 0 Whether CMS warehouse increments (plus | 1/0?
1) the CP account number for subsequent
successful CP updates
AllowEmptyAccount 1 Whether CMS warehouse assigns an 1/0?
account number to a CP without an
instruction to do so:
® 0 - assign account number
® 1-onlywithinstruction
ShowCombineDnisAccountWarnin 1 Whether to check if CP is configured to 1/0
g combine DNIS with the CP account
number
® 0-No
® 1-Yes
EnableChangeSIM 0 Whether the default should be to change 1/0
the SIM (marked)
® O0-Clear
® 1-Marked
EnableChangeAccount 0 Whether the default should be to change | 1/0
the CP account number (marked)
® O0-Clear
® 1-Marked
EnableConfiguration 1 Not in use
EnableVerify 0 Whether the default should be to verify 1/0
Note: Verifying the burned FW that the burned FW matches the FW file
doubles the FW update time content (marked)
® 0-Clear
® 1-Marked
EnableVoice 0 Not in use
EnableFirmware 1 Not inuse
[PSTN] DelayBeforeFirstBuffer 7000 CMS Wait period between establishing a msecs
PSTN modem connection and sending the
first command to the CP.
DelayBetweenBuffers 1 CMS wait period before each commandis | msecs
sent to a CP on a PSTN connection.
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Category

Parameter

Values Description

Data UM

[barcode]

defaultUselnPERS

1 Whether the barcode reader should be
used by default when adding a device on a
PERS panel

® 0-No

® 1-Yes

1/0

defaultUselnAdIFamily

0 Whether the barcode reader should be
used by default when adding a device on a
Family/PERS-E panel

® 0-No

® 1-Yes

1/0

defaultUselnAdIPro

0 Whether the barcode reader should be
used by default when adding a device on a
Pro panel

® 0-No

® 1-VYes

1/0

For example, to configure the CMS and CMS warehouse to use a barcode reader as the default for
adding devices, edit your setup.ini file, using a text editor in administrator mode.

To edit the configuration file:

1. Open the setup.ini file in a text editor in administrator mode.

2. Change the barcode parameter: defaultUselnPERS/AdIFamily/AdIPro =1, depending on the
service package.

3. Save the changes.

2.3.3 Understanding the amigo.ini File

The amigo.ini file assigns the parameter values which configure:

® Amigo communication connections

® Remote connections that work either with SMS or with API.

The following table defines the parameters included in the amigo.ini file:

Parameter Communications | Description or Value Data
um

waitForPgToFinish FTP by SMS Note: When sending commands directly by SMS: Time
Wait for the CP to download a file by FTP and place an (msecs)
acknowledgment file on the FTP server (PG command).

waitForPfToFinish FTP by API Note: When sending commands via API Time
Wait for CP to download a file by FTP and send an event to the (msecs)
Care@Home" server with the result (PF command).

panelTimeout N/A After CP successfully connects to CMS Amigo and no minutes
conversation has occurred within a pre-defined period, timeout
takes effect. Default time period: 6 minutes

waitForPanelToCall Amigo Wait time:30 seconds - how long the CMS waits for the CP to seconds
establish connection
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Parameter Communications | Description or Value Data
um
amigoPort Amigo Port #3000
Note: This TCP port must be open on your firewall
amigoAddress Amigo The external IP address or domain name of the computer where
the CMS is located
amigoPath Amigo 64 bit: c:\Program Files (x86)\Essence Security\CMS Amigo\
32 bit: c:\Program Files\Essence Security\CMS Amigo\
waitBeforeStartingAmigo | Amigo 1000 milliseconds - default
source SMS One of the source codes assigned to the Essence aerialink
account:
“Please enter source number for SMS provider”
smsPassword SMS The password provided for the aerialink service
smsUsername SMS The username provided for the aerialink service
smsSPLink SMS URL address to the aerialink service
noCapi=1 Connect AP 0 for using cApi, 1 for using SMS direct 01
backofficePassword API “Please enter backoffice password”
BackofficeEmail API “Please enter backoffice username”
capiTimeout API 50 seconds
cApilrl API http://localhost/Connect.API/Commands/PanelSessionStart.json

For example, to establish a remote cellular connection with SMS, your amigo.ini file must include the
SMS-related parameters.

To establish a remote cellular connection with SMS:

1.

. The Care@Home™ Connect window appears on the CMS home page.

2. Select COMI16 for the amigo remote cellular connection protocol.

2 Connect

User —
——

Password

& Upload
 Remote Boot

 Remote Software Update using FTP (PERS only)

Connect
Phone

|[com16->Amigo

DTMF:

12225452274
1234

< |
<

Amigo cellular connection

Connect. Abort

Clear Exit

3. Enterthe CPinternational SIM phone number, without leading zeroes or a “+”.
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4. Enter the four digit CP DTMF code. The default code is “1234”.

5. Click %l The Panel Info window appears.

6. Click _Ypload << |, upload the CP data to CMS.

amigo.ini

[al]
clpillirl = hittp:f focalhost Connect AP Commands/Panel SessionStan json
capiTimeOut = 50 : seconds
backofficeEmail = CmsOperatorser
backafficePasswond =1111131111131111111

[TsmsSplink = https://faptcaerialink.net v fmessages)
smslsername = < gerialink user>
smsPassword = <aefialink password>
squrce =1111111111
amigoPath = C:\Program Flles (k86 Essence Security\ CMS Amigo

— amign.ﬁddre-sa. = 22299722111 + Domain|IP

amigoPart = 3000 1 port
wiitBeforeStartingimigo = 1000 » milllisecs
waitForPanelToCall = 30 :seconds
panel Timeout =& : optional minutes

|_neCapl =1 ;0 for wsing cAgd, 1 for using SMS direct
waitForPToFinish = 5000 : Timee in milliseconds for PF command to be sent and finished
waitForPgToFinksh = 5000 : Time in milliseconds for PG command to be sent and finished

The configuration file config.ini includes definitions for the amigo connection:

[configl
SERIAL1=COMG->Cable
SERTAL 2=C0MZ->Cable
SERTAL Y=l0M1-=Cable
SERLAL4=C0M5 - >Cabile
SERTAL SwC0MOF->TACTICAL
SERTALG=COMLE->Amigo

[SERTALE] r——
Typeal

Comtusbers16
Baud-115200

OataBits=g

Parity=0

Stoplits=1
Chamnnel=d e 3 - Amigp wee

EEe 3w SERTAL , 1 = HWODEW ***

NOTE: All functionality is available using the remote connection. However, the
/ response time for this type of connection is slower than direct connection types.
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234 Understanding the DTMFConfig.ini File

The DTMF configuration file (DTMFConfig.ini) defines the default DTMF codes for each of the DTMF

templates in the USA and Europe.

Parameter Values

Digits | DTMF Key code representation

1-9 DTMF key codes 1-9

10 DTMF key code O
n DTMF key code *

12 DTMF key code #
0 Default DTMF Key

The following table defines the parameters in the DTMFConfig.ini file.

® Operator speaks ON
® Microphone OFF

Section Parameter Description/Action
[GENERAL] default = USA Default is DTMF codes for the USA
[USA/EU/UMO] Half Duplex Speaker: Talk

Half Duplex Mic:
® Operator listens ON
® Speaker OFF

Listen

Full Duplex Inc Speaker

Increase speaker volume: 1- 5 levels

Full Duplex Dec Speaker

Decrease speaker volume: 1 - 5 levels

End Call Disconnect the call
Alternate End Call Alternate disconnect (UMO only)
Reset Panel Note: PSTN CP only

Perform reset to the panel after 5 presses

Switch to Next Voice Device

Next voice extender device

Switch to CP

Voice extender switch to CP

Go to Full Duplex

Switch to full duplex: talk and listen

20
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j *DTMFConfig.ini - Notepad
File Edit Format View Help
[GENERAL]

default=UsA

[usA]

;Possible values
HalfDuplexspeaker=1
HalfDuplexMic=3
FullpuplexIncSpeaker=2
FullDuplexDecSpeaker=10
Endcall=9
AlternateEndCall=0
ResetPanel=8
SwitchToNextVoiceDevice=6
switchTocpP=5
GoToFullDuplex=4
[eu]
HalfDuplexSpeaker=8
HalfDuplexmic=7
FullbuplexIncSpeaker=3
FullbuplexDecSpeaker=1
Endcall=10
Alternateendcall-e
ResetPanel=2
SwitchToNextvoiceDevice=6
SwitchToCP=5
GoToFullbuplex=4
[uMo]
HalfDuplexspeaker=8
HalfDuplexMic=7
FullbuplexIncspeaker=3
FullbuplexDecSpeaker=1
EndCall=11
AlternateEndcall=10
ResetPanel=2
SwitchToNextVoiceDevice=6
SwitchTocP=5
GoToFullDuplex=4

Refer to 5.4.7 DTMF Config on page 60.
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3. Understanding the CMS Connection

The Connect window enables the CMS connection as follows:
® To allow the technical support personnel to perform maintenance and error recovery
® Toenable support-level access to configure the CP parameters

® To upload configuration parameter values and monitoring information from the CP to
Care@Home™ CMS

® To activate the Remote Boot feature: Refer to 16 Remote Boot Software Updates on page 182.

The Connect window appears automatically when you open Care@Home™ CMS.

-

Password

User
Password

& Upload
* Remate Boot
£ Remote Software Update using FTP (PERS anly)

Connect

Connect Jcomi>Cable |

Phone

09:49:12 Opening COM ‘COM1->Cable’
09:49:12 COM opened OK

09:49:12 Please wait checking communication
09:43:14 CPU Aversion: 2.03.230.05.12

| Abort

The following table describes the Connect window parameters with instructions how to apply them.

Name Definition and Instructions

User Enter your support-level username to enable configuration of support-allowed CP parameters.
Note: This is for Essence technical support use.

Password Enter your support-level password to enable configuration of support-allowed CP parameters.
Note: This is for Essence technical support use.

Protocol Upload
Select this protocol to establish a connection to the CP to maintain the CP settings.

Remote Boot

Select this protocol to activate the Remote Boot feature to update the software and firmware
of the CP and the peripheral devices.

NOTE: The Remote Boot window appears when this option is selected.

Remote Software Update using FTP
NOTE: This option is only valid for Care@Home™ PERS.

Connect Select the connection method.

If you are using a cable connection, select a COM port.
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Name Definition and Instructions

Phone Enter the phone number only for a remote connection.

NOTE: Consult Essence professional services to receive your support-level user
/ credentials.

The following table describes the functionality of the action buttons at the bottom of the Connect
window.

Action Instructions

Connect
Click to establish a connection with the CP according to the protocol selected.

Abort
Click to abort the connection process. The button is disabled until the connection process begins.

Click to clear the message field of all displayed information, such as system messages and error
Clear messages.

Exit Click to exit the Connect window. Care@Home™ CMS enters “offline” mode.

Offline mode allows you use the features in the File Menu, such as open and view the .cpffile.

Refer to 4.2 File Menu Functions on page 39.

3.1. Establishing a Local Connection

The Care@Home™ CMS can connect to the CP using a local COM port.

3.1.1 Local Connection to the CP

To connect the CP to the PC, use an Essence ES7T000BACMS cable with a serial COM port (RS232).
Contact Essence professional services personnel for information about this cable.

When there is no R5232 COM port available on the PC, use an USB-RS232 adapter, such as:
® ESCLO5019 mini-USB adapter
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® USB Gear Serial adapter

Refer to Appendix A USB to RS232 Adapters on page 199.

NOTE: The CP must be turned on before connecting the cable to the R5232 COM
/ port on the local computer.

For the R$232 Com port connection, there is a set of beeps that are sounded for different connect or
disconnect actions as follows:

® Abeep emitting along rising pitch indicates a successful plug-in connection.
® Abeep emitting a double low octave pitch indicates an unsuccessful plug in.

® Abeep emitting along falling pitch indicates a successful disconnect.
When the CP beeps indicate a “disconnect” or an unsuccessful plug in, you must re-connect to the CP.

Refer to 3.3.2 Reconnecting to the CP on page 35.

3.2. Establishing a Remote Connection

For a remote a connection, the CP can use the following communication channels:
® Cellular and Ethernet channels use Amigo communications application

® PSTN with modem connection

,  NOTE: All functionality is available using the remote connection. However, the
/ response time for this type of connection is slower than direct connection types.

The user should use the Windows Remote Desktop utility to connect remotely to the CMS.

The Windows Remote Desktop connection requires the user to connect to a server and to enter user
credentials for accessing the server via Amigo communications.

NOTE: Contact Essence professional services to receive the server IP address
/ and user credentials.
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After establishing the remote connection with the server, the Remote Desktop screen displays the
Care@Home™ CMS shortcut. Double-click to open CMS.

The Connect window appears.

User —
Password I
 Upload
¢ Remota Boot
© Remota Softwarz Update using FTP (PERS only)
~Connect
Connect [cOM1B->Amigo =l

Panel ID: 190000080]

Connect... Abort Clear Exit
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The following table provides instructions for configuring the parameters on the Connect window for a
remote connection.

Name Definition and Instructions Data Required/Op | Default
Values tional Value

User For service provider support user or Essence Optional Blank
technical support use only

Password For service provider support user or Essence Optional Blank
technical support use only

Protocol: Upload Select this option to establish a connection with Radio Optional Selected
the CP to maintain the panel settings. group

Protocol: Remote Boot | Select this option to activate the Remote Boot Radio Optional Not
feature to update the CP and peripheral firmware. | group Selected

NOTE: The Remote Boot window appears when
this option is selected.

Connect Select the remote connection method via either: Dropdown | Required Amigo:
® Amigo communications application List comié
® PSTN with a modem PSTN:

COM9

Remote Panel Enter the account number assigned to the CP Upto8 Required None

connection ID digits

via

Phone For SMS 19 chars
number

3.2.1 Establishing Remote Connection with API

Perform the following procedure to establish a remote connection from the CP to the CMS, after
connecting and logging onto the remote server via Remote Desktop:

1. Select the COM16 port (default) for the Amigo remote connection.

2. Enter the CPaccount number.

3. Click:-

System messages are displayed in the message window, describing the status of the connection
process.

The figure below illustrates the messages displayed that explain that the system opens the Amigo
virtual port and calls the CP using the Connect API Web Service. When the CP responds, the system
displays messages that the “COM is OK” and that the system is verifying the communications
connection.
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- Connect

ord

User
Passward
r—Protocal
& Upload
€ Remote Boot

€ Remote Software Update using FTP (FERS only)

- Connect

Connect ICOM18->Am\gU j
Fanel ID: [eonnnnEn

19:35:44 Opening Amigo port ... -]
15:35:44 Calling panel through Connect. AP ...

15:35:53 Waiting up to 30 seconds for panel to connect

15:35:54 LINK CONNECTED

15:35:54 Opening COM 'COM1E-=Amigo'..

15:35:54 COM opened OK =

Connect | Abart I Clear Exit |

When the connection is established, the Panel Info window appears displaying the resident’s current
status in the window title of the Panel Info window.

Upload <<

In the Panel Info window, click , to upload the CP data to CMS.

Refer to 3.3.1 Uploading CP Settings Procedure on page 32.

» NOTE: All functionality is available using the remote connection. However, the
./ response time for this type of connection is slower than direct connection types.

3.2.2 Establishing Remote Connection with SMS

A remote connection with SMS is used when the CP is not yet registered on the Care@Home" server.
This remote connection is also used with registered CPs.

Remote connection with SMS is used depending on the service package assigned to the CP. CPs with the
PERS service package connect to the CMS via remote connection with SMS. CPs with either PERS-E,
Family, or Pro service package connect to the CMS via remote connection with either SMS or API.

Before establishing a remote cellular connection with SMS, ensure that the following files are located
on your computer, depending on your computer operating system:

® The amigo configuration file (amigo.ini) is located at the following path:

64-bit OS: C:\Program Files (x86)\Essence\Care@Home CMS\
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32-bit OS: C:\Program Files\Essence\Care@Home CMS\

® The ESI.CmsAmigo.controller.exe program is located at the following path:
64-bit OS: C:\Program Files(x86)\Essence Security\CMS Amigo
32-bit OS: C:\Program Files\Essence Security\CMS Amigo

Your configuration file (config.ini) must include a serial port for amigo. Refer to 2.3.3 Understanding
the amigo.iniFile on page 17.

[Config)
SERTALL=CoMG->Cable
SERTAL 2=C0M7->Cable
SERTAL Iwl0M]->Cable
SERTAL 4=l0M5=>Cable
SERTAL bwl0MG59->TACTICAL

SERTAL =001 6~ A 00 Qr—

[SERTALE] r—

Tyl el oo SERTAL . 1 = MODEM
Combiumher=156

B d=11520

DataRits=3

Parity=0

STOpRiTS=l .

Charme =4 peEe g - amigp e

3.2.3 Establishing Remote Connection with PSTN Modem

To connect to a PSTN CP remotely, use a PSTN landline modem.

Essence recommends that you use the USRobotics Dial-up External Landline Modem (product code:
USR5637).

Us
R..obntiﬁs '
For information about this modem, see the following link:

http://www.usr.com/en/products/56k-dialup-modem/usr5637/

The following example, using the USRobotics landline modem, describes the process of implementing
a remote PSTN connection to the CP.

3.2.3.1 Installing the Landline Modem

To install a PSTN Landline modem, such as the USRobotics landline modem:
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1. Plug the modem into an available USB port on the local PC. The Windows Device Manager
identifies the device as a modem.

P |
File Action View Help
ey | m Hml N
-5 ES-RHEADI-PCT
8 Computer

- Disk drives

B, Display acapters

b \_J» DVD/CD-ROM drives

| » 055 Hurman Interface Devices
g IDE ATA/ATAPI controllers

» 2 Keyboards

| > Il Mice and other pointing devices
| 4 Modems
©[[5) US Rabotic: V.02 USB Voice Moder <

» & Network adapters
T Ports (COM & LPT)

-3 Communications Port (COML)

1751 ECP Printer Port (LPT1)

$ 7 Tntel(R) Active Management Technology - SOL (COM3)
» [0 Processors
> Sound, video and game controllers
I o om systemn coices

N

Wl 5§ Universal Serial Bus contrallers

2. Double-click on the U.S. Robotics line. The U.S. Robotics Modem Properties window appears.

3. Click the Modem tab. The COM port to which the modem is assigned is displayed. In the example,
the Device Manager assigned the modem to Port “COM9”.

1.5, Robotics V.02 USE Voice Maderm Properties =]
Modem | Disgnestics | Advanced | Driver | Detais]
Pot: COM3 D —

Specker volume

ot 0] High

Masimum Port Spesd

116200 -

Dial Control

Walt for dial tone before dialing

4. To change the COM port:

a. Click the Advanced tab in the U.S. Robotics Modem Properties window. The Advanced window
appears.
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b. Click Advanced Port Settings. A window appears displaying the Advanced Settings for COM9.

U5 Rabiotics .92 USE Vaice Modem Praperties =]

General | Modem | Diagnostics | Advanced | Diiver | Details|

Exlra Seftings

Extrainitialization commands:

Initislization cammands map lead to the exposure of
sensilive information in the modem log. Consull your
maden's instruction manual for mare detals.

Countiy/Region Select

United Stales -
Advanced Port Setings. —
Change Defaul Preferences.

c. Select the COM port you want to assign to the modem from the COM Port Number dropdown

list.
Advanced Settings for COMY ==
Use FIFD buffers requires 16550 compaible LIART)
¢
Select lower settings to corect connection problems. _
[ Cancel |
Select higher settings for faster performance:
[ Defauits |
Beceive Buffer: Low (1) ) Honpay 1g
Transit Buffer: Low (1) U Hinis 0
COM Port Number:  [COM3 7| C——
COM3 -
COMI0 fin use
COM12 E
COM13
OM14 i
d. Click OK.

3.2.3.2Configuring Landline Modem COM Port

Continuing with the example of establishing the remote PSTN connection to the CP, COM?9 is the COM
port used by the PSTN landline modem.

To edit the configuration file, config.ini, to assign COM?9 to the modem:
1. Open the configuration file, config.ini, in a text editor.

For [Config], modify: MODEM4=COM9->MODEM PSTN

For [MODEM4], modify: ComNumber=9

A owN

Save the file changes.
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The figure below shows the configuration file, config.ini, revised to assign the COM port, COM9, to

the landline PSTN Modem.

£

File Edit Format View Help

[ALL]

TRACELEVEL=1

useXML=0

ShowstatusBar=e

useBarcode=1

[config]

SERIAL1=COM1->Cable
SERIAL2=COM2->Cable
MODEM1=COM1->MODEM EICON GSM
MODEM2=COM2->MODEM EICON PSTN
MODEM3=COM1->MODEM SIEMENS GSM

MODEMA=COMS->MODEM PSTN ; USRObOT 1 (s

[SERIALL]

Type=0 ;%% @ = SERIAL , 1 = MODEM ***
ComNumber=1

Baud=9600

DataBits=8

Parity=6

StopBits=1

[MODEM4]

Type=1 ;¥** @ = SERIAL , 1 = MODEM ***
ComNumber=9

Baud=115200

DataBits=8

Parity=e

StopBits=1

Channel=1 3¥¥% @ = GSM , 1 = PSTN ***

ATCommands=\MODEM_PSTN_USRODOTICS.ini - mm——

3.2.3.3Connecting the Remote Landline Modem

Continuing with the example of establishing the remote PSTN connection to the CP, connect the CP to
the remote PSTN Landline modem.

To remotely connect the Care@Home™ CMS to the CP:

1. Double click &%

. Care@Home" CMS opens and the Connect window appears.

2. Click the dropdown list of the Connect field.

3. Select the COM port that connects to the PSTN modem. In the example, the COM port for the

PSTN Modem is COMG9.

4. Enterthe telephone (landline) number of the remote PSTN landline CP. Enter the phone number in
international telephone number format:

Country code||Area code||Phone number
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5 Click Connect._.

UNDERSTANDING THE CMS CONNECTION

n
8 Connect

P d
User

Pagssword

—
——

~Protocal

« Upload
 Remote Boot
" Remote Software Update using FTP

-~ Connect
Connect

Phone

COM1-=Cable

COM1->Cable
COM2->Cable
COM1-=MODEM EICON GSM

COM2-=MODEM EICON PSTH

Connect.

COMI->MODEM SIEMENS GSM
COMZ-=MODEM PSTH

Abort Clear Exit

n
3% Connect

User
Pagsward
~Protocol
« Upload
" Remote Boot
" Remote Software Update using FTP
- Cannect
Connect [coma-=moDEM PETH -]
Phaone DDMDTBBWEAEﬂ
Connect Abart Clear Exit

3.3. Setting up CP Connectivity

Connect the Care@Home™ CMS to the CP, to use CMS to manage your Care@Home™ CP and

peripheral devices functionality.

3.3.1 Uploading CP Settings Procedure

32
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To establish a connection to the CP:

Double click :

1. . The CMS home page opens and the Connect window appears.
2. Select Upload.
3. Select the COM port according to the connection method required:
Local connection: refer to 3.1 Establishing a Local Connection on page 23.
Remote Cellular connection: refer to 3.2 Establishing a Remote Connection on page 24.
4. Enter a phone number, if required by the connection method chosen.
5. CIicki When the connection is established, the Panel Info window appears.

6. CIickM to upload the CP data to CMS.

Following the successful completion of the connection procedure, the Panel Info window appears.

# Panel Info (Customer at Home) %

— Firt

—Actusl Fanel Ti

Serial

Main CPU

TO3F56C3 Date: 22/08/2018

20712300604 Time: 12°40:00

—C

1 Test Mode
* Operational

—Gsm Covera;

Reset Panel
Refresh llllllll
100%

¢ "Upload <<

The following table describes the information and functionality of the Panel Info window.

Name Data/Buttons Definition or Instructions
Firmware Serial Serial number of the CP
Main CPU Firmware version of the CP
Actual Panel Date The date the CP connected to CMS, in DD/MM/YYYY format
Ll Time The time the CP connected to CMS, in HH24:MI:SS format
Commands Radio button Test Mode For service provider system administrator or Essence
commands technical support use only
Operational | Panelisin normal operation mode.
(default)
Push button Reset Panel | Click to restart the CP. The restart occurs at the end of
commands the current session.
Refresh Click to load new status information of the CP to the
Panel Info window.
Upload << | Click to upload the CP configuration parameter values to
the CMS from the CP.
The Remote Panel window appears displaying a progress
bar of the data transfer process.
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Name Data/Buttons Definition or Instructions
GSM Coverage Current strength of the GSM reception signal, relevant to 3G, 2G, and LTE
-ll""” models

90%

When the connection is established, the connection information is displayed on the left-most part of
the CMS home page.

Reset Panel | Reset Panel |

—Account Number rAccount Number

| 25250001 I 00008156
— Panel Firmware ——————— rPanel Firmware
Serial: [ 703F56C3 Serial: N/A
CPU:  [p0712300604 <= Panel CPUVersion => CFYU°  [6.01.1.231.05.08
— Panel Connect Time rPanel Connect Time
Date: 22/08/2018 Date: [ 26/07/2018
Time: 13:44-00 Time: I 13:01:00
—Gsm Coverage rGsm Coverage
“ 100%
|I|“I" 100% Panel Type lI|"I
rPanel hardware——————————
— Panel hard: —_— <=
V:[n;mﬂzr_,qware ES6502HC Version: C7000-1.1, 2B
C7000 =>

The Panel Connection data allows you to identify which type of panel you have, whether ES6502HC or
C7000 and which panel CPU version is installed.

/ NOTE: Remember: When availability criteria are noted for a feature:

® Ifapaneltypeis not mentioned, the feature is fully supported by the
panel type.

® |Ifapaneltypeis mentioned, compare the panel version listed to the
Panel CPU Version displayed with the Panel Connection data.

Along with the service package, these criteria can help you understand if a specific feature or
functionality is available on your Care@Home".
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Name

Definition and Instructions

Reset Panel

Click to restart the CP. The restart occurs at the end of the current session.

Account Number

Identification number currently assigned to the CP

Panel Firmware

Serial
ES6502HC/ C7000 panel serial number

CPU
ES6502HC / C7000 panel firmware version (Panel CPU Ver)

NOTE: Where the panel version criteria is listed, to determine if a feature or function
isincluded in your Care@Home™, compare the criteria to this parameter (Panel
CPU Version or Panel CPU Ver)

Panel Connect Time

Date
The date the CP connected to CMS, in DD/MM/YYYY format

Time
The time the CP connected to CMS, in HH24:MI:SS format

GSM Coverage

wantlll] 100%
Current strength of the GSM reception signal, relevant to 3G, 2G, and LTE models

Panel Hardware

Hardware revision:

If the panel is a C7000, the “C7000” should appear as the prefix to the hardware
version

You can update the configuration parameter values of the CP by:

® Clicking Reset Panel on the Panel Info window

® Clicking Reset Panel on the left side of the CMS home page

® Selecting the Open function in the File menu on the CMS home page

The Reset Panel function requests restarting the CP when the CMS session ends.

At the end of the CMS session, the CP integrates the updated configuration parameter values into the

CP functionality.

3.3.2 Reconnecting to the CP

When the local connection to the CP fails, you must re-establish the connection to the CP.

There are several instances when it is necessary to re-connect to the CP:

® The CPisnot connected to a working USB cable.

The messages in the System Messages window show the communication checking process.
This process terminates with an Authentication Time-Out message.

CMS issues the Authentication Time-Out message.

@ The user does not wait the acceptable time-period before attempting to reconnect to the CP.
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As in the previous instance, the connection process terminates with an Authentication Time-
Out. CMS issues an error message.

® The COM port specified is being used by another device.

The COM port chosen in the Connect window, from the Connect dropdown list, is
unavailable.

The messages in the System Messages window show that the attempt to access the COM port
failed.

® The COM port chosen in the Connect window is invalid.

The COM port chosen in the Connect window, from the Connect dropdown list, is incorrectly
defined in the configuration file.

As in the previous instance, the messages in the System Messages window show that the
attempt to access the COM port failed.

To reconnect the CP to the local PC:

1. CIick.

2. Remove the USB cable from the USB connection on the CP and wait at least 40 seconds. This
allows the CP to reset itself.

>

7 NOTE: Itis crucial to wait at least 40 seconds.

3. Reattach the USB cable to the USB connection on the CP. A successful plug-in beep is sounded. If
the beep is not sounded, try again.

4. For information about the CP beeps, refer to 3.1.1 Local Connection to the CP on page 23.

5. CIick
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4. Getting Started

Double click ! The Care@Home™ CMS home page appears.

The Care@Home™ CMS home page provides a File menu, action icons, and the Main navigator menu
to operate within the application.

# Care@Home CMS
File View Link Remote Panel Options Monitor About

e =]

Main

~Care@Home
- Control Panel
\-.Communications
- Dialer
- Activity Sensors
- Safety & SOS

el Care@Homem
; Mobile Operators
i--Custom Labels

"-Log Events

Reset Panel

—Account Number

74000375
[~ Panel Firmware 1
Serial: 0008C0B8
CPU: E.02.2.231.06.34 |

r— Panel Connect Time

Date: 02/01/2020
Time: 15:42:00
-Gsm Coverage

il eox

r—Panel Hardware

(oTPe s | 2

. v il ] SR TAR RO
§2 essence )
Version: C7000-v2.1, 2.4 Better life e - oy 4

4.1. Main Action lcons

The following is a list of the action icons on the CMS toolbar, along with the functionality description of
eachicon.

Action Icon Action Definition and Instructions

E Exit the Care@Home™ CMS application.
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Action Icon Action Definition and Instructions

CMS properties: Revising COM port properties is reserved for Essence
technical support personnel use only.

Disconnect from the CP.

Connect to the CP: Opens the Connect window. Refer to 3 Understanding the
CMS Connection on page 22.

Download the configuration parameter settings from CMS to the CP.

Upload the configuration parameter settings from the local configuration file
(.cpffile) to CMS.

Refresh: Load new status information to CMS.

Monitor activity sensors, safety devices, and emergency devices connected to
the CP.

= ([ (k] (4] (&) (@] 3

CIick or the Monitor sub-menu on the menu bar to access the monitoring windows. The
monitoring windows display the status information for the devices connected to the CP:

® The Activity Sensors - Monitor window is a consolidated view of the information about the
sensor devices as displayed in the Activity Sensors module.

# Activity Sensors - Monitor m| *

Activity Sensors - Monitor

ID [ Serial Number | Device Type | Labe BYPASS | OPEN | BATTERY TAMPER SUPERVISO... | RF Level (%)
“_ AB92B45T  IPD Living Room ACTIVE  OK oK oK oK 20
2 igagatst | IPD Dining Room ACTIVE | OK oK oK oK 20
3 A298347C PR Chidrens Room  ACT K oK oK oK 20
4 3347538  MGLS Main Entry ACT K oK oK oK 20
5 34975394  IPD Courtyard ACT K oK oK oK 20
6 23896419  MGLS ACT K oK oK oK 20
7 0745B483  MGLS ACT K oK oK oK 20

® The Safety & SOS - Monitor window is a consolidated view of the information about the safety
and emergency devices as displayed in the Safety and SOS module.
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NOTE: The statuses are either OK, KO, ACTIVE, or BYPASSED except the battery status.
Values for the battery status are:

7 ® OK
] e LOW
® EMPTY

4.2. File Menu Functions

.

File View Link Remote Panel Options Monitor About

Open Ctrl+0 i ﬂ @

Save Ctrl+5

Save As... Ctrl+A

Print... Ctrl+P

Print Log...

Print Setup

Quit Ctrl+Q

The following table explains the functions in the File menu which allow management of the CMS
parameters file (.cpffile) for the Care@Home™ CMS.

Name Definition and Instructions

Open Locate and “open” the local .cpf file on the PC to be uploaded to CMS, using the Windows CMS File
Dialog box.

Save Save the current configuration parameter settings to a local .cpf file using the same file name. If the
.cpffileis a new file, use the Save As... function.

Save as... Save the current configuration parameter settings to a new local .cpf file with a new file name.

Print... Produce an external file or hardcopy of the configuration parameter settings. Refer to 4.2.3 Print...
Function on page 40.
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Name Definition and Instructions

Print Log... Refer to 13.7 Print Log on page 162.

Print Setup | Set the printer settings to produce a hardcopy of the configuration parameter settings.

Quit Select this function to exit Care@Home™ CMS. A window appears to confirm the exit request. Refer to
4.2.2. Quit Function on page 40.

4.2.10pen Function

The Open function not only locates and opens the .cpf file but also automatically uploads the
configuration parameter settings to the CP, at the end of the session.

422 Quit Function

The Quit function verifies that the changes made during the CMS session were updated and/or saved,
befor allowing you to exit CMS.

To exit CMS:

—_

In the File menu, click Quit.
If your CMS is connected to a CP, a message appears prompting you to confirm the exit request.

Click Yes to exit CMS.

AowoN

If open issues remain, the application displays several caution messages to prompt you to confirm
that you are aware of these issues.

5. Click OKto close these messages to exit CMS.

42.3 Print.. Function

The Print... function opens the Print Panel Configuration window. This function provides the tools to
choose the media format to print the CP data. You can choose whether to produce an Excel file, a.csv
(comma separated values) file, or a hardcopy of the configuration parameter settings.

424 Print Log.. Function

The Print Log... function has same functionality as in the Log Events module. Refer to 13.7 Print Log on
page 162.
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4.3. The Main Navigator Menu

The Main navigator menu provides a guide to access the modules in the CMS application.

The following is a list of the CMS application modules, including a description of each module’s
purpose:

Main
Care@Home

Control Panel
Communications
Dialer
Activity Sensors
Safety & SOS
Voice & LED

Mobile Operators
Custom Labels

Log Events
® Control Panel - This module provides the tools to configure the Care@Home™ CP
parameters.
Refer to 5 The Control Panel Module on page 43.

@ Communications — This module allows for configuration management of multiple
communication channels, allowing for remote activation or redundancy in case of channel
failure or other connectivity issue.

Refer to 6 The Communications Module on page 79.

@ Dialer — This module provides the tools to define the communication methods, such as phone
numbers, IP addresses, and ports, and to manage the flow required to communicate with a
monitoring station.

Refer to 7 The Dialer Module on page 92.

® Activity Sensors — This module provides the tools to manage and control the activity sensors
installed on the resident’s premises.

Refer to 8 The Activity Sensors Module on page 122.

@ Safety and SOS - This module provides the tools to manage and control the safety and
emergency devices installed on the resident’s premises.

Refer to 9 The Safety & SOS Module on page 129.

® Voice & LED - This module provides the operator with a tool to define which type(s) of
announcements and reminders are to be used, to manage the vocal announcements and
reminders for the resident, and to control the CP LED indicators.

The reminders announce:
When the residents should take their medication
The schedule time of an appointment

The time transportation should arrive to take a resident to an appointment or meeting
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Wake-up calls like an alarm clock
Random requests from the operator for the residents to test their emergency buttons
Refer to 10 Voice & LED Module on page 139.

® Mobile Operators — This module provides the tools to provide APN information for the SIM
card in the Care@Home™ CP.

Refer to 11 Mobile Operators on page 152.

® Custom Labels - This module provides the tools to define and manage the personalized labels,
defined by the user, to label areas on the resident’s premises not included in the list of
possible areas provided by the application.

Refer to 12 The Custom Labels Module on page 157.

® Log Events — This module provides the tools to view the log of events and activities recorded
by the CP for a given time-period.

Refer to 13 The Log Events Module on page 159.
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5. The Control Panel Module

Communications
Dialer

Activity Sensors
Safety & SOS
Voice & LED

Mobile Operators
-~ Custom Labels

“-Log Events

Click Control Panel on the Main navigator menu. The Control Panel module is the tool that allows the
configuration of the settings for the Care@Home™ CP installed on the resident’s premises.

!E Control Panel E

—Account
Account Number [83000000 Service Type IPERS_E vl Mare Options ... |

ARC Account I

—Periodic Test ~Medical Alarm ~Inactmty

Delay I‘IU (sec)| | Enable r
Days 0 :I' Voice Window |1[] vl{min: Time Window Is vl{hnul)

FEis 2 :I' ~Password ~ Activity Timer
Minutes 0 - BT ot [1234 Enable [~

—Mains Failure — Speakerphone Timer 1 T
Message Enable v Enable v
Message Delay |4 (min) Timer2 T
Random Range Limit |2 (min) ~Remote Call In
Enable "2 —Smoke Detector

—Emergency Rings |4 'l Enable Voice Call Generation ~
Conversation Mode IFuII Duplex 'l Mute Rings ™ | ~Temperature

Speaker Volume I:l j ~Sound Extreme Temperature Enable I
Freeze Threshold 40 |rF

~Emergency Pendant (EFA/EPP) Announcement Valume m _TICF)
Min Press Duration [g 5 (s=) Medical Siren Duration |15 (secy | | Meat Threshold 105 jd (45

Pairing Min Press (4

; : M it Interval |1U i
(sec) Safaty Siren Duration I[}efaun vl[sec] Fasurement interva =0

Pairing Max Press |23

Lellellells

(sec) Announcement While Connecting [ |

Supervision Report 50 {hour) Clear Update

5.1. Account Number

The Account Number is a unique 8-digit integer, used as the required CP identification number,
assigned to a CP by the monitoring station.
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NOTE: When the GSM configuration parameter, Combine DNIS with Account
No, is marked, the account number is a concatenation of the DNIS with up to the
© last five digits of the assigned number.

5.2. ARC Account Number

The ARC account number is a unique 16-digit integer. It is an optional customer-defined identifier. The
ARC account number is sent to the monitoring station using the following protocols:

® SCAIP - ADL version 2.5.14 and later
® CPC - PERS version 2.6 and later

5.3. Service Type

A Care@Home" service type is the product offering of Care@Home" that provides a level of security
and monitoring for the resident.

The supported Care@Home" service types by panel and software version are:

Service Type ES6502HC C7000
Earlier than Panel CPU 2.05 Prior to Care@Home
Panel CPU 2.05 or later Care@Home | 6.02 and later
6.02
PERS v vV vV vV
PERS-E Vv
Pro vV vV vV
Family v v

Select the service type assigned to the CP. CMS activates the functionality specific for the service type

selected.

4

NOTE: For ES6502HC, select Family for the PERS-E service type and disable
Report Interval.

44
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When uploading CP parameter values from alocal .cpf file or from a CP connected to the CMS and the
parameter values are defined for a specific service type, the Service Type parameter is automatically
displayed and the relevant Care@Home™ functionality activated. The CMS interface changes
accordingly.

Click More Options ...

to display additional CP configuration parameters.

5.4. More Options

The CP extended configuration includes standard and support-level parameter categories. More
Options displays the additional developer-level categories if you connected to the CP with developer
credentials.

» NOTE: For ES6502HC, access to More Options is available for CP software
/ version 2.03 or later.

8 Control Panel Configuration Extension — O *

[Photo Config | Out of Home | Analytics | Periods | Rules | PERS | DTMF Config| Log | VPD Config | EPA Config | RF
[

=l

The following table lists the standard and developer-level parameter categories.

Tab Access | Description Refer to Tab Visible
name
ES6502HC C7000
PERS | Pro& Not All
Family PERS
or
PERS-
E
Photo Standard | Definitions for the camera 5.4.1 Photo Config on page v v
Config sensors configuration 47
Out of Support | Definitions of Out of Home 5.4.2 Out of Home on page v v
Home monitoring and alert 49
notification
Analytics | Standard | Other additional configuration | 5.4.3 Analytics on page 51 v v
parameters
Periods Support | Definitions of periods for rules’ | 5.4.4 Periods on page 52 v Not
definitions ZERS
PERS-
E
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Tab Access | Description Refer to Tab Visible
name
ES6502HC C7000
PERS Pro& Not All
Family PERS
or
PERS-
E
Rules Support | Rules’ criteria settings 5.4.5 Rules on page 54 v Not
PERS
or
PERS-
E
PERS Standard | Additional communications 5.4.6 PERS on page 58 Panel | Panel v
protocol, CP battery Szlr" Szlr"
management, and debug 203 | 2.04
option for technical support and and
later later
DTMF Standard | Definitions for DTMF keys 5.4.7 DTMF Config on page Panel | Panel v
N : ; CPU | CcPU
Config configuration 60 Ver Ver
203 | 2.04
and and
later later
Log Standard | Log transmission and transfer | 5.4.8 Log on page 63 Panel v
parameters chu
Ver
2.05
and
later &
GSM-
enabled
VPD Standard | VPD configuration parameters | 5.4.9 VPD Configuration Panel | Panel v
Config at CP level, and a migration Parameters on page 64 N i
tool for full VPD functionality. 203 | 204
and and
later later
EPA Standard | Configuration for EPA at CP 5.4.10 EPA Configuration Panel | Panel v
Config level, for all EPAs in your Parameters on page 68 i i
Care@Home 2.03.4 | 2.05.6
and and
later later
RF Standard | For Essence technical support | 5.4.11 RF Settings on page 70 Panel v
cpPu
only Ver
2.05.6
and
later

To revise the CP configuration:

1 Click More Options ...

!

Semvice Type

|Family

. The Control Panel Configuration Extension appears.

2. Ifyou connected to the CP without support credentials, the Control Panel Configuration
Extension appears with the standard tabs.

46
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3. Ifyou connected to the CP with support credentials, the Control Panel Configuration Extension
appears with both the standard tabs and the developer-level tabs.

4. Referto3 Understanding the CMS Connection on page 22.
5. Click the tab you want to edit and enter the values for the parameters on the tab.

6. On each tab, click Update to add the revised configuration parameter values to the CP
configuration.

7. Click Close or click X on window to exit the Control Panel Configuration Extension.

5.4.1Photo Config

/)’ NOTE: The Photo Config parameters are available for Family and Pro only

The Photo Config tab allows you to configure the camera detectors (IPDs) which include infrared
SEeNsors.

32 Control Panel Configuration Extension - O x

Photo Config | Analytics 1 PERS |~ DTMF Config | Log | VPDConfig | EPAConfig | RF

Scenarios
Enable photos for:
© Blarm
[¥ Photo Request
v s0s
Cameras

Camera 1
|NoNE |

Camera 2

|nonE -~

Update

When triggered, each of the IPDs photographs five consecutive photos of the triggering event. If both
cameras are enabled, the photos are taken in the order defined by the configuration parameters. The
purpose of the Photo Config tab is to configure this camera-related functionality.
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y 7 NOTE: IPDs are optional.

If IPDs are installed, mark the relevant checkboxes to enable the following capabilities:

® Alarm - Ifenabled, the CPinstructs the IPDs to take photos when an alarm is triggered. The
default is disabled (clear).

@ Photo Request - If enabled, the CPinstructs the IPDs to take photos when an event is detected
by any of the configured sensors. The default is disabled (clear).

® SOS - If enabled, the CPinstructs the IPDs to take photos when an emergency event is
triggered. The default is disabled (clear).

If IPDs are installed, define the default order in which the IPDs photograph events when the camera
option is triggered by the CP or pendant.

® Cameral - first priority

® Camera?2 -second priority

The numeric value selected for the camera parameter is the device identification number assigned to
an IPD in your Care@Home™ configuration.

If the camera parameter is set to None, the camera option is disabled. The default configuration is
None.

You can override the default order per device in the Activity Sensors and the Safety and SOS modules.
Refer to 8 The Activity Sensors Module on page 122.

Refer to 9 The Safety & SOS Module on page 129.
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542 Out of Home

/ NOTE: The Out of Home parameters are available only for service types Family
and Pro.

i Control Panel Configuration Extension — [m] X

Photo Config | Out of Home|| Anahytics | Periods | Rules | PERS | DTMF Config]| Log | VPD Config | RF |__EPA Config

~Out of Hom

[ Enabled

¥ Enabled Alert 5 (miny
Delay Duration Threshold

Entry i i [ <Jmn [i ]

Exit Ig j(mm) I j(mm) |1 j

The Out of Home tab allows you to configure the monitoring and alert notifications for the Out of
Home event. The parameters that define an Out of Home event are used when applying the Out of
Home non-standard rule type. This tab requires support-level access.

A Caution: Set these parameters carefully to avoid false alerts.

The following table describes the Out of Home configuration parameters.

Parameter Description Values
<Out of Home Enabled Mark to activate Out of Home. Marked=Enabled
feature activation> Clear= Disabled
Enabled Mark to activate the Out of Home alert. Marked=Enabled
Alert Clear= Disabled
<Out of Home> Delay Select the amount of time to wait, from the time the | Dropdown list: O - 50
Entry Entry event occurs, before activating detection. minutes
Duration Select the amount of time to detect movement Dropdown list: 5 — 720
before deciding whether the resident is at home. minutes
Note: If the duration has expired and no detections
occur, the resident is still Out of Home.
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Parameter Description Values
Threshold Select the number of detections that must occurto | Dropdown list:1-16
trigger a Back at Home alert. detections

Note: A Back at Home alert is triggered if the

number of detections occurs, even if the duration

time has not expired.

<Out of Home> Exit | Delay Select the amount of time to wait, from the time the | Dropdown list:

Exit event occurs, before activating detection. ® ES6502HC ADL
firmware, CP
version 2.09.6 and
later (except2.14):
0-254 minutesin
increments of 1
minute.

® Inallotherreleases
(including C7000):
0-50inincrements
of 5 minutes
Duration Select the amount of time to detect movement Dropdown list: 5 - 720
before deciding whether the resident is not at minutes

home.

Note: If there are no detections, the resident is Out

of Home.

Threshold Select the number of detections that must occurto | Dropdown list:

not trigger an Out of Home Exit alert.

1-16 detections
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The Analytics tab allows you to configure service level functionality, as needed.

essence

(g

e Smartcare

. . -
e Control Panel Configuration Extension

Photo Config Analytics | PERS | DTMF Config | Log Y VPDConfig | EPAConfig |
~ Other Configurations
~Care@Home ~Multiple Detectors
Report interval Default ~| (min) ¥ One detector per activity type
STUN
~ Cellular
[~ Enable
Interval |39 (sec)
[ Ethernet
¥ Enable
Interval |40 (sec) Update
The following table describes the Analytics configuration parameters.
Name Definition and Instructions Data Values ES6502HC C7000
PERS Pro & Not All
Family | PERS
Care@Home: Report To configure the interval for Dropdown List N/A v v
Interval | reporting activities, select the
reporting frequency in minutes | “Default”, 10 -
Note: For PERS-E, this 180 with
parameter can be disabled. increments of 10.
On the C7000 the parameter is For C7000. and
disabled by default. or »an
' v ceted ES6502HC with
CPU version
between 2.09.1
and 2.14, list
includes
“Disable”
Sleeping | Select the amount of time of Dropdown List N/A v v
interval | the PIR “blocking window”. This | “pefaylt”, 10 -
is the time the PIR “sleeps” 300 with
between detections. increments of 10.
Note: 10 seconds is Default: 160-
recommended seconds
Note: Parameter appears for
support-level user only
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Name Definition and Instructions Data Values ES6502HC C7000
PERS Pro & Not All
Family | PERS
STUN Cellular Enable Mark to enable the STUN Marked=Enabled | N/A v v
cellular communicationstype | clear= Disabled
Interval | Select the interval in seconds Integer (5): N/A v v
25 -43200 sec
STUN Ethernet | Enable Mark to enable the STUN Marked=Enabled | N/A N/A v
Ethernet communications type | ¢jear= Disabled
Interval | Select the interval in seconds Integer (5): N/A N/A v
25 -43200 sec
Multiple Note: ES6502HC with panel software Marked=Enabled | N/A v
Detectors: version 2.09.6 through 2.14 — Pro service Clear= Disabled
package

Mark to limit one detector per activity type

544 Periods

NOTE: The Periods parameters are available only for service types Family and

Pro.
# Control Panel Configuration Extension - O x
Photo Config | Out of Home | _Analytics | Peripdss | Rules | PERS | DIMF Config| Log | VPD Config | RF__ | EPAConfig |
Period
D | 24Hous | Period Stan | Period End [ =
1 O Clear
2 ] Clear
3 O Clear
4 [ Clear
5 O Clear
6 O Clear
7 = Clear
8 O Clear
9 O Clear
10 [ Clear
" O Clear
12 | Clear
1 — ol 2
Update Clear All

The Periods tab allows you to define the periods to use when defining rules. This tab requires support-
level access.

You can mark a period of 24 hours or define the beginning and end of a period, up to 24 hours.
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The following table describes all the parameters and functionality of the Periods tab.

Parameter Description Values Notes
ID The identification code for the period: The code | Display Only The Rule definitions
assigned is the number of the row where the You can define up to16 | refer to this
period is defined. periods. identification code.
24 Hours Mark to define a 24-hour period. Marked =24 hours Default:
Clear- no period
Period Start Select the Period begin time. Dropdown list:
00:00 —23:45 z
in15-minute intervals
Period End Select the Period finish time. Dropdown list: Period End \
24-hours of 15-minute 52 00 (Tatol e 2200) ﬂ
intervals beginning 2230 (Tt e 2230)
with the first 15-minute | 24 T ine 249
interval following the e ot e 2330 E
begin time 23-45 (Total time: 23-45) =

Click Clear to delete the selected period definition. A prompt appears to confirm your request.

Click Clear All to delete all the period definitions. A prompt appears to confirm your request.

Click Update to save all the period definitions.
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545 Rules

7 NOTE: The Rules parameters are available only for service types Family and Pro.
§ Control Panel Configuration Extension - [m] S
Photo Config | Out of Home | Analytics | Periods | Rules PERS DTMF Confi Lo | VPD Config | RF |_EPA Config |

Rules

ID | Peri... [ Type [GiDv [6Did [Actvity  [Value | guem: [ |
1
2 Period ID: -
3
4 Type: | |
g " Group " Device
7 .

Group ID: -
3 p
9 Activity: -
10
1" Value ,—_‘
12
13
14
15
16
17
18 v
< > Update Clear All

The Rules tab allows you to define the rules to trigger activity alerts. This tab requires support-level
access.

When you define a rule, you assign the rule to a rule type. Each rule type has attributes that determine
the rule’s behavior. The rule can trigger alerts. For a list of rules types see page 55.

For example, if a rule is assigned the “Wandering” type, the rule behavior definition includes:
® The period in which the activity of “opening of the entrance door” is tracked
@ The monitoring of the activity during the period on each of the marked days of the week

® The duration after which an alert is broadcast if no activity is detected
There are rule types that are triggered by the number of PoSAs identified within a given period.

The Pro and Family service types interpret movement detections differently. Pro tracks resident
“activities” whereas Family tracks resident “presence”. The algorithm determines “presence” by
recognizing “sustained activity” detections.

A Period of Sustained Activity (PoSA) is a period during which an activity sensor detects multiple
consecutive movements. For example, if the resident is in the dining room, a PoSA is recognized when
the activity sensor in the dining room detects two or more movements of the resident at or in the
vicinity of the dining room table.
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available for Family service type

Select the rule type associated with
the rule being defined.

types.

Parameter Description Values Notes

Rule ID The identification code for the rule: | Display Only Maximum: 128 rules.
The code assigned is the number of
the row where the rule is defined.

Period ID Select the identification code of the | Dropdown list of Periods Refer to 5.4.4 Periods
time frame in which the rule should | defined in the Periods. on page 52
monitor for specific activity or no
activity.

Type Note: Option Possible fall is not Dropdown list of the rule For a list of rules

types see page 55.

Group / Device

Choose either an activity group of
devices or a specific device whose
detections are used by the rule to
trigger alert notifications

Options:
® Group
® Device

Options are enabled based
on the Type selected.

Group ID / Device
ID

Select activity group identification
code

Dropdown list is determined
by value of previous

Group functionality
allows you to
manually define a
group of devices for
rule usage only.

Expiration (min)

Select device identification code parameter.
Activity When Group is chosen, select the Dropdown list of activities Enabled only for
activity type assigned to the activity | according to the default Group
group. device configuration
Value The field changes based on the Type | Dropdown list:
selected. ® Detections Depends on the
! . selected rule
® Durations (min)
® Durations (min) with
days of the week (DoWs)
® Durations (sec)
® PoSAs
[ J

<Days of the week>

Mark the days of the week to
activate the rule.

Sunday through Saturday

Sun Mon Tue Wed Thu Fri Sat
V¥ ¥V FF W

Shown only for rules
Wandering and
Unexpected Entry/Exit

Click Clear All to delete all the rule definitions. A prompt appears to confirm your request.

Click Update to save all the rule definitions.

The following describes the rule types and the parameters required for each rule type.

Name Description Group (Gr)/ | Value
Device (Dv)
Excessive Activity Note: For Family or for Pro with Panel CPU Version 2.4.5 GrorDv Detections
and later, only with rule Wake & Well If Gr, select (1-255)
An alert is triggered when more than the expected number | Activity type
of activity detections is made, during the chosen period.

Care@Home™ CMS Reference Manual

55



® essence
;.
°

THE CONTROL PANEL MODULE

during the chosen period, on given weekdays. Detections
made during the expected duration are ignored.

Name Description Group (Gr)/ | Value
Device (Dv)
Extreme Low Note: Family only N/A Duration
Activities An alert is triggered when the resident is on the premises (min)
and no activity detections are made for longer than the
expected duration, during the chosen period.
High Number of Note: Family only GrorDv PoSAs
PoSA An alert is triggered when more than the expected number If Gr, select (1-255)
of PoSAs is identified, during the chosen period. Activity type
High Sum of PoSA Note: Family only GrorDv Duration
Durations An alert is triggered when the total duration of the PoSAs If Gr, select (min)
identified during the chosen period exceeds the expected Activity type
duration.
Low Activity An alert is triggered when the resident is on the premises GrorDv Detections
and the number of activity detections made, during the If Gr, select (1-255)
chosen period, is lower than the expected number of Activity type
detections.
Low Number of Note: Family only GrorDv PoSAs
PoSA An alert is triggered when less than the expected number If Gr, select (1-255)
of PoSAs is identified, during the chosen period. Activity type
Low Sum of PoSA Note: Family only Gror Dv Duration
Durations An alert is triggered when the total duration of the PoSAs If Gr, select (min)
identified during the chosen period is below the expected Activity type
duration.
Magnet Open Too An alert is triggered when a door on the premises is open Dv Duration
Long for longer than the expected duration, during the chosen (min)
period.
Possible Fall Note: Pro only Dv Duration
An alert is triggered when the resident is on the premises (min)
and no activity detections have been made in the expected
duration following the last activity detection, during the
chosen period.
Short Duration Note: Family only Dv Duration
Between Extremes An alert is triggered when the resident is on the premises (min)
and during the chosen period, either:
® No activity detections have been made by a specific
device
-or-

® Thetime between detections, following the last
activity is shorter than the expected duration.

Sustained Activity Note: Family only Gror Dv Expiration
During the chosen period, PoSAs are identified when two If Gr, select (min)
or more activities are detected by the same activity sensor, Activity type
prior to the configured expiration of a PoSA timer.

Unexpected Note: For Family or for Pro with Panel CPU Version 2.4.5 GrorDv Duration

Entry/Exit Timer and later IfGr, select | (5e©)

An alert is triggered when a door on the premises is used, Activity type | and DoWs
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during the chosen period, on given weekdays and no
detections are made for longer than the expected
duration.

Name Description Group (Gr)/ | Value
Device (Dv)
Wandering Note: Family only N/A Duration
An alert is triggered when a door on the premises is used, (Dmlvl':/) and
oWs
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546 PERS

NOTE: For ES6502HC, PERS parameters are available:

/ ® Family or Pro with Panel CPU Version 2.04 or later
® PERS with Panel CPU Version 2.03 or later

12 Control Panel Configuration Extension - m} X
Analytics [ PERS I DTMF Config | Log il VPD Config | EPA Config 1 RF
Extended
Battery Management Debug

¥ Set Maximum Charging Level

Charge Battery Up To |75 ::] z [Tﬁ

= tact cct th Gr

™ Carrier Redundancy

I Send Device ID in Medical Alarm Restore Message

Debug Mode  |Disable |

Emergency Call Retry (Cellular Only)

¥ Send Medical Alarms During Medical Alarm Window ¥ Enable
Voice Signaling Mumber of Retries 1 hd
™ PERS Signaling M
R T | Minimum Call Duration {10 = [sec)
- Emergency Alarm Resolution Control Panel Emergency Button
Reminder Interval Disabled | (min] [~ Enable
I Caregiver Presence Report Update

The following table describes the PERS parameters that define PERS-related functionality at CP level.

Name Definition and Instructions Data Values ES6502HC C7000
PERS ADL
Firmware Firmware
Battery Set Maximum | Mark to allow Set level = Marked | Panel CPU N/A v
Management Charging setting the Use default level = Ve|’2~03~3
Level maximum battery Cleared orlater

charging level.

Clear to allow the
default maximum
battery charging

level.
Charge Select the maximum | Dropdown list
Battery Up To | battery charging
level.
Contact ID Acct Note: For PSTN models only Enable = Marked erw?t\:led N N/A X
No. with Group Mark to enable the usage of the Disable = Cleared Panel CPU
Contact ID group or partition as an Ver2.14.1 or
extension of the account field in the later

CP configuration.
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Name Definition and Instructions Data Values ES6502HC C7000
PERS ADL
Firmware Firmware
Carrier Note: For CP models with GPRSSIAIP | Enable = Marked grfgll\:yled 8 N/A v
Redundancy and ethernet communications Disable = Cleared | Panel cPU
channels only Ver2.03.3
Mark to enable the CP to send orlater
messages to the same third-party
receiver, using two different IP
addresses.
PERS Signaling Note: For PSTN only Enable = Marked Z[S;E'led 2 N/A X
Mode Mark to force the CP to use only the Disable = Cleared | PanelcPu
Voice Signaling dialer. This option is in'azt%rs o
used when only the Voice Signaling R I' R
dialer can reach the monitoring VZ':?rocmu
station. 2.03.1.44
Note: The CP sends only medical until 2.04
alarm (MA) messages.
Send Device ID in Mark to add the ID of the device, that Enable = Marked Disabled and Enabled for
Medical Alarm triggered the medical alarm, to the Disable = Clear unmarked cp
Restore Message | Message, when one of the following el Clesr versions:
occurs: 6.01.9
® DTMF code 9 entered. through
® Call disconnected without 6.02and
DTMF code. 6.03
® Panel RESET button pressed.
send Medical Within a single medical alarm window: | gnable = Marked
Alarms During Mark to send an alarm for each Disable = Clear
Medical Alarm medical alarm triggered. Default: Marked
Window Clear to send only one alarm, ignoring
additional medical alarms.
Debug Disable Dropdown list Panel CPU | Panel v
Ver2.03 CPUV
For Essence Select this option to exit debug mode |af;r o 204 Ofr

Professional
Services
personnel only

and resume regular operations.

Continuous Debug Logging:

Select this option to enable the CP to
log events continuously, sending the
log files to the debug server whenever
the buffer is full.

One-time Debug Logging:

Select this option to enable the CP to

log events only until the buffer is full.

The CP sends the log file to the debug
server and stops logging events.

Click to trigger the CP to:
® Sendthe current log file to
the debug server
® Stoplogging events.

Send debug fo server

later
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Name Definition and Instructions Data Values ES6502HC C7000
PERS ADL
Firmware Firmware
Emergency Call Enable Mark to enable Enable = Marked | N/A N/A CPversion
Retry automatic redial Disable = Cl q 6.04and
e Isable = Cleare later.
emergency call is
terminated Default: Marked
prematurely. Default for panels
not supporting
the feature:
Unmarked and
disabled
Number of Number of times | 1.3
Retries to retry the
emergency call
Active when
Enable is
marked.
Minimum Call Minimum length | 530 seconds 6
Duration of call, in second intervals)
seconds, for call
to be considered
completed.
Active when
Enable is
marked.
Control Panel Enable I\Qar(k:;o enable Enable = Marked N/A N/A cp versiord‘n
Emergen the CPto i = 6.052an
Buttoi cy generate an Disable = Cleared later.
emergency alarm
when the Default: Marked
Enlterggncy Default for panels
u ondls not supporting
pressed. the feature:
Marked and
disabled

547 DTMF Config

When you:

® Uploadinformation from a CP or open a.cpffile, you see the DTMF keys as configured in the

CP.

60

Care@Home™ CMS Reference Manual




® essence
THE CONTROL PANEL MODULE ( ;: smartcare

® Use alegacy.cpffile and there are no DTMF codes in the file, the downloaded DTMF codes will
be the default codes from the DTMFConfig.ini file.

32 Control Panel Configuration Extension - O X
PERS )| DTMF Config 1 Log 1 VPD Config 1 EPA Config 1 RF
~ DTMF Templates ~ DTMF Keys
Template = Switch to Full Duplex
USA Half duplex: Operator speaks

EU
Half duplex: Operator listens

et
Increase speaker volume

Decrease speaker volume

Disconnect the call ~| Alternate disconnect |No Action ~

Switch to CP

Switch to next voice device

AN

Perform reset to the panel after 5 presses

Update

The purpose of the DTMF Configurations tab is to define the telephone keys to use for conversation
flow, through the CP, between the service provider operators and the resident.

Refer to 2.3.4 Understanding the DTMFConfig.iniFile on page 20.

The following table describes the configuration parameters on the DTMF Configurations tab.

Name Names, Descriptions, and/or Instructions ES6502HC C7000
Note: Names are subject to panel software PERS Family or Pro /
versions Family, Pro, &

PERS from Panel
CPUVer2.09.6

DTMF Templates Choose the template you need: v v v
® USA
® EU
® UMO (Verklizan)
DTMF Keys Switch to Full Duplex v v v
Half duplex: Operator speaks v v v
Half duplex: Operator listens v v v
Increase speaker volume / v v v

Full duplex: Increase speaker volume/
Full duplex: Increase speaker volume (GSM only)

Decrease speaker volume / v v v
Full duplex: Decrease speaker volume/
Full duplex: Decrease speaker volume (GSM only)

Disconnect the call v v v

Care@Home™ CMS Reference Manual



: essence
$ smartcare

THE CONTROL PANEL MODULE

Name Names, Descriptions, and/or Instructions ES6502HC C7000
Note: Names are subject to panel software PERS Family or Pro /
versions Family, Pro, &
PERS from Panel
CPU Ver2.09.6
Note: For Verklizan UMO only N/A N/A gﬁo\?
er
Alternate disconnect is “0” 6.02.2 01
later
Note: For VPD voice extender feature N/A Paflwl CPUVer2.08 | v
or later
Switch to CP
Note: For VPD voice extender feature N/A Pafl‘e| CPUVer2.08 | v
or later
Switch to next voice device
Perform reset to the panel after 5 presses PSTN N/A PSTN
only only
The following table lists the default values for each of the DTMF templates:
Action USA Europe umo Comments
Talk 1 8 8
Listen 3 7 7
Increase speaker volume: 1- 5 levels 2 3 3
Decrease speaker volume: 1 -5 levels 0 1 1
Disconnect the call 9 0 *
Alternate disconnect (UMO only) No No action 0 Verklizan UMO only
action
Perform reset to the panel after 5 presses 8 2 2 PSTN CPs only
Next voice extender device 6 6 6
Voice extender switch to CP 5 5 5
Full duplex: Talk and listen 4 4 4

' / NOTE: Click Update to add the revised DTMF parameter values to the CP

configuration.
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548 Log

/ NOTE: For ES6502HC, when GSM is enabled, LOG parameters are available only:

® Forservice types Family or Pro
® With Panel CPU Version 2.05 or later

{2 Control Panel Configuration Extension

Photo Config | Analytics | PERS | DTMF Config | Log | _VPDConfg | EPAConfig | RF

~Log
FTP ~Shi

[~ Domain Name . i
¥ Enable Automatic Shipment

P
]  Only ver Ethenet
Por E
Path 1
Days
Username 1
Hours
FTP Password -
Minutes
Show Password

Update

The Log tab allows you to send event log files automatically to a specified FTP Server for archiving
purposes. The archived remote log files are assigned the extension.rlg.

The remote log files (.rlg) are retrieved from the FTP server upon request. Once retrieved onto the
local PC, the Log Events module can locate and display the remote log files.

Refer to 13 The Log Events Module on page 159.

The following table describes the Log configuration parameters as they appear on the Log tab.

Parameter Description Values
FTP Domain Name Mark if a URL is required rather than an IP address. Marked = URL
Clear=1P
(Default)
<FTP address> IP: Enter avalid IP address. Four 3-digit strings
with values from
0 -255
URL: Enter a URL that references an Internet resource. Character
Port Enter the port number used with the IP address entered in Intege.r ©)
the previous field. Values: 1-65536
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Parameter Description Values
Path Enter the path to the FTP Server. Character
Username Enter your username for your FTP login credentials. Character
FTP Password Enter your FTP password for your FTP login credentials. Character
Show Password | Click to view your encoded FTP password. N/A
Shipment Enable Mark to activate the automatic shipment of your event Marked = Enabled
Automatic log file to the FTP server. The log file is automatically Clear= Disabled
Shipment transmitted when the event log file reaches 90-100% (Default)
capacity.
Only over Mark to enable automatic shipment using only Ethernet Marked = Enabled
Ethernet communications. Clear= Disabled
Note: If Ethernet communications is enabled but cellular (Default)

communications is not enabled, this option default is
enabled and display only.

Enable Periodic Mark to activate the Periodic transmission of your event Marked = Enabled
Shipment log file to the FTP Server. The log file is automatically Clear= Disabled
transmitted according to the periodic interval defined. (Default)
Note: This field is activated only if the previous field is
marked.
Periodic Interval | Days Enter a time frame of days up to 90 days. | Integer: 0-90
Note: These Hours Enter a time frame in hours up to 24 Integer:0-23
fields are -
displayed only if
the previous field | Minutes Enter a time frame in minutes up to 60 Integer:0-59
is marked. minutes.

549 VPD Configuration Parameters

NOTE: For ES6502HC, VPD configuration parameters are available for:

/ ® Family or Pro with Panel CPU Version 2.04 or later
® PERS with Panel CPU Version 2.03 or later
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example, the functionality defined by the following parameters applies to all the VPDs installed on the

premises.
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The purpose of the VPD Configuration tab is to configure VPD-related functionality at CP level. For

[ # Control Panel Configuration Extension - - o x
| Analytics T PERS T DTMF Config | Log T VPD Config L EPA Config 1 RF
| ~VPD Configuration
i~ Voice Phrase Detection Voice Extender
¥ Enable Voice Extender Feature
[ Detect Phrase Once
[¥ Enable Switching Between Voice Devices
Max Wait Betieen Phrases Default j' el ¥ Route To Alarm Triggering Device
Default Phrase
¥ Enable Led
Score for at least one phrase [ -
Score for both phrases 6 -
¥ Phrase Detection Sound
Update
The following table defines the VPD configuration parameters at panel level:
Name Definition and Instructions Data Values ES6502HC c700
0
PER | Familyor
S Pro
Detect Phrase Once | Do not recognize the trigger phrase again v v v
after the trigger phrase has already been | Enable =Marked
recognized. Disable = Clear
Max Wait Between Enter the maximum time (in seconds) Numberin v v v
Phrases required to wait from the first time the seconds
E.riggil: pI:r.ase is rEcogn.ized untillthz next | values: 10 — 600
ime the trigger phrase is recognized.
ggerp 9 Default: 10
Default Phrase Score | Score for at least one phrase 1to 9 N/A | PanelCPU | y

. Ver2.08 or
For the VPD to trigger an emergency later

alarm, the emergency phrase must be:
® Detected twice, and
® One occurrence of the phrase
must at least match this setting
Refer to 5.4.9.1 VPD Quality Configuration
on page 66

Score for both phrases

For the VPD to trigger an emergency
alarm, the emergency phrase must be:
® Detected twice, and
® Both occurrences of the phrase
must at least match this setting

Refer to 5.4.9.1 VPD Quality Configuration

on page 66
Phrase Detection Mark if you want the VPD to beep when B N/A | PanelCPU | y
Sound an emergency alarm is triggered by voice Enable = Marked I\g‘tﬂ;rz-os or
detection. Disable = Clear
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Name Definition and Instructions Data Values ES6502HC C700
0
PER | Family or
S Pro
Voice Extender Enable Voice Extender Feature N/A | PanelCPU | y
) Enable = Marked Ver2.08 or
Mark to enable the voice extender later

feature capability. Disable = Clear

Enable Switching Between Voice
Devices

Mark to enable switching between
devices. Only available if the voice
extender feature capability is enabled.

Enable = Marked
Disable = Clear

Route to Alarm Triggering Device

Mark to have communication from the
monitoring station automatically routed
to the VPD which triggers an emergency
call. Only available if the voice extender
feature capability is enabled.

Enable LED

Mark if you want the LED to light on the
VPD when the operator is either listening
or speaking

Enable = Marked
Disable = Clear

Enable = Marked
Disable = Clear

5.4.9.1VPD Quality Configuration

The VPD can be configured to require the emergency phrases said by the resident to match a specified
quality. The VPD triggers an emergency call when it detects two occurrences of the emergency
phrase, and:

® Both occurrences of the phrase must at least match the Score for both phrases quality setting

® One occurrence of the phrase must at least match the Score for at least one phrase quality
setting

® Detect Phrase Once is disabled

For example, assume the following:
® Score for both phrases is set to 3

® Score for at least one phraseissetto 7
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The following table summarizes possible outcomes given different qualities of phrases said by the
resident:

Resident Phrases | Both Phrases: 3 | One Phrase: 7 Outcome
: 8::::3; x x No emergency call
: 8::::32 \/ x No emergency call
: 8::::33 \/ V Emergency call
: 8::::3: \/ \/ Emergency call

NOTE: If the current VPD firmware version does not support phrase scores (the
Score for both phrases and Score for at least one phrase settings), the phrase
scores configuration goes into effect automatically when the VPD firmware
version is upgraded.
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5.4.10 EPA Configuration Parameters

V4

NOTE: For ES6502HC, EPA configuration parameters are available:

® Family or Pro with Panel CPU Version 2.05.6 or later
® PERSwith Panel CPU Version 2.03.4 or later

E Control Panel Configuration Extension

- [m] X

Photo Config | Analytics | PERS | DTMF Config | Log | VPDConfig | EPAConfig | RF
- EPAC
~Usage
V¥ Enable
Usage Alert Frequency 8 v | [his)
I
16
-BLE
¥ Enable
¥ Enable Periodic Test
-~ Fall Detection
Wake up Sensitivity Default hd
[~ Enable for New Device
[~ Enable Free Fall
Update

The purpose of the EPA Configuration tab is to configure EPA-related functionality at CP level. For
example, the functionality defined by the following parameters applies to all the EPAs installed on the

premises.
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The following table defines the EPA configuration parameters at panel level:

EPA's fall detection. Fall tests
generate a medical alarm (MA).

Default: Clear

Disable = Clear

Name Definition and Data Values | ES6502HC C7000
Instructions PERS Family or Pro
Usage Enable
9 Enable = v v v
Note: Usage data Mark to allow the EPA to send Marked
includes: usage data to the CP at the )
frequency specified. Disable = Clear
® Thestepcount:
reported for each Default: Clear
xrﬁf]rtpﬁ;\slslﬂ Usage Alert Frequency Dropdown list y y y
hours. Select the frequency at which values(hours):
® Confirmation that the usage datais sentto the CP. | 8,16,24
the EPAis being Default: 8 hours
worn: reported
hourly.
Enable
BLE c ble Bl h Enable = N/A Panel CPU Ver Not
Mark to enable B uetoqt .Low Marked 2.07 or later PERS
Energy (BLE) communications <able - Cl
with mobile devices. Disable = Clear
Default: Clear
Enable Periodic Test Enable = N/A Panel CPUVer | Not
Mark to enable periodic Marked 2w leie PERS
connectivity test for an EPA )
connected to a mobile device Disable = Clear
via BLE.
Default: Clear
Note: Parameter disabled when
BLE-Enable is not marked.
Fall Detection Wake Up Sensitivity Dropdown list: | v i i
Select the sensitivity level for Default, 1-7
triggering a detection
The higher the level - the more
sensitive
Note: It is highly recommended
to use the default level of 5
Enable for New Device Enable = N/A ]fanelzcgél)-l(:/er v
romZ. o
Mark to enable accelerometer Marked until 2.07 or
features for EPA devices Disable = Clear panel CPU Ver
recently added to 2.09 or later
Care@Home".
Default: Marked
Enable Free Fall Enable = N/A ;agglscplj\l/ef gﬂo\?
. .5and later er
Mark to enable the fall test of an | Marked 6.01.5and

later
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5411 RF Settings

NOTE: ES6502HC supports RF settings only for service types Family or Pro with

Panel CPU Version 2.05.4 or later

This RF Settings parameter is for Essence internal use only.

55. Periodic Test

The following parameters combined define the reporting frequency for forwarding a periodic system
test report to the monitoring station.

Name Definition and Instructions Data Values Factory
Settings
Enable NOTE: Only for an ES6502HC CP with PSTN interface and Enable = Marked ) ~
Night PERS service type with SW version >=2.03.2, or C7000 with Disable = Clear Disable =
. PSTN Clear
Period -
Mark to allow scheduling a period test at night.
Days The part of the reporting frequency that defines number of Number (2) 7d
days Values: 1-31 s
Unit of measure: days
Hours The part of the reporting frequency that defines number of Number (2)
hours Values: 0-23 0 hours
Unit of measure: hours
Minutes The part of the reporting frequency that defines number of Number (2) ]
minutes Values: 0-59 O minutes
Unit of measure:
minutes

5.6. Mains Failure

The following table describes the CP configuration parameters for broadcasting power-outage events.

Name Definition and Instructions Data Values Required/ | Factory
Optional Settings
Message Mark to allow the broadcast of power-outage Enable = Marked ) o
Enable events to the monitoring station. Disable = Clear | Optional Enable =
Marked
Message A fixed time-delay before broadcasting a power- N/A ) )
Delay outage event. Display Only | 4 minutes
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Name Definition and Instructions Data Values Required/ | Factory
Optional Settings
Random A2-minute time-interval during which the power- | N/A . )
Range Limit | outage event is broadcast randomly. This is used Display Only | 2 minutes
to avoid overloading the monitoring station.

5.7. Temperature

NOTE: For ES6502HC, the Measurement Interval parameter is available with

Panel CPU Version 2.05 or later.

The following table describes the CP configuration parameters for extreme temperature.

Name Definition and Instructions Data Values Factory
Settings
Extreme Mark to activate the capability to trigger the safety alarm whena | Enable = Marked Disable =
Temperature | device reports a temperature that passes the given thresholds. Disable = Clear Clear
Enable
Freeze Set the required low threshold for cold temperatures. Dropdown list 40°F
Threshold Values: 30-75 at 5°
increments.
Unit of measure:
Fahrenheit
Heat Set the required high threshold for hot temperatures. Dropdown list 100°F
Threshold Values: 75-120 at 5°
increments
Unit of measure:
Fahrenheit
Measurement | Note: For: Values: 0-255
Interval ® (7000CP minutes
® ES6502HC CP with Family or Pro service types with CP Unit of measure:
SW version >=2.05 minutes
® Only for MDS, SPB, and VPD only
Set the room temperature measurement interval for the device.
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5.8. Emergency Pendant

The following table describes the CP configuration parameters for using any of the following
emergency pendant devices: EP, EPP and EPA.

See note below

CP must receive at least one supervisory report
from the pendant.

Note: If no report is received, the CP sends an
event message to the monitoring station that the
emergency pendant is lost.

appears for some
configurations,
otherwise the
value is set to 335
hours.

Dropdown values:
5, 40, 50, 60, 70,
80, 90,100, 200,
335, 400

Name Definition and Instructions Data Values Factory
Settings
Min Press Duration | Set the minimum press time to trigger an Dropd9wn List 0.3 seconds
emergency event using an emergency pendant Values: 0.1-12 with
increments of 0.5
Unit of measure:
seconds
Pairing Min Press Set the minimum time to press the button to pair Dropdc.)wn List
the emergency pendant with the CP. Values: 4-15 4 seconds
Note: To reset a pendant that was pre-registered Unit of measure:
with the panel, press for a duration between the seconds
Pairing Min Press and the Pairing Max Press.
Pairing Max Press Set the maximum time to press the button to pair | Propdown List
the emergency pendant with the CP. Values: 4_t23 V\f”(t)hs 23seconds
increments of 0.
Note: To reset a pendant that was pre-registered ) .
with the panel, press for a duration between the Unit of measure:
Pairing Min Press and the Pairing Max Press. seconds
Supervision Report | The maximum number of hours within which the A dropdown list B5h
ours

NOTE: For ES6502HC, the Supervision Report parameter is hardcoded as 335
hours with Panel CPU Version 2.03 or later.

5.9. Medical Alarm

The following table describes the CP configuration Medical Alarm parameters for detection of:

® Extreme temperature

Medical alarm

o
® Fire, smoke or gas
o

Entrance door left open
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incoming call.

The window allows the operator to call the resident aftera
call was terminated accidentally, (not by DTMF) after the
medical alarm was triggered.

Values: 0-60;, 120,
180, 240. “Disable”
appears when
valueis O.
“Unlimited” option
available for some
configurations.

Unit of measure:
minutes

Name Definition and Instructions Data Values Factory
Settings
Delay Set the duration before the medical alarm is triggered, to | Number (3) 10 seconds
aII.ow you to cancel the medical alarm, if triggered by Values: 0-180
mistake. .
] ] Unit of measure:
Cancel the medical alarm by pressing the CP RESET —
button.
Voice Window Set the time frame for the CP to automatically answer an Number (2) )
10 minutes

5.10. Password

Enter the required 4-digit DTMF code used to allow the CP to receive remote calls. Default: 1234.
Notify Essence technical support if you use a code other than the default.

5.11.Speakerphone

Mark to activate the option to answer incoming calls using the ‘which triggers a medical alarm.
This parameter activates the speaker in the CP. The default value is Enabled.
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The following table describes the CP configuration parameters for incoming calls on the CP.
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Name Definition and Data Values ES6502HC C7000
Instruction
structions PERS Pro Family
Enable Mark to allow the CP to v Vv Vv Vv
automatically answer E'j‘ablle =_N\|arkedd
incoming calls. Disable = Cleare
Default: Cleared
Rings Set the number of rings for Number (2) Vv v v v
the CP to wait before Values: 4-12
automatically answering a
remote call. The user must
enter the DTMF code to
start a half-duplex
conversation.
Mute Rings Mark to silence the CP ringer | Enable = Marked Panel CPU Ver is Pane | Panel |
for remote calls. Disable = Cleared ® Laterthan {ICPU SPU,
Default: Cleared orequalto | 0| &S
1.03.45but | S e or
earlier 2.04 later
than 2 ?1
® Laterthan ater
2.03
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513. Sound

The following table describes the CP configuration parameters for the buttons, sirens, and voice

announcements.
Name Definition and Data Values ES6502HC C7000
Instructions PERS Not | PERS | Not PERS
PERS
Announcemen | Set the volume of the Dropdown List v v v v
t Volume button tones and the vocal | Values:1-7
announcements. Default: 7 | WhereTis Low.
Medical Siren | Set the duration for Values: 0-180 or 0-30 0-30 seconds for 0- 0-30 | 0-180
Duration sounding the medical alarm. | seconds sl e ;80 seco seconds
Default: 5 seconds ® Lsterthanor | 29¢ | N
equal to nds
1.03.45 but
earlier than 2
® Equalto2.03
or later
Else 180 seconds
Safety Siren Set the duration for Values: N/A Supp | v v
Duration sounding the safety siren. Default =180 seconds, ]?rr;;d
1-250 seconds, or panel
Disable CPU
Ver
2.07
or
later
Announcemen | Markto enable repeatinga | Enable = Marked Disable | Disabled and clear Enabled for CP
t While “Call in progress” = Cleared Default: ‘é/)e;'g':ﬁ:rou A
Connecting announcement, to assure Cleared By ane.
residents that medical
alarms are being handled.

5.14. Emergency

The following table describes the CP configuration parameters for receiving an emergency call.

Name Definition and Data Values ES6502HC C7000
Instruction
structions PERS Pro Family
Conversation Select the starting mode of | Full Duplex Vv Vv Vv Vv
g
Mode the conversation flow -
. Half Duple Panel CPU Ver earlier
between the resident and upiex than 2.03.5 v v
the monitoring station Half Duplex — Talk | Panel CPU Ver2.03.5
during an emergency call. or later
Half Duplex = Panel CPU Ver2.03.5
listen or later
Speaker Volume | Set the CP speaker volume Dropdown list Panel CPU Veris: Pane | Panel | y
F. Values: 1-7 ® Lateror Icpu | cpu
level for the beginning of : | Ver | Ver
the conversation, for a igg‘;g%ut 204 | 2.040r
half-duplex emergency call. earlier or later
than 2 later
® Laterthan
2.03
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5.15. Inactivity

NOTE: For ES6502HC, the Inactivity feature is available and enabled only if your
/ service type is PERS.

The Inactivity feature uses a global parameter that allows you to redefine the functionality of the
devices in the Activity Sensors module, such as the motion detector (PIR) and the camera detector
(IPD), to detect inactivity.

When the feature is enabled, the devices act as inactivity sensors. If no activity is detected during the
defined Time Window, the CP sends an inactivity event to the monitoring station.

The following table describes the CP configuration Inactivity parameters.

Name Definition and Instructions Data Values Required Default
/Optional
Enable Mark to activate inactivity monitoring. Enable = Marked Optional Disable =
Disable = Cleared Cleared
Time Window | Define the duration to monitor inactivity. | Dropdown list Required 8 hours
Values 8-48
Unit of measure: Hours

516. Activity Timer

NOTE: For ES6502HC, the Activity feature is available and enabled only if your
/ service type is PERS.

The purpose of the activity timer parameters is to monitor whether the resident is active.

The resident is expected to press the CP RESET button during defined time intervals. The CP reminds
the resident to press RESET, 15 minutes prior to the end of the time interval. The CP issues an alarm if
the resident does not press RESET during the defined time interval.

NOTE: If activity is not verified, an inactivity event is sent to the monitoring

/ station.
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The following table describes the CP configuration Activity Timer parameters.

Name Definition and Instructions Data Values Required
/Optional
Enable Mark to activate the ability to monitor whether the resident is active | Enable = Marked | Optional
within the premises. Disable =
NOTE: If marked, the CP emergency call button LED is lit Blue: Cleared Default:
® For ES6502HC, for the day if both Timer 1 or Timer 2 are Cleared
clear.
® For C7000, only during the periods defined by enabled
Timer 1or Timer 2 parameters
Timer1 Mark to activate the first time-interval when resident activity is Enable = Marked | Optional
monitored. Disable =
Cleared Default:
Cleared
<Start / End Interval> Time-Picker field | Required if
Define the first time-interval, defined by a start time and an end Format: HH:Mm | Enabled
time, when resident activity is monitored. NOTE: Overlapping time AM/PM
periods are not acceptable.
Timer 2 Mark to activate the second time-interval when user activity is Enable = Marked | Optional
monitored. Disable =
Cleared Default:
Cleared
<Start / End Interval> Time-Picker field | Required if
Define the second time-interval, defined by a start time and an end Format: HH:Mm | Enabled
time, when resident activity is monitored. AM/PM
NOTE: Do not enter overlapping time periods.
5.17. Smoke Detector

4

NOTE: For ES6502HC, the Smoke Detector parameter is supported.

For service type Family and Pro with Panel CPU Version 2.09.9 or later, the

parameter is enabled. By default, it is cleared.

Mark to activate the option to initiate a call to the monitoring station when smoke is detected. This

parameter activates the speaker in the CP. The default value is Enabled.

5.18. The Control Panel Module Buttons

The Control Panel module buttons are located at the bottom of the screen. The functionality of the
module buttons is:

® Clear — Restores the parameter values to the values of the last update or the original values

from the CP upload.
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® Update - Updates all the new and revised configuration parameter values to the Control Panel
module.

You must click Update to ensure that the modifications are integrated into the CP configuration,
before downloading or saving.
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6. The Communications Module

Main
Care@Home

Communications

Dialer

Activity Sensors
Safety & SOS
Voice & LED

Mobile Operators
-~ Custom Labels

“-Log Events

Click Communications on the Main navigator menu. The Communications module allows for
configuration management of multiple communication channels, enabling remote activation or
redundancy, in case of channel failure or other connectivity issue. The multiple channels support
two-way data communications between the Care@Home™ CP, installed on the resident’s premises,
and the monitoring station.

[ !E Communications EI

~Communications
General | Cellular | Ethemet |

 General
rLink Lost / Restored ~DNIS
Event ISent for each active link j DHIS IW
Delays [~ Combine DNIS with Account No.

Message Dela |15 (min)
9 Y —Phone Number
Random Range Limit |15 (min) Phone Mumber I[]

~Authentication

Voice & LED IWarn when both links are down j
Password I[]
~IP ACK Timeout Configuration r Comrunication
Ack Timeout |3[] (sec) [T Enable PSTN-Cellular Redundancy

Update |

The following are the available CP communication channels:
® Public Switched Telephone Network (PSTN)
® Cellular

® Ethernet
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The .cpffile received from Essence for each CP is pre-configured with the matching communications
channel parameters.

6.1. General Communications

NOTE: To save changes, remember to click Update before exiting the module or
/ the application.

General Communications defines the communications-related parameters for the C7000 configured
for multiple communications interfaces and ES6502HC panels with cellular capability.

6.1.1 Link Lost or Restored

When the CPis configured with multiple communication interfaces, if there is no link for a specific
communication interface, this configuration defines whether warning events should be sent over
other available link(s).
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Name Definition and Instructions Data Values
Event Whether a link event is meant to be sent, if there : gent ?or eacE acti\éle “dnll'( "
is no link on the communication interface: If sent, ent for each enabled in
. . ® Neversent
whether for an active or enabled link.
Event Length of message delay, if the delay frame is 0-60 minutes
Message enabled.
Delay . .
Note: If the warning event is never sent, the delay
frame is disabled.
Event Length of random delay before sending link 0-60 minutes
Random events, if there are regional communications
Range Limit s
Voice &LED | Whether CP should warn user with vocal o \d/Varn when both links are
announcement and/or LEDs, if there is no link on own .
L ® Warnwhen enabled link is
the communication interface. q
own
® Warn when active link is
down
6.1.21P ACK Timeout Configuration
The following table describes the acknowledgement timeout parameter.
Name Definition and Instructions Data Values
ACK Timeout Set the wait time to receive an acknowledgement message. Number (3)
Values: 15-300 seconds

6.1.3Communication

The following table describes the communication parameter.

Name Definition and Instructions Data Values Required/
Optional

Enable Note: Not configurable Disabled= Clear N/A

PSTN-

Cellular

Redundancy
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6.1.4DNIS

The following describes the general communication parameters for the DNIS.

Name Definition and Instructions Data Values Factory
Settings
DNIS Note: Only when cellular or Ethernet communications is Hexadecimal 00000
(Dialed enabled
Number Enter the DNIS number, included in the SIA IP and SIA DC-09
!Sden.tlflcatmn messages sent from the CP to the monitoring station.
Siee) The number is used by the monitoring station to
differentiate between multiple service providers.
Combine Note: Relevant for: Combine =Marked | clear
DNIS with ® (7000 (cellular / Ethernet onboard) DNIS only = Cleared
Account No. ® ES6502HC (cellular enabled):

I Panel CPU version 2.03.7 through 2.04

[ CPanel CPU version 2.07 and later
Mark to combine the last five digits of the account number
with the DNIS, SIA IP communication channel only. Can also
be used with DC-09, using the entire account number

Format: <DNIS>||<Last 5 digits (Account #)>

Note: Combining the DNIS with the account number
increases the number of available account numbers.

6.1.5Phone Number

The following describes the phone number of the SIM or landline.

Name Definition and Instructions Data Values ES6502HC C7000
PERS Pro Famil
Yy
Phone Enter the cellular number of the SIM card International Panel | Panel | Panel |
Number installed in the CP. For the C7000 cellular phone cpPu cpu cpu
h t model, enter the landline number or ver Ver Ver
PSTN/Etherne , : 2032 | 2054 | 2.054
number. landline for orlater | orlater | orlater

Note: If the CP configuration, uploaded to the | /000

CMS warehouse, includes a SCAIP dialer with PSTN/Ethernet
callback enabled, the callback SIM number model
entered during CMS warehouse processing
overrides this SIM number.
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NOTE: Applies to
/ ® ES6502HC:
B Cellular enabled

@ Panel CPU version 2.05.6.15 through 2.14
® (7000

The following table describes the authentication password parameter.

Name Definition and Instructions Data Values Required/
Optional
Password SCAIP password Enable = Marked Optional
Disable = Clear

6.2. Cellular Communications

H
~Communications

General Cellulari | Ethemet |

i~ Cellular Communication:

~ Modul
¥ Enable C1NA4G3G v20.00.545.1
IMEI
i~ Configurations
[~ Provider - SiM
I Lock ICCID:
Name A - I~ PIN Code 0

™ Switch Automatically

i~ Dialer Configuration:

Min Reception 1

Number of Retries 3
APM telstra internat

Retry Timeout 60 lsec)
User Name |guest

Password Iguest

Blacklisted Provider Code: N/A

- APN

i~ Call Configuration;

~Audio Codec Ring Tones Default -
Codecs IU DTMF blocking period Default =
Update |

Cellular Communications contains cellular configurations, defining the communications-related

parameters for both:
® C/7000CP
® ES6502HCCP
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The communications-related parameters are relevant to the ES6502HC CP and to C7000 CPs
configured for a cellular communication interface.

NOTE: All cellular communications parameters are only required when cellular
communication is enabled.

6.2.1 Module

The following table describes the module parameters.

Name Definition and Instructions Data Values
Module Module identification for cellular communications. Includes CMS
Display only. module code

plus the module
version: major,

minor,
subversion and
build.
IMEI Number | International Mobile Equipment Identity (IMEI) IMEI number
number. Display only.
The module for the ES6502HC panel is always 3G/2G
The following table lists the modules by GSM band for the C7000 panel:
CP Cellular Band | Band Data Allowed
Modules Note: Only if cellular communication is enabled
CINA .
3G 4G, 3G (N.America LTE)
CIEUR
3G 3G, 2G (Europe 3G)
CIAP
4G 4G, 3G (APAC LTE)
CIEU
4G 4G, 3G, 2G (Europe LTE)
CILA

4G 4G, 3G, 2G (Latin America LTE)
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The following table describes the GSM configuration parameters for the cellular provider.

Provider Code

provider code

Name Definition and Instructions Data Values | Required/ | Factory
Optional | Settings
Lock Mark to allow the selection of a specific cellular Enable Optional Disable =
provider. roaming = Clear
Note: This parameter disables SIM card roaming. Marked
Disable
roaming =
Clear
Name Choose the cellular provider for the CP SIM. Dropdown list | Required N/A
Note: The available options can be configured per resident’s
using Mobile Operators.ini region or N/A
Switch Mark to switch automatically between providersif | Enable Optional Disable =
Automatically Lock is not marked. C7000 version 6.03.2 and later | automatic Clear
only. switching =
Marked
Disable
automatic
switching =
Clear
Blacklisted Indicates blocked cellular provider. Cellular Read-only N/A

6.2.3 APN
The following table describes the cellular configuration parameters for APN credentials.
Name Definition and Instructions Data Values
APN The Access Point Name (APN) for your SIM card The CP loads the actual APN
service provider. information from the Mobile
) B . Operators module, according to the
User Name The APN user name assigned by your service provider | apy I
Password The APN password assigned by your service provider. | in the CP.

NOTE: If the APN information does not allow the CP to connect, the CP should
request other APN information from the network. When the CP finally connects

successfully, the CP saves the APN information retrieved from the mobile

operator module in these parameters.
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NOTE: The Audio Codec parameter is available parameter is available for:

/ ® C7000 panels

® ES6502HC ADL firmware version between

B 2.06.6 and 2.07 (excluding 2.07).

M 2.09 and 2.14 (excluding 2.14).

The following table describes the GSM configuration parameter for the GSM/UMTS audio codecs

settings.
Name Definition and Instructions Data Factory Settings
Values
Codecs Configure the GSM/UMTS audio Values: | Oninitialization, Codecs is set automatically:
codecs required setting. 0-255 If the audio language is either Slovenian or Hebrew,
Codecs is set to 95. Otherwise, Codecs is set to 0.
NOTE: Consult with Essence technical support personnel before changing the
/ GSM/UMTS audio codecs setting.
625 SIM
The following describes the GSM configuration parameters for the SIM.
Name Definition and Instructions Data Values
ICCID Unique SIM card identifier. Display only. ICCID number
PIN Code Mark PIN Code check box to require a PIN code entry. | Enabled=Marked
Enable Disabled=Clear
PIN Code PIN for the CP SIM card. Number (4)
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The following describes the GSM configuration parameters for the dialer configurations.

Name Definition and Instructions Data Values Factory
Settings

Min Set the minimum GSM reception level. Number (2) 10
Reception
Level Values: 1-31
Number Enter the number of times the dialer redials a Number (3) 2
of Retries | phone number. Values: 0-255
Retry Enter the time interval, in seconds, between Number (3) 1
Timeout redials. Values: 0-255

Unit of measure:

seconds

6.2.7 Call Configurations

The following describes the GSM configuration parameters for the call configurations.

Name Definition and Instructions Data Values Factory
Settings
Ring Tones Select the ring tones for when the CP receivesa | Dropdown list “Default”
call. Values, “Default”, 1-18
DTMEF blocking NOTE: For ES6502HC, same for PSTN and GSM Default or 1-60 seconds “Default”
period calls.
Select the period duration (in seconds) that the
control panel ignores DTMF from the beginning
of the emergency audio call

Refer to 2.3.4 Understanding the DTMFConfig.inion page 20.
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6.3. PSTN Communications

F!E Communications E = E

Communications
General Cellular PSTN. | Ethernet |

PSTN Communications
[¥ Enable

Configurations

@ Tone " Pulse

Ack Timeout 30
DTMF Configuration Default from CP ~

DTMF Blocking Period Default -

Update

PSTN Communications contains PSTN configurations, defining the communications-related
parameters for both:

® C7000CP
® ES6502HC CP

The communications-related parameters are relevant to the ES6502HC CP and to C7000 CPs that are
configured for a PSTN communication interface.
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Name Definition and Instructions Data Values ES6502HC C7000
PERS | Pro Family
Enable Note: For CP with PSTN interface Enable = Marked v v
Mark to activate control panel landline | Disable = Clear
communications
. f P Dropdown List
Confiqurations | Tone/Pulse Select the dialing method of the
Y / resident’s telephone Tone or Pulse When PSTN communication v
is enabled
Ack Timeout Set the wait time to receive an Number (3) o
acknowledgement message Values: 1-180 in seconds When PSTN communication vV
is enabled
Select the external dual-tone ! ! When PSTN communication
Dropd list of available DTMF
DTM!: . multi-frequency (DTMF) C(;ﬁ?ig(lj\r/;[t"i(; fﬁeival ave is enabled and
Configuration configuration file name. SW version >=1.03 v
Note: Essence recommends ®  Default from Panel
using the Profile-1 settings. To @ Profile-1
define your own settings, use the ® <Additional DTMF
Profile-1settings as a guiding profiles as defined in
template. the PstnDtmf.inifile>
DTMF This feature is used during an Dropdown List ) ,
Blocki emergency call, for a given time- | V3lues:1-60 seconds and “Default When PSTN communication | Separate
ocking riod, to inter he DTMF Note: Default — The blocking is enabled: same configurations
. period, to intercept the D e Eee
Period codes sent to the CP. The period is disabled. All DTMF codes | configuration is used for for cellular
purpose is to prevent the CP from | 3re received by the CP. PSTN and GSM, since only and PSTN
acting according to these DTMF one interface can be interfaces
codes. enabled at the same time
Note: The DTMF codes are sent
when the monitoring station is
transferring the call to the
operator assigned to answer the
emergency call.
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6.4. Ethernet Communications

'§8 Communications =le ==
Communications
General || Celular | PSTN | Ethernet |

Ethernet Communications
¥ Enable MAC Address: 30-09-F9-82-04-1B ‘

Configurations

IP Setup
r A
IP Address

1 | 192 || 168 ” 148 || 34 |

Subnet mask | 255 || 255 H 252 ” 0 |

Default gateway l 192 ” 168 ” 148 ” ! I

PrimaryDNs | 72 || 16 || 0 ][ 143 |
| 172 || 16 ” 0 || 144 |

Secondary DNS

Update

Ethernet Communications contains Ethernet configurations, defining the communications-related
parameters only for the C7000 CP configured for an Ethernet communication interface.

NOTE: Ethernet configurations and related parameters are only relevant to
C7000 CPs.

The following parameters are mandatory if the C7000 CP is configured for an Ethernet interface.

Name Definition and Instructions Data Values Comment
Ethernet Enable Note: For CP with Ethernet interface Enable = Marked o
Mark to activate control panel full Ethernet ® Disable = Clear
communications
MAC The Ethernet mac address assigned to the Hexadecimal Display only
Address C7000 CP. Format: FF-FF-FF-
FF-FF-FF
IP Setup Automatic | Mark to activate automatic IP setup Enable = Marked Default: clear
Configurations | IP configuration by DHCP. Disable = Clear
IP Address | Enter the CP’s IP address on the local Ethernet | 4 3-digit strings Mandatory
network
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Name Definition and Instructions Data Values Comment
Subnet Enter the subnet mask for your router to Values from 0- 255
Mask work, according to your router network
settings
Default Enter your router’s IP address
Gateway
Primary Enter the IP address for the domain name
DNS system server.
Secondary | Enter the IP address for the backup domain 4 3-digit strings o Optional
DNS name system server. ® Valuesfrom O-
255
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7. The Dialer Module

Main
Care@Home
- Control Panel
- Communications

- Activity Sensors
Safety & SOS
-Voice & LED

Mobile Operators
- Custom Labels

“-Log Events

Click Dialer on the Main navigator menu. The Dialer module is the tool that enables the definition of
communication methods and the management of the flow required to communicate with a
monitoring station or Care@Home" servers. The module allows you to manage the destination list,
comprised of domain names, IP addresses, and in some cases, phone numbers, along with the connect
sequences for communication between the Care@Home™ CP and the monitoring station or
Care@Home" servers.

NOTE: If Care@Home" is configured to work without the PERS receiver, do not
» use the PERS Dialer functionality such as:
& ® The Comm Type: Message
® The Sequence Protocols: PERS Supervisory and PERS Alert

7.1. Destination Definitions by CP Type

A destination is defined as one of the following:
® Phone number
® |Paddressand a port number

® Domain name (URL) and a port number

Destination attributes include, among others, the communications type, communication
channels (interfaces), and protocols, defined for each destination, depending on the CP model type.

The CP model types are:
® ES6502HC — This legacy CP model allows for either PSTN or GSM communications

@ C7000 Pre Version 6.1 — This upgraded CP model allows you to select one of the following
specific communication channels, alongside the traditional communication channels like
PSTN.

LTE (4G)
3G
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® C7000 Version 6.1and later — From this version, the CP is upgraded to support the following
multiple communication channel types, known as interfaces:

PSTN
Cellular
Ethernet
This version allows for multiple communication interfaces to be enabled simultaneously.

This upgraded CP model supports the Ethernet interface in addition to the LTE (4G), 2G and 3G
interfaces, alongside the traditional communication interfaces.

NOTE: The Message communication type in this control panel is redefined as
~ multiple interfaces with multiple protocols for each interface.
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7.2. Destination Definitions for an ES6502HC CP

THE DIALER MODULE

This legacy control panel model supports either PSTN or GSM communications.

The following shows ES6502HC d

jalers:

?laler E=18c M
D ns
D I Phone Num / IP:PORT | Comm Type | Channel Emergency Number| ~ Phone ID: 1 VI
1 test.example.com:3060 Message GPRS SCAIP 111111111 Comm Type:
2 test? example.com:5060 Message GPRS SCAIP R e
3 care.example.com:10060 Analytics ... GPRS 111111111 Channel GPRS SCAIP ,I
4 care.example.com:5666 Data Stream GPRS
5 11NN Voice GSM
? Receiver Address
8 ¥ Domain Name
?[] URL: test example com
n Port:  [3060
12
13 Pratocol: |UDP -
14
15 Emergency Number: 111111111
16
< > Update | More |
- Dial Sequenc
Message |  wideo | STUN |  DATA Fail-Safe Number |

1D | Protocol | Sequence | Retries Eniest PERS Supenisary

1 PERS Supenvisory .12 1

2 PERS User Alert .1.1,1,2,2,2 1 Sequence: 1 [z [

3 PERS External Alert .1.1,1,2,2,2 1

4 PERS Technical Alet . 1,1,1.2, 2,2 1 MNo. of Retries: |1 'I

5 Analytics Alert 3 4

W Update
“Woice Signaling Numbers

7.2.1Defining Communications Types and Channels

Phone ID:

——)  COmm Type:

Comm Channel:

94

mesel Comm Channel:

Phone ID: |1 vl
Comm Type: IAnaIyl\cs Messz vl

IGPRS 'l

1 =
IAnaIy‘lics Mess: vl

Analytics Message|
Data Stream

STUN
Debuyg Printing

Receiver Address
GPRS 2G

[~ Domain Name

e [T [
Port: I

F’rotocol:lﬁ
Emergency Number: I
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The following table describes the basic attributes required to add a destination to the Destination list.

Comm Channels

the communications type entered in the
previous field.

Dropdown list
changes
according to the
selected Comm

Type.

Name Definition and Instructions Data Values ES6502HC
PERS Pro & Family
Destination ID Internal identification of a dialer Values: 1-16 v v
Phone Num/ The phone number or IP/URL plus port Receiver address | y v
IP :Port number entered for the destination ID
receiver address
Comm Type Select the communications type for the Analytics Message | N/A v
Destination.
NOTE: Use the “Message” Comm Type Message v v
only if the Care@Home"™ system is Data Stream N/A v
configured to work with a PERS receiver. e " v
Voice N/A GSM enabled &
Panel CPU Ver
2.05.2 or later
STUN N/A v
Debug Printing Panel CPU Panel CPU Ver 2.04
Ver2.03 or or later
later
Select the broadcast method to use with v v

The following table lists the communication channels available for each communication type.

Comm Type | Description Comm Channels Emergency
ES6502HC Number
PERS Family or Pro
Analytics For sending event messagesto | N/A : giig ewith Elrlnergencv number
Message the Care@Home" Server Ry fo‘z‘(’)";‘:v‘ai”t'r\]/f;ff'm
2.04 or later address/domain

name

Note: Number
erased only using
delete key
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Comm Type | Description Comm Channels Emergency
Number
ES6502HC
PERS Family or Pro
Message For sending event messages to GPRS with @ CPRSwith Emergency
X Panel CPU Ver Panel CPU Ver number allowed
the PERS receiver. earlier than earlier than only for first 10
Note: Use this Comm Type only 2054 2054 rov\);.
if Care@Home™ is configured CGPRSSIA IP @ cerssiaip
R 7 GSM-enabled enabled & Note: Number
to Work W|th a PERS receiver. & Panel CPU Panel CPU Ver erased Only USing
Ver2.03.30r 2.05.4 or later delete key
later ® GPRSSCAIP-
GPRS SCAIP enabled &
GSM-enabled Panel CPU Ver
& Panel CPU 2.05.4 or later
Ver2.03.30r @® GPRSSIADC-
later 09 enabled &
SIA DC-09 Panel CPU Ver
GSM-enabled 2.05.4 or later
&Panel CPU @® GPRSBS 8521-
Ver2.03.3or Ver2.09.6 or
later later
SIA-PSTN- ® T2iSMms-
enabled Panel CPU
ContactID - version 2.11
PSTN-enabled and later
&Panel CPU (Essence
Ver2.03 or technical
later support only)
Voice
Signaling —
PSTN-enabled
& Panel CPU
Ver2.03 or
later
CPC — PSTN-
enabled &
Panel CPU Ver
2.03.2 or later
BS 8521 -
PSTN-enabled
and panel CPU
version 2.16 or
later
4x2 — Panel
version 2.14
and later
T2i SMS -
Panel CPU
version 2.11
and later
(Essence
technical
support only)
Data Stream For sending files to the N/A ® cprs
Care@Home™ server that @ 2Gwith Panel
contain: CPIU Ver2.04
® Detections from oriater
Family and Pro activity
Sensors
® Panel and peripheral
information
Video For sending photos taken by N/A @ cers
the camera detectors (IPD) ®  2Gwith Panel
CPU Ver2.04
or later
Voice For calling the monitoring Care@Home 2.5.14 or later | GSM Phone number
station Fail-Safe number and panel software version required
2.11or later
Note: Number
erased only using
delete key
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Comm Type | Description Comm Channels Emergency
Number
ES6502HC
PERS Family or Pro
STUN For sending messages, via UDP, | N/A ® cprs
to the Care@Home™ server
that enables the CP to receive
commands via UDP
® Panel CPU Ver2.03 ® Panel CPU Ver

Debug Printing

For Essence technical support
only

or later
GPRS — GSM enabled
PSTN - PSTN enabled

2.04 or later
® GPRS

722 Selecting Communication Channels

The available communication channels are the same for either communication type method:

® PSTN -Phone number.

® GPRS - Options:

IP address

Domain address (URL) with a port number, such as 3061

Phone number for GPRS BS8521 and T2i SMS

To select your communication channels, choose the broadcast method that matches your CP
communications method.

7.2.2.1 Configuring PSTN Communications Method

For PSTN communications method, the available broadcast methods are:

® SIADC-03

4x2

Contact ID

Voice Signaling
CPC default/NEAT
GPRD BS 8521

When choosing any of these methods, the Dialer module prompts you to enter the landline phone
number of the monitoring station receiver.

When choosing Voice Signaling, the Dialer module prompts you to enter the direct phone number of
the monitoring station. The Voice Signaling mode is used to ensure that event messages reach the
monitoring station, even if the receiver cannot interpret messages sent by other protocols. For
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ES6502HC panels with SW version >=2.16 (PERS 2.4) — the phone number in the Voice Signaling
destination is for emergency alarms — but additional dialing scenarios can also be entered.

7.2.2.2Configuring GSM Communications Method

For GSM communications method, the following are the available cellular communication protocol
methods, between the CP and the monitoring station:

® GPRSSIAIP
GPRS SCAIP
GPRS SIA DC-09
GPRS BS 8521

T2i SMS

When choosing the GPRS communication channel, the Dialer module prompts you to enter receiver
address information, except when using GPRS BS 8521 or T2i SMS.

Pronse ID: i - o [ﬁ Phane 1 e
Phcine " - - | R
Come T ] Comm Typa e -
Comm Type Message - c Typs = i Lleiiage = [Lhesage __|

ConmCrors CEETEY]  comors  [CREIEES]
Blecawar Aadresy Hacanes hakiress [Mars) i m—
Recener Address Bacensr Address ™ (Cioemiasn Hams I Calteck
™ Demain Hame ™ Doman Name S .. RaquuDesy [ <]l
. = Por [t Fiecuryt Curston | =] i
Pt O8I T e T O
Prowocol [TGp = e Easpen Rk |
Emegency Number: [ Emesgency Mumber: [ - ut | Wi | =
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7.2.3 Defining Receiver Address Attributes

Most of the communication channels are based on receiver address attributes.

Phane ID: |1 vl Phone ID: 1 vl
Comm Type: IAnachs Mess: vl Comm Type: Analytics Mess: 'I
Comm Channel: IGPRS vl Comm Channel: GPRS -I

Receiver Address————————————— Receiver Address
[~ Domain Name v Domain Name
IP: W W lﬁ IE URL: Www.essence-grp.com
Pot [0 Por [m0
Protocol: - Protocol:lm
Emergency Number: lm Emergency Number: lm

For the Message communication type, the communication channel s require the same attributes
except for SCAIP.

Phone ID: 1 -
Phone ID: 1 =] Comm Type: Message -
Comm Type: Message = Channel GPRS SCAIP b
Comm Channel: GPRS SCAIP R4
Receiver Address (More)
’ [~ Callback
Receiver Address
I Domain Name Request Delay |5 - | [zec]
P ,— ,_ l_ l— Request Duration |3 - | [min]
Pot: ,30517 Server User Name Iuser The SCA'P
Protocot[Uop 7] SCAP Flavour  [Default - additional
Click to enter Emergency Number: [ i
gency Number:
« ' _ _ Update B receiver data
additional receiver data% Answerlink
Update ] Maore |

The following table lists and defines the receiver address attributes.

Name Definition and Instructions Data Values Required/
Optional
Domain Name Mark if a URL is required rather than an IP address. Enable = Marked )
. Optional
Disable = Clear
URL When Domain Name is marked, enter the web address Character o
that refers to the IP address of the monitoring station “«domain names” Required if
receiver. Domain
' For example: Name
NOTE: Domain name can be up to 32 ASClI characters ,, ked
onl www.essence- marke
Yy grp.com”
IP address When Domain Name is not marked, enter the IPv4 A set of 4 3-digit )
receiver address. strings Required
Values from 0- 255
Port* Enter the port number used by the monitoring station Integer (5) )
receiver. The default ports are listed in the table below. | \/3jyes: 1-65535 Required
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Name Definition and Instructions Data Values Required/
Optional
Protocol** NOTE: Not applicable for Debug Printing Dropdown list Required
Select the IP communications protocols: depends @

® Tcp communication

e channel
Emergency NOTE: Comm Type Analytics Message and Message 19-character string. Optional
Number with GSM enabled. For C7000, GSM enabled is not Accepts numeric

required

and/or the Care@Home™ backend.

Enter a phone number to call in case of an emergency,
after sending the emergency event to the receiver

digits, “+” and “#”
only.

NOTE: Available only
for the first 10 rows

Note: Number erased
only using delete key

* - The following table lists the receiver address ports defined as defaults for the communication

channels:

Interfaces Default Port

SIA-IP 3061

SCAIP 5060 — default SIP port
SIA DC-09 Clear - no default
Analytics Alert | 10060

STUN 3478

Video 5666

Data stream

Debug printing

** - The following receiver address protocols are allowed for the communication type and/or channels:

Communication Type

Communication Channel

Receiver Address Protocols

ES6502HC

Analytics Message Alert TCP/UDP
- SIAIP uDP

SCAIP ubpP

SIA DC-09 UDP/TCP
Data stream TCP/UDP
Video TCP/UDP
Voice
STUN ubp
Debug printing N/A (TCP)

If the chosen protocol is SCAIP, click More to enter additional SCAIP receiver information.

Name Definition and Instructions Data Values
Callback Mark if you want the monitoring station to call you back, in Enable = Marked, Disable = Clear
case of an emergency. Optional
Note: The cellular phone number must be entered.
Refer to 6.1.5 Phone Number on page 82.
Request Select time frame in seconds for request delay. Dropdown list: 5 - 19 seconds
Delay Optional
Request Select time frame in minutes for request duration. Dropdown list: Values: 3 - 9 minutes
Duration Optional
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for service types Family or Pro with Panel CPU Version
2.05.6.15 or later

Name Definition and Instructions Data Values

Server User Enter your user name on your server. Required

Name If SCAIP, authentication password is
entered. Refer to 6.1.6
Authentication Password on page 83.

SCAIPFlavor | Note: For ES6502HC, this parameter is enabled and required | Drop down list values:

Default

ENAI -

Panel CPU version 2.05.6
and later

VITAL -

Panel CPU version 2.09.1
Answerlink -

Panel CPU version 2.09.5
and later

NEAT -

Panel CPU version 2.11
and later

VICTRIX -

Panel CPU version 2.11
and later

Click Update to add the IP addresses and more to the destination list of the Dialer module along with
the attributes entered for each destination.

7.3. Destination Definitions for a C7000 CP- Pre
Version 6.1

Functionality of the C7000 CP is defined in relationship to Care@Home™ version 6.0. For example,
prior to Care@Home™ version 6.0, only GPRS communication channels were available for Message

dialers.
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The following shows C7000 dialers prior to Care@Home™ version 6.1:

THE DIALER MODULE

s
1% Dialer
- Desti ns

D | Phone Num / IP:PORT | Comm Type | Interface | Protocol | Emergency Phone ID- 1 -
1 care.securely nz:10060 Analytics . LTE 063660220 Comm Type:
2 care.securely.nz:3061 Message LTE SIAIP yps- Analytics Message:lv
3 062102516 Voice GSM Interface = =
4
5
6  care.securely.nz:5666 Data Stream LTE e A s
7
8  care.securely.nz:3478 STUN IP (Any) [¥ Domain Name
?U URL: care.securely.nz
" Pot-  [10080
12
13 Protocol:lm
14
15 Emergency Number- |063660220
16
< > Update |
- Dial Sequenc:
Message |  STUN |  DATA | Fail-Safe Number

D | Protocol | Sequence | Retries Pratecol: PERS Supenisory

1 PERS Supenisory }

2 PERS Alert Sequence:

3 Analytics Alert 1 3

No. of Retries: h
Update

Yoice Signaling Murnbers

NOTE: Prior to Care@Home"™ version 6.1, the C7000 supported only the PERS

/ service type.

The following sections discuss functionality in relation to Care@Home™ pre-version 6.1.
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7.3.1 Defining Communications Types and Channels

Phone ID: 4 - >
Comm Type: Analytics Mess: »

Analytics Messaqge
Data Stream
Message
Voice

Video

STUN

Debug Printing

Comm Channel:

The following table describes the basic attributes required to add a destination to the Destination list.

Phone ID: 1 -
Comm Type:  |Analytics Message ~
Interface LTE =

LTE

Receiver Address

v Domain Name

URL:  [caresecurelynz
Paort: IW
Pmmco\:ITCP -I
Emergency Number: Im

® essence
( ;.

$ smartcare

communications type entered in the previous
field.

according to the
selected Comm Type.

ame efinition and Instructions ata Values Before
N Definit d Instruct Data Val C7000 Bef
ver 6.1

ID Internal identification of a dialer Values: 1-16 v
Phone Num / IP: The phone number or IP/URL plus port Receiver address v
Port number entered for the destination ID

receiver address

Select the communications type for the v
(SR T Destination. Message

NOTE: Use the “Message” Comm Type only if ‘ v

the Care@Home" system is configured to Voice

work with a PERS receiver. v

Debug Printing

Comm Channels Select the broadcast method to use with the Dropdown list changes v
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The following table lists the communication channels available for each communication type.

Comm Type

Description

C7000 Before ver 6.1
Comm Channels

Emergency
Number

Analytics Message | For sending event messages to the ® GPRS Emergency number
Care@Home" Server ® GPRS2G allowed only for first
10 rows
Note: Number erased
only using delete key
Message For sending event messages to the PERS ® SIAIP Emergency number
receiver. ® SIADC-09 allowed only for first
10
Note: Use this Comm Type only if ® SCAIP FOYVS
Care@Home™ is configured to work with a ® SIA Note: Number erased
PERS receiver only using delete key
: ® ContactID
® CPC
® Voice
Signaling
® Debug
Printing
o 4x2
® BS 8521:2009
Data Stream For sending files, that contain the detections ® GPRS
from activity sensors, to the Care@Home™ ® GPRS2G
server
Video For sending photos taken by the camera ® GPRS
detectors (IPD) ® GPRS2G
Voice For calling the monitoring station Fail-Safe ® GSM Non-emergency phone
number ® PSTN number required
Note: Number erased
only using delete key
STUN For sending messages, via UDP, to the ® GPRS
Care@Home™ server that enables the CP to ® GPRS2G
receive commands via UDP
Debug Printing For Essence technical support only ® GPRS
® GPRS2G
® PSTN

7.3.2 Selecting Communication Channels

The available communication channels are:

® PSTN - Enter a phone number.

® LTE- Enter either an IP address or a domain address (URL) with a port number, such as 3061.

® GSM - Enter a phone number

To select your communication channel, choose the broadcast method that matches your CP
communications method.
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7.3.2.1 Configuring PSTN Communications Method

For PSTN communications method, the available broadcast methods are:
e SIA
® ContactID
® Voice Signaling
® CPC

When choosing any of these methods, the Dialer module prompts you to enter the landline phone
number of the monitoring station receiver.

When choosing Voice Signaling, the Dialer module prompts you to enter the direct phone number of
the monitoring station. The Voice Signaling mode is used to ensure that the medical alarm (MA) event
messages reach the monitoring station. Voice Signaling dialer works only in half-duplex mode.

7.3.2.2Configuring Cellular Communications Method

For cellular communications method, the following are the available cellular communication protocol
methods, between the CP and the monitoring station:

® SIAIP
® SCAIP

® SIADC-09
® BS8521

When choosing the cellular interfaces, the Dialer module prompts you to enter receiver address
information, except for BS 8521.
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Defining Receiver Address Attributes

Most of the communication channels are based on receiver address attributes.

Phone ID: |1 vl
Comm Type: IAnachs Mess: 'l
Comm Channel:

IGPRS 'l

[~ Domain Name

e [ @ (@ 2

Receiver Address

Port: |1 360
Protocol: I vI

Emergency Number: |0445445487¢

Phone ID: 1 'I
Comm Type: Analytics Mess: 'I
Comm Channel:

GPRS 'I

¥ Domain Mame

URL: Www.essence-grp.com

Receiver Address

Paort: 1360
Pratocol | Top -I

Emergency Mumber: IUMSMS&LB?E

For the Message communication type, the interfaces require the same attributes except for SCAIP.

Click to enter

additional receiver data

Phone ID: 1 jhd Phone ID: 1 vl
Comm Type: Message | Comm Type: lm
Comm Channel: SCAIP |- Comm Channel: | SCAIP -]
Receiver Address —Receiver Address (More)
I~ Domain Name ™ Callback
) Request Delay vI [s=c)
I I
- 061 Request Duration vI {rmin) The SCAIP
Prntncnl'[m Semver User Name additional
Emergency Numoer: [ SCAPFimwr  [oour ] receiver data
Default |
EMA|
Update I More | Update | Close |

The following table lists and defines the receiver address attributes.

Name Definition and Instructions Data Values Required/
Optional
Domain Name Mark if a URL is required rather than an IP address. Enable = Marked )
. Optional
Disable = Clear
URL When Domain Name is marked, enter the DNS that Character o
refers to the IP address of the monitoring station “«domain names” RDeqmr.ed if
receiver. omain
. For example: Name
NOTE: Domain name can be up to 32 ASClI characters ,, ked
onl Www.essence- marke
Yy grp.com”
IP address When Domain Name is not marked, enter the IPv4 A set of 4 3-digit )
receiver address. strings Required
Values from 0- 255
Port* Enter the port number used by the monitoring station Integer (5) )
receiver. The default ports are listed in the table below. | y/3jyes: 1-65536 Required
Protocol** NOTE: Not applicable for Debug Printing Dropdown list Required
Select the IP communications protocols: depends e
communication
® TCP channel
® uDp
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Name Definition and Instructions Data Values Required/

Optional
Emergency NOTE: Comm Type Analytics Message and Message 19-character string. | Optional
Number when using SIA IP, SIA DC-09, or SCAIP. Accepts numeric

Enter a phone number to call in case of an emergency,
after sending the emergency event to the receiver
and/or the Care@Home™ backend.

digits, “+” and “#”
only.

NOTE: Available only
for the first 10 rows

Note: Number erased
only using delete key

* - The following receiver address ports are defined as defaults for the communication channels:

** - The following receiver address protocols are allowed for the communication type and/or channels:

Communication Channel | Default Port

Data stream
Debug printing

SIA-IP 3061

SCAIP 5060 — default SIP port
SIA DC-09 Clear — no default
Analytics Alert 10060

STUN 3478

Video 5666

Communication Type Communication Channel Receiver Address
Protocols
C7000
Analytics Message Alert TCP/UDP
- SIAIP uDP
SCAIP ubp
SIA DC-09 TCP/UDP
Data stream TCP/UDP
Video TCP/UDP
Voice N/A
STUN ubp
Debug printing N/A (TCP)

If the chosen protocol is SCAIP, click More to enter additional SCAIP receiver information.

Name Definition and Instructions Data Values

Callback Mark if you want the monitoring station to call you back, | Enable = Marked, Disable = Clear
in case of an emergency. Optional
Note: The GSM SIM number must be entered.
Refer to 6.1.5 Phone Number on page 82.

Request Delay Select time frame in seconds for request delay. Dropdown list: 5 - 19 seconds

Optional

Request Duration

Select time frame in minutes for request duration.

Dropdown list: Values: 3 - 9 minutes
Optional

Server User
Name

Enter your user name on your server.

Required
If SCAIP, authentication password is
entered. Refer to 6.1.6 Authentication

Password on page 83
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Name

Definition and Instructions

Data Values

SCAIP Flavor

Select the advanced classification element (flavor) that

classifies how the Social Care Alarm Internet Protocol

(SCA-IP) sends event messages between the CP and the

receiver over the communication network.

Drop down list values:

Default

ENAI

VITAL - CP SW version >= 6.1.4
Answerlink - CP SW version >= 6.1.4

Click Update to add the IP addresses and more to the destination list of the Dialer module along with
the attributes entered for each destination.

7.4. Destination Definitions for a C7000 CP -
Version 6.1 and Later

Functionality of the C7000 CP is defined in relationship to Care@Home™ version 6.1. The following
shows C7000 dialers for Care@Home™ version 6.1 and later:

$ Dialer o] @ =
Destinations
ID_[ Phone Num / IP-PORT | Comm Type [ Interface [ Protocal | Emergency|  Phone ID: 5 -
1 essence.carehome.com.a... Analytics ... LTE Comm Type-
2 essence carehome.com.a... Message LTE SIA DC09 ype- Message j'
3 0547519926 Voice PSTN Interface LTE -
4 251.233.151.114:10060 Analytics 3G
Protocol SIAIP -
6  essence.carehome.com.a.. Data Stream LTE Receiver Address
7 052.135.204.044:5666 Video LTE .
8  essence.carehome.coma.. STUN IP (Any) I™ Domain Name
9  essence.carehome.com.a.. Data Stream 3G
2 m |212 121|035
10 222.065.111.078:3478 STUN IP (Any) =
" Pot-  [3061
12
13 Protocol:{TCP =
14
15 Emergency Number: |3847538545¢
16
< 5 Update |
Dial Sequence
Message Video STUN I DATA Fail-Safe Number
D | Protocol | Sequence | Retries Protocol- STUN
1 STUN 8 4
Address 8
No. of Retries: |4 i
- - Update

Version 6.1 supports the following communication channel types, known as interfaces:

® PSTN
® LTE (4Q)
® Ethernet

Multiple communication interfaces can be enabled simultaneously.
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NOTE: The Message communication type in this control panel is redefined as
multiple interfaces with multiple protocols for each interface.

The following sections discuss functionality in relation to Care@Home™ version 6.1.
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7.4.1Defining Communications Types and Interfaces

—)  Comm Type:

Comm Channel:

Phone ID: [4 -

Analytics Mess: ~|

Analytics Message

v

Phone ID:

4 -
Analytics Message ~

Interface LTE hd

2G
Receiver Addres3G
I~ Domain NalEIhemet

e [ [ [
Port: W
Prnlmol:lﬁ
Emergency Number: [—

Comm Type:

The following table describes the basic attributes required to add a destination to the Destination list.

Name Definition and Instructions Data Values C7000 Ver 6.1and later
PERS-E & | Family & Pro
PERS
ID Internal identification of a dialer Values: 1-16 v
Phone Num / IP: | The phone number or IP/URL plus port Receiver address | y
Port number entered for the destination ID
receiver address
Select the communications type for the v
Comm Type Destination. Analytics Message
NOTE: Use the “Message” Comm Type only if v
the Care@Home" system is configured to Message
work with a PERS receiver. v
Data Stream
v
Video
v
Voice
v
STUN
v
Debug Printing
Interfaces Select the broadcast method to use with the | Dropdown list v
communications type entered in the previous | changes
field. according to the
selected Comm
Type.

The following table lists the interfaces available for each communication type.

Comm Type Description C7000 Interfaces Ver 6.1and later | Emergency Number
Family, Pro, PERS & PERS-E

Analytics For sending event messages to the ® LTE Emergency number

Message Care@Home" Server ® Ethernet allowed only for first 10

rows

Note: Number erased
only using delete key

10
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Comm Type Description C7000 Interfaces Ver 6.1and later | Emergency Number
Family, Pro, PERS & PERS-E
Message For sending event messages to the @ interfaces | @ Pprotocols Emergency number
PERS receiver. allowed only for first 10
] ] ® (TEWMG) ® sIADCO9 FOWS
Note: Use this Comm Type only if ® siarp
Care@Home™ is configured to ® scar Nc’lte: Numdb<e|r e“l‘(sed
work with a PERS receiver. ® s only using delete ey
® Ethernet ® siADCo9
® siarp
® scarp
® pSTN ® siaDco3
® ContactID
® \voiceSignaling
® pSTNCPC
® Bsss2
Data Stream For sending files, that contain the ® LTE
detections from activity sensors, ® Ethernet
to the Care@Home™ server
Video For sending photos taken by the ® LTE
camera detectors (IPD) ® Ethernet )
Note: Only for Family & Pro
Voice For calling the monitoring station & Gsm Non-emergency phone
Fail-Safe number ® PSTN number required
Note: Only for Family, Pro, & PERS-E | Note: Number erased
only using delete key
STUN For sending messages, via UDP, to ® LTE
the Care@Home™ server that @ Ethernet )
enables the CP to receive Note: Supports all interfaces using IP
commands via UDP receiver address
Debug Printing For Essence technical support only ® LTE
® Ethernet
® PSTN

742 Selecting Interfaces by CP Type

The available interfaces are the same for either communication type method:
® PSTN - Enter a phone number.
® LTE- Enter either an IP address or a domain address (URL) with a port number, such as 3061.

® Ethernet - Enter either an IP address or a domain address (URL) with a port number, such as
5060.

To select your Interface, choose the broadcast method that matches your CP communications
method.

7.4.2.1 Configuring PSTN Communications Method

For PSTN communications method, the available broadcast methods are:

® SIA
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Contact ID
Voice Signaling
CPC

BS8521

When choosing any of these methods, the Dialer module prompts you to enter the landline phone
number of the monitoring station receiver.

When choosing Voice Signaling, the Dialer module prompts you to enter the direct phone number of
the monitoring station. The Voice Signaling mode is used to ensure that the medical alarm (MA) event
messages reach the monitoring station. Voice Signaling dialer works only in half-duplex mode.

7.4.2.2Configuring Cellular Communications Method

For cellular communications method, the following are the available cellular communication protocol
methods, between the CP and the monitoring station:

® SIAIP
® SCAIP
® SIADC-09
® BS8521

When choosing the cellular interfaces, the Dialer module prompts you to enter receiver address
information.

Phone ID: - .

4 Phone ID 4 - Tl |
Comm Type: | Message M CommType:  |Message - CommType:  [Message =
Interface PSTN - Interface LTE - Interface Ethernet ~

Protocol: ’—LI Protocol: ’—L| Protocol: SCAIP =

Receiver Addres SIA DC09 Rel:ENETA.ddfe _ C09
= - ™ Domain Naj l r- Doman g SCAP
- SC
Voice Signaling BS 8521 "

Phone Setting{PSTN CPC " Pot: [s060
BS 8521 [
Phone Number: | ik Protocol: |UDP -
Protocol: [TCP e Emergency Number:

7.4.2.3Configuring Ethernet Communications Method

For the ethernet communications methods the following protocols are available:

® SIAIP
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® SCAIP
® SIADC-09

7.43 Defining Receiver Address Attributes

Most of the interfaces are based on receiver address attributes.

Phone ID: 5 - Phone ID: [ -
Comm Type:  |Analytics Message v Comm Type:  |Analytics Message ~
Interface LTE - Interface LTE v

Receiver Address

I~ Domain Name

Receiver Address

¥ Domain Name

IP: 165 (203 |098 222 URL: www.abc.com
Port: 10060 Port: 10060
Protocol:|TCP - Protocol:|TCP ~

Emergency Number: |0446372367:

Emergency Number: (0446372367:

For the Message communication type, the interfaces require the same attributes except for SCAIP.

Click to enter

additional receiver data

Phone ID: 5 - Phone ID: 5 -
CommType:  |Message - Comm Type:  |Message -
Interface LTE - Interface LTE x
Protocol: SCAIP - Protocol: SCAIP b
Receiver Address Receiver Address (More)
[~ Domain Name ¥ Callback
Request Delay <] (secTTT
- HE N . -
Request Duration | (min
Port:  [5060 The SCAIP
Server User Name
Protocol: (UDP he H™
. additional

Emergency Number:

SCAIP Flavor

Default 'l

Default
ENAI
VITAL
Answerlink

Update |

The following table lists and defines the receiver address attributes.

receiver data

Name Definition and Instructions Data Values Required/
Optional
Domain Name Mark if a URL is required rather than an IP address. Enable = Marked Optional
Disable = Clear
URL When Domain Name is marked, enter the web address | Character edif
that refers to the IP address of the monitoring station “«domain name>” RDi?llilariid :
receiver.
. For example: Name
NOTE: Domain name can be up to 32 ASClI characters “ marked
only Www.essence-
grp.com”
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Name Definition and Instructions Data Values Required/
Optional
IP address When Domain Name is not marked, enter the IPv4 A set of 4 3-digit )
receiver address. strings Required
Values from 0- 255
Port* Enter the port number used by the monitoring station Integer (5) )
receiver. The default ports are listed in the table below. | y/3jyes: 1-65536 Required
Protocol** NOTE: Not applicable for Debug Printing Dropdown list Required
Select the IP communications protocol. depends on
° b communication
TC channel
® upp
Emergency NOTE: Comm Type Analytics Message and Message 19-character string. Optional
Number with GSM enabled. For C7000, GSM enabled is not Accepts numeric
required digits, “+” and “#”
Enter a phone number to call in case of an emergency, only.
after sending the emergency event to the receiver NOTE: Available only
and/or the Care@Home™ backend. for the first 10 rows
Note: Number erased
only using delete key

* - The following receiver address ports are defined as defaults for the interfaces:

Communication Types and Protocols

Default Port

Data stream

Debug printing

SIA-IP 3061

SCAIP 5060 — default SIP port
SIA DC-09 Clear - no default
Analytics Alert 10060

STUN 3478

Video 5666

** - The following receiver address protocols are allowed for the communication type and/or channels:

n4

Communication Type | Interfaces/Protocols Receiver Address Protocols
C7000 Version 6.1and later
Analytics Message Alert TCP/UDP
Message SIAIP uDP
SCAIP uDP
SIA DC-09 TCP/UDP
Data stream TCP/UDP
Video TCP/UDP
Voice N/A
STUN ubp
Debug printing N/A (TCP)
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If the chosen protocol is SCAIP, click More to enter additional SCAIP receiver information.

Name Definition and Instructions Data Values
Callback Mark if you want the monitoring station to call you back, Enable = Marked, Disable = Clear
in case of an emergency. Optional

Note: The GSM SIM number must be entered.
Refer to 6.1.5 Phone Number on page 82.

Request Select time frame in seconds for request delay. Dropdown list: 5 - 19 seconds

Delay Optional

Request Select time frame in minutes for request duration. Dropdown list: Values: 3 - 9 minutes
Duration Optional

Server User Enter your user name on your server. Required

Name If SCAIP, authentication password is

entered. Refer to 6.1.6 Authentication
Password on page 83.

SCAIP Flavor For service types Family or Pro with panel CPU version Drop down list values:
2.05.6.15 or later Default
ENAI

VITAL -CP SW version >= 6.1.4
Answerlink - CP SW version >= 6.1.4

Click Update to add the IP addresses and more to the destination list of the Dialer module along with
the attributes entered for each destination.

7.5. Managing the Destination List

The Dialer module allows you to manage the Destination list:
® Add anew destination in a blank row in the list of destinations.
® Update the attributes of an existing destination.

® Delete an existing destination from the Destination list.

7.5.1 Adding a Dialer Destination

To add a new destination to the Destination list:

1. Select an empty row in the Destination list table.

2. Enter the destination information in the fields to the right of the Destination list table:
Comm Type
Comm Channel
Receiver Address Information

3. Right-click on the row selected in Step 1. Awindow appears displaying the functions available to
manage the Destination list.
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1t Dialer o= ===
Destinations
D ‘ Phone Num / IP:PORT | Comm Type | Comm Channel ‘ Emergency Ny —hone ID: 4 -
1 212.029.208.141:10060 Analytics ... GPRS 0545317269 Comm Type: Analytics Messz ~
2 www_pashar.co.il:7454 Analytics ...  GPRS 9723646534
3 159.215.089.045:2458 Analytics ... GPRS 9732738929 Comm Channel: GPRS >
é-__ Spdee Receiver Address
6 212.029.208.141:5666 Data Stream  GPRS Delete | B e
7 URL: www.securtim.com
8 212.029.208.141:3478 STUN GPRS ]
] Port: 3254
10 o
E Number. |0012128348¢
" mergency Number.

4. Click Update to add the new destination to the Destination list. The selected row is populated with
the information entered in Step 2.

75.2 Updating a Dialer Destination

To modify an existing destination in the Destination list.
1. Select a row in the Destination list with an existing destination.
2. Revise the destination information in the fields to the right of the Destination list.

3. Right-click on the row selected in Step 1. Awindow appears displaying the functions available to
manage the Destination list.

4. Click Update. The selected row is populated with the information revised in Step 2.

75.3 Deleting a Dialer Destination

To delete an existing destination from the Destination list:

1. Right-click on the row, in the Destinations window, that you want to delete from the Destination
list. Awindow appears displaying the functions available to manage the destination list.

2. Click Delete. A window appears prompting you to confirm.

3. ClickYes.

7.6. The Dialing Sequence

The table below lists the communications type assigned to which dialing sequences.
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Dialing Sequence

Communications Type

Message

® Analytics Alert (not PERS)

® PERS Supervisory/Alert

® For ADL firmware — Panel CPU
version 2.11 and later or PERS
firmware — Panel CPU version
2.17 and later

[ PERS User Alert
[ PERS External Alert
[ PERS Technical Alert

Video

Video (Family and Pro only)

STUN

STUN (not PERS)

Data

Data Stream for Activity Files (not PERS)

Debug Printing for Debug Printing (not
PERS)

Fail-Safe Number

Voice -
® C7000 - not PERS
® ES6502HC:

M Panel CPU version 2.11
through2.14

= Family/Pro and panel CPU
version 2.05.2 and later

CMS verifies that the destinations chosen for the dialing sequence are of the same communications

type as the dialing sequence protocol.

For example, the destination list includes destinations of different communications types. Destinations

1 Dialer
Destinatic

ID | Phone Num / IP:PORT | Comm Type | Comm Channel | Emergency Number
1 192.168.005.105:1348 Analytics Message GPRS 9725367840
2 212.056.122 0481648 Analytics Message GPRS 9725476387
3 www.amazon.co.uk:7845 Analytics Message GPRS 00140188224
4 204.111.065035:2315 Data Stream GPRS
&  www.pashbar.co.il:2584  Video GPRS
6 212029208 141:5666 Data Stream GPRS 0
7 www bingo com'4718 STUN GPRS
8  212.029.208.141:3478 STUN GPRS 0
9 111.1856.222.010:6225 Video GPRS
40 n

® essence
;‘ mart
4 i1t

1,2 and 3 are of communications types valid for the Analytics Message dialing sequence.
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When choosing a destination with a communications type invalid for the selected dialing sequence, an
error message appears.

Dial Sequenc
Message Vid 'I_ STLIML I‘_ Dt 1
| veo Dister Properties [ ===
i) | Eniacol | | Protocol: Analytics Alert
1 PERS Superisory A w dial sequence
2 PERS Alert é reng . Sequence: |1_ IT IT l_ I_ l_
3 Analytics Alert
Mo. of Retries: |5 hé
Each communications type has its own protocols.
Dial Sequence
Message Video STUN DATA Fail-Safe Mumber

The following table lists the protocols assigned to each dialing sequence type:

Dialing Protocol ES6502HC C7000
n
Sequence PERS Family or Pro Not PERS All
Message Analytics Alert N/A v
PERS Supervisory PERS prefix PERS prefix
added added
PERS Alert PERS prefix PERS prefix
added added
User Alert Panel CPU Versions 2.11- N/A N/A
version 2.11 2.13.xx
through
2140r2.17
and later
Technical Alert Panel CPU Versions 2.11- N/A N/A
version 2.11 2.13.xx
through
2140r217
and later
External Alert Panel CPU Versions 2.11- N/A N/A
version 2.11 2.13.xx
through
214 0r217
and later
Video Comfort v v
STUN STUN v
Data Activity Files N/A v
Debug Printing PanelCPU | y v
Ver2.03 or
later
Fail-Safe Number Failsafe N/A GSMenabled v Panel CPU
with Panel CPU version 2.11
Version 2.05.2 through2.14
or later
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View the dialing sequences and their protocols:

Analytics Message with

® essence

~Dial Sequenc
Dual Mode v
Message |  vileo | STUN |  DaTA Fail-Safe Number |
D_| Protocol | sequence | Reties Protocol: PERS Technical Alert
1 PERS Supenisory 1
2 PERS User Alert 1 Sequence: 1 1 1 | 2 | 2 2
3 PERS External Alert 1 q

5

1
1

PERS Technical Alert 1
.3

No. of Retries: |1 ‘l

!: smartcare

Analytics Alert
Update
Video Dialing ) Sequenc |
Sequence Protocol ‘
Message Video STUN I DATA Fail-Safe Number
D | Protocal | Sequence | Retries Protocol: B
1 Comfort 14,14 1 i
Sequence: | 14 14 |
No. of Retries: |1 =
STUN Dialing 1
Sequence Protocol
-~ Dial Sequenc
Message Video | DATA Fail-Safe Number
D | Protocol | Sequence | Retries Protocal- STUN
1 STUN 9 1 ’
Address: g
Mo. of Retries: |1 'l
Data Dialing Sequence I
-~ Dial Sequenc v
Message Video | STUN _DATA | Fail-Safe Number |
ID | Protocol | Sequence Retries Protocal- Activity Files
1 Activity Files 6 3 )
2 Debug Printing Sequence: | 5 | | |

Mo. of Retries: |3 'I
Update
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Fail Safe Dialing “Dial Sequenc
Sequence I A
Message video | sun | pata  iF |
D | Protocol | Destination | Retries Protocol: Fail-Safe
1 Fail-Safe 3 1
Destination: 3
Update

Select a protocol and choose the destinations listed in the Destination list window for the relevant
dialing sequence, as defined below.

Name Definition and Instructions Data Values Required or | Default
Optional Value

Sequence Enter the IDs for the relevant destinations, inthe | Number Required None
(Address for | order they must be contacted. Values: 1-16
Fail Safe and Refer to the list of Destination ID numbers.
STUN) NOTE: Only choose an ID number for which an

IP address or a URL is listed.
No. of Enter the number of times to retry the Dropdown List Required 1
Retries sequences until at least one destination

responds. Values: 1-8

NOTE: Recommended: Configure STUN only for
asingle retry.
Not available for Fail Safe.

Click Update to add the dialing sequence to the selected protocol.

7.6.1Dialing Sequence Dual Mode

Dual mode is when you configure your system to use both a third-party PERS receiver and the
Care@Home" server. In this configuration, the events supported by the PERS receiver, such as
emergency alerts, are sent first to the PERS receiver and then to the Care@Home" server.

- Dial Sequenc

Message | wvidee | sTUN | DATA Fail-Safe Number
D | Protocol | Sequence | Retries Protocal: PERS Alert
1 PERS Supenisory .1 3 }
2 PERS Alert .2 2 Sequence: 2
3 Analytics Alert L34 2

Mo. of Retries: |2 i

< [ ] *

For example, the CP sends events to the monitoring station using Dual Mode, as follows:

1. The CP sends the events, via the PERS Alert protocol, to the monitoring station PERS receiver
according to the details of Destination ID #2. This may be an IP address and port number, domain
name or telephone number.
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10.

1.

12.
13.

14.

15.
16.

® essence
(3

The CP attempts to communicate with the receiver twice, according to the number of retries in
the example.

If an acknowledgement is received and the event is an emergency alert, call the destination
monitoring station emergency number. The PERS Alert succeeded.

Otherwise, if no acknowledgement is received, the PERS Alert failed.

The CP sends the events, via the Analytics Alert protocol, to the monitoring station Care@Home™
server, according to the details of Destination ID #3

The CP attempts to communicate with the Care@Home" server for Destination ID #3.
If an acknowledgement is received and the event is an emergency alert:

If the PERS Alert failed, the CP calls the destination monitoring station emergency
number.

If the PERS Alert succeeded, the CP does not call the destination monitoring station
emergency number.

The dialing sequence in dual mode is completed.

If no acknowledgement is received, the CP sends the events, via the Analytics Alert protocol, to
the monitoring station Care@Home™ server, according to the details of Destination ID #4.

The CP attempts to communicate with the Care@Home" server for Destination ID #4.
If an acknowledgement is received and the event is an emergency alert:

If the PERS Alert failed, the CP calls the destination monitoring station emergency
number.

If the PERS Alert succeeded, the CP does not call the destination monitoring station
emergency number.

The dialing sequence in dual mode is completed.

If no acknowledgement is received, repeat steps 4 through 9, according to the number of retries,
in this case, one additional retry.

If an acknowledgement is received and the event is an emergency alert:

If the PERS Alert failed, the CP calls the destination monitoring station emergency
number.

If the PERS Alert succeeded, the CP does not call the destination monitoring station
emergency number.

The dialing sequence in dual mode is completed.

If no acknowledgement is received using both PERS Alert and Analytics Alert protocols:
a. The CP calls the Fail-safe number.

b. The CPissues the following vocal announcement:

c. “Attention, communication with the monitoring station is lost.”
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8. The Activity Sensors Module

Main
Care@Home
Control Panel
Communications
Dialer
Safety & SOS
Voice & LED

Mobile Operators
-~ Custom Labels

“-Log Events

Click Activity Sensors on the Main navigator menu. The Activity Sensors module is the tool that
allows management of devices for the Care@Home™ CP installed on the resident’s premises.

1 Activity Sensors
ID | Serial Number | Device Type | Mode | Status | Zone
1 074F2047 MGLS c Main Entry
2 0021315F PIR WC
3 Joozss7es PR | [T [DiningRoom |
4 234BC333 IPD | NL Living Room
5
:
7
8
3
10
1"
12
13
14
15
16
17
18
19
20
Zone Status
@ TAMPER @ OPEN @ SUPERVISORY @ LEARNED

@ LOW BAT @ BYPASS

All the sensor devices connected to the CP are listed by identification number in this module. For each

device, the following information is displayed:

(o] @ =
DevicslD:  [3 | RF: 98%

Device Type: PIR

Version pros

Zone Label [Ehmnthum—Ei
Firstpriesity IPD: ~ [4 =]
Second priority IPD:  [NONE =]
Actmty Type m

¥ Send detections

[~ Chime

I™ Bypass

[~ Bypass Extreme Temperature
™ Inactivity

Update

@ Identification number- The internal identification number assigned to the sensor device

synchronized with the Care@Home™ web application
® Serial Number

® Device Type

® Mode - The characteristics of the device type functions, such as “Chime”, “Bypass”, and

“Inactivity”

» o«

® Status — The status of the sensor device, such as “Tamper”, “Open” and “Low Bat”

122
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8.1. Defining Sensor Device Attributes

The following table describes the attributes for the sensor devices.

® essence
® CAarteare
( ;. smartcare

Name Definition and Instructions Data Values Required/ | Default
Optional Value
Device ID The |dentlf!cat|on number assigned by the CP for each C s N/A Display
sensor device. Only
I Panel CPU
version 2.08
and earlier
or2.14and
later —1-55
B Panel CPU
version 2.08
and later—
1-20.
® C7000-
Integer from
1-20

RF The radio frequency (RF) level of the selected sensor Percent N/A Display
device. It is the received signal strength indicator (RSSI) Only
level of the selected device.

Device The device type of the selected sensor device. The String N/A Display

Type sensor devices are: Only
® MGLS - Door or bed sensor
® PIR — Motion detector
® |IPD - Cameradetector (optional)

Version The version of the firmware of the device N/A Display
Note: Parameter enabled for ES6502HC — CP SW version Number Only
>=2.03

Zone Label | Note: Parameter enabled for ES6502HC - CP SW version | Dropdown list Optional None
>=2.0.

Choose the label that describes the location where the
sensor was installed.

Note: The dropdown list includes both system-defined
location labels and user-defined custom labels.

First Note: Parameter enabled for Family and Pro only. Dropdown list Optional None

priority IPD | Choose the first camera to photograph the events.
Choose NONE for no camera coverage.

Second Note: Parameter enabled for Family and Pro only. Dropdown list Required None

priority IPD | Choose the second camera to photograph the events.
Choose NONE for no camera coverage.

Enable Note: MGLS device only Enable = Marked | Optional Disable

LEDs Mark to enable the device LEDs to light up when dooris | Disable = Clear = Clear
open or closed.

Resets Note: Pro only

possible To prevent false fall detections, clear for sensorsin a

fall combined bathroom/restroom.

Note: Parameter appears for support-level user only
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Name Definition and Instructions Data Values Required/ | Default
Optional Value
Resets Note: Parameter enabled for ES6502HC, for Family or Pro
Wandering with Panel CPU Version 2.05 or later and for C7000, only for
alert Family (not PERS-E) or Pro.
When marked, prevents a detection from the device
from triggering a wandering alert.
Example: When there is more than one resident, we
may want a wandering alert to be sent if the only
movement is by the resident in the bedroom. In this
case, clear the checkbox for the bedroom.
Note: Parameter appears for support-level user only
Activity Choose the type of activity the sensor is configured to For PERS, only Required None
Sensor or
Unspecified
For Family, Pro or
PERS-E:
® Refrigerator
door
® Frontdoor
® Bedroom
® Restroom
® Bathroom
® Living room
@® Dining
room
® Bed
(ES6502HC
CPU version
2.09.6
through
2.14 only)
® Unspecified
Activity Note: Parameter enabled for ES6502HC, for Family or Proand | Enable = Marked | Optional Disable
Group for C7000, only for Family (not PERS-E) or Pro. Disable = Clear = Clear
Allows devices with the same activity type to be
grouped.
Note: Parameter appears for support-level user only
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Name Definition and Instructions Data Values Required/ | Default
Optional Value

Send Note: Parameter enabled for ES6502HC, for Family or Pro Enable = Marked | Optional Disable

Detections and for C7000, only for Family (not PERS-E) or Pro. Disable = Clear =Clear

Mark to enable the sensor device to send all its event
detections to the CP.

External Note: Parameter enabled for ES6502HC, for Family or Pro Enable = Marked | Optional Disable
Magnet and for C7000, only for Family, PERS-E or Pro. Disable = Clear = Clear

NOTE: MGLS device only
Mark to allow third-party magnetic devices on metallic

surfaces to be installed in your Care@Home™, without
effecting RF transmission.

(Enable Activate or deactivate modes that alter the functionality | Enable=Marked | Optional None
modes) of the activity sensor devices. Disable = Clear

Chime- N\a'rk' to sound the chime, if the sensor device For the following

detects activity. set of checkboxes:

Bypass — Mark to ignore the detections sent by the ® Chime

sensor device, including the ability to sense extreme @ Bypass

temperatures. The sensor device remains connected to @ Bypass

the CP. Extreme

Temperature
Note: Bypass Extreme Temperature can be marked ® Inactivity

even if Bypass is clear.

Inactivity — Mark to enable the sensor to send an
Inactivity event to the monitoring station, when no
activity occurs during a given time-frame.

Click Update to add the sensor device attributes to the CP.

8.2. Managing Activity Sensors

/ NOTE: For ES6502HC, you can manage activity sensors from CP SW version 2.03.

The Activity Sensors module allows you to manage the Activity Sensor list manually:
® Add adeviceto the list.
® Update the attributes of a device in the list.
® Delete a device from the list.

To delete a device, you require privilege access usually reserved for a system administrator or
Essence technical support personnel.
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8.2.1 Adding an Activity Sensor

Below is anillustration of adding an activity sensor to the Activity Sensors list.

To add an activity sensor to the Activity Sensors list:

1. Right-click on the Activity Sensors list. Awindow appears displaying the functions available to
manage the list.

B
10| Seral umber [OenceType  [Mode [Status | Label
1 ABEBaST  IPD [ 5 Lwing Room
2 18433751 IPD 5 Dining Roam
3 AZSSMTC PIR 5 Childrens Room
4 3p947538 MGLS c s Main Entry
. 5 34568934 PIR [ 5 Sleaping Roam
1§ Activity Sensors 6 75485454 IFD E Friends Room
7 233BM5 MGLS c Patio
B 45035823 MGLS Window 15t floor
ID_| Serial Number | Davice Type | Mode | Status | Label 9 gu7EaIe PD Backyard
1 T0001E64 MGLS NL Kitchen 10 .
2 T00AOZTA MGLS ML Main Entry :; # Add Device x
3 002134BC PIR ML Bedroom 1 Device Details
4 00213908 PIR NL Restroom i
5 00213476 FIR NL Bathroom k 45 || [ UseBarcode
6 00582841 PO I NL Living Room 16 || Barcode Clear
7 0021330C PIR I NL Dining Fioom 17 )
8 09AB90G2  IFD ML Hall 18 | Sl Hubar
T I E— — — I | oedceType E
10 Update 3
" Add br) Add Devica
12 ]
13 Ak 1

2. Click Add. The Device Details window appears.
3. Ifyou have a barcode reader:

a. Mark Use Barcode.

b. Using the barcode reader, scan the barcode on the device packaging. The scanned data
appears in the Barcode field. The serial number and device type from the scanned data are
loaded to their respective fields.

4. Referto2.3.2 Understanding the setup.in/File on page 17.
5. If you do not have a barcode reader:
a. Clear Use Barcode.
b. Enter the last eight characters on the barcode label.
c. Select the device type from the dropdown list.

6. Click Add Device.
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8.2.2 Updating an Activity Sensor

To update a row in the Activity Sensor list with an existing activity sensor:

1. Select the row in the Activity Sensor list with the activity sensor requiring update.

ii Activity Sensors

ID | Serial Number | Device Type | Mode | Status | Label B
1 70091E64 MGLS NL Kitchen

2 700AD37A  MGLS NL Main Entry

3 0021348C PIR NL Bedroom

4 00213305 PIR NL Restroom

5 00213476 PIR NL Bathroom 5
6 00582841 IPD | NL Living Room i
7 002133DC FIR Dining Room
_-
S  124ABCSE  MOLS Choose Name

10 24374BC8 IPD NL Choose Name

2. Modify the values of the activity sensor attributes requiring revision.

3. Click Update in the function window or at the bottom of the screen.

1# Activity Sensors | == =R |
D[ Serial Number [ Device Type | Mode [ Status [ Label ~| Devicen:  [5 <] RF A
1 70091E64 MGLS NL Kitchen
2 700A0S7A  MGLS NL Main Entry i )
3 0021:4BC PIR NL Bedroom TERIE [
4 00213308 FIR NL Restroom .
5 00213476 PIR NL Bathroom _| Zone Label: Jual El
6 00582841 IPD I NL Living Reorn | First prioity IPD: fove
0021330C PR Dining Room
mlﬁi—- — > [0E ]
9  124ABCSE  MGLS paate
0 Tamranca w0 L o Add ity Type Unspecified +
1 Delete Send detections
12
13
14 I~ Chime
I ™ Bypass
P I Bypass Extreme Temperature
17 [~ Inactivity
18
19
20 Update | <
21
2

8.2.3 Deleting an Activity Sensor

To delete an existing activity sensor, from the Activity Sensor list, includes removing all the data that
has been accumulated for that sensor. This involves “erasing” all the event history not only for the
activity sensor requiring deletion but also for all the activity sensors installed on the premises.

To delete an activity sensor from the Activity Sensor list:

1. Right-click on the row in the Activity Sensor list with the activity sensor requiring deletion. A
window appears asking to confirm.

2. Click Delete. A window appears prompting you to confirm.

3. ClickYes.
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8.3. Zone Status

The Zone Status box displays the status (normal = Green; problem = Red) of the selected sensor

device.

Zone Status
@ TAMPER @ OPEN & SUPERVISORY @ LEARNED

@ LOW BAT @ BYPASS

The following is the list of the available statuses:

128

Tamper — The selected sensor device was touched, moved, or installed incorrectly.
Low Battery — The battery of the selected sensor device requires replacement.
Bypass — The selected sensor device appears to be deactivated.

Open -MGLS devices, “open/closed”

Supervisory — Whether a problem with the selected sensor device has occurred. If
communication between the CP and the device has been lost.

Learned — Whether the selected sensor device has been paired with the control panel.
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9. The Safety & SOS Module

ain
Care@Home

Control Panel
Communications
Dialer
Activi enso
Safety & SOS
Voice & LED

Mobile Operators
-~ Custom Labels

“-Log Events

Click Safety & SOS on the Main navigator menu. The Safety & SOS module is the tool that allows
management of the safety and emergency devices for the Care@Home™ CP installed on the resident’s
premises.

3 Safety 505 =) s
ID | Serial Number | Device Type [Mode [ Zone | Device ID- 2 «~| RF- 8%
1 0001211D VPD Enable
2 D000ATAS Hardware Type: VPD <Rev. 3 >
3 00016806 VPD Enable Dewice Type VPD ¥
4 000162E0 VPD Enable . ~
5 000AA635 Panic Device Enable Version Tp303
6 000218AB VPD Enable W
B )
: Location
10 !O(har Room j
Device Label
iChnose Name 3
™ Bypass Mode
v Enable Answer Call
[ Bypass Extreme Temperature
W Enable VPD LED
Score for at least one phrase
/6 =
Score for both phrases:
[6 E
Voice Triggering:
!Enahde j
RF Input Status
@TAMPER @ SUPERVISORY @ LEARNED M

@ ACTIVE @ LOW BAT

All the safety and emergency devices connected to the CP are listed by identification number in the
Safety & SOS devices list. For each device, the following information is displayed:

® ID - Theinternal identification number assigned to the emergency device synchronized with
the Care@Home™ web application
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® Serial Number
® Device Type

® Mode — Whether to disregard notifications broadcast by the device

9.1. Defining Attributes for Safety & SOS Devices

For each safety and emergency device, there are attributes that define:
® General, common device functionality

® Functionality specific and unique for that device type

The following table describes the general attributes of the safety and emergency devices.

Name Definition and Instructions

Device ID The identification number assigned by the CP for each safety or emergency device.
® (7000 -1-10

® ES6502HC — up to version2.03 - 1-8

® ES6502HC - version2.03t02.03.2 - 1-16

® ES6502HC - version>=2.03.2 - 1-10

The RF level of the selected safety and emergency device relative to the received signal strength
RF indicator (RSSI) scale.

Note: An RF level of 80% and above is recommended. If the RF-level is lower than 50%, install
the device in a better reception area, or move the control panel.

The code for the hardware type of the selected device:
Hardware Type .
® MDS - Multidimensional fall detector

® SPB - Stationary panic button

® EPandEPP - Emergency pendant devices (panic button)
® SK2-Smoke detector

® VPD - Voice panic detector

Note: For VPD, the hardware revision number is displayed

® EPA - Emergency pendant with fall detection

® MGLS - Magnetic transmitter input device that connects non-RF or other devices to
Care@Home™, such as a water detector
Note: For ES6502HC, attribute enabled only if Hardware Type is MGLS and CP version >=2.03

Device Type
The description of the selected safety or emergency device.

When Hardware Type is MGLS, available device type options are:
® Cas Detector
® Fire Detector
® Water Detector
® Panic Device
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Name

Definition and Instructions

Version

2.03

® Host

® VPD - Voice detection
® MDsense - fall detection

Note: For ES6502HC, attribute displayed only if Hardware Type is MGLS and when CP version >=

The firmware version installed on the device.

Note: For the VPD and MDS, two firmware versions are displayed:

9.2. Specific Safety and Emergency Attributes

Each safety and emergency device type attributes define how the device alerts the resident, caregiver,
and/or monitoring station, when a situation occurs that might threaten the safety or welfare of the

resident.

Care@Home™ CMS Reference Manual

MDS Attributes

VPD Attributes

Device ID: 1 | RF: N/A

Hardware Type: MDS

Device Type: Fall Detector -
Version: T

Device Label:
Choose Name j
[~ Bypass Mode

™ Bypass Extreme Temperature

First priority IPD: NONE b
Second priority IPD: NONE -

[~ Enabled LED

Update

Device ID: 2 vl RF: 98%

Hardware Type: VPD <Rev. 3=

Device Type: VPD -
Version: T IUBUS—
Location:

IO‘lher Room j
Device Label:

IChoose Name >

[~ Bypass Mode

¥ Enable Answer Call

[~ Bypass Extreme Temperature

¥ Enable VPD LED
Score for at least one phrase:

s -l

Score for both phrases:

s -l

Voice Triggering:

IEnahIe j
Update
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EP and EPP Attributes

EPA Attributes

SPB Attributes

Smoke Detector Attributes
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Device ID: 1 v| RF: 80%
Hardware Type: EP

Device Type:  |Panic Device ¥

THE SAFETY & SOS MODULE

Device ID: il ~| RF: B0%

Hardware Type: EPP

Device Type: Panic Dewce -

Version: 1.01 Version: 1.06

Device Label: Denvice Label.

[choase Name | Choose Name -]
I Bypass Mode I” Bypass Mode

[¥ Enable Answer Call

I Bypass Extreme Temperature
First priority IPD. [nore -]
Second priorty PD:  [NONE -]

Update

| ¥ Enable Answer Call

|
| ™ Bypass Extreme Temperature

First priority IPD: NONE =
Second priority IPD: NONE =
Update

Device ID- 2 | RF: NA

Hardware Type: EPA
Device Type: EPA

Version:

Device Label:

IChouse Name
[~ Bypass Mode

5

¥ Enable Answer Call

I~ Bypass Extreme Temperature]

Update

Device ID- 7 x| RF:

Hardware Type: SPB
Device Type: SPB
Version: 1.01

Device Label

NIA

Cash Register
I~ Bypass Mode

Iv Enable Answer Call

I~ Bypass Extreme Temperature

First priority IPD: 16

Second priority IPD: 9 hd

¥ Enable SPB LED

Device ID- 3 x| RF:

Hardware Type: SK2

80 %

Device Type: Smoke Detector =

Version: 1.01

Device Label:

IKitchsn
I~ Bypass Mode

El

™ Bypass Extreme Temperature

First priority IPD:

R -

Second priority IPD: 2 A

Safety Standard: EN

Update
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The following table describes the attributes specific to the hardware types of the safety and

Water Detector Attributes

Device ID:

Hardware Type: MGLS

5 ~| RF: 80%

Device Type: VWater Detector A

Version:

Device Label:

1.01

Laundry
[~ Bypass Mode

El

™ Bypass Extreme Temperature

First priority IPD:

Second priority IPD:
[¥ Enable LEDs

Update

emergency devices.

F
K
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Name Definition and Instructions Data Values | Required/ | Factory
Optional | Settings
Location Note: VPD only Dropdown list | Required Unspecified
Choose the label that describes the location where
the VPD is installed. Used to inform emergency
response operator.
Note: For ES6502HC, enabled for panel CPU version
2.08 through 2.14.
ice Label li Requi N
Device Labe Note: Disabled for the EP, EPP, or the EPA devices Dropdown st equired one
Choose the label that describes the location where
the safety or emergency device is installed.
Note: The dropdown list is the same as the
dropdown list for the Zone Label attribute, in the
Activity Sensors module. The list includes both
system-defined location labels and user-defined
custom labels.
Refer to 12 The Custom Labels Module on page 157.
Note: Enabled for:
® (7000
® ES6502HC — CP SW version >=2
<Bypass Mark to activate or deactivate modes that alter the functionality of the safety and emergency
options> devices.

Bypass mode

Mark to deactivate the sensor device. The sensor
device remains connected to the CP.

Enable Answer Call via Buttons

NOTE: Not for MDS, SK2 or the MGLS with a non-
Panic device

Mark to answer incoming calls using the panic
button.

Bypass Extreme Temperature

Mark to enable the CP to send extreme temperature
reports to the monitoring station, if temperature
readings exceed the defined thresholds.

Disable= Clear

Optional

Disable =
Clear

Enable =
Marked

Disable =
Clear
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Name

Definition and Instructions

Data Values

Required/
Optional

Factory
Settings

First Priority
IPD

NOTE: Not for EP, EPP and EPA

Choose the first camera to photograph the events.
Choose NONE to disable the camera option.

Note: Parameter enabled for ES6502HC, for Family or Pro
and for C7000, not PERS

Dropdown list

Optional

None

Second Priority
IPD

NOTE: Not for EP, EPP, and EPA
Choose the second camera to photograph the

events. Choose NONE to disable the camera option.

Note: Parameter enabled for ES6502HC, for Family or Pro
and for C7000, not PERS

Dropdown list

Optional

None

Enable LEDs
Enable VPD LED
Enable SPB LED

NOTE: MDS, SPB, VPD, and MGLS only

Mark to activate the LED display for the device.
When the device is triggered, the LED is lit. If
disabled, the device continues to function.
However, the LED is not lit.

For the VPD and SPB, the factory setting is enabled
(Marked).

Enable =
Marked

Disable= Clear

Optional

Disable =
Clear

Score for at
least one
phrase

NOTE: VPD only

For the VPD to trigger an emergency alarm, the
emergency phrase must be:

® Detected twice, and

® Atleast one occurrence of the phrase
must match this setting, and

® Detect Phrase Once is cleared

Refer to 5.4.9.1 VPD Quiality Configuration on page
66

Score for both
phrases

NOTE: VPD only

For the VPD to trigger an emergency alarm, the
emergency phrase must be:

® Detected twice, and
® Both occurrences of the phrase must at
least match this setting

Refer to 5.4.9.1 VPD Quiality Configuration on page
66

Note: Applies to C7000 and ES6502HC with panel
CPU version 2.08 through 2.14.

For earlier versions or for PERS firmware, panel CPU
version 2.08 through 2.14, CMS assigns the
parameter the same value as Score for at least one
phrase

Safety Standard

NOTE: SK2 Only:

Select the safety standard to apply to the smoke
detector. The standards relate to the event
reporting frequency. The safety standards are:

Default —out-of-the box factory settings designed
to preserve battery life.

EN — European standards
UL - USA standards
ULC — Canadian standards

Dropdown list:

® Default
® EN

® uL

® UuLC

Required

Default
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NOTE: MDS Only. For use by Essence Technical
Support.

Select the number of seconds between fall and
alarm.

Name Definition and Instructions Data Values | Required/ | Factory
Optional | Settings
“Enable Fall ) Enable = Optional
Detection Note: EPA and MDS only. For Essence technical Marked
support )
Disable= Clear
Mark to allow the device to detect falls and send fall
alerts and usage data to the CP.
When adding an EPA, the default value is determined
by the Enable for New Device parameter in the EPA
Config tab in the Control Panel Configuration
Extension window.
Refer to 5.4.10 EPA Configuration Parameters on
page 68.
The default for MDS is enabled.
Enable debug ) ) Enable = Optional Disable =
mode NOTE: EPA and MDS only: For Essence technical Marked Clear
support. i
Disable= Clear
Mark to allow the device to run in debug mode.
i i Requi Enabl
}I'/rc;lgcgeering NOTE: For VPD and MDS only. For Essence technical brerzdtoim It S melgls
support Enable
Select ENABLE to activate the Intelligent Voice Disable
Activation™ (IVA) technology, to recognize the
trigger phrase.
Detector Delay 5-60 seconds Required

Click Update to save the safety and emergency device attributes to the CP.

9.3. Managing Safety & SOS Devices

NOTE: For ES6502HC, you can manage safety and SOS devices for PERS with

Panel CPU Version 2.03 or later.

The Safety & SOS module allows you to manage the Safety & SOS device list manually:

® Add adeviceto the list.

® Update the attributes of a device in the list.

® Delete a device from the list.
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9.3.1 Adding a Safety or SOS Device

To add a safety or SOS device:

1. Right-click on the safety & SOS device list. A window appears displaying the functions available to
manage the list.

s
I0 | Serial Number | Device Type [ Mode | Label
1 ABTSACDE Panic Desice Enable
2 000001C2 VPD Enable Combined bathroom
3 BIMTETS VPD Enable Bathroam
4 ADMBC2I VPD Enable Sleeping Room
0] 5 CD345A22 Water Detector Enable Laundry
i: Safety & 505 [ 22C0d4A1 Smoke Datector  Enable Kitchan
T TH565656 Water Detector Enable Wine Cellar
8
ID | Serial Number | Device Type Mode Label ?U i Add Device ><
1 ABT754CD6 Panic Device Enable Device Details
2 00oo01Cc2 VFD Enable Bathroom I Uss Bacads
3 BC485A34 Panic Device Enable I—
4  B363C167 Water Detector ~ Enable  Laundry SRS _Ciear |
5 A3837037 Smoke Detector  Enable Kitchen Senal Number I_
;-—-"_'Up TR e Device Type | -]
8 Add Add Device
9
10 Delete

2. Click Add. The Device Details window appears.
3. Ifyou have a barcode reader:
4. Mark Use Barcode.

a. Using the barcode reader, scan the barcode on the device packaging. The scanned data
appears in the Barcode field. The serial number and device type from the scanned data are
loaded to their respective fields.

5. Referto2.3.2 Understanding the setup.in/File on page 17.
6. Ifyou do not have a barcode reader:
a. Clear Use Barcode.
b. Enter the last eight characters on the barcode label.
c. Selectthe device type from the dropdown list.

7. Click Add Device.

9.3.2 Updating a Safety or SOS Device

To update a row in the Safety & SOS device list with an existing safety or emergency device:

1. Select the row in the Safety & SOS device list with the safety or emergency device requiring
update.
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2. Modify the values of the safety or emergency device attributes requiring revision.

3% Safety 8 505
ID | Serial Number | Device Type | Mode | Label
1 ABT54CD6 Panic Device Enable
2 000001C2 VPD Enable Bathroom
3 BC435A34 Panic Device Enable
5 A3IBITDIT Smoke Detector  Enable Kitchen
6 BC45D134 VPD Enable
7

3. Click Update in the function window or at the bottom of the screen.

3§ Activity Sensors =8 =0 =)
ID_| Serial Number | Device Type | Mode | Status | Label ] Device ID: 6 | RF 40%
> Trmoetmn i Rt | it
fain Entry
3 ozimEc PR s Sleeping Room Version 00
4 00213305 PIR ! s we Zone Label: [Living R
5 00213476 PR | s Bathroom ing Reom

[6_[ 00582841 leo______] Update o} First priority IPD: NONE -
7 o2138DC PR Room
8 sseseses PD [Bad e Name Second priority IPD: NONE -
o saamseT PR e e Name

Actiity Type Unspecified v

10

2 | ¥ Send detections
12

8
14 I~ Chime

15 I Bypass

P I Bypass Extreme Temperature
e I Inacthity

8

9

20 Update h

21

9.3.3 Deleting a Safety or SOS Device

To delete a safety or emergency device from the Safety & SOS device list:

1. Right-click on the row in the Safety & SOS device list with the safety or emergency device you want
to delete. A window appears prompting you to confirm the delete request.

2. Click Delete. A window appears prompting you to confirm.

3. ClickYes.

9.4. RF Input Status

The RF input status reports the status of a selected safety or emergency device
(normal =Green; problem =Red).

RF Input Status
@ TAMPER @ SUPERVISORY @ LEARNED @ EXTERMAL POWER

@ ACTIVE @ LOW BAT @ DEAD BAT

The following is the list of the available statuses:
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® Tamper — The selected device was touched, moved, or installed incorrectly.
® Low battery — The battery of the selected device requires replacement.

® Dead battery — For EPA, EPP, and MDS devices only: The battery requires immediate
replacement.

® Active/Bypass — Alert reports from the selected device are sent or ignored.

® Supervisory — Whether communication between the device and the control panel has been
lost.

® Learned - Whether the selected device has been paired with the control panel.

® External Power — MDS only. Connected to external power. Lights red if MDS was connected
to power and then disconnected.
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10.Voice & LED Module

NOTE: For ES6502HC, the Voice and LED module parameters are available for
"~ PERS service type with Panel CPU Version 2.03 or later.

Main
Care@Home
Control Panel
Communications
Dialer
Activity Sensors
Safety & SOS

Mobile Operators
+-Custom Labels

“-Log Events

Click Voice & LED on the Main navigator menu. The Voice & LED module allows you to configure:

The receipt of vocal announcements for technical, medical, and safety issues
The CP to “vocally” remind the resident about scheduled activities.
The CP LED indicators

The pendant test operational parameters

The vocal reminder is characterized by the following attributes:

The purpose of the reminder announcement

Additional information related to the purpose of the reminder

The scheduled frequency of the reminder announcement (schedule type)
The period of the reminder announcement

The time of the reminder announcement

Vocal reminders use the following schedule types:

One Time

Weekly

Monthly (Day of the month)
Monthly (Day of the week)

For each schedule type, you can choose the “date” and time for the reminder to be announced. The
time configuration for a reminder announcement is restricted to the hour with 15-minute increments.

Refer to 10.2 Reminder Schedule Types on page 144.
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The structure for defining a reminder includes the parameters that define the attributes of a vocal
reminder. For example, below illustrates the structure to define a weekly vocal reminder.

2
Enabled @ |Weekly |

Report R [14:00 =

Days ¥ Sun & Mon [~ Tue ¥ Wed [~ Thu v Fri [~ sat _SetDefault

The following table describes the parameters that define the attributes of a vocal reminder.

Parameter Definition/Instructions Attributes
(Reminder) Mark to activate the vocal reminder. Enable = Marked
Enabled Disable = Clear
(Schedule Select the type of schedule you require for the vocal reminder. Dropdown list:
Type) Refer to10.2 Reminder Schedule Types on page 144. ® One-Time
® Wweekly
® Monthly (Day of Month)
® Monthly (Day of Week)
Report Mark to send a Missed Reminder report to the monitoring station Enable = Marked
when a reminder is not acknowledged, or an EP test is incomplete. Disable = Clear
Period: Day: The format of the date is
Day and Time | Enter either the day of the week, the day of the month, or the date dependent on the schedule
when you require the reminder announcement. type.
Refer to10.2 Reminder
Schedule Types on page
144.
Time: Time in Ah:mmformat
Enter the time when you require the reminder announcement
Days/Weeks | Mark one or more days/weeks when you require the reminder Per day/week:
announcement. Enable = Marked
Disable = Clear
Set Default Click to reset to default settings. The Reminder structure is reset to Push Button
factory settings, disabled, and displayed in grey.
Time to Enter the time to inform the resident when an event is scheduled. Time in Ah24:miformat
Announce

1

Enabled I |One time j

Report T (2000-01-01 00:00 ~

Set Default |

The following are the available types of vocal reminders:

® Medication: Refer to 10.3 Medication Reminders on page 146.

Appointments: Refer to10.4 Appointment Reminders on page 147.

[
® Rides: Refer to 10.5 Ride Reminders on page 148.
[

Alarms: Refer to10.6 Alarm Reminders on page 148.
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® Pendant Test: Refer to 10.7 Pendant Test Reminder on page 149.

10.1.

The Voice & LED module includes the global parameters that configure the scope of the vocal

announcements and reminder definitions and allows you to manage the CP Trouble A LED and other

LED indicators.

’25 Voice & LED

Silence only the

General Configuration Parameters

== Een

Y Medication | Appointments |

Rides

1] Alarms | Pendant Test

General

™ Silence Voice Announcements
Enable Groups

¥ Technical
v Safety Alarm
¥ Medical Alarm

reminders

Allow use of the

P ¥ Vocal R d

¥ Functional

Vocal Reminders

l [¥ Enable

vocal reminders
feature

Vocal reminders

Vocal Reminders

[ Report missed reminders
Timeout: @ 15 Minutes 30 Minutes

feature parameters

No repetition -

Snooze Time:

 LED Visual indication -

Language English

Panef's Trouble LED

I Disable
- Enable Groups

I” Communication loss

™ Supenisory loss

™ Panel is in low/missing battery

I Peripheral tamper is on

I Problem with panel's power supply
I Low peripheral battery

I” Jamming detection

I~ Connectivity test failed

¥ Communication

¥ Power LED

™ Emergency Duration 0 (sec)
I~ Connectivity Test

™ Fixed Blue Ambient LED

| Blinking LED for Vocal Message

e Smartcare

Update

Close

Voice & LED General Configuration
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The following table defines the Voice & LED configuration parameters.

VOICE & LED MODULE

voice file.

Supported languages:

English

Spanish

French

Portuguese

German

Hebrew

Chinese

Slovenian

Danish

Swedish

Finnish

Norwegian

Welsh

Dutch — supported for C7000 and for ES6502HC with
panel CPU version 2.05.4 through 2.14.

Field Definition/Instructions Attributes Required/
Optional

Silence Voice - Optional
ATEIREEERE Mark to silence the vocal announcements. IE/TaarT:d &

Note: If enabled, all vocal announcement groups are silenced. .

Disable = Clear

Language The language of the vocal announcements is determined by the | N/A Display

voice file downloaded to the panel. Contact Essence for the Only

Enable Groups

Clear the checkboxes of the group of announcements you want to silence. Refer to Appendix B

Voice Announcements on page 201.

reminder announcements.

At the end of the timeframe, if the resident has not pressed
RESET, a Missed Reminder report is sent to the monitoring
station, if Report is marked.

Note: For the pendant test this is the test interval within which
the resident must press their emergency pendant button.

30 minutes

Technical - Clear to silence vocal messages about technical Enable = Optional
problems such as tamper and low battery power. Marked
i Disable = Clear

Safety Alarm - Clear to silence vocal messages for safety alarms

such as fire alarm and flood alarm.

Medical Alarm - Clear to silence vocal messages about panic

and emergency alarms.

Vocal Reminders — Clear to silence vocal reminder messages.

Functional — Clear to silence vocal messages for operations

performed using the CP and the peripherals.
Vocal Reminders: | Mark to allow the use of the Vocal Reminders feature. Enable = Optional
Enable Marked

Disable = Clear

send Missed Mark to allow the broadcast of Missed Reminder reports. Each | Allow=Marked | optional
Reminder report remipder type has a Re.port parameter that, ifn"larl'(ed, allgws . Not allow =

sending a Missed Reminder report to the monitoring station if | cjear

a reminder is not acknowledged or the pendant test is

incomplete.

Note: If this parameter is not marked, none of the reminders

can send Missed Reminder reports.

; Select the timeframe for the continued repetition of the 15 minutes or ;

Timeout Required

142
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announcements.

Note: If you choose "No Repetition”, the reminder )
announcement is not broadcast again. 1-30 minutes,

Field Definition/Instructions Attributes Required/
Optional
Snooze Time Select the wait interval for rebroadcasting reminder Dr|°Pd°W” list Required
values:

No Repetition,

cannot be
larger than
Timeout.

The following table defines the parameters for configuring the CP’s Trouble LED.

NOTE: For ES6502HC, the Panel’s Trouble LED parameters are available for
Panel CPU Version 2.03 or later.

Parameter

Definition/Instructions

Disable

Mark to deactivate the CP Trouble LED. When an alert is issued for the alert categories, the LED

remains unlit.

Values: Marked = LED parameters disabled; Clear = LED parameters enabled.

Enable Groups

Mark the group of trouble states for which you want to light the CP trouble LED.
Values: Enable = Marked; Disable = Cleared

Group

Description

Communication loss

When the CP loses communications with the monitoring station

Supervisory loss

When the CP loses communications with a peripheral

Panel is in low/missing
battery

When the CP battery is low or missing

Peripheral tamper is on

When a peripheral is tampered

Panel’s power supply
in trouble

When there is trouble with your power supply

Low peripheral battery

When a peripheral reports low battery

Jamming detection

When RF communications detects jamming

Connectivity test
failed

Requires panel with cellular interface.
When the cellular connectivity test, that verifies communication
between the CP and the Care@Home" server, failed.

For both panel types, for the PERS service type, this parameter is clear
and disabled.
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The following table defines when to mark the CP LED indicators.

VOICE & LED MODULE

NOTE: For ES6502HC, the Panel’s Trouble LED parameters are available for
ES6502HC panel CPU version 2.05.2 through 2.14

The Communication LED is Orange for the cellular
connectivity test - Refer to ESUGSCO03 Care@Home™
CP User Guide.

Fixed Blue LED

Note: Enabled for:

® ES6502HC: panel CPU version 2.05.3
through2.14
® C7000
The LED surrounding the button is lit Blue all the time.

Blinking LED

Note: Enabled for:
® ES6502HC: Panel CPU version 2.05.4
through2.14
® C7000
The LED surrounding the button blinks Blue during CP
voice announcements.

LED Definition Attributes | Required /
Optional
GSM Communication The LED lights up Green whenever the CP sends Enable = Optional
LED information to the Care@Home" server. Marked
= Disable =
° Clear
Power LED The LED lights up Green when the CP is connected to
0 a power outlet.
@ The LED blinks when working off the backup battery.
Emergency Duration The LED lights up Red during a voice window for an
emergency call.
If disabled, the LED is lit Red for the duration of the
voice window.
Enter a value greater than O for the time frame for the | Seconds Required only
LED to be lit Red during the voice window. if Emergency
Duration is
marked
Connectivity Test Note: For ES6502HC, enabled for 2.05.3 <= CP SW Enable = Optional
= version<2.14... Marked
() =
© Not enabled for PERS on any control panel. Requires Disable =
panel with cellular capability. Clear

10.2. Reminder Schedule Types

The following topics describe the different schedule types of the voice announcements and how to
apply the schedule types in setting up the voice announcements.

® One Time: Refer to10.2.1 One-Time Schedule Type on page 145.

144
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® Weekly: Refer to10.2.2 Weekly Schedule Type on page 145.
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® Monthly (Day of Month): Refer to 10.2.3 Day of the Month Schedule Type on page 145.

@ Monthly (Day of Week): Refer to10.2.4 Day of Week Schedule Type on page 145.

10.2.1 One-Time Schedule Type

For the One-Time Schedule Type:
1. Choose a specific date for the reminder to be announced.

2. Choose a specific time for the reminder to be announced.

On the chosen date, at the time specified, the reminder is announced.

10.2.2 Weekly Schedule Type

For the Weekly Schedule Type:
1. Choose a specific time for the reminder to be announced.

2. Choose one or more days of the week when the reminder is to be announced.

Every week, on the chosen day or days of the week, at the time specified, the reminder is announced.

10.2.3 Day of the Month Schedule Type

For the Monthly (Day of Month) Schedule Type:
1. Choose a specific day of a month for the reminder to be announced.

2. Choose a specific time for the reminder to be announced.

Every month, on the chosen day, at the time specified, the reminder is announced.

10.2.4 Day of Week Schedule Type

For the Monthly (Day of Week) Schedule Type:
1. Choose a day of the week for the reminder to be announced.
2. Choose a specific time for the reminder to be announced.

3. Choose the week or weeks of the month for the reminder to be announced.
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Every month, during the chosen week or weeks, on the chosen day of the week, at the time specified,
the reminder is announced.

10.3. Medication Reminders

The Voice & LED module allows you to define up to four scheduled medication reminders.
The reminders are identified by the labels: MI1 — MI4

The purpose of the medication reminders is to broadcast vocal announcements through the CP to
remind the residents to take their medication.

The text of the message is: "Attention! It is time to take your medication. Please take them and press
the Reset button”

To acknowledge the reminder, the resident must press the blinking CP RESET button, within the
configured Timeout timeframe. If the resident does not press RESET before the Timeout timeframe
ends, a Missed Reminder report is sent to the monitoring station, if Report is enabled.

For information about configuring the Timeout parameter, refer to10.1 General Configuration
Parameters on page 141.

12 Voice & LED E= Eon <=

General 1 Medicati | Appointments | Rides i Alarms | Pendant Test
Medication

ID Schedule Type

Time

1

Enabled ¥ |Weekly -

Report ¥ |08:30 ~ Days ¥ Sun ¥ Mon ¥ Tue W Wed ¥ Thu W Fri W Sat Set Default

2

Enabled W |Weekly -

Report W |14:00 —Days ¥ Sun ¥ Mon [~ Tue W Wed ™ Thu Fn [~ Sat  Set Default

3

Enabled M |Weekly hd

Report W |19:00 ~—Days ¥ Sun [ Mon ¥ Tue I” Wed ¥ Thu " Fri ¥ Sat Set Default

4
Enabled [ |Monthly (Day of Week) ¥

Repot ™ |Tue 11:15 —— Weeks ¥ 1 V2 V3 4 I~ Last Set Default
Update Close

Refer to 10.2 Reminder Schedule Types on page 144.
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10.4. Appointment Reminders

The Voice & LED module allows you to define up to four scheduled Appointment reminders.
The reminders are identified by the labels: MI5 — MI8

The purpose of the appointment reminders is to broadcast vocal announcements through the CP to
remind the residents to prepare for their appointments.

Each reminder is defined with an additional parameter: Time to Announce.

Enter the scheduled time of the appointment as the Time to Announce, which is added to the text of
the vocal announcement.

The text of the message is: "Attention! Your appointment is at <time to announce>. Please press the
Reset button."

To acknowledge the reminder, the resident must press the blinking CP RESET button, within the
configured Timeout timeframe. If the resident does not press RESET before the Timeout timeframe
ends, a Missed Reminder report is sent to the monitoring station, if Report is enabled.

For information about configuring the Timeout parameter, 10.1 General Configuration Parameters on
page 141.

& EEE)

General | Medication | Appoi Y Rides i f Alarms | Pendant Test

Appointments

ID Schedule Type Time to anounce

Time

Enabled R [One time =] [13:00 =

Report W |15-01-2020 14:00 - Set Default

6

Enabled ¥ [Weekly =] os:30 =

Repot W |10:00 ~ Days I~ Sun ¥ Mon ¥ Tue W Wed ¥ Thu W Fri [ Sat Set Default

7

Enabled ¥ [Weekly =] [12:30 =

Report M [14:00 ~ Days I Sun W Mon [ Tue W Wed " Thu " Fri [ Sat Set Default

8

Enabled ~ [Monthly (Day of Week) =] [15:30 =

Report M |Wed 16:30 —— Weeks[™ 1 V2 3 v 4 [~ Last Set Default
-Update Close

Refer to 10.2 Reminder Schedule Types on page 144.
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10.5. Ride Reminders

The Voice & LED module allows you to define up to four scheduled ride reminders.
The reminders are identified by the labels: MI9 — MI2

The purpose of the ride reminders is to broadcast vocal announcements through the CP to remind the
residents to prepare for their rides.

Each reminder is defined with an additional parameter: Time to Announce.

Enter the scheduled time of the ride as the Time to Announce, which is added to the text of the vocal
announcement.

The text of the announcement is: "Attention! Your ride will arrive at <time to announce>. Please press the
Reset button."

To acknowledge the reminder, the resident must press the blinking CP RESET button, within the
configured Timeout time frame. If the resident does not press RESET before the Timeout timeframe
ends, a Missed Reminder report is sent to the monitoring station, if Report is enabled.

For information about configuring the Timeout parameter, 10.1 General Configuration Parameters on
page 141.

1t Voice & LED (=2 EER =

General | Medication | Appointments | Rides 1 Alarms 1 Pendant Test
Rides.

D Schedule Type Time to anounce

Time

9

Enabled [ [One time =] [1430 -

Report @ [15:012020 1445 | Set Defaul

10

Enabled W [Weekly =] [1448 =

Report v [15 00 ~—Days " Sun " Mon [T Tue ¥ Wed ™ Thu " Fri [ Sat Set Default

n
Enabled & [Monthly (Day of Month) ~| [09:30 =

Repot I [2710:00 = Set Default

12

Enabled ¥ [Monthly (Day of Week) ~| [10:16 =]

Repot ¥ |Wed 11:00 ~Weeks 1 M2 3 W I Last Set Default
Update Close

Refer to 10.2 Reminder Schedule Types on page 144.

10.6. Alarm Reminders

The Voice & LED module allows you to define up to four scheduled alarm reminders.
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The reminders are identified by the labels: MI13 — MI6

The purpose of the alarm reminders is to use the CP as an alarm clock to remind the residents of
scheduled times, such as when to wake up in the morning or when to wake up from their other rest
periods.

The text of the announcement is: "Attention! Alarm reminder. Please press the Reset button."

To acknowledge the reminder, the resident must press the blinking CP RESET button, within the
configured Timeout time frame. If the resident does not press RESET before the Timeout time frame
ends, a Missed Reminder Report is sent to the monitoring station, if the Report feature is enabled.

For information about configuring the Timeout parameter, 10.1 General Configuration Parameters on
page 141.

4 S @ =]

General T Medication | Appointments | Rides i f Alarms | Pendant Test
Alarms

D Schedule Type

Time

13

Enabled ¥ |Weekly -

Report ™ 105:30 ~—{Days I Sun ¥ Mon ¥ Tue ¥ Wed W Thu ™ Fri [ Sat Set Default

14

Enabled W |One time -

Report v 109-02-2020 18:00 - Set Default

15

Enabled ™ |Monthly (Day of Week) ~

Report ¥ | Sat 08:15 — Weeks ¥ 1 v 2 W 3 V4 I~ Last Set Default

16

Enabled [ |Monthly (Day of Month) ~

Report WV |27 16:30 — Set Default

Update I Close

Refer to 10.2 Reminder Schedule Types on page 144.

10.7. Pendant Test Reminder

The Voice & LED module allows the operator to define one scheduled Pendant Test reminder.
The reminder is identified by the label: M7

The purpose of the Pendant Test reminder is to broadcast vocal announcements through the CP to
remind the resident to perform a test of their emergency pendant.
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The pendant test supports the EP, the EPA, the EPP, and the EPA-BC.

p) NOTE: For ES6502HC, the Pendant Test Duration parameter is available for:

® (7000
® ES6502HC panel CPU version 2.03.2 through2.04, or 2.14 and later

&

To configure pendant test parameters:

On the General tab under Vocal Reminders:

—_

Ensure that Report Missed Reminders is marked.

2. Setthe Timeout pendant test interval.

3. Ifyou want the pendant test to repeat if the pendant test fails to complete, set Snooze Time for
the wait interval between pendant tests.

4. If you do not want the pendant test to repeat if the pendant test fails to complete, set Snooze

Time to “No Repetition”.

On the Pendant Test tab:
1. Mark Report to allow sending a Missed Reminder report when the pendant test fails.

2. Setthe Pendant Test Duration to the wait interval, from the schedule date and time to begin the
Pendant Test interval. The wait interval can be either1, 2, or 3 hours.

i veceaeo =T e

General T Medication | Appointments | Rides 1 Alarms | iPendant Test
Pendant Test

D Schedule Type

Time
17
Enabled [ |One time J Pendant Test Duration ~ | thour(s])
I~ [01-01-2000 00:00

When the duration time finishes:
® The CPRESET button starts blinking
® The Timeout test interval begins.

® The pendant test reminder announcement is broadcast once

The text of the reminder is:

"Attention! It is time to test your pendant. Please press your pendant button."
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To complete the pendant test, the resident must press their emergency pendant button.

If the resident does not press the pendant button before the test interval ends, a Missed Reminder
report is sent to the monitoring station, if Report is enabled.

Refer to 10.2 Reminder Schedule Types on page 144.
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11. Mobile Operators

, NOTE: The Mobile Operators module parameters are available for panels with
/ cellular capabilities:

® (7000
® ES6502HC panel CPU version 2.04 through 2.14

Main
- Care@Home
Control Panel
- Communications
Dialer
- Activity Sensors
Safety & SOS
- \oice & LED

Mobile Operators

ustom Labels
“-Log Events

Click Mobile Operators on the Main navigator menu. The Mobile Operators module is the tool that
allows management of the mobile operators APN information for Care@Home™ control panels
installed on the resident’s premises.

1% Mobile Operators = = ]
Mobile Operator:
ID | Operator Codel APN Name | User | Password | D m
1 42501 uinternet orange orange
2 42502 internetg Mobile Operator Code
3 42503 internet.pele_.  pcl@3g pel
4 42502 internet.gola... Ilﬂ12501
5 42502 net.hotm
6 42507 net.hotm APN
7 42508 internet.gola. ..
1t t
g 42503 internet.r f@3g f Juinterne
9 42501 uwap.orang...
10 42515 uwap.orang... =
orange
Password
orange
Update Delete |

Load APMs From
CPF e ——

11.1. APN Information

Access Point Name (APN) information provides access to the cellular communications channel. This
information is provided by your SIM-card’s Cellular Operator or your Service Provider.
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® APN Name
® User name

® Password

The following table provides instructions for entering the APN information for each Mobile Operator.

Field Definition and Instructions Attributes
ID Automatic allocation of an internal identification code for each Mobile | N/A
Operator.
Mobile Operator Code Enter the Mobile Operator code. Integer (6)
APN . Mandatory. Up
Enter the Access Point Name (APN) name from your SIM card or to 32 ASCII
cellular provider. .
User Optional. Up to
Enter the APN user name. 28 ASClI
characters
Password Optional. Up to
Enter the APN password. 12 ASCII
characters

11.2.Managing the Mobile Operator List

The Mobile Operators module allows you to manage the APN information for a list of mobile
operators. The Mobile Operators module supports APN information for up to 10 mobile operators.

The module provides you with the capability to perform the following functions:
® Add anew mobile operator in a blank row in the Mobile Operators list.
® Update a row with an existing mobile operator.

® Delete a row with an existing mobile operator.

11.2.1 Adding a Mobile Operator

The Update function allows you to Add a new mobile operator by updating an empty row.

1. Select an empty row from 1-10 in the Mobile Operator list window.

2. Enter the destination information in the fields to the right of the Mobile Operator list window:
Mobile Operator Code
APN
User

Password
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3. Right-click on the row in the Mobile Operator list selected in Step 1. A function window appears
displaying the functions available to manage the Mobile Operator list.

4. Click Update in the function window or Update at the bottom of the screen, to add the new
Mobile Operator to the Mobile Operator list. The selected row is populated with the information
entered in Step 2.

3% Mobile Operators =1
Mobile Operators
1D | Operator Code | APN Name [User Password D
0 -
1 42501 uintemet orange orange
2 42502 intemetg Mobile Operator Code
3 42503 intemet pelephone net il pel@3g pel
4 42502 intemet golantelecom.net il [42515
5 42502 net.hotm
6 42507 net.hotm hots07 1234 APN
7 42508 internet golantelecom net il ’7‘
8 42503 intemet l @3 b wap-orange.co |
9 42501  orange co i
uwap orange co i ot
Upizim orange515
Delete
Password
1234
- - , Update Delete

11.2.2 Updating a Mobile Operator

The Update function allows you to revise an existing destination in the Mobile Operator list.
1. Select a row in the Mobile Operator list window with an existing destination.
2. Revise the APN information in the fields to the right of the Mobile Operator list window:
® Mobile Operator Code
® APN
® User
® Password

3. Right-click on the row, in the Mobile Operator list window, selected in Step 1. A function window
appears.

4. Click Update in the function window or click Update at the bottom of the screen. The selected row
is populated with the information entered in Step 2.

11.2.3 Deleting a Mobile Operator
The Delete function allows the user to remove an existing mobile operator from the Mobile Operator
list.

1. Right-click on the row, in the Mobile Operator list, that is to be deleted. A function window
appears.
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2. Click Delete in the function window or Delete at the bottom of the screen. A window appears

prompting you to confirm the delete request.

1% Mobile Operators =1
Mobile Operators
D | Operator Code [ APN Name [[User Password D
0 -

1 42501 uintemet orange orange
2 4202 intemetg Mobile Operator Code
3 42503 intemet.pelephone.net.i pcl@3g pcl
4 42502 intemet. golantelecom.net.il 42615
5 42502 net.hotm
6 42507 net.hotm hots07 1234 APN
7 42508 intemet.golantelecom net i I —
8 42503 intemet r @3q o wap-orange. ol
9 42501 uwap.orange.co.i u
42515 uwap.orange. co.il I

Update ,7

Delete

Password

, - . Update Delste

3. ClickYes.

11.3.Load APN Information

APN information is found in a.cpffile.

Load APNs From

You can upload the APN information from another .cpf file by using CPF

information is loaded directly into the Mobile Operators module.

Mobile Operators

Motile Operators

The APN

ID [ Operator Code [ APN Name [ User PG ID | Operator Code | APN Name | User Password
14280 LT ZEL ZEL 1 42501 uintemet orange orange
2 42502 internetg _> 2 42502 intemetg
3 42503 intemnet.pele... pcl@3g pel 3 42503 intemetpele... pcl@3g pel
4 42502 internet.gola... 4 42502 intemet.gola...
5 42502 net.hotm 5 42502 net.hotm
6 42507 net.hotm 6 42507 net.hotm hot507 1234
7 42508 internet.gola... 7 42508 intemet.gola...
8 42503 internet.rl n@3g rl 8 42503 internet.rl n@3g f
9 42501 uwap.orang... 9 42501 uwap.orang...
10 42515 uwap.orang... 10 42515 uwap.orang...  orange515 1234
To load APN information from an external file:
1. Enter the CMS Mobile Operators module.
Load APNs From ‘
2. Click CcPF . An Open CMS File browser window appears.

3. Clickthe.cpffile that includes the APN information.

4, CIick to load the APN information from the .cpffile into the Mobile Operators

module. The Mobile Operators list displays the updated APN information.
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NOTE: Only APN information is uploaded from the selected external .cpffile into
/ the CMS application.

5. Tosave the APN information:
® Download the CMS information to the CP.
® Save the CMS information to a CMS parameter file (.cpf).

Refer to 4.1 Main Action Icons on page 37.
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12. The Custom Labels Module

ain

Care@Home
Control Panel
Communications
Dialer
Activity Sensors
Safety & SOS
Voice & LED
Mobile Operators

[Costom Labers ]

“"Tog Events

Click Custom Labels on the Main navigator menu. The Custom Labels module is the tool that allows
management of the personalized labels for Care@Home™ CMS installed on the resident’s premises.

£ Custom Labels =e =

Custom Label
D Cusiom Label o

i feewoon

2 Guest Bedroom

3 Guest Bathroom Label Id: m
4 Docier's Clinic

s Restroom Encoding: lm
6 Basement

7 Label Text:

3 E

9 ‘Bedroom ‘
10

1

12

13

14 Update

15

12.1.Defining Custom Labels

Label Id: I 8 - l
Encoding: lm
Label Text:

Update

The following table describes the parameters needed to define the personalized labels to the CMS
application.
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Name Definition Data Values Factory
Settings

Label ID The internal identification of a label in the Custom @ ForES6502HC,

Labelist. ES6502HC PERS
firmware — Panel CPU
version 2.03.2 through
2.04, or2.14 and later—
1-20 labels.

ES6502HC ADL
firmware - panel CPU
version 2.04 through
214 -1-

20 labels.

Otherwise, 1- 50 labels
® For C7000,1- 20 labels

Encoding The encoding character set with which to enter Dropdown list — one option Latin-1
the personalized text for the custom label.

Label Text Free form text up to 31 characters. Aphanumeric

12.2. Managing Custom Labels

To add a custom label:
1. Select an empty row in the Custom Label list.
2. Enter the name of the label in the Label Text field.

3. Click Update.

The update process adds the custom labels to the dropdown list for the following parameters in other
modules:

® The Zone Label parameter in the Activity Sensors module

® The Device Label parameter in the Safety and SOS module

To update an existing label:

1. Select the row in the Custom Label list with the label you want to edit.
2. Modify the text in the Label Text field.

3. Click Update.

To delete an existing label:

1. Select the row in the Custom Label list with the label you want to delete.
2. Remove the text in the Label Text field.

3. Click Update.
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Control Panel

Communications

Dialer

Activity Sensors
Safety & SOS

Voice & LED

Mobile Operators
--Custom Labels

essence

Click Log Events on the Main navigator menu. The Log Events module is the tool that allows
management of the event log files for the Care@Home™ CP installed on the resident’s premises.

!E Log Events

Log

[ Event Description Date

Device Type

Device ID

[E=RECR =

Additional Information A

Gsm self test status send stun 1.
GPRS data modem
Status Panel

Local Serial Interface

GPRS data modem

communica
Local Serial Interface
General comm event
Status Panel

GSM data modem
Status Panel

Local Serial Interface
General comm event

Status Panel

Panel Information File data modem 16:46:05
Serial Interface 16:31:01

tus Panel 16:30:52
General comm event /02/19 16:09:33

GSM data modem
Status Panel
Local Serial Interface

General comm event
Status Panel

ErCoMsb=0, ErCoLsb=0, SUErCOMsb=0, SuErCoL
Successful Completion, Message_group_number:
Duration=0,

Start Maintenance Machine, Normal Activation

sful Completion, Message_group_number

Stop Maintenance Machine, Safe Deactivation,
Messages unpaused, Message_group_number=2
Duration=0,
Channel initi successfully, Message_group.
Duration=0,

Start Maintenance Machine, Normal Activation

Messages paused, Message_group_number:
Duration=0,

quest File Transmission (; ity file and device
op Main nce Machine, Safe Deactivation
ration=0,

Messages unpaused, Message_group_number=

Channel inttialized successfuly, Message_group,

Duration=0,

Start Maintenance Machine, Normal Activation

Messages paused, Message_group_number=22
Duration=0,

>

Number of Events: | 345 |

Care@Home" provides the ability to capture and read a CP event log file (.Igf file). Essence

""ReadLog |

Reset Log ‘ Save Log ‘ Dpenlog | Piint Log ‘

Read Log File

Professional Support personnel use the log file to analyze system behaviors and malfunctions.
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13.1.Log Events Module Actions

The log files are stored in the CP. The Log Events module action buttons allow the user to view, store,
print, or reinitialize the events log file in the CP.

Number of Events: 945 ‘ ! Readlog | Reset Log | Save Log Open Log Print Log Read Log File I

13.2. Number of Events

The Number of Events parameter allows the user to enter the number of records to retrieve from the
CP cyclical event log file. The records retrieved are the last events recorded by the log file.

The log file can store up to 945 event records. Since the log file is cyclical, these records are of the last
945 events recorded by the CP and its peripheral devices.

13.3. Read Log

Click Read Log to retrieve the number of records entered in the Number of Events parameter. The
records are retrieved from the CP event log file in “Last In First Out” (LIFO) order. The records are
displayed in the Log Events main page in “descending order” by the date and time the event was
reported.

Note: Time gaps may appear in the log when the panel’s clock is updated.

13.4. Reset Log

Click Reset Log to empty the current CP event log file. You are prompted to confirm the reset log
request.

| Are you sure you want to reset the log?

"

m
Number of Events. | 545 ReadLug‘ Fieset Log SavaLng‘ DpanLng‘ Piint Log |

Reset Log Confirm Prompt
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The contents in the CP event log file are deleted. The event log file is ready to log new CP events,
issued by the CP, the sensors, and other peripheral devices connected to the CP.

13.5. Save Log

Click Save Log to create an external copy of the retrieved records from the event log file in the CP. The
records displayed on the Log Events screen are saved to an external file.

A Windows Save Log dialog box appears, to allow the user to specify the log file name with the
extension .Igf and the location to store the log file on the local PC.

I' » Computer » O5(C) b Pragram Files (B6) » Essence » Care@Home CMS o « |43 | Search Care@Home cM5 2l
[ ———— =- @8

B Desktop Leg
& Downloads RSUFTP

1 Computer
Lo
cw Local Disk (D)
& Rainmaker (\\es-fal-if) (M)
Fibt name: care =t home pers logLLigh .
Save as type: | Log File (igh) -

= Hide Folders Open Cancel

Save Log Window

/ NOTE: Use the Save Log feature to create the external .Igf file, when requested

by the Essence Professional Service personnel to send them the CP events log
file.

13.6. Open Log

Click Open Log to open the Windows Open Log dialog box, to locate an event log file (.Igf) on the
local PC, “open” it, and display its contents on the Log Events page.

For example, the records in the event log file are retrieved and displayed on the Log Events page.
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£ Openlog

.

Bl ) » compuscs 7 05(c) » Progum i ) » Esmce » Crc@HomecS - Log

Favorites
B Deskiop
4 Downloads

Recent Places

4 Libraries
% Documents
) Music
&) Pictures

Videos
& Computer
& os(c)

(s Local Disk (D)

59 Data (Nes-feL-il) (09

Organize v Newfolder

5 Rainmaker (Wes-fs1-i) (M:)

£ Production M\es-fsLil) (P:)

Name

] care at home pers logl.Igf

File name:  care at home pers loglLlgf

Open Log Window

- [Log File (1gf)

ez}
S E o)
0 @
Date modified Type
1-Jan-151431 LGF File

>

!E Log Events
Log

[0 [ event Description

Date Device Type Device ID

Additional Information -

Provider time request, updating fi...

Status Panel

01/01M5 09:58:32

0 5

, Message _group_numbs

Log File Opened on the Log Events Screen

Click Print Log to open the Print Log window, to allow the user to choose whether to produce an Excel
file, or a.csvfile.

The log file is formatted in Windows EXCEL to properly view and understand the event log records.

For example, an event log file is formatted and printed as an Excel file.

1
2
3
a
5
6
7
8
El

10
11

162

ACCOUNT: 00000299 CPU A: 2.03.230.05.12

D

Event Description
1 Provider time request
2 Status Panel
3 Local Maintenance Mode

4 Local Serial Interface
5 GPRS data modem

6 GPRS data modem
7 GPRS data modem
& Send SIA Message System Automatic Test

= D E
CPU C: 246.00 DATE: 01-01-15 HOUR: 14:44:00
Date Device Type Device ID
updating time 01-01-15 09:58

Additional Information
Day=1 Month=1 Hour=9

01-01-15 11:27 RKP

01-01-15 11:27 Control Panel
01-01-1511:27

01-01-15 11:07

01-01-15 11:06

01-01-15 11:06

01-01-15 11:05 Control Panel

0 Duration=0
1 Partition FULL
Start Maintenance Machine

Normal Activation

RF device Normal A

Failed to start connection Message_group_number=0  RSSI=22
Failed to start connection Message_group_number=0  RSSI=22
Failed to start connection Message_group_number=0  RSSI=21

Message_group_number=1

Print Log Function Results
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13.8. Read Log File

Click Read Log File to open the Windows Open dialog box to locate the remote log file (.rlg) on the
debug server, “open” it, and display its contents on the Log Events page.

The .rlg file stores dialer debug data written to the remote log file. Refer to 5.4.8 Log on page 63.
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14. Using CMS for Care@Home™
Implementation

Care@Home™ CMS provides the user interface to verify that Care@Home™ has been predefined
according to the resident’s needs. CMS has the tools to modify and redefine the configuration
parameter values of the CP and its peripherals, as needed. These tools allow the user to define
additional peripheral devices to Care@Home™.

To maintain Care@Home™ CP configuration parameters, first the user must upload the CP’s default
factory settings (configuration parameter values) to CMS. The user can use the tools provided by CMS
to maintain the configuration parameters.

Follow the following example of using CMS to implement Care@Home™:
A Care@Home" kit is assembled according to a predefined default configuration.

For example:
® OnecCP
@ Five motion detectors (PIRs)

® Two magnetic sensors (MGLSs)

The Care@Home™ CP is initialized with the default factory settings for the CP configuration parameter
values. For example, the account number should be set for the account number assigned to the
resident for whom the Care@Home™ is allocated.

The default peripheral devices are defined in the Care@Home™ CP. Optional peripheral devices can be
added to the configuration to provide additional capabilities to Care@Home", such as

® A cameradetector (IPD)
@ Safety devices, such as a smoke alarm (SK2) or a water detector (MGLS)

@ Emergency devices, such as a multidimensional fall detector (MDS) or a voice panic detector
(VPD)

The Care@Home™ default configuration is flexible and allows for expansion. Care@Home™ can accept
additional peripheral devices as needed.

14.1.L_oading Factory Settings

The factory settings are defined in the Care@Home"™ CP, provided by the manufacturer. The CP
configuration parameter values must be uploaded to CMS for the user to verify that the factory
settings are correct.

To upload the CP configuration parameter values:

1. Connect the CP to power and switch it on.
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2. Connect a serial cable to the COM port on the PC and the CP mini-USB. Wait for the rising tone to
confirm connection. Refer to 3.1.1 Local Connection to the CP on page 23.

Care@Home

3. Double click =&

4. On the Connect screen, select the COM port from Com Port list. Refer to 2.2 Identifying the
Communications Port on page 10.

5 Click Connect. .. |

6. Click__Upload <<

to upload the configuration parameter values from the CP to CMS.

14.2. Verifying Factory Settings

Following the upload of the CP configuration parameter values, CMS is prepared for the user to verify
that the factory settings are defined correctly in the CP.

The user can view the factory settings of the CP in the CMS Control Panel. Refer to 5 The Control Panel
Module on page 43.

Enter changes if needed and click Update. The following are configuration parameter values to verify.

14.2.1 Account Number

The CP account number should be set to the account number assigned to the resident for whom
Care@Home" is allocated.

Verify that value displayed in the Account Number parameter is the account number assigned to the
resident. If not, modify the value in the parameter field accordingly.

Refer to 5.1 Account Number on page 43.

1422 ARC Account Number

The ARC account number is an optional identifier. If using the ARC number, verify that it is correct.
Refer to 5.2 ARC Account Number on page 44.
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14.2.3 APN Settings

Control panels with cellular capabilities must have at least one mobile operator defined. This mobile
operator should be the cellular service for the SIM card used by the CP. Refer to 6.1.5 Phone Number

on page 82.

The cellular service for the SIM card inserted in the CP determines the APN information required. To

access the APN settings, refer to 6.2.3 APN on page 85.

| 3 Communications [E=R(ECR~X™
~ Communications
General | Cellylar; | Ethemet |
~Cellular Communications “Nodule
I Bl CANA4G3G v20 00 545 1
IMEI:
—Configurations
—Provider ~SiM
™ Lock ICCID:
Name IN_.'A vl [~ PIN Code I[J
[~ Switch Automatically
r Dialer Confi ti
Blacklisted Provider Code:  N/A T
Min Reception 1
AL Number of Retries 3
APMN Itelstra.internet
Retry Timeout B0 (sec)
User Name Iguest
Password Iguest - Call Configurations
_ Audio Codec Ring Tones Default vl
Codecs Ig DTMF blocking period Default vl
Update |

APN Information in the Communications Module

The purpose of the Mobile Operators module is to provide the APN information for the chosen
cellular service. For example, the APN information in the Mobile Operators module is needed for the
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cellular service used by the SIM card. The CP automatically retrieves the APN information associated
with the cellular service used by the SIM card.

Mobile Operators

| D ‘ Operator Code | APN Name | User | Password | D
2 -
1 42501 uinternet orange orange
42502 [T S T T T | Mobile Operator Code
3 42503 internet.pelephone_net.il pcl@3g pcl
4 42502 internet.golantelecom.net.il |42502
5 42502 net.hotm hot502 2468
6 42507 net.hotm hot507 1234 APN
7 42508 internet.golantelecom.net.il -
t 1

8 42503 internet.d l@3g i fnterne
9 42501 uwap.orange._co.il U
10 42515 uwap.orange._co.il orange515 1234 e

|Comf0rt

Password

internet

Mobile Operators APN Information

Refer to 11 Mobile Operators on page 152.

14.2.4 Customizing the CP Configuration

The CP configuration covers all aspects of the CP functionality for itself and for its peripheral devices.

The CP module allows the user to customize the capabilities of the CP functionality according to the

user’s needs.

For example, the user may want the medical siren on the premises to sound for a specific duration
before the CP contacts the emergency call center.

The Sound fields manage the medical siren on the premises. Modify the number of seconds for the
siren to sound the alarm.

Sound

Announcement Volume |1 -
Medical Siren Duration |15 (sec)
Safety Siren Duration  |Default | [s=c)

Announcement While Connecting I

The Medical Siren Duration

Another example of customizing the CP configuration is redefining the number of rings the CP waits
before automatically answering a call from the emergency call center.
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The Remote Call-In fields manage the receipt of external phone calls from the emergency call center.

Remote Call In

Enable v
Rings 1 j
Mute Rings i

Remote Call-In Rings

Choose the number of rings, from the dropdown list, for the CP to wait until automatically answering
external calls to the CP.

NOTE: Remember to click Update, at the bottom of the Control Panel
" module page, upon completion of any modifications made in this module.

14.3. Configuring the Care@Home™ CP

The user can use CMS to configure the CP. Options include:
® Dialing
® Working with peripherals

® Eventlogging

14.3.1 Dialer Module

As part of the factory settings, the manufacturer assigns the ports and the default server’s IP address to
each of the communication channels. This is to ensure that the CP communicates with the default
server.

The CMS Dialer Module provides the user with the tools to maintain these settings for
communications from the CP. The ports and IP addresses along with other dialer destination
information can be viewed and verified in the Dialer module.

For example, shows the factory settings for the communication channels included in a Care@Home™
configuration. Each communication channel is assigned dialer destination information, such as:

® DestinationID
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IP Address for the Default Server
Port

Comm Type

Comm Channel

Factory Settings in the Dialer Module

1 Dister E=S =8 ==
Destinations
ID_| Phone Num / IP-PORT Comm T Interface | Protocol Phone ID 1 =
1 essence.carehome.com.a.. Analytics.. LTE
2 essence.carshome.com.a.. Message LTE SIAIP Comm Type: |Analytics Message :I'
3 1300261658 Voice GSM e LTE =
4
5
6 essence carehome coma... Data Stream LTE Receiver Address
7
8  essence carshome coma  STUN IP (Any) ¥ Domain Name
b URL:  [essence carehome com at
o Pot:  [10060
12
13 Protocol: [TCP -
14
15 Emergency Number: 1300261658
16
< Update |
Dial Sequence
Message Video | STUN |  DATA | Fail-Safe Number |

ID_ | Protocol |Seguence |Retnes Protocol: Analytics Alert

1 PERS Supenvisary

2 PERS Alett Sequence: [T [ [

i TAwvicsmen 11— 13— [

MNo. of Retries: |3 =
Update

Refer to 7 The Dialer Module on page 92.

® essence
;‘ mart
4 i1t

The user can maintain the destination information for each destination in the Destinations list using

the tools provided in the Dialer module.

, NOTE: Click Update on the bottom right of the Destinations list, to save the
/ changes made to each line in the Destinations list.

The following are examples for maintaining dialer destination information.

14.3.1.1 Altering IP Addresses

Although the port assignments usually remain unchanged, the IP addresses associated with the ports
can be altered. Altering the IP addresses is only necessary if the default server is replaced by another

server and network.

Care@Home™ CMS Reference Manual

169



( ® essence
i’ USING CMS FOR CARE®@HOME™ IMPLEMENTATION

» NOTE: Do not change the port assignments without first consulting Essence

.~ technical support personnel.

14.3.1.2 Add Dialer Destinations
Additional dialer destinations can be added to the Dialer module.

For example, an additional server can be configured if the user wanted to provide a backup serverin
the event the default server fails to respond. The communication channels associated with an
additional server must be added to the Dialer Destinations list.

In this case, the user can use the tools provided in the Dialer module to add new destinations to the
Dialer Destinations list.

14.3.1.3 Edit Dialer Information

Emergency numbers or IP addresses can be assigned to Analytics Message Comm Type destinations
1-10. This is generally the destination the CP calls when e is pressed. When using SCAIP, the
receiver may instruct the control panel to use a different number.

For example, the user should verify that a valid emergency call number is defined for the Analytics
Message Comm Type.

If no emergency call number is defined for the Analytics Message Comm Type or the emergency call
number defined is invalid, the user should redefine the emergency call number.

In this case, the user can use the tools provided in the Dialer module to edit existing destinations in
the Dialer Destinations list.

Refer to 7.5 Managing the Destination List on page 115 and

A Fail-Safe number can also be assigned to ensure proper communication. Refer to 7.6 The Dialing
Sequence on page 116

14.3.2 Redefining Dial Sequence Retries
The factory settings include defining the dialing sequences for each Comm Type. The Dialer module

provides the tools to redefine the Dial Sequence parameters for each Comm Type. For example, the
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Dial Sequence parameters include the number of retries when attempting to communicate with a
Comm Type.

Dial Sequence

Message |  STUN |  DATA | Fai-Safe Number
ID_[ Protocal [ sequence [ Retries | [ protocal Analytics Alert
1 PERS Supenisory .2 3
2 PERS Alert 2 3 Sequence ]
3 lAnavtics Alet 11 [3 |
No. of Retries: |3 -
_ Update |

Redefine Number of Retries

Choose a number to redefine the number of retries allowed to communicate through a Comm Type.
Click Update to save the modification.

Refer to 7.6 The Dialing Sequence on page 116.

14.3.3 Activity Sensors Module

As part of the factory settings, the manufacturer defines each of the peripheral devices in the CP
configuration as activity sensors. Each peripheral device is defined according to the device
Care@Home" activity.

The CMS Activity Sensors module provides the user with the tools to maintain the definitions and
characteristics of each of the CP’s activity related peripheral devices, like motion, door, and bed
sensors.. The activity sensor definitions and characteristics information can be viewed and verified in
the Activity Sensors module.

The factory settings for the peripheral devices are included in the CP configuration. Each peripheral
device is defined as an activity sensor. The definitions and characteristics information defined for each
peripheral device determines the device’s purpose or role in the Care@Home™ configuration.
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The definitions and characteristics are displayed in the parameters, such as:
® DevicelD
® Serial Number
® Device Type
[

Activity Type

1% Activity Sensors =) & =]
ID | Serial Number ‘ Device Type ‘ Mode ‘ Status | Label | Device ID: 3 *| RF: 98%
1 074F2047 MGLS C Main Entry .
2 0021315F PR e DereeTipe (A
3 Joossret JPR__ [ [T ____|DiningRoom RSN 2404
4 234BC333 IPD | NL Living Room
5 Zone Label: |Dining Room hd
6
7 £ | First priority IPD: NONE ~
3

g Second priority IPD: MONE hd
11 Activity Type Dining room ~

v Send detections

15 [~ Chime
1? I Bypass
13 " Bypass Extreme Temperature
19 ™ Inactivity
20
21
22 Update
23 _Upaate |
24
25
26
27
n 4
| I ] »
Zone Status
@ TAMPER @ OPEN @ SUPERVISORY
@ LOW BAT @ BYPASS

Activity Sensors Module
Refer to 8 The Activity Sensors Module on page 122.

The user can maintain the definitions and characteristics information for each activity sensor in the
activity sensor list using the tools provided in the Activity Sensors module.

The following are examples for maintaining activity sensor information.

14.3.3.1 Adding Activity Sensors

The user can use the tools provided in the Activity Sensors module to add new activity sensors.

For example:
® The user may require additional peripheral devices in other rooms on the premises.

® Anoptional camera detector (IPD) is installed as part of the CP configuration.
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All these peripheral devices must be defined as activity sensors in the Activity Sensors module

14.3.3.2 Altering the Activity Type

The default Pro CP configuration is comprised of two MGLS devices and five PIR devices. Each device is
predefined for its activity type, which determines the purpose of the device and where the device is
installed.

» NOTE: Consult Essence technical support personnel before changing activity
. sensors’ activity type definitions.

If the addition of devices to the CP configuration changes a device’s role or purpose, the activity type
for that device must be redefined.

If a camera detector(s) is added to the CP configuration, the characteristics of the PIR devices can be
revised to enable camera coverage. When camera coverage is enabled, the IPD photographs events if a
rule, like possible fall, is detected.

The user can choose the device identification number for the IPD that is to be triggered:
® First Priority IPD
® Second Priority IPD

Choosing NONE for no camera coverage for the device.
Refer to 8.1 Defining Sensor Device Attributes on page 123.

The user can use the tools provided in the Activity Sensors module to edit the existing activity
sensors.

14.3.3.3 Resetting the Send Detections Capability

Characteristics of a device can be altered. Characteristics are defined by the parameter fields to the
right of the Activity Sensor list.
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For example, it isimportant to set the characteristic parameter that determines whether to send
detections from a device to the server. Mark Send Detections and click Update, to enable sending
detections from the device to the server.

Device ID: 1 v| RF: 99%

Device Type: MGLS

Version: lT

Zone Label: m
First priority IPD: lm
Second priority IPD: lm

[~ Enable LEDs

Activity Type Front door =

¥ Send detections
™ External Magnet

¥ Chime

™ Bypass

I~ Bypass Extreme Temperature
I~ Inactivity

Update

Device Characteristic Parameters

» NOTE: Click Update, at the bottom of the Activity Sensors module page, to
/ save the changes made to each line in the Activity Sensors list.

Refer to 8.2 Managing Activity Sensors on page 125.

14.3.3.4 Configuring a Camera Detector

If a camera detector (IPD) is added to the Care@Home™ configuration, the user must not only define
the IPD in Activity Sensors module but also configure the IPD to be triggered automatically by specific
events or other triggers that occur in Care@Home".

174 Care@Home™ CMS Reference Manual



( ® essence
USING CMS FOR CARE®@HOME™ IMPLEMENTATION ;9

The tool for configuring an IPD is in the Photo Configuration tab of the More Options window of the
Control Panel module.

$ Control Panel Configuration Extension - [m] X

Photo Config | Analytics 1 PERS | DTMF Config | Log 1 VPDConfig | EPAConfig | RF
Scenarios
Enable photos for:
[~ Alarm
[~ Photo Request
[~ 80s
Cameras
Camera 1
[noNE K|
Camera 2
|noNE -

Photo Configuration

To configure IPD camera coverage:
1. Mark Alarm to automatically trigger the IPD when the alarm is sounded.

2. Mark Photo Request to enable the control center to request a photograph when handling an
alarm.

3. Mark SOS to automatically trigger the IPD when 6 is pressed.
4. 1fSOS is marked, for camera coverage priority:
® Select the first camera detector for Camera 1 or NONE for no camera coverage.

® Select the second camera detector for Camera 2 or NONE for no camera coverage.

5. Click Update.

14.3.4 Safety and SOS Module

If the user decides to add safety devices or emergency devices or both, as part of the resident’s CP
configuration, the manufacturer will include the definition of these devices in the factory settings.

The devices are defined as safety or emergency devices in the CMS Safety and SOS module. The Safety
and SOS definitions and characteristics information can be viewed and verified in the Safety and SOS
module.
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The safety and SOS devices are defined in the Safety and SOS module. To the right of the list of safety
and SOS devices, the user can find the definitions and characteristics for each of the safety and SOS
devices.

12 safety 81505 =) s
D ‘ Serial Number | Device Type Mode Label Device ID: 2 v| RF: 76%
1 ABT54CD6 Panic Device Enable
2 o000tcZ  VPD Ensble  Bathroom Hardware Type: VPD <Rev. 1>
3 BC485A34 Panic Device Enable Device Type:  |VPD
4 B363C167 Water Detector Enable Laundry
5 A3837D37 Smoke Detector  Enable Kitchen Version: Tl01.01.00
6
7 N |00.03.00
8
9 RF Input Label:

10 Bathroom =
[~ Bypass
¥ Enable Answer Call
r
¥ Enable VPD LED
Detection Sensitivity Threshold-
[3 -l
Voice Triggering:
|Enab\e j
RF Input Status
@ TAMPER @ SUPERVISORY
@ ACTIVE @ LOW BAT

Safety and SOS Module

Refer to 9 The Safety & SOS Module on page 129.
The Safety and SOS module provides the tools for user to maintain the safety and emergency devices.

Refer to 9.3 Managing Safety & SOS Devices on page 135.

14.35 Log Events Module

The purpose of the Log Events module is to allow the user to view the log of events that occurred
during Care@Home" operations.

If an error occurs in the CP, the user can retrieve information from the events log file that may be able
to explain the error and aid in recovery and solving the problem.

The user can:
® Download the log file from the CP (Read Log)
@ Display the log file (Read Log).

® Save the log file to an external file in a readable format (Save Log)

Refer to 13 The Log Events Module on page 159.
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15. Building a Kit-It Configuration

You can use the Kit-It tool to make configurations for the kitting process.

The following explains:
® Kitting
® Kit-It configurations

® How to create a predefined kit configuration using CMS in Kit-It mode

15.1.Introduction to Kitting

Kitting is when warehouse personnel assemble and customize Care@Home™ kits for your customers’
service level requirements. The kits include a CP and its peripherals. The purpose of kitting is to update
the CP with the updated system parameter data and a revised device inventory, sometimes with
additional devices.

Kitting is needed for the following scenarios:
® Anew CP - changes to software and the device inventory needed for a service level
® ACP needs a software upgrade — no changes to the device inventory
® An CP needs customization - changes to the device inventory needed
[

A CPis inactive or needs a service level upgrade - changes to software and the device
inventory needed for a service level

, NOTE: Consult with your Essence account manager when creating a pre-defined
.~ configuration file for one or more active CPs.

The kitting process involves running updates for CP firmware and vocal messages, and uploading a
predefined kit configuration, prepared by the account manager, to update the CP, followed by
changing the CP’s device inventory by adding, removing, and switching devices, by serial number and
activity assignment. The process per CP ends by downloading the customized configuration to the CP
and saving the customized configuration to a .cpffile.

Connect the CP to CMS on your PC and use the CMS to make changes to the CP software and device
inventory. Refer to 14 Using CMS for Care@Home™ Implementation on page 164. To add optional
devices to the CP’s device inventory, use CMS in Kit-It mode.

Refer to 15.3 Creating a Predefined Kit Configuration Using CMS in Kit-It Mode on page 179.
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Each CP update requires a predefined kit configuration. The kitting process for the various scenarios is
generally the same. The difference is whether the CP’s device inventory is being changed or fully
redefined.

When the CP software update and the CP’s device inventory changes are complete, download the
customized configuration to the CP. Any optional devices added to the configuration become basic
devices in the CP device inventory.

For information about warehouse kitting process, refer to ESUGSC030 Care@Home CMS Warehouse
Cuide.

15.2. Understanding a Kit-It Configuration

A predefined kit configuration includes the CP’s system parameter updates, the basic device inventory
required for a service level, and sometimes additional devices to allow for expanding the device
inventory.

The following table lists the kit configuration content.

Name Definition Refer to:

CcP System parameters, vocal reminders definitions, and mobile operator 5 The Control Panel

parameters information that define the CP and peripheral functions of the residents” | Module on page 43
Care@Home™: 10 Voice & LED Module on
Updates the CP configuration and downloads to the kit configuration page 139
file. Account number, ARC account number and control panel phone 11 Mobile Operators on
number are not overwritten. page 152

6 The Communications
Module on page 79

Dialers Communication methods used to manage communication between a 7.1 Destination Definitions
CP and its monitoring station: by CP Type on page 92
If the configuration includes GPRS SCAIP communications channels with | 7.6 The Dialing Sequence
callback enabled, a callback SIM number is required for the warehouse on page 116
CP update.
Note: Dialer functionality is dependent on your CP model
Rules and 5.4.4 Periods on page 52
Periods Used to monitor a resident and analyze the resident’s activity, 5.4.5Rules on page 54

specifically to identify and report behavior abnormalities:

Basic Activity sensors and safety and SOS devices included in a CP’s device 8.2.1 Adding an Activity

devices inventory, as required by a service level: Sensor on page 126
Updates the CP device inventory and downloads to the kit configuration | 9.3.1 Adding a Safety or
file. SOS Device on page 136

Optional During kitting, if there are no optional devices in the predefined kit

devices configuration, devices cannot be added to the kit configuration.

The device categories are:
® Activity sensors

® Safety and SOS devices
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Add camera detectors used to capture comfort videos as optional devices.

NOTE: The predefined kit configuration file (.cpf) settings must be compatible
. with the CP’s type and firmware version and communication capabilities.

Predefined kit configuration files (.cpf) are located in the following default path:

C:\Program Files (x86)\Essence\Care@Home CMS\Input

There are several ways to create a predefined kit configuration:
® Using CMS, save your current or updated CP configuration to an external (.cpf) file.
Refer to 4.2 File Menu Functions on page 39.

® Using CMS in Kit-It mode, create a predefined kit configuration for a service level, including
basic and optional devices.

Refer to 15.3 Creating a Predefined Kit Configuration Using CMS in Kit-It Mode on page 179.

® Using CMS warehouse Kit-It, use the Kit-It functions to create a new kit configuration by
reinitializing and/or customizing a predefined kit configuration.

For information about CMS warehouse Kit-It, refer to ESUGSC030 Care@Home™ CMS
Warehouse Guide.

15.3. Creating a Predefined Kit Configuration Using
CMS in Kit-It Mode

You can create a predefined kit configuration using CMS in Kit-It mode. Contact Essence technical
support for your Kit-It user credentials.

1. Before you begin, prepare the following:
® Serial cable
® The service level required

® Optional device types required by the service provider for customization

NOTE: For service level kit configurations, use fictitious serial numbers for basic
. and optional devices.

2. Tocreate a predefined kit configuration using CMS in Kit-1t mode:

Care@Home™ CMS Reference Manual

179



® essence
( i: BUILDING A KIT-IT CONFIGURATION

3. Connect the CPto power and switch it on.

4. Connect a serial cable to the COM port on the PC and the CP mini-USB. Wait for the rising tone to
confirm connection.

Care@Home

Double click i

On the Connect screen, enter your Kit-1t user credentials.

From Connect drop down list, select the COM port used to connect to the serial cable.

© N o w

Click Connect. When the connection is established, you are in Kit-It mode.

2 Care@Home CMS

File View Link
a)=][2][=]]
Main
Care@Home
Conirol Panel
- Dialer
Activity Sensors
Safety & SOS
Voice & LED
Mobile Operators

Custom Labels
Log Events

Reset Panel

Indicates Kit-It Mode =t «t

Account Number

25250001

Working in Kit-It Mode
9. Ifthe configuration is for an existing customer, enter the CP account number. Refer to 5.1 Account
Number on page 43.

10. If you want to use the dialer callback feature, enable Callback on a GPRS SCAIP dialer and click
Update. Depending on your CP model, refer to 7.1 Destination Definitions by CP Type on page 92.

P! NOTE: When running the CMS warehouse with Configuration File marked, you
" must enter the callback SIM number. When downloading the CMS warehouse kit
configuration to the CP, the callback SIM number overrides the phone number.
Refer to 6.1.5 Phone Number on page 82.

11. In the Activity Sensors module and the Safety and SOS module, add basic devices for the service
level and optional devices if required by the service provider:

a. For Mode, click Basic or Optional.

b. Add device.
Refer to 8.2.1 Adding an Activity Sensor on page 126.
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Refer to 9.3.1 Adding a Safety or SOS Device on page 136.
c. For each optional device, enter a Label.
d. Click Update.

12. Save the updated CP configuration as a predefined kit configuration (.cpf) file, with a filename that
includes the service level and the service provider identification. Both the basic and the optional
devices are included in the configuration file.
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16. Remote Boot Software Updates
Software and firmware updates for the CP and its peripherals are performed by the Remote Boot

Feature. The Remote Boot feature allows the management of the CP, the voice announcements, and
the CP software and peripheral firmware updates.

16.1. Launching the Remote Boot Feature

To launch the Remote Boot feature:

1. Double click "€ Care@Home™ CMS opens the home page and the Connect window appears.

2. Select the Remote Boot protocol.

3. Select the COM port according the connection method.

4 Click: Connect..

5. Following the successful completion of the connection procedure, the Remote Boot window
appears.
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16.2. Remote Boot Setup

The Remote Boot setup is required to prepare for the software and firmware updates.

The Remote Boot Setup includes:
® Setting the Boot Options

® Selecting the update (.esi) file

E Remote Boot

Boot Options

Select File
™ Verify

4

Main CPU »

Target

ald

SI[

@ e

<
]
5
3
3

Details
File Name: No File

Last Message |

The Remote Boot Window

The following are the Boot Options:

® Verify — If marked, the CP automatically verifies that the software/firmware (.esi) file transfer
completed successfully.

® Automatic Firmware Update — If marked, the CP automatically performs the
software/firmware update. When not marked, use the Reprogram feature to perform the

software/firmware update.

® Target — Allows you to specify the target device for which the Remote Boot feature is to

update the firmware.

The following table lists the target devices and their usage.

Target Device | Upgrade

Main CPU CP software

IPD CPU The camera detector
SK2 CPU The smoke detector
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Target Device | Upgrade

EP CPU Portable emergency button

EPP CPU Portable emergency button

EPA CPU Portable emergency button with fall detection

SPB CPU Stationary panic button

Voice File Recordings of voice announcements

VPD CPU ® The voice panic detector host
® Voice processing unit

MDS CPU ® Multidimensional fall detector host
® Multidimensional sensor

j Select File

Following the definition of the Boot Options, use to locate and select the update file.

16.3. The Software/Firmware Update Procedure

To update the target devices’ software/firmware:

1. Define the Boot Options, located on the right-side of the Remote Boot window.

j Select File

2. Click

. The Open ESI File window appears.

Open ESI File Window
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3. Using the browser, select the update (.esi) file, received from the PSO team, for the target device
chosen in the Boot Option setup. The file details appear in the Details box at the bottom of the

Remote Boot window.

.
4. CIick‘ﬁD‘m‘h’d

Boot Options

™ Verify

¥ Automatic Firmware Update

Target: IMain CPU A

View System Log:

Detail

File Name: PERS 2 3 1 230 1 15.esi

File Size: 515648 bytes
——
ESI File Details

® essence
;.
°

. The application verifies that the .esi file is the file for the target device.

If the file is not for the target device, the download process aborts and an error message appears.

5. Ifthe file is for the target device, the update download process begins.
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Boot Opt

i

) Skt i | % Very

Start
Download ¥ Autaratic Firmware Update

Target: SK2 CPU -

il

View System Log:

10-38:59 Starting boot session

10:36-59 Wrong Target File

10-3859 Remote Boat Faill Please try again

E

Detail
File Name: PERS 2 3 1_230_1_15.esi

File Size: 515648 bytes
—
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Information about the progress of the download process appears in the View System Log box and in
the Details box. Note that there is a progress bar at the bottom of the window.

Boot Options

Target:

View System Log:

Main CPU ‘

15:62:30 Starting boot session
15:62:37 Download firmware...

Details
File Name: PERS 2 3 1230 1_15.esi

File Size: 515648 bytes
Sending : 250304 bytes Speed -

Time Left: |00:07:35

583 bps

| —————

The information displayed includes:

® File Name - The name of update file

Sending — The amount of data transferred

Time Left — The estimated time remaining

Speed (bps) — The data transfer rate

186

File Size — The amount of data to be transferred
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If you need to abort the update process, click Stop. The update process aborts and an error message

appears.

i =
Boot Op
ﬁ Lo 7 Verify

Start
Download ¥ Automatic Firmware Update

. Reprogram Target Main CPU ~

¥

To restart the update process:

1. Click
Disconnect from the CP.

2
3. Re-connect to the CP.
4

Verify
Firmware

B Stop

View System Log

2= | I

10:41:11 Starting boot session

10-:41:18 Download firmware.

10:41:21 Process Aborted |

10:41:21 Remote Boot Faill Please try again

Detail

File Size: 515648 bytes Time Left: |00:13:50
Sending : 1856 bytes Speed:  g19 bps

Launch the Remote Boot feature

CIick‘m.

wv

® essence
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When the update process ends, Success confirmation appears along with the information

displayed in both the View System Log box and in the Details box.

7. The CMS automatically disconnects from the CP and issues a message.
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Boot Op

I Verify

¥ Automatic Firmware Update

Target Main CPU - ‘

EEEETN
View System Log:

16:07:49 End of Boot Session -
16:07.49 Firmware download ended successfully

16:07.49 Panel will program tself after end of this session!
16:07 49 Remote Boot ended successfully.

16:07-49 CMS will automatically disconnect fram the panel

0

Detail
File Name: PERS 2 3 1 230_1_15esi
File Size: 515648 bytes Time Left- 00:00:00
Sending : 515648 bytes Speed: 582 bps
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@) End of communication approved by Control Panel

The following table summarizes the functionality of the Remote Boot action buttons and boxes.

Name Definition and Instructions Required or | Default
Optional Value
- _ Select the file for the target device. A browser dialog window Optional Enabled
i Select File appears to allow location and selection (‘open’) of the relevant

update file (.esi file).

ﬁ Stant Click to perform the update file transfer and update the Optional Disabled

Download software/firmware, according to the Boot Options.
Click to manually initiate the software/firmware update. Optional Disabled
Verify Click to verify that the existing software for the Main CPU updated | Optional Disabled
Firware successfully.

NOTE: This button is enabled only when the Main CPU is selected.

Click to stop the Remote Boot process. Optional Disabled
Click to exit the Remote Boot window. Optional Enabled
View System Log Displays the system messages and the error messages issued N/A Display
during the Remote Boot processing. Only
Details When afile is selected, the details of the file selected appear in this | N/A Display
field. Only
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17. Using the Remote Multiple Device Manager

Tool
The Care@Home™ CMS Remote Multiple Device Manager (RMDM) utility can for update software and
firmware, and account numbers for deployed PSTN CPs:
@ Firmware for any of the following target devices:
CP CPU
VPD
EPP
EPA
Smoke Detector (5K2)
@ Voice files for CP

® CP parameters from a predefined set of values you configured in the Care@Home ™ CMS
application.

The Care@Home™ CMS RMDM utility uses a PSTN landline modem to connect remotely to the CPs in
the panel list. Essence recommends that you use the USRobotics Dial-up External Modem (product
code: USR5637). Refer to 3.2.3.1 Installing the Landline Modem on page 28.

_ NOTE: This reference manual refers to version 1.2.0 of the Care@Home™ CMS
< RMDM utility.

17.1.Prerequisites

Before you begin the update of the CPs, do the following:
1. Establish the remote PSTN connection using the PSTN modem.
2. Referto3.2.3 Establishing Remote Connection with PSTN Modem on page 28.

3. Create a Panel List file (.csv), using a text editor, with the phone numbers and account numbers
for the CPs to be updated.

4. The file structure includes a single column of landline phone numbers. Each phone number must
be followed by four commas. Make a second column for account numbers.

5. Enter the phone numbers in the format you would use for dialing the CP.
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6. For example, CP phone numbers are in the US format with a leading “1” for calling phones outside
your area code.

| Panel List.csv - Notepad — O *

File Edit Format VYiew Help
Fhone,Status,Description,Target,Filename,ﬁaccount
15168682211, ,,,,2256358
17186652214, ,,,,2264897
12126695525, ,,,,2236559

7. Locate one of the following files as the input file:

@ Firmware file (.esi) with which to upgrade the CPs or peripherals

® Configuration file (.cpf) with which to update the CPs configuration parameters
8. Identify the target device type to be upgraded.

9. Determine the time periods for running the upgrade process.

» NOTE: Since the process calls the resident landline phone number, it is
& important to define time periods that will not disturb the resident.

10. Define the optimum number of retries and time to wait between retry attempts.

17.2. Upgrading the CPs

The RMDM utility is designed for prolonged run times. If a CP is busy or offline, the RMDM allows you
to rerun the update process just for the CPs that were not updated.

To update the CPs, the peripherals, or the CP configuration parameters:

1. Ensure that you have performed the prerequisite tasks. Refer to.

G omme
REMGLE

2. Double-click "5 The main window of the Care@Home™ RMDM utility appears.
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3. Forthe Panel List field, click E The Open CSV File window appears.

ﬁ Remote Multiple Device Manager v1.2.0

Session details

File

Name Account

Panel list: | Phone  Status  Descriptic Target

Target:

Input File: [SK2 CPU

EP CPU

Upgrade |EPA CPU
EP+CPU

| pdSPBCPU

oice File
VPD CFU
Conrfiguration

V]

g Account Only

Retries: |1 = Wait between retries: 30 %| sec
Session control
(® New session

Continue last session
Upgrade failed panels Fause Exit

Execute

Export
Cument CMS task

Panel phone number:

Session statistics

Success: O

Remaining time: Fail: 0
Pending: 1]

Sent- ending
Cument:

File size:

CMS3 status:

CMs: Panels:

4. Select the Panel List file (.csv). The path and name of the selected file appear in the Panel List field
The Panel List file details appear in the box to the right of the Panel List field.

J. ¢ ESUGO5071 Care@Home PERS CMS UG Rev2.5 b sources b Hadas ¥ | #3 [ Search Hadas R

Organize v New folder Bz 0 @

»{ Favorites = MName Date modified Type
B Deskiop
14 Downloads

| PanelsList rdf.csv 23-Feb-1612:29 CSV File

7] PanelsList.csv 17-Mov-15 09:22 CSVFile
%] Recent Places

- Libraries

F Documents
@' Music

&= Pictures

B8 videos

m

8 Computer
&, Local Disk (C1)
s Local Disk (D)
£ Rainmaker (Wes-fsL-il) (M:)
£ Data (\es-fsL-il) (03
8 Production M\es-fs1-il) (P:) LKl I 1 D

File name:  s\PanelsList.csv - csv files (esv) (".csv) -

5. For the Input File, click E] The Open input file window appears.
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Open input file

<« ESUGDS5071 Care@Home PERS CMS UG Rev 2.5 + sources » Hadas v |44 )| search Hadas I3
Organize ~ New folder =~ 0 @
¢ Favorites il Name Date modified Type

Bl Desktop 7] CPPERS_2.3.1_230_1_50 CMS 5.8.42 Config file.cpf 23-Feb-1616:15 CPF File

18 Downloads || ESB502HC_Buiilt_Voice_File_V01_15.esi 02-Nov-15 14:46 ESIFile

%l Recent Places || PERS.2.31 2301 Sl.esi 23-Feb-1610:30 ESIFile
i Libraries 1

%) Documents 1

o Music

&) Pictures

B videos

™ Computer -
&, Local Disk (C)
s Local Disk (D)
8 Rainmaker (Wes-fs1-il) (M)
&3 Data (\\es-fsl-il) (0:)
3 Production (Wes-fsl-il) (P:) ~ [ i, ] 5

[EELELCR 05071 Care@Home PERS CMS UG Rev 2 5\sources\Hadas\ES6502HC_Built_Veice File V01 15.esifdilp T n 351G ) -

6. If you want to upgrade the CP or a peripheral, select a firmware upgrade file (.esi) for the target
device.

7. If you want to update the CP configuration parameters, select a configuration file (.cpf).

8. If you want to upgrade the CP or a peripheral, select the device type to upgrade from the Target
dropdown list.

Target

9. If you want to update the CP configuration parameters, select Configuration from the Target
dropdown list.

10. Mark the Upgrade period(s) that you defined when preparing the prerequisites. Refer to17.1
Prerequisites on page 189.

@ |If no Period checkboxes are marked, you can run the upgrade process nonstop until all the
target devices associated with the CPs in the Panel List are upgraded.

® Ifthe Period checkboxes are marked such that one interval overlaps the other, the following
error message appears:

1 Errar @

I-"'_"‘I Start time of Interval 2 should be greater than or equal to End time of
‘N Interval 1

@ |Ifthe endtime of a period is earlier than the start time of that same period, the following error
message appears:
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1.

12.

13.

=

| End time of Interval 2 should be greater than Start time of Interval 2

Enter the number of Retries and Wait Time between Retries as you defined when preparing the
prerequisites. Refer to 17.1 Prerequisites on page 189.

Ensure that the values for all the parameters described in Steps 1-10 are entered and completed

Click Execute. If you entered all the parameters correctly, the utility begins the upgrade process.

® essence
( i.
-

$# Remote Multiple Device Manager v1.2.0

Session details

Panel list: ‘C “Users\andysc\Desktop\Panel List cav | . I
Target: | Main CPU R
Input File ‘ |

Upgrade periods

Period 1: Statttime: [08:00 51| Endtme: [1400 15

Perod 2. Stattime: [16:00 2] Endtme: [23.00 ||

Retries: 1 = Wait between retries: |30 5| sec
Session control

® New session

Continue last session

Execute Upgrade failed panels Fause Bt

Cumrent CMS task
Panel phone number:

Remaining time:
Sent:
File size:

CMS status

CMS;

- [m] x

Phons  Status  Descriptic Target Efme Accourt

NN R I N )
2

17186... 2264897
3 12126... 2236559
Export
Session statistics

Success: 0

Fail. 0
Pending: 3
Curment:
Panels:

If you did not enter the file parameters correctly, error messages are displayed:

® Ifyou did not enter the Panel List file, the following error message appears:

Emror

&

- N,
|@\ Panel list file not selected
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@ |Ifthe utility cannot locate the Panel List file you entered, the following error message appears:

Error |i|
Y
[8] Panel list file not exists

@ |Ifyou did not enter the Input file, the following error message appears:

Error |§3‘

[l | Firmware file not selected

® |Ifthe utility cannot locate the selected Input file, the following error message appears:

17.3. Managing RMDM Processing

=

Error ‘ J

-
[0] Firmware file not exists
L

The RMDM utility provides you with the tools to manage and control the upgrade process.

The following table provides the operating instructions for using the Session Control Actions to
manage the upgrade process.

Session Control

Instructions

Confirmation Windows

Actions
Execute Click to initiate RMDM upgrade processing.
Pause Click to suspend processing. The confirmation Remote Multple Device Manager ==
window appears, prompting you to confirm the _
Pause action. Are you sure you want to pause the session?
This will terminate the current CMS task
Click Yes to terminate the current CMS task.
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previous upgrade processing and restart the upgrade
process of the Panel List file from the beginning.

The confirmation window appears, prompting you to
confirm the New Session action.

® Click Yes to start a new session.

® Click No to retain the previous processing.

Session Control Instructions Confirmation Windows
Actions
Exit . . - . CMS Wulti PSTM Upgrade =B
Click to stop processing and close the utility main —
window. The confirmation window appears, e sure youwant to edt?
prompting you to confirm the Exit action.
Click Yes to terminate the current session. ves | [ No
New Session Following a Pause action, if you wish to dismiss the S Ml PSTH Upgrade L)

Are you sure you want to start a new session?

Previous session was paused.
Starting a new session will discard this information.

Continue Last Session

Following a Pause action, the message appears in
Red, prompting you to decide which action to
choose.

Mark option if you wish to resume processing of the
last session.

Session control

Last session not completed

) Mew session
Execute

@ Cantinue last zession
Upagrade failed panels

Upgrade Failed Panels

This option is enabled following the completion of
the upgrade process for the Panel List file.

If the results of the upgrade process include upgrade
failure to one or more CPs, the option to restart the
upgrade process is enabled.

Mark if you wish to run the upgrade process again for
the CPs that failed the upgrade process.

Session control

) New session

C) ﬁng@;fﬁgénels

17.4. Upgrade Progress Reporting

The RMDM main window reports the progress of the process and the upgrade results for each CP as it

is upgraded.

There are four areas of progress reporting:

® Panel List Details box

Current CMS task

[ )
® Session Statistics
[ )

Export feature
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17.41 Panel List Details Box

The contents of the Panel List file are displayed in the box to the right of the Panel List field. The utility
updates the status of the upgrade of each CPin the Panel List file.

The following table describes the information reported in the Panel List details box.

Column Names Description Notes
Phone The landline phone number of the CP to be upgraded with
the chosen firmware
Status The status of the CP Upgrade processing ® Successful
Caution: If residents answer the ringing of their landlines ® ra
when the utility connects with the CPs, the upgrade
process for each of the CPs fails. ® InProgress
® Pending
Description Additional information about the Upgrade process such as:
® The number of the retry currently running
® The reason for a failed Upgrade process
Target Upgrade target: CPU or voice file
File Name File used for upgrade
Account Updated account number

17.42 Current CMS task

The Current CMS Task information provides you with the real-time status of the Upgrade processing

of the current CP.

Curment CMS task
Panel phone number: 097675734

Remaining time: 00:02:.42

Sent: 58304 bytes

File size: 515424 bytes

CMS status: 11:47:02 CPU A version: 2.03.230.05.31
cuS: | —

For example, the Current CMS Task information shows:

® The phone number currently being processed

The statistics about the current processing of the firmware file

[ )
® The version the CPU of the current CP
[ )

Progress of the current upgrade process
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The following table describes the information reported for the Current CMS Task.

Task Information Description

Panel phone number The phone number of current CP in process

Remaining time The time remaining to transfer the firmware file

Sent The current number of bytes transferred

File size The total number of bytes to transfer

CMS status Additional information about the CP, such as the version of the CP CPU software
CMS The progress bar that represents the status of the current Upgrade process.

17.4.3 Session Statistics

The Session Statistics reports the overall progress of the Upgrade process within the session.

Session statistics

Success 1
Fail: 1
Pending: 1
Current: Hiof 3

Pancis: (I

For example, the Session Statistics show:
® How many CPs have been processed?
® How many CPs are left to process?

® The overall progress of the upgrade process

The following table describes the information reported for the Session Statistics.

Statistics Description

Success The number of successful CP upgrades

Fail The number of failed CP upgrades

Pending The number of CP upgrades remaining

Current The position in of the current CP in the Panel List file

CMS The progress bar that represents the overall status of the Panel List Upgrade process.
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17.4.4 Export feature

The Export feature allows you to generate a report of the CPs Upgrade process in the Panel List.

To generate the list, click Export. The utility generates a .csv file which includes the information
concerning the current Panel List file upgrade process.

The following shows an example of an exported CSV file of the upgrade process report.

| A _ B [ C D E _ F
1 |Phone Status Description Target Filename Account
2 15168682211 Success Main CPU c:\upgrades\PERS_2 3 1 230 1 3l.esi 2256358
3 17186652214 Fail Busy 2264897
4 12126695525 InProgress 2236559
5

The following table describes the information reported in the upgrade process report.

Column Name | Description

Phone The landline phone number of the CP processed
Status The status of the Upgrade processing of the CP
Description Additional information about the Upgrade process such as:

® The number of the retry currently running

® The reason for the failed Upgrade process

Target The CP or peripheral device for which the upgrade process is running

ESI Path The path and name of the firmware file (.esi)
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Appendix A USB to RS232 Adapters

If the PC on which Care@Home™ CMS is installed has no available RS232 COM ports, the user is
instructed to use a RS232-USB adapter to connect the CP to the PC.

Essence technical support recommends the following two alternatives:

USB Gear Serial Adapter
VScom USB-COM Mini

These are the descriptions and special features of the adapters.

The USB Gear Serial Adapter

The following is a list of some of the features of this USB to serial adapter:

Over 500 kbps of data transfer capability
Works with Modems, PDA's, Cell phones, Digital Cameras and more serial legacy devices
LED visuals for transmit and receive between devices

Compatible with: Windows 98, 2000, 2003, ME, XP, Vista, Windows 7 (32/64Bit) Microsoft
Certified Drivers Provided/ MAC 8.6, 9.0, 9.1/Linux

The USB Gear's 12" USB Serial Converter, with its powerful Hi-Speed DB9 Serial adapter, comes
with software drivers and a manual. The customer can download the software drivers.
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The VScom USB-COM Mini

The VScom USB-COM Mini adapter provides a high-speed RS232 serial port with 128 byte FIFO to allow
for high speed communications, even for heavy loaded systems. The RS232 serial port on this adapter
also enables high speed settings such as 500,000 bps.

The following is a list of the key features of this USB to serial adapter:
1x RS232 DB9 male port
Speed up to 921.6 kps

No external power supply

The customer can access VS Com and more information about this adapter by following this link:
http://www.vscom.de/619.htm
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Appendix BVoice Announcements

The following table includes examples of the texts for the vocal announcements listed by group.

Announcement Group

Announcement Text

Vocal Reminders

"Attention, it is time to take your medication. Please take them and press the Reset
button”

"Attention, your appointment is at [hour, minute AM/PM]. (Please press the Reset
button)”

"Attention, your ride will arrive at [hour, minute AM/PM]. Please press the Reset
button)”

"Attention, alarm reminder. (Please press the Reset button)”

"Attention, it is time to test your pendant. Please press pendant button”

Medical

"Emergency alarm”

“Activity alarm”

“Emergency alarm - fall detected”

“Call in progress”

Safety

"Flood alarm”

"Fire alarm”

"Temperature alarm”

“Gas alarm”

Functional

“Cellular signal strength is x percent

" Control panel on”

"Control panel shutting down"

"Device added successfully”

"Device already paired with control panel”

“Memory full, additional device cannot be added”

“Could not add device, please try again”

“Pendant recognized”

“Activity timer on”

“Activity timer off”

“Activity timer will expire soon. Please press the reset button.”

“Signaling mode on”

“Signaling mode off”

“To erase all devices press the pairing button, to exit press the RESET button”

“Successful operation - All devices were erased from control panel”

“Device paired with Control Panel”

“Attention, a device is tampered — control panel”

“Control panel entered test mode”

“Control panel exited test mode”

“Test successful”
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Announcement Group

Announcement Text

“Bed sensor added successfully” — ES6502HC ADL only

Technical

"Attention, communication with monitoring station is lost"

"Battery missing in control panel”

"Attention, low battery in console”

"Attention, a device is tampered"

"Attention, phone line is disrupted”

"Could not add device, please try again”

"Attention, control panel switched to backup battery”

"Attention, low battery in a device was detected”

"Attention, control panel backup battery needs to be replaced”

"Attention, supervision loss of a device was detected"

"Attention, RF jamming Was detected”

"RF jamming restored”

“Control panel performed software reset”

“Malfunction alarm”

“Installation test starts”

“Installation test ends”

"Attention, supervision loss "motion detector”

of' p
input magnet detector

“magnet sensor

"fixed emergency button”

"portable emergency button”

"smoke Detector

"was detected"
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Appendix C Alerts by Type

The specific alerts included in each alert type are found in the following table:

!. smartcare

Alert Type Alert Description

External Sensor registered an extremely hot temperature.

External High temperature alarm cancelled by CP RESET button

External No movement detected for longer than expected, or no button pressed during the expected time
frame

External Sensor registered an extremely cold temperature

External Cold temperature alarm cancelled by CP RESET button

External Fire or smoke detected, and alarm triggered

External Fire or smoke alarm cancelled by CP RESET button

External Fire or smoke sensors restored, and alarms reset

External Temperature sensor restored, and extreme heat alarm reset

External Temperature sensor restored, and extreme cold alarm reset

External Activity detected after a previous no activity alarm

External Missed reminder: the CP RESET button wasn’t pressed after a vocal reminder

External Flood detected, and alarm triggered

External Flood sensors restored, and alarms reset

External Gas leakage detected, and alarm triggered

External Gas sensors restored, and alarms reset

External The resident remains in a location for longer than expected, according to their daily pattern of
activity

External The resident is away from the premises for longer than expected

External The resident returned after being away for longer than expected

External The entrance door is opened at an unexpected time, suggesting, for example, that the resident is
wandering outside

External Adoor is left open for longer than expected

Supervisory The CP sends periodic communication test

Technical CP main power restored.

Technical CP lost main power supply; switched to backup battery

Technical Medical emergency alarm device communication with CP restored

Technical Medical emergency alarm device lost communication with CP

Technical CP powered up/CP battery power is restored after battery was empty or missing

Technical Device was tampered with

Technical Device restored, and tamper reset

Technical Batteries replaced in peripheral device

Technical Low or empty battery in peripheral device

Technical Empty or missing battery in CP

Technical CP battery power recharged

Technical CP communication with receiver lost.

Technical Low battery in CP

Technical Communication restored with fire or smoke sensors

Technical Communication lost with fire or smoke sensors
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Alert Type Alert Description

Technical Communication lost with temperature sensor
Technical Local programming started

Technical Local programming ended

Technical Remote programming started

Technical Remote reset

Technical Remote programming ended successfully
Technical Remote programming failed

Technical A problem was detected with the control panel’s power supply
Technical CP main power supply restored

Technical CP time was manually changed

Technical Communication lost with flood sensors
Technical Communication restored with flood sensors
Technical Communication lost with gas sensors
Technical Communication restored with gas sensors
Technical Radio interference

Technical Radio interference restored

Technical CP powered up

Technical PSTN link down

Technical PSTN link restored

Technical Cellular link down

Technical Cellular link restored

Technical Ethernet link down

Technical Ethernet link restored

Technical Communication lost with pendant
Technical Communication restored with pendant
Technical Low or empty battery in pendant

User Alert Emergency call ended

User Alert Emergency call started

User Alert Either emergency alarm or fall detection alert triggered
User Alert Medical alarm situation cleared by ARC

User Alert Medical alarm cancelled by CP RESET button
User Alert Emergency alarm from pendant

User Alert Fall detected

User Alert Emergency alarm triggered by voice

User Alert Cord pulled (emergency alarm)

User Alert Emergency alarm from fixed trigger
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Legal Notice

Usage of this document, and all information (including product information) provided within, are subject to the following terms and conditions, and all
applicable laws. If you do not agree with these terms, please do not access or use the remainder of this document.

This document contains highly confidential information, which is proprietary to Essence SmartCare Ltd. andy/or its affiliates (hereafter, 'Essence”). No
part of this document's contents may be used, copied, disclosed or conveyed to any third party in any manner whatsoever without prior written
permission from Essence.

The information included in this document is intended for your knowledge and for negotiation purposes only. Essence makes no implicit representations
or warranties with respect to such information.

The information included in this document is subject to change without notice. Any decision to rely on the information contained herein shall be at your
sole responsibility, and Essence will not accept any liability for your decision to use any information or for any damages resulting therefrom.

Certain laws do not allow limitations on implied warranties or the exclusion or limitation of certain damages. If these laws apply to you, some or all of the
above disclaimers, exclusions, or limitations may not apply to you.

By using the information contained herein, you agree that the laws of the State of Israel, without regard to principles of conflict of laws, will govern any
dispute of any sort that might arise between you and Essence regarding the information contained herein, and any such dispute shall be settled
exclusively in the competent courts of Tel Aviv-Jaffa, Israel.

All registered or unregistered trademarks, product names, logos and other service marks mentioned within this document are the property of Essence, or
their respective owners. Nothing contained herein shall be construed as conferring by implication, estoppels, or otherwise any license or right, either
express or implied, under any patent or trademark of Essence or any third party. No use of any trademark may be made without the prior written
authorization of Essence.

This document and all of its contents are protected intellectual property of Essence. Any copying, reprinting, reuse, reproduction, adaptation,
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