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A Simple Guide to Assess Your Current Salesforce Risk Exposure



Every year, forward-thinking companies such as yours entrust 
RevCult to conduct comprehensive Security Risk Assessments (SRAs) 
that encapsulate all the sensitive data and information that is stored 
and (hopefully) secured on the dynamic Salesforce (SFDC) platform. 
Each SRA is a massive undertaking. The breadth and depth of 
Salesforce’s complexities ensures that. Daunting as each project may 
be, these assessments — and mitigating the myriad vulnerabilities 
they unearth — is why RevCult exists in the first place.

Since our inception in 2011, we’ve seen the flexibility of Salesforce 
be used advantageously throughout the market with the uprising 
of SFDC citizen developers, the evolution of Salesforce beyond a 
typical CRM, and the broader adoption of platform-as-a-service (PaaS) 
offerings within enterprises. We now help customers address the 
unique Salesforce security and governance challenges these trends 
have created.

As our processes and products have developed over the years to 
be as efficient and effective as possible, we’ve created a Salesforce 
Security Risk Assessment checklist to help our clients better 
understand their Salesforce security weaknesses. These amount to 
simple “yes” or “no” responses that grade your organization’s level 
of risk. There are no wrong answers, but more “no” responses reveal 
deeper security concerns and should inspire immediate action.

Introduction 2

DONNA MARIE HEYVAERT | SALESFORCE ADMINISTRATOR AT GREATAMERICA FINANCIAL SERVICES

Not only did RevCult deliver an application that 
simplifies a really complicated process, they provide 
a consultative approach with a wealth of experience. 
Very approachable with a great sense of humor!



Is the Salesforce platform a core business 
application for your business? 

If YES, you should be aware of these sobering findings 
from previous Security Risk Assessments that RevCult has 
completed for companies in all industries and of all sizes: 

• The average production org has more than 1,000 
fields of sensitive data.

• A vast majority (86%) of these sensitive fields are 
not effectively protected (e.g., user authorization, 
encryption, audit tracking, data loss prevention).

• Two-thirds of orgs have not aligned Salesforce 

passwords to their corporate password policy.

It’s OK not to understand all of Salesforce’s nuances and 
unintentional risks. The platform is a complex ecosystem with a 
lot of hidden vulnerabilities. RevCult specializes in identifying and 
correcting those issues before they become full-blown catastrophes.

Here’s a checklist to get your effort started. For each field, 
answer the following questions YES or NO:
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Data Classification
FOR EACH FIELD, ANSWER THE FOLLOWING QUESTIONS:
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1

Do you know how your data is classified?

The most common underlying issues to the risks found in our client Orgs during the 
Security Risk Assessments were the lack of a security programs for Salesforce and the 
lack of tools to support the practical implementation of such a program.

Is your data security in compliance with regulations and 
internal policy?

Are you in a regulated industry?

Have you performed a cross-functional data classification 
exercise?

Have you implemented quarterly or biannual reviews of 
your data classification?

YES NO

YES NO

YES NO

YES NO

YES NO



Data Protection
FOR EACH FIELD, ANSWER THE FOLLOWING QUESTIONS:
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Do you know who has access to your sensitive data and 
why the system is providing that access?

Would you believe that 70% of Salesforce users in our Security Risk Assessments have 
the ability to export reports?

Are you adjusting security settings when creating new 
objects and fields?

Have you defined roles and profiles, and set permissions?

YES NO

YES NO

YES NO
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Data Loss Prevention
FOR EACH FIELD, ANSWER THE FOLLOWING QUESTIONS:
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Is your data protected against loss or leakage?

The average Salesforce org held more than 2,600 fields of sensitive data that was not 
understood or classified, which paints a grim picture of the risk that organizations 
carry.

Have you put an emphasis on sensitive data exposed to the 
following elevated permission assignments or conditions?

Have you assessed both the code and configuration against 
security best practices, internal policy, and relevant regulation?

YES NO

YES NO

YES NO
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Security Model 
Authorization/Access 
Control
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FOR EACH FIELD, ANSWER THE FOLLOWING QUESTIONS:

Is the Salesforce Security Model implemented in accordance 
with the organization’s needs, goals, and policies?

Whether your employees are simply experimenting with Salesforce development 
or you’re deliberately developing a complex system, it’s easy to lose track of who is 
accessing what once you start building on Salesforce. Without a proper governance 
framework in place, it’s inevitable.

Have you done an analysis of the field-level access available to 
every user of your system?

Is your Salesforce platform accessible to the right users, at the 
right times, from the right locations?

Are approved locations for access and other key policies 
(e.g., session settings, password policies) in alignment with 
organizational goals or policies?

Have you identified unnecessary or high-risk access to the 
sensitive data in your organization?

YES NO

YES NO

YES NO

YES NO

YES NO
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Monitoring & 
Security Insights
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FOR EACH FIELD, ANSWER THE FOLLOWING QUESTIONS:

Is your data being maliciously accessed, used, or modified?

Would you believe that 100% of our clients with custom Apex code have insecure 
coding findings? Sad but true.

How did you do? Did you tally more “no” answers than you 
expected? It’s a lot to wrap your head around. If you or your 
organization don’t have the bandwidth or experience to 
accurately or adequately complete this checklist, consider 
automating this labor-intensive manual process with RevCult.

Have you done an assessment of your key Salesforce platform 
settings, their status, and the downstream impact of disabling 
session protection settings?

Are the processes and technology in place to raise awareness of 
anomalous behavior and to support a forensics effort?

YES NO

YES NO

YES NO
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What does it take to keep sensitive data truly safe? The first step is 
to evaluate a client’s Org to understand what lives within it — high-
risk data, sensitive fields, everything and anything that is vulnerable. 
With RevCult’s Data Classification tool, customers can easily find their 
sensitive data in Salesforce and apply classification levels. Assigning 
classification levels is essential because it allows customers to focus 
their security efforts on the most sensitive data.  

When it comes to protecting data from becoming lost, RevCult works 
first to troubleshoot where data is vulnerable. This includes evaluating 
organization wide access practices, high-risk permissions, change 
tracking, and more. We review coding practices, as every single one of 
our customers that have Custom Apex coding has some semblance of 
insecure protocols. Are there API callouts? Legacy outbound messages? 
Remote site settings? If you’re utilizing any of those, rest assured we’ll 
figure out what can stay and what needs to go.

Many companies simply don’t understand how much sensitive data is 
stored in its Salesforce platform, and an equal number doesn’t have 
adequate security controls in place to safeguard this data. In the end, 
RevCult helps you maximize the platform’s amazing features while 
neutralizing the risks that come with an ever-evolving environment.
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Awesome, Intuitive & Collaborative! We have enjoyed 
working with these guys since Day 1. They listened to 
our endless ideas and developed a succinct, effective 
process specific to our business. We value our 
relationship with RevCult and look forward to continue 
utilizing their insights and services!



RevCult | Salesforce Security Operational Playbook
Any Questions? Please contact 
us at revcult.com/contact-us

Don’t delay!
Get a Free Salesforce Security 
Self-Assessment today.

Assess and grade your 
org in six key areas of 
Salesforce security

Prioritize long term 
opportunites, impact 
and ROI

Provide recommendations 
based on assessment

Implement Quick Wins

https://info.revcult.com/salesforce-security-self-assessment



