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Antenna—A device containing conductors with an electrical connection to receivers and 
transmitters. A transmitting antenna emits the signal and a receiving antenna receives the 
signal. 
 
Attenuation—The reduction in signal strength. Within radio frequencies systems, 
attenuation refers to weakening of radio waves as they travel from transmitter to 
receiver. 
 
ALOHA—A random access protocol in which multiple devices share the same 
communication channel and any sender can transmit data asynchronously and 
immediately. 
 
Base Station—The core of the MIOTY star network, a base station receives messages 
from MIOTY-enabled sensors, manages the MIOTY network, and passes data for 
analysis. 
 
Band Pass Filter—A filter that blocks frequencies that fall outside of a specific range. A 
900/3 band pass filter is tuned to only allow frequencies within the 820 – 960 MHz 
band. 
 
Decibels—A unit measuring the intensity of a sound or the power level of an electrical 
signal by comparing it with a given level on a logarithmic scale. 
 
Downlink—Transmission from the base station to end nodes. 
 
Dynamic Host Configuration Protocol (DHCP)—A network service and protocol whose 
purpose is to dynamically assign IP addresses to IP hosts. 
 
European Telecommunication Standardization Institute (ETSI)—A standardization 
organization in the telecommunications industry. 
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Extended Unique Identifier (EUI) —A unique 64-bit identifier. A MIOTY sensor has an IEEE 
assigned EUI. 
 
Forward Error Correction (FEC)—A digital processing technique that enhances the 
reliability of transmitted data whereby a transmitter sends redundant data and the 
receiver recognizes only the data that contains no apparent errors. Because FEC does 
not require a handshake between the source and the destination, it can be used for 
broadcasting of data to many destinations simultaneously from a single source. 
 
Gateway—A component of the MIOTY base station, the gateway runs an operating 
system and contains the software that receives radio signals transmitted by end nodes. 
 
Internet Messaging Control Protocol (ICMP)—A TCP/IP protocol used for sending and 
receiving operational and error messages between IP devices. ICMP is used when one 
device pings another. 
 
IoT Device—An IoT device is any nonstandard computing device that connects 
wirelessly to a network and has the ability to transmit data; these are the ‘things’ in the 
Internet of Things. 
 
Industrial, Scientific and Medical Band (ISM)—Radio bands or portions of the radio 
spectrum that are reserved for the use of radio frequency energy for industrial, 
scientific and medical purposes other than telecommunications. 
 
Link Budget—Used to calculate the efficiency and reliability of a link between a 
transmitter and receiver, a link budget describes the losses and gains from the 
transmitter through the medium and finally to the receiver. A link budget is usually 
created for radio in situations where noise and losses are generally high. The following 
equation represents a simple link budget equation: 
 
Received Power (dB) = Transmitted Power (dB) + Gains (dB) − Losses (dB) 
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Low Power Wide Area Network (LPWAN)—A type of wireless telecommunication wide 
area network designed to allow long range communications at a low bit-rate among 
connected objects, such as sensors operated on a battery. LPWAN uses the 
unlicensed radio spectrum in the Industrial, Scientific and Medical (ISM) bands to 
enable low power, wide area communication between remote sensors and gateways 
connected to the network. 
 
Microsoft Azure—Microsoft Azure (formerly Windows Azure) is a cloud computing 
platform used for building, testing, deploying, and managing applications and services 
through a global network of Microsoft-managed data centers. 
 
MIOTY—A Low Power Wide Area Network (LPWAN) solution dedicated for private IoT 
Networks. MIOTY is based on Ultra Narrow Band (UNB) technology with very narrow 
signal bandwidth (2kHz) to achieve long distance data communication (5 km in urban 
and up to 15 km in rural area) between thousands of IOT Devices and a base station. 
Ultra Narrow Band technology provides maximum spectrum efficiency for best in class 
spectrum utilization. 
 
MQTT—MQTT is an ISO standard (ISO/IEC PRF 20922) publish-subscribe-based 
messaging protocol that works on top of the TCP/IP protocol. It is designed for 
connections with remote locations where a “small code footprint” is required or the 
network bandwidth is limited. The publish-subscribe messaging pattern requires a 
message broker. 
 
MQTT Broker—An MQTT broker handles communicates between publishers and 
subscribers.The broker directs incoming messages so that they can reach the correct 
subscribers. 
 
MQTT Publisher—An MQTT client that sends or publishes a message to an MQTT 
broker. The message contains an topic, to which MQTT clients can subscribe. 
 
MQTT Subscriber—An MQTT client that subscribes to topics. 
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MQTT Topic—A topic is a string with a hierarchical structure that allows filtering based 
on a limited number of expressions. Every MQTT message contains a topic. 
 
Private Key—One of two keys in a Public Key Infrastructure (PKI) key pair. The private 
key is used to digitally sign data, generating a signature which is decrypted by a 
corresponding public key. The private key is so named as it is not publicly distributed. 
 
Public Key—One of two keys in a Public Key Infrastructure (PKI) key pair. The public 
key decrypts data that was signed using the corresponding public key. The public key 
is so named as it is publicly distributed. 
 
Radio Frame—Time window between the first and last radio burst. 
 
Radio Transmission—Wireless communication between a transmitter and a receiver 
using an electro-magnetic cloud as its media. 
 
Secure Socket Shell (SSH)—SSH is a cryptographic network protocol for securing 
access between devices over an unsecured network. Secure Shell provides both 
authentication and encryption over an open network such as the Internet. 
 
Sensor—A device that can detect changes in its environment and send the 
environment to another device such as a gateway or other computer. 
 
Service Center—The MIOTY Service Center is a service used to perform administrative 
functions such as adding sensor end nodes, configuring Azure mappings and viewing 
end node messages.You interact with the Service Center using a web-based user 
interface. 
 
Simple Network Management Protocol (SNMP)—A protocol for collecting and organizing 
information about SNMP-enabled devices on IP networks. SNMP software running on 
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endpoints, also known as agents, can send alerts to SNMP management stations 
based on pre-configured triggers. 
 
Agents can also be polled for device information. The MIOTY Gateway includes 
support for SNMP. 
 
Software Defined Radio (SDR)—A radio communication system where components are 
implemented using software on a personal computer or embedded system. An SDR 
allows you to use software to modify communication parameters of a wireless system 
such as frequency, data rate, modulation. 
 
Spectrum Efficiency—The information rate that can be transmitted in a communications 
system over a given bandwidth. The link spectrum efficiency is measured in bits/s/Hz. 
 
Sub GHz Band—Radio frequency band below 1 GHz. 
 
Sub-packet—A portion of a telegram or datagram packet. 
 
Syslog—A log in Linux operating systems that logs operating system events. A 
computer’s syslog can be send to a remote device for storage and management. 
 
Tarball—A file that represents one or more compressed files. A tarball is the output of a 
backup operation performed from the MIOTY Gateway. 
 
Telegram —A data packet. 
 
Telegram Splitting—A process whereby telegrams are split into equal sized packets. 
The avoidance of telegram collisions is a key benefit of telegram splitting. 
 
Time Frequency Pattern—Defines the transmission characteristic of a split telegram. The 
pattern must be known to the transmitter as well as the receiver so that the receiver 
can reconstruct the telegram from the received radio bursts. 
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Ultra Narrow Band Technology—Radio technology that uses very narrow band for 
communication within the radio spectrum. MIOTY uses 2 KHz bands between 
transmitter and receiver. 
 
Uplink—Transmission from transmitter to the receiver. In the case of MIOTY, uplink is 
from thesensor end node to the base station. 
 
Virtual Private Network (VPN)—A method of providing secure, encrypted transmissions 
from one device to another. 


