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POLICIES

Information security and privacy policies are in place 

Network security and remote access policies are in place 

Email, communications and internet use policies are in place 

Bring your own and mobile device policies are in place 

USB and hardware policies are in place

LEADERSHIP

Cybersecurity policies are checked and updated regularly 

A board member is responsible for cybersecurity 

Senior IT regularly meet with the board

The senior management team are aware of cyberthreats 

COLLEAGUE EDUCATION

Colleagues are trained on policies as part of onboarding 

Colleagues regularly receive cybersecurity training 

NONOT
SUREYES

We’ve created this checklist to reveal the cybersecurity risks in 
your business. It will take 5 minutes to complete, and at the end, 
we’ll issue a risk score and advice based on your result. 

Every company is unique, so this checklist may not cover some 
of your specific challenges. If in doubt, just get in touch! Let’s 
get started…

Reading this in Microsoft Edge? To enable interactivity, try a different browser or Adobe Acrobat.
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COLLEAGUE EDUCATION

Colleagues are regularly tested 

Cybersecurity education is part of onboarding

Employees are educated about public Wi-Fi risks 

ACCOUNTS AND PASSWORDS

Admin logins are only used where necessary

Users require unique accounts 

Accounts are removed quickly when a colleague leaves the business 

Regular password resets and required 

Passwords must meet a strength standard 

SOFTWARE AND HARDWARE

Antivirus software is active on all devices

Firewalls and intrusion detection software is in place

Wireless networks are appropriately secured

Server monitoring software is in place

Email and web filtering software is in place 

Mechanisms for securely sending sensitive files are in place 

Database monitoring software is in place

Access to data is limited 

Data is classified by sensitivity and risk

Back-up software is in place and performs regular back-ups
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BUSINESS CONTINUITY 

TOTAL SCORE

Continuity analyses are completed regularly

A disaster recovery plan is in place

The business can be fully operational 48 hours after a successful cyberattack

Disaster recovery technology is in place

The disaster recovery plan is tested regularly 

NONOT
SUREYES

SOFTWARE AND HARDWARE NONOT
SUREYES

Backed-up data is encrypted

Unsuccessful cyberattacks are investigated 

Systems are up to date and patched 

Unused endpoints are secured 

Penetration tests are completed regularly  

End-of-life of life products or services are not in use 

Check the following page to find out what your score means 
and to check how vulnerable you are to cyberthreats.

CYBERSECURITY CHECKLIST
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WHAT DOES YOUR SCORE MEAN?

39 - 51

52 - 65

65+

Your business is clued-up about cybersecurity. However, there’s always more to be done 
when it comes to fortifying your defences. Your first step now is to gain visibility of the 
blind spots and weaknesses that are making you vulnerable and act to fix those risks. 

We recommend getting a Cybersecurity Health Check, which analyses and reports on 
your IT infrastructure, weaknesses and risks, and makes helpful recommendations. 

Find out more here or click for more useful cybersecurity resources. 

Your score gives us cause for concern. It highlights that several of your cybersecurity 
obligations are not being met. We strongly advise that you immediately address any 
point not answered as “yes”. 

If you’re operating with known risk, there’s sure to be plenty of hidden vulnerabilities 
too.  So, we recommend getting a Cybersecurity Health Check to uncover those blind 
spots and understand what can be done to increase your resilience and ability to 
recover from attacks. 

Read about our Health Check here or check our more cybersecurity resources here.

It’s not great news, we’re afraid. Your cybersecurity is in poor shape and you must take 
corrective and preventative steps right away. But, with so much to address, we 
understand that this can be a daunting prospect. 

If you’re able to, make quick-fix changes – such as changing passwords and securing 
unused endpoints – immediately. Then take a Cybersecurity Health Check, which 
analyses and reports on your IT infrastructure, weaknesses and risks, and makes 
helpful recommendations. 

Find out more here or click for more useful cybersecurity resources
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