Training employees
to recognise and avoid
phishing threats

Agenda
Today, we will be exploring:
What is phishing?

How phishing can damage a business

What are the different types of phishing?
How to spot a phishing email

What to do if you’ve fallen for a scam
Tips and advice

What is phishing?
Phishing is a fraudulent practice where cybercriminals
send emails pretending to be from a reputable organisation
or someone who is known to the recipient.
Popular fronts that these criminals will use include pretending
to be banks, building societies, retailers, Government
organisations and charities.
Phishing is a form of social engineering, where criminals
use psychology to leverage attacks.

How phishing can damage a business
Once someone clicks on a link or downloads a file, the criminal
can steal sensitive information such as usernames, passwords,
account information and financial data
Theft of data is a key danger with successful phishing attacks;
60% of small businesses that suffer an attack close down
within six months
Phishing can cost both the victim and organisation money
Once you’ve been successfully targeted, hackers can use this
access to carry out any number of malicious activities.

What are the different types of phishing?
Phishing – hackers send generic emails from a trusted source to any email
addresses they can find
Spear phishing/whaling – a small scale, highly-focussed attack which may
mimic the email style of the supposed organisation the criminal is targeting,
and often appear to be from the victim’s organisation too
Baiting – dropping of malfware-infected USBs in common areas
in the hopes that someone will pick it up and plug it in
Email from a friend – using data from a successful attack, they can start
targeting people in their address book
Pretexting – pretending to need information to confirm the victim’s identity by
luring the victim into a sense of trust

How to spot a phishing email
From:

PayPal <012711.service.fp13221@mail.co.uk>

To:

joe.bloggs@email.com

Subject:

Dear valued customer

:

Check the sender’s email
address matches the
website address.

Do not download attachments
from suspicious emails.

Beware of emails with
generic introductions:
‘Dear valued customer’ etc.

download.zip

Dear valued customer
It has come to our atention that you have missed your lasr bill.
Please login here to amend payment details so we can get your account back up and running
LOGIN TO ACCOUNT
many thansk,

Check for spelling and
grammar errors in the
suspicious email.

PayPal

No matter who you think it could be from,
always be suspicious of an email that asks for
your personal information or login details.

Do not reply directly to a suspicious email. Remember, the
phisher is a virtual door to door con artist and can sometimes
be very convincing!
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What to do if you’ve fallen for a scam
Change your passwords immediately. This goes for all email
account passwords, including bank accounts. Create strong,
complicated passwords including numbers and symbols.
Contact your bank. Even if you weren’t trying to login to your
account at the time, hackers may have your details. Letting the
bank know protects you further down the line.
Install all software upgrades and patches. The latest updates
are full of up-to-date security protocol
Report it! Speak to your IT department and Action Fraud UK.
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Tips and advice
Look out for poor grammar and spelling, an email address that doesn’t
match the domain of the organisation, unexpected attachments –
especially zipped attachments.
Do not open emails from untrusted sources! Contact a colleague or
your IT department if you receive something you’re unsure of.
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When receiving emails from organisations such as a bank, building
society or the Government, you can reduce the risk of using a
contaminated link by manually entering their URL and accessing the site
that way.

Tips and advice
If it seems too good to be true on the internet, it probably is.
Do not give strangers the benefit of the doubt.
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Request IT security training. These attacks change form constantly,
so keep your business aware of threats and appropriate responses.
Only access secure websites. If you’re unsure of an individual
website, look for the padlock and correct website address
in the URL bar.

Tips and advice
Monitor software installation. If it asks to install additional
software and services, it is unlikely to be helping you out!
Enter a minimal amount of authentic information about you,
if there is no legal requirement to do so. Does the site you’re
joining need to know the actual name of your first school, or will
a dummy set of credentials do? The chances of your data being
used fraudulently is dramatically reduced if it’s not real
in the first place!

Reduce the threat
Humans don’t have to be the weak link in your IT security
Everyone has a role to play to keeping these threats at bay
Feel confident in being able to spot an attempt; it’s better
to be safe than sorry!

Remember; be critical of what you see, be vigilant, be aware.
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Visit the K3 Cloud, hosted and managed services today and sign up for
news and invitations to exclusive business security emails.

k3starcom.k3btg.com

