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CyberSecurity Solutions
Software, Consulting and 

Managed Services

Detect, analyze, and prioritize threats

Reduce fraud and malware

Manage users and their access

Discover and harden valuable assets

Develop more secure applications

Protect infrastructure against attacks

Monitor and evaluate today’s threats

SIEM

Anti-Malware Protection

Identity and Access Management

Database Security Tools

Application Scanners

Network and Endpoint Protection

Security Vulnerablility Database

CAS Severn offers leading-edge security 
solutions to monitor your data, infrastruc-
ture, people, and physical elements.  

The team of highly experienced profes-
sionals has successfully implemented 
security solutions for organizations of all 
sizes, including education, healthcare, 
and state and federal government.

In today’s highly distributed 
world, there are serious threats 
that must be addressed head-on. 
CAS Severn cybersecurity solu-
tions deliver an integrated system 
of analytics, real-time defenses 
and proven experts, so you can 
make strategic decisions about 
how to safeguard your business.



CAS Severn CyberSecurity 
Demonstration Capabilities

CAS Severn has developed an integrated 
demonstration of multiple security products 
working in tandem that mirror a typical organi-
zation’s environment. The security platform is 
anchored by IBM’s QRadar SIEM tool set.  

Demonstrations cover the primary security 
domains integrated within QRadar:

• Application:  AppScan
• Data:  Guardium Suite 
• EndPoint:  BigFix (Compliance, 

Inventory, Core Protection, LifeCycle), 
MaaS360, CarbonBlack 

• IAM: ISIM, ISAM, PIM, TFIM
• Network:  IPS/XGS, ForeScout Network 

Access Control
• SIEM:  QRadar SIEM, QRadar Log  

Manager, QRadar Vulnerability  
Manager, QRadar Risk Manager,  
QRadar Incident Forensics 

The demonstrations show security solutions 
within each domain, integrated with QRadar.  
A number of use cases can be demonstrated 
covering internal and external threats.

CAS Severn continues to evolve this  
environment to be able to demonstrate the 
ever-changing security landscape. 

Please call 
800.252.4715

or email
sales@cassevern.com.

for a demo or consultation.

CAS Severn
Corporate Headquarters 
6201 Chevy Chase Drive

Laurel, MD 20707
800.252.4715

www.cassevern.com 

With offices in: 
Forest Hill, Maryland
Richmond, Virginia 
Denver, Colorado 

Kansas City, Missouri
Albuquerque, New Mexico

Security Intelligence 
and Operations:  A 
unified architecture for 
integrating security  
information and event 
management (SIEM), 
CAS Severn solu-
tions are supported 
by X-Force Database. 
Features include:

• Early threat detection.
• Forensic analysis.
• Log management.
• Vulnerability  

management.

Endpoint Protection:  
Secure and manage 
endpoints with real-time 
threat protection, control 
and response. 

• Monitor and secure 
endpoints with the 
most current patches.

• Gain advanced protec-
tion against malware.

• Bridge endpoint gap 
between IT Ops and 
Security.

• Provide up-to-date 
hardware and  
software inventory.

Identity and Access 
Management (IAM): 
Governance-based 
software solutions for 
a unified approach to 
compliance, password 
management and provi-
sioning on-premises or 
from the cloud. 

• Automated access 
certification improves 
audit performance and 
reduces the cost of 
compliance.

• Self-service access 
lets users request 
and manage access 
with automatic policy 
enforcement.

• Password manage-
ment allows users to 
independently reset 
and change pass-
words, while enforcing 
strong password policy.

• Identity intelligence 
highlights business- 
relevant information 

CAS Severn  
Compliance Expertise

• COBiT: Control  
Objectives for Information 
and related Technology

• CIS: Center for  
Internet Security

• DISA: Defense 
Information Security 
Agency

• DOD 8500.X:  
Department of  
Defense

• FISMA: Federal Informa-
tion Security Manage-
ment Act

• HIPAA: Health Insurance 
Portability and Account-
ability Act

• HIPAA HITECH:  
Health Information 
Technology for  
Economic and  
Clinical Health

• ISO: International 
Standard Organization 
2700X

• ITIL: IT Infrastructure 
Library

• NIST: National Institute 
of Standard) 800-53

• PCI: Payment Card 
Industry

• SSAE 16 (SAS70):  
Statement Standards  
for Attestation  
Engagements 

• SOX: Sarbanes Oxley
• TOGAF: The Open Group 

Architecture Framework

CYBERSECURITY HIGHTLIGHTS
in easy-to-understand 
dashboards, reports,  
and advanced analytics.

• Automated provision-
ing streamlines access 
changes based on user 
requests or detected 
user events.

• Governance platform 
centralizes identity  
data and leverages  
one model for policy, 
risk, and roles across  
all IAM processes.

• Federated identity man-
agement (FIM) allows 
subscribers across mul-
tiple enterprises can use 
the same identification 
data to obtain access to 
the networks of all enter-
prises in the group. 

• IBM Security Access 
Manager authorizes 
and authenticates user 
access to Web and other 
hosted applications.

• IBM Security Access 
Manager software is 
a highly scalable user 
authentication, autho-
rization and Web SSO 
solution for enforcing 
security policies over a 
wide range of Web and 
application resources. It 
centralizes user access 
management for online 
portal and business 
initiatives.

Penetration Testing: We 
can help you find vulnera-
bilities by testing computer 
systems, networks or Web 
applications to:

• Determine feasibility  
of of attack vectors.

• Identify high-risk  
vulnerabilities.

• Identify vulnerabilities 
that may be difficult or 
impossible to detect with 
automated network or 
application vulnerability 
scanning software.

• Assess the potential of 
business and operational 
impacts of successful 
attacks.

• Test the ability of your 
network to detect and 
respond.

• Provide evidence for 
increased investments in 
security personnel and 
technology.

ForeScout Network  
Access Control (NAC) 
offers an approach that  
unifies endpoint security 
technology (i.e. antivirus, 
host intrusion prevention, 
and vulnerability assess-
ment), user or system 
authentication and network 
security enforcement.

• Identify managed and 
unmanaged devices. 

• Guard against targeted 
threats.

• Address endpoint  
compliance issues.
























