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DATA SHEET

Security Risk in 
Government is a 
Top Priority
The “cloud first” initiative was developed as a means to 
help Federal agencies accelerate the adoption of cloud 
technologies to transform, modernize and upgrade IT 
technologies and functions. Security and privacy concerns 
continue to hamper the speed of cloud adoption by  
Federal agencies. A recent survey revealed that 87% of 
agencies are afraid to move their critical assets to the cloud 
because of security and privacy concerns.   

Fugue, a cloud infrastructure automation and security 
solution, helps to eliminate cloud risks and provide the 
necessary controls to overcome many of the privacy and 
security concerns for a secure and compliant infrastructure. 
Fugue helps Federal agencies stay compliant with regulatory 
and internal policies, alleviate the risks of data leaks by 
validating security and access policies, and easily show 
proof of compliance during audits. 

Stay Compliant

Having non-compliant business practices can be costly. Fugue’s automated remediation 
feature reverts all unauthorized changes back to its original state ensuring that the 
infrastructure is always in compliance. 
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About Fugue  

Fugue, a leader in cloud infrastructure automation and security, provides solutions to ensure that enterprise and public agencies cloud 
resources are always provisioned according to a single source of truth—and stay that way throughout the resources’ lifetime. Fugue is 
privately held and headquartered in Maryland. Fugue was names a Cool Vendor in Cloud Computing 2017 by Gartner.

Validate Security and Access Policies

Unauthorized access and account hijacking remain major 
concerns for Federal agencies as they adopt cloud technologies. 
Fugue prevents unauthorized access by strictly enforcing 
access polices.  Fugue’s RBAC feature prohibits unspecified 
configurations changes to cloud infrastructure. By design, 
approved users are only permitted to make defined changes.

Other security measures to protect against unauthorized  
access include enforcement of a number of password policies 
including minimum password complexity, prohibiting password 
reuse for a certain number of generations, and disabling 
passwords after an inactivity period. Fugue also verifies that  
users have enabled multi-factor authentication for accessing 
cloud infrastructure services.

Easy Audit Tracking  

Audits and proof of compliance can be time consuming. Auditing 
of infrastructure changes is made simple with a centralized  
view of all audit records from aggregated sources. Fugue  
provides detailed records of changes to cloud infrastructure for 
audits and accountability.

Supporting Your Agency’s Core Mission

Security remains one of the most significant obstacle standing between federal agencies and a broader migration to cloud technologies. 
Fugue provides federal agencies a powerful automation solution to leverage all the benefits of the cloud while providing a secure, 
compliant infrastructure. Automated remediation reverts all security and policy violations back to a good known state as soon as they 
occur. There are no alerts to overwhelm the DevSecOps team, thus, allowing them to focus on agency’s core mission whether that is to 
deliver more timely services to citizens, increase efficiency and lessen the burdens on internal IT resources or innovate and reduce time 
to ATO. Fugue helps to ensure that your infrastructure is secure and compliant while you focus on your core mission!

To learn more about Fugue’s Kick Starter Program and how it can help federal agencies decrease time to ATO, please contact fed@fugue.co 
for more details.

FOOTNOTES

1.  https://gcn.com/articles/2017/01/06/cloud-security-concerns.aspx

file:fed%40fugue.co%20
https://fugue.co/

