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1 Introduction

Thank you for choosing ZebraTester. You now have a powerful product to perform professional Web load tests. The product is easy-to-use and intuitive.
However, for a better understanding of the concepts behind ZebraTester, we suggest that you read this manual.

1.1 Menu and Navigation Overview

( Page Scanner \

( Session Cutter

Proxy
Recorder

(&

= : Load Test
Recorded Wei:
Surfing Session

4

'

( Response \

Verification

J /‘
/"URL Details /| Generate Load
Test Program
4

[ Analyse \

Load Test Men

Load Test Result

Diagrams

.

Real-Time

Error Analysis
.

-
.
.
.
-
-
Y A

rror Details

Comparison
Diagrams

Detail Statistics
& Diagrams

The ZebraTester menu structure is somewhat different
from other applications. Menu options are always
context-sensitive; that is, only options relevant to the
current operation are displayed. Also, there is no "main
menu" or "main application window" (even though one
of the menus has the title "Main Menu"). That said,
there are, however, three important menus:

The Main Menu enables recording of Web surfing
sessions with any Web browser, as well as the editing
of Web surfing sessions and applying functional
enhancements. The sub-menu Generate Load Test
Program converts a recorded Web surfing session into
aready-to-run load test program.

The Project Navigator allows the management of
stored Web surfing sessions and load test programs.
Furthermore, load test programs can be started from
this menu, and the corresponding test results and
measurements are then also available from this menu.

The Analyse Load Test Menu allows the analysis of
load test results and measurements, including
comparisons of the results of different load test runs.

Of the three central menus described above, only the
"Project Navigator" deals with permanent data; that is,

data persisted to disk. The other two menus, as well as most of all other menus, work only with transient data stored in memory.

The other ZebraTester menus, shown in the figure above, are described below:
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Page Scanner: Allows the automatic scanning of entire Web sites, including all Web pages contained therein — similar to a Web Spider or a Web
Crawler. The result of the scan can be converted directly into a Web surfing session, out of which a ready-to-run load test program can be
created. This is a fast and convenient alternative instead of recording Web surfing sessions manually using the "Main Menu". However, this
option is suitable only for testing relatively simple Web sites. In general, real-world Web applications can only be tested using manually recorded
Web browser sessions via the "Main Menu".

Var Finder: Provides a convenient overview of all CGl and HTML form parameters passed between client and server in a complete Web surfing
session. Using this menu, dynamic session parameters such as the .NET VIEWSTATE parameter can be managed with a single mouse-click.

URL Details / Var Handler: "URL Details" displays all recorded details about a URL. The "Var Handler" allows "Input Files" to be defined with
URL parameter allocations, useful in situations such as logging-in to Web applications using different user accounts. The "Var Handler" also
allows many additional load test program options to be dynamically changed; or example, changing the name of the stressed Web server.

Response Verification: In addition to checking only status HTTP codes during a load test, ZebraTester also checks the received content of
URL calls by an automatically applied heuristic algorithm designed to exclude "false positive" results. This menu allows to modify the response
verification algorithm.

Session Cutter: Allows one or more recorded Web surfing sessions to be combined into a single new Web surfing session, using a process
analogous to the splicing of motion picture film. Additionally, this menu allows to import web surfing sessions from external definition files, from
which load test programs can be created.

Execute Load Test: Displays the most important statistics during the execution of a load test. Errors can be displayed and analyzed in real-time,
as they occur.

Load Curve Diagrams: Displays the performance curve of a Web server or Web application under load, showing how response time, throughput
and stability behave under various load conditions. The maximum performance capacity of a Web server or Web application can be determined
using this menu.

Comparison Diagrams: Provides a graphical comparison of the response times of the same load test program which was executed at different
times; for example, before and after server tuning activities, allowing the effect of the tuning on response times to be determined.

Detail Statistics & Diagrams: Displays in detail all collected measurements related to a single load test. Over 21 different statistics and
diagrams are available.

Error Details: Shows the details of all errors occurring during a load test (error snapshots). This menu can be invoked during the load test as
well as after the completion of a load test.

Please note that the above list of menus is not exhaustive. There are many other menus available; for example, menus to export data, generate PDF
reports, control search-, delete- or filter-functionality, and perform configuration of the ZebraTester product itself. In addition, there are menus to enable
and control the execution of load test programs on remote computer systems, including the combination of load test execution systems configured in a
cluster. These menus are all described in this User Guide.
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All menus provide context specific help text, available using the Help Icon. Example:

%) ZBA: Generate Load Test Program - Mozilla Firefox (=< Y P\ ( ©) zebraTester Help - Generate Load Test - Mozilla Firefox ol x|
127.0.0.1:7990jcf {PopupCreatel eblet ann®® - 127.0.0.1: 7990 dfischerwebadmininkerf ace fhtdocs helpGener ateLoadtest htm| EJ
F 32 =
NN =
/. ZebraTester ~ Generate Load Test Program Pj?; R;tsh 3‘ /. ZebraTester Help - Generate Load Test X
Havigator
Help - Main Index  + Back
- Load Test Program - 65 Items selected: 4 Pages- 61 URLs -
L\ Aplca Java™ Classname:~ § |Tast 01 Description: Generate a Java™ |oad test program, based on the recorded Web surfing session.
- " -
Zel ) Content Test Algorithm: [ [+] apply theuristic) methods from recarded session to check received content | < @ ? i & he G b @
Hels LR - AR AR T b L e L B
URL Execution [1] Character Encoding: 150-8859-1 ¥
Setial Executed Generate External Files for XML and SOAP Request Data:| = 4036 Bytes ~ Hink The current fiiler of the malin menu will always be applied, and 2l iitered iterns will not flow inside
Parallel £ ted m the load tast prograrm; thus only what you see on the main menu is mapped to the gensrated load test
Larallel Execute = required: enter a "simpla” classname for the load test prograrm, with no path and no fite extension program
Threads p. User

Switch to Serial Exec. Normally, you should only have to enter the name of the load test program and an annotation or
: HTTP Protocol Options [ ] description of what the program does, without having to cheose or modify any other options.

Switch to Parallel Exec. HTTP Protocol Version: 14 x Allow Keep-Alive: ¥ Special options are only needsd

Strip Referer Header Field: [ Strip Accept Header Field to*: [~ - Ifyou have 10 execute the load testvia your company's outbound proxy server.

- ifyouwantio use several user accounts for Basic Authentication against a YWeb server.

Load Test over HTTP(S) Proxy: o g i o
oad Test over HTTP(S) Proxy: I anply nest proy configuration from Personal Setings _ it Digest, NTLM or client certificate based Authentication against one o several Web seners is

required
(P! SEL tion Options (&1 _ Generating the Load Test Program - Step 1/2:
Basic Authentication: I™ apply individual Basic Authentication per user fram input file {basicauth.br) i
1081 Trbigase bt nsb st vl
Digest Authentication: I ¢ Apply individual Digest Authentication per user from inputile (digestauth bi) Py
#.ZebraTester  Generate Load Test Program s
@ use common Usemame Passward: | AT e o
NTLM Authentication: r | use common NTLM aceount from Personal Settings mena =l

PKCS#12 Client Certificates: ™ | applyindividual PRCS#12 certificate per user from inputfile (pkes12auth td) j

DERIPEM Client Certificates: I [apply individual DER/FEM certiiisate par User from input file (dpClientCerts bd) =]

Program Description: * |

Continue *recommended: will be displayed as hintin Froject Navigaior

The following chapters contain a step-by-step guide to using the ZebraTester product.

Brief Instructions if you are in a hurry:

The easiest way to use ZebraTester is to use a Firefox Web browser and to download and install the Firefox Recording Extension from
http://www.proxy-sniffer.com/download/zebratester/PrxRecExt1/PrxRecExtl.xpi  (enter this URL into Firefox)

After that start the ZebraTester Console. Then click in Firefox on the [ icon inside the ZebraTester Toolbar and follow the instructions:
T k= B ER Yew  Hpoy  [oess

R

Jelwul ruivs P | Frmars P Firasiies

& march on antes siddress || L dormsion Techrckagy & B = 2 & # 4 4 =
4, ZebwaTesber | rewert | ] I R moconting Stopped | 0 et Add Sorsmnehet [I]

Don’t miss to return back to this user's manual. We recommend that you read at least chapter 7 completely — inclusive all subchapters (in
particular subchapter 7.5) — because the usage of dynamic variables is a little bit tricky. If you are using an Internet Explorer or a Safari or a
Google Chrome Web browser for the recording of Web surfing sessions you should also read the next chapter 2.
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2 Recording Web Surfing Sessions without using the Firefox Recoding Extension

Hint: you can skip this chapter 2 if you use a Firefox web browser and have also installed the Firefox Recording Extension.

Load tests against Web servers or web applications are usually based on recorded Web surfing
sessions. This means that you usually first record a Web surfing session before you can execute a
load test. In simple cases — when no login is required and no HTML forms need to be submitted — you
may alternatively use the Page Scanner tool (described in chapter 12.2) instead of recording a web
surfing session manually.

Recording of Web surfing sessions is supported by using any web browser, such as Internet
Explorer, Google Chrome or Safari. You can use also Firefox without installing the Firefox
Recording Extension.

You must reconfigure your Web browser before you will be able to record a Web surfing
session as described in the Installation Guide, chapter 3 (proxy host 127.0.0.1, proxy port 7997, do
not use Proxy for 127.0.0.1).

2.1 Recording the First Web Page
Start a second Web browser window
Clear the Web browser cache and all cookies

Click on the Start Recording icon in the Web Admin GUI in the first Web browser window

Hp w NP

Proxy Settings

Servers
& Type

G =|

Proxy address to use Port

HTTP: [127.0.0.1 i |77

Secure: I 127.0.0.1 g I?gg?

ETP: | 0

Socks: I : I

[~ Use the same prozy server For all protocols

~Exceptions
B Do not use proxy server for addresses beginning with:

G =

127.0.0.1;localhost

B
-

Use semicolons { ; ) to separate entries.

[ ]

Cancel

Enter the desired start page of the Web server or Web application in the second Web browser window

The first Web page should now be recorded. Click on the Refresh Display icon in the right upper corner inside the Web Admin GUI to see if the
recording of the Web page was successful. If no data was recorded, you should check the proxy configuration of the Web browser.

1 Please note that you must first clear the Web browser cache and all cookies every time before you start recording a new Web surfing session. Chapter 3.3 in the

Installation Guide contains some illustrations about how to clear the Web browser cache and all cookies.
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First Web Browser Window — Web Admin GUI

I BA: Main Menu - Internet Explorer - |E||5|
6@.‘ - http:ff127.0.0.1: 7990/ dfischer jwebadmininterfacefhtdocs findesx., html ,Dj *3 ZBA: Main Menu x | ﬂ“{;? {(}}

L

J File Edit ‘iew Favorites Tools Help il
a & + i

4. ZebraTester  Main Menu T

Weh Admin V5.4-4 [ Help i FEE L i i L“ﬂiﬂ Gee o, B
B iMage pha " ‘l
3 [v] sec.[+35% [v] 5:@23@555?“ mﬁ;m ?'MRTED g%:'ﬁ 'ﬁu‘?ﬁ 55%2" ng%ng Reggushg Rg"né«;!inn

Filter: [] No Binary Data {Images ..) [] No CSS, JS (Only HTML)} /] No Cached Data (304) [] No Errors Hnsts:lcldemoapicasystem com ApplyFiNerl EE E" E E
x0 0 IO Page#1: Sart Page Users inkime Qsssonds 0% Mox scoepsborssporseime ms
Item Test E Offset Position Content Size Time HTTP Request + HTTP Response
w26 [ 5 000sec M ] 3756bytes 140ms [ GET ntipuicidemo apicasystem com/ 4+ 200 (OK) TEXT/HTML
%27 [21 8 015sec B ] 425 bytes 49 ms GET hitp:ficldemo apicasystem com/Scripts/GoogleAnalvtics js + 200 (OK) APPLICATION/X-JAVASCRIPT
%28 [3 S 015sec [ W | 5770bytes 125ms [B GET niip.licidemo.apicasysiem com/WebResource. axd?d=SwCcMWJbCSHPROGyMZBQBIBYcinGUcMopWaTiviSUitBRE0NUSDP
%20 [4 S 015sec [ W | 1'99%byles 136ms [§ GET httpuikcidemo apicasvstem com/Stvlesistylesheetcss 4 200 (OK) TEXT/CSS
%30 [5) S O16sec [ W ] H2bytes T9ms 8 GET nitpsicidemo apicasystem com/images/BannersiAmaron ipq + 200 (OK) IMAGEIJPEG
w3 [B 5 016sec [ ]  6391byies 156 ms @IGET ntpulicidemo. apicasystem.com/imagesfiogo.ong + 200 (OK) IMAGEENG
=32 [ 5 016sec [ ] 870 bytes 120 ms i@ GET nitp./icldemo.apicasysiem.com/images/Banners/Lamp.ipg + 200 (OK) IMAGELPEG
=33 [B] 8 016sec [ N | 47754bytes 231 ms [ GET nttpucidemo apicasvstem com/ScriptResource. axd?d=KUQEQzCPe3 FOOWCIGIZhL PRbaHDOZPgsY Twisang
w34 [0 5 017sec [ M | 1403byles 114 ms @MGET ntip.icidemo apicasystem com/images/BannersiWindowsServer ipg + 200 (OK) IMAGENPEG v
£ >

HA00% v g

Second Web Browser Window — Web Application

F Home Page - Internet Explo’ ;L‘:_]l.)_q
L4 l@ hittp:fcldermo. apicasystem, com/ D_:] ¥4 (= Home Page % | | " j: é}

J File Edit Yiew Favorites Tools Help

Choose environment B Windows Azure @ J Lrmi) P ] £ Windows Server ®

A Aplca Apica Champions [ eague tickets = Shapemos Cut

Home Check Out Our Tickets m m Shopping Cart

Welcome to our ticketing site!

Watch the stars...
...and enjoy the atmosphere LIVE!

H100% v
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2.2 Recording Subsequent Web Pages

You must insert a page break before the next Web page is called. The reason for this is that the local proxy server cannot not recognize when a Web

page starts, and when it finishes. The local proxy server only sees singe URL calls, such as requests for HTML data or image files. Adding a page break
manually here is necessary in order to record the session properly.

Use the following strategy during the recording of a web surfing session over several web pages:
1. First plan which URL or hyperlink you will call (and record) next, but don't click on it just yet!

2. Then, insert a page break comment into the Web Admin GUI. Enter a comment describing the expected result of the next recorded Web page.

3. Now call the desired URL by clicking on a hyperlink or submitting a form.

Repeat this strategy for each Web page that you call during recording. Remember that you must insert the page break before you click on the next
hyperlink or submit the next form.

First Web Browser Window — Web Admin GUI Second Web Browser Window — Web Application

3 X 5 _ /£ Home Page - Internet Explorer =10l x|
"é ZBA: Main hentEIGLERIEEESER @: @ @ titp:jjcldemo.apicasystem.com O] 42| @ HomePpage x ]_, ™ ALY
@?; - hktp:ff127.0.0.1: 7990 dfischer jwebadmininkerface fhtdocs finde::, bl £ | Ele Edt View Favortes Took Help

Choose environment £J Windows Azure ®

Landd P razon £ Windowsserver ®

J File Edit \iew Fawvoribes Tools  Help

- A Aplca Apica Champions L&gue tickets = 32‘:&2"9 sat
/.. ZebraTester = Main Menu
'l
; e to our ticketing site!

Check Out Our Tickets x [3 <] sec [z25% insert | . S st

oy the atmosphere LIVE!

The time in seconds near the page break comment is the user’s
think time which will be applied during the load test. This is the time
which a (human) user needs to study the content of the Web page
before clicking on the subsequent page. The percentage value near
the time is the randomized range of the think time which will be

calculated new every time, for each user and page-call during the test. This means that concurrent users will not use the same think time.

H100% -

Click on the Stop Recording icon in Web Admin after you have finished recording all Web pages.
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3 Further Hints for Recording Web Surfing Sessions

3.1.1 Support of Technical Client Programs and Web Services (SOAP/XML, JSON and Google Protobuf over HTTP/S)

A Web browser is only required in order to use the Web Admin GUI. This means that you can also record Web surfing sessions of (non Web browser
based) technical client programs which exchange ASCII, SOAP/XML, JSON or Google Protobuf data with the Web server by using the HTTP/S protocol.
Please note that you have to configure the proxy settings of the technical client program to record Web surfing sessions. In case if the technical Web
client uses encrypted HTTPS connections, you have also to import your CA Root Certificate into the technical Web client (see Installation Guide).

Furthermore it's also supported to create manually a text file by using any text editor which contains definitions of SOAP and/or XML requests. Such a
file can then be converted to a Web surfing session by using the import functionality of the Session Cutter (see chapter 5).
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3.1.2 Proxy Recorder Settings and GUI Settings (Personal Settings Menu)

=lol=| The “Personal Settings” menu allows you to
@Av (B v2p177127.0.0. 137550 dtischerfoweb amirintert scfhidocsfindes. bl O] 45 A 288 i e - |_|\ {1t o7 fe3 Configure non form-based authentication methods
| ;' e dew Favores I ﬂ_e'p P - - (NTLM, PKCS#11, PKCS#12 and DER/PEM

#. ZebraTester Ma'd“Me" ? E ﬁ ‘0’ ﬁ "3” ['; "' based client certificates) and some SSL options

for the proxy recorder which may be necessary in
order to successfully record a Web surfing session. Furthermore, cascading the proxy recorder with another (outbound) proxy server of your
company is also supported.

-5 Note 1: The credentials for Basic and Digest

hkkp:fi127.0,0,1: 7990 dfischer fwebadmininterf ace (PopupPer sonalSettingsWeblet

. authentication are directly requested by the Web
/. ZebraTester Personal Settings - Proxy Recorder | GUI Settings | Alert Notifications E Prm ? browser during recoding of a Web surfing session.
This means that no special configuration is
Connect to Next / Cascaded Proxy [Z] (Proxy Recorder) [] HTTPS Client Certificate Authentication - PKCS#11 Device [5] (Proxy Recorder) . . .
- required for these two authentication methods
Next Proxy HTTP Host |192_15 411 EW = 08-Specific Library * |pkc51 1wrapper.dil . d h .
Next Proxy HTTP Port |303 Device-Specific Library * | InSI e t |S menu
Next Proxy HTTP Cache disabled PIN | Slot No. [0[¥| Aply |
Next Proxy HTTPS Host R — 4 E N aarsimtong! ZabraT estey oAt 20 COPY DO devics arver fles manual 1o Note 2: The authentication credentials entered in
Next Proxy HTTPS Port EEE : _‘ BT B (T i this menu can also be transferred into the
N =R e geO?efztedl Ioaddtest_ plrograms_. Thle aI(Ijocatlon of
Mo Nt oy fo Hostomain | Cheni | Username Password Apoly | individual credentials per -SImU ated user can
! Basic Authentication for Next ! Cascaded Proxy be Sel eCted Wh en gen eratl n g th e HTTP(S) Load
HTTPS Settings [&] (Proxy Recorder) GUI Settings [E] “ TeSt Prog rams (See Chapter 8)
S5L Version TLS 1.1 . HTTPS Response Timeout |2 min . Time Zone * |ECT: (GMT +1:00) Berlin, Bemn, Paris, Madrid, Rom, ‘-Nien w R
SSL Session Cache enabled SSL Session Cache Timeout [10 min[v/] Number Format * 123'456.00 . The Web GUI part Of the menu a"OWS yOU to set
Allow Legacy Renegotiation Suppcl.rfElliplic Curves o Background Color (hex) #lFFFFFF the default t|me zone, and the default number
Senabled s crtica - . format, which will be used by the GUI and by the
Enhanced Compatibility Mode [ ] Debug Handshakes O Apply ....
] " load test programs.
HTTPS Client Certificate Authentication - PKCS#12 Files [3] (Proxy Recorder) O b :3.3.
. : { ad " . .
e - B Pesowore | I (- . Additionally, also Alert Notifications can be
no ceruncates . . . .
configured which are send during the execution of
. ‘,_I‘ s Pt Color ikt een gt wit ondhy permoeon o Moms D, e a job as Emails or as SMS messages (see
File I - Browse... | Load File * Only temperarily applied until pregram termination - see help to change these values permanently Chapter 12 2)
[ no certificates |

| Alert Notifications (&1 | Configure Alerts | ‘
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3.1.2.1 Connect to Next Proxy (Proxy Recorder)
Checkbox in Title: if checked, ZebraTester cascades the proxy recorder with another, "next", outbound proxy server of your company.

Note: To execute a load test through a proxy server, you must also enable the option "Load Test over HTTP(S) Proxy" in the Generate HTTP(S) Load
Test Program menu (see chapter 8).

Input Fields:
o Next Proxy HTTP Host: (DNS) hostname or TCP/IP address of the next proxy server (for unencrypted connections).

e Next Proxy HTTP Port: HTTP TCP/IP port number of the next proxy server (for unencrypted connections).

o Next Proxy HTTP Cache disabled: if checked, request the next proxy server to disable its internal cache.

e Next Proxy HTTPS Host: (DNS) hosthame or TCP/IP address of the next proxy server (for encrypted connections).

e Next Proxy HTTPS Port: HTTPS (secure) TCP/IP port number of the next proxy server (for encrypted connections).
¢ Next Proxy Auth Username: basic authentication username, used for proxy authentication on the next proxy server.
o Next Proxy Auth Password: basic authentication password, used for proxy authentication on the next proxy server.

¢ No Next Proxy for Host/Domain: allows you to set a list of hosts, or domain hames, for which the proxy settings must not be applied. The
entries must be separated by commas or semicolons.

3.1.2.2 HTTPS Settings (Proxy Recorder)
Allows you to adjust the HTTPS settings of the proxy recorder (used when recording encrypted network connections).

Input Fields:
e SSL Version: Allows you to select the SSL protocol version.

e HTTPS Response Timeout: Response timeout per HTTPS URL call. If this timeout expires, the corresponding HTTPS URL call will be aborted.
e SSL Session Cache enabled: If checked, enables the SSL session cache (keeping the same SSL session ID over multiple Web pages).
e SSL Session Cache Timeout: The lifetime of the SSL sessions within the session cache.

o Allow Legacy Renegotiation: If checked, SSL legacy renegotiation without using the Renegotiation Indication Extension (RFC 5746) is
supported.

e Support Elliptic Curves: If checked, also rarely used encryption algorithms like ECC are enabled. This means that all available encryption
algorithms are enabled (inclusive very weak and very strong algorithms).
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¢ SNI enabled: If checked, Server Name Indication (SNI) information about the target host name is sent to the Web server(s) during the SSL
handshake (RFC 3546).

e SNiI critical: If checked and SNI is enabled, SSL handshakes are aborted if the target Web server(s) doesn't support Server Name Indication
(SNI). The corresponding HTTP requests will fail in such a case and no data are recorded.

o Enhanced Compatibility Mode: If checked, enables workarounds to support poorly-implemented SSL server libraries.
¢ Debug Handshakes: If checked, debug information about SSL/TLS Handshakes are written to stdout or to the ZebraTester Console.

3.1.2.3 HTTPS Client Certificate Authentication - PKCS#12 Files (Proxy Recorder)

Allows you to load X509 SSL/TLS client certificates, in PKCS#12 file-format, into the proxy recorder. Because the proxy recorder operates as a "man in
the middle" between the Web browser and the Web server, the client certificate must be loaded and activated before a Web surfing session requiring
such a certificate can be recorded. Note:” normal” HTTPS sessions do not require client certificates.

The PKCS#12 file must first be loaded by using the Personal Settings menu. Also ensure that the certificate is active by clicking inside the red bar on
the certificate. The red bar will change to a green check mark when the certificate is properly active.

HTTPS Client Certificate Authenfication - N ote: To execute a load test which uses client certificates, you must also enable the option "PKCS#12 Client
File | Browse.._ | Certificates” in the Generate Load Test Program menu (see chapter 8). The allocation of individual client certificates
- Wm s per simulated user is supported when generating load test programs.

1R ¥

Ooooooaoot.pt2

3.1.2.4 HTTPS Client Certificate Authentication - DER or PEM encoded Files (Proxy Recorder)

Allows to load X509 SSL/TLS DER or PEM encoded client certificates into the proxy recorder. Based on the fact that the proxy recorder operates as
"man in the middle" between the Web browser and the Web server, the client certificate must be loaded and activated before a Web surfing session
which requires such a certificate can be recorded.

Therefore, the file containing the DER or PEM encoded client certificate first be loaded by using the personal settings menu. Also ensure that the
certificate is activated by clicking inside the red bar on the certificate which turns this bar to a green check mark.

Note: To execute a load test which uses client certificates you have additionally to enable the option "DER/PEM Client Certificates" when generating
the Load Test Program. The allocation of individual client certificates per simulated user is supported and can be selected when generating the load test
programs.
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3.1.2.5 HTTPS Client Certificate Authentication - PKCS#11 Device (Proxy Recorder)

Allows to you to use in Proxy Recorder X509 SSL/TLS client certificates which are embedded in PKCS#11 Security Devices (support for HSMs and
smart cards). Note:” normal” HTTPS sessions do not require client certificates.

Because the proxy recorder operates as a "man in the middle" between the Web browser and the Web server, the client certificate must be loaded and
activated before a Web surfing session requiring such a certificate can be recorded.

Please read the separate documentation "Using PKCS#11 Security Devices" for further information.

3.1.2.6 NTLM Authentication (Proxy Recorder)

Checkbox in Title: If checked, enables NTLM authentication against Web servers during recording.

Note: To execute a load test which uses NTLM authentication, you must also enable the option "NTLM Authentication” in the Generate Load Test
Program menu (see chapter 8). The allocation of individual NTLM accounts per simulated user is supported when generating load test programs.

Input Fields:
e Domain: Windows domain name.

e Username: Username of domain account.
e Password: Password of domain account.
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3.1.2.7 GUI Settings

Input Fields:
e Time Zone: ! Allows you to set the default time zone to be used by the load test programs, and by the GUI.

o Number Format: * Allows you to set the default decimal grouping separator character for numbers; for example 123'456.00 or 123,456.00.
e Background Color: Allows you to choose your desired background color for all windows.

1 only temporarily applied until program termination - for Windows, Mac OS X and Linux systems: Modify the startup settings file prxsniff.dat to change

these values permanently. For other Unix-like systems: Set the program arguments -tz and -dgs to the corresponding values (see Application Reference
Manual).
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4 Next Steps after Recording a Web Surfing Session

4.1 Saving the Recorded Web Surfing Session

ZebraTester keeps the entire recorded Web surfing session in its transient memory cache.

For this reason, you should save the recorded Web surfing session to disk by using the Save Session icon inside the Web Admin GUI. All data from the
Web surfing session are saved, including all HTTP request- and response-headers, all recorded HTTP content data, and all page break definitions. Any
special session enhancements made by using the Variable Handler (chapter 7.1), or by using the content test configuration menu (chapter 4.2.2), are
also saved. We recommend that you also enter a small comment describing the recorded session.
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Hint saved sessions can be restored by clicking on the "Load Recorded Session” icons E inside Project Navigator
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After saving the session, the Project Navigator menu appears. You can later
restore the Web surfing session by clicking on the
& icon of a saved session inside the Project Navigator.
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4.2 Reviewing the Recorded Web Surfing Session

After you have recorded a Web surfing session, you should review the results by checking the following:

1. Does the recorded session contain only URL calls to the web server(s) you want to test?

2. Has the automatically-applied content test check for the recorded Web pages been correctly configured?

4.2.1 Reviewing the Stressed Web Servers

Some of the recorded Web pages may contain, embedded in them, images with a size of 1x1 pixels originating from an external Web session-tracking
server. In order to not stress external tracking servers we recommend that you remove these URL from the recorded Web surfing session.

You should also review the host names, or the IP addresses, of all recorded URLSs. If you find some unnecessary or unwanted hosts, you should remove
such URLSs by clicking on the red cross icon near the item number at the left side of the URL. Alternatively, you can use the host field of the URL filter to

suppress any unwanted URL:
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4.2.2 Reviewing the Automatically-Applied Content Test

Avoid executing load tests without controlling the received content of URL calls by comparing them to the originally recorded data. Many errors from
Web server applications are embedded inside valid HTTP 200 responses. Therefore, the content of the responses must be also be checked to detect
content errors under load. For this reason, ZebraTester examines the content of all recorded URL calls, and automatically applies a content check per
each URL call using a heuristic algorithm. This algorithm performs content checks by searching for an ASCII-text string inside the received content;
however, if this seems to be impossible, or if this doesn't seem to make sense, the received content is checked by its size (content length) instead of by
searching an ASCII-text string.

After clicking on the View icon inside the Web Admin GUI main menu, the display of the recorded Web surfing session changes, and the automatically
applied content test methods are displayed for the URL calls at right. Binary data, such as images, are checked by their size - this is fast and works well
in most cases. You should always review content tests where an ASCII text fragment is searched for inside HTML data (Web pages), and check whether
the pre-configured search text makes sense.
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- - o m inage/eng Recorded ltems: 69 Q B B O I &K
| |3 sec. |+35% Insert I D= Javascrips Recording State: STARTED ~ S=areh ﬁ?;_'l‘:’;' zem Start mm.nu _ Recat .
4
Filter: [ ] Mo Binary Data (Images ...) [| No CSS, JS (Only HTML)  [+] No Cached Data (304) Mo Errors  Hosts: |cldemo.apicasystem.com Apply Filter I EE E't ‘IJ? \IFEI»
% 0 [01 [-] Page #1: Start Page User's think time: 0 seconds +0% Max. acceptable response time: — ms a
Item Test E HTTP Request + HTTP Response Time Response Verification
%26 [ 8 [3 GET nttp:iicidemo apicasystem com/ + 200 TEXT/HTML 140 ms &, "Walcome to our ticketing sitel”
x27 [21 8 B cET hitp:/fcidemo apicasystem.com/Scripts/GoogleAnalytics js 4+ 200 APPLICATION/X-JAVASCRIPT 49 ms. 2, e £ 5%] 425 bytes [no failure action]
®328 [3] 8 B cer http-ifcidemo. apicasystem.com/ WebResource. axd ?d=SwCcMWJBCESHPROGYMZBOBIBVEING ... + 200 APPLICATION/X-JAVASCRIPT 125 ms B, [size + 5%] &0 i
%28 [4 8 [B GET hitp:ilcidemo apicasystem com/Stylesfstylesheet css 4 200 TEXTICSS 1356 ms &, [size + 5%)]
%30 [5] 8§ MBIGET hiip:/icidemo apicasystem com/images/Banners/Amazon ipg + 200 IMAGE/PEG 7ams % [size £ 5%]
®31 [6] 5 MMIGET niip/fcidemo.apicasystem.comimagesiogo.png + 200 IMAGE/PNG 135 ms @, [size + 5%)]
%32 [71 S MBIGET hiip/icidemo apicasystem com/images/Banners/Lamp.ipg + 200 IMAGE/PEG 120 ms R [size £ 5%]
x33 [8 8 [B GET hitp:ifcidemo. apicasystem com/ScriptResource. axd?d=KUQ5QzCPc30yQrRaZ0SWCIGI2 .. + 200 APPLICATION/X-JAVASCRIPT 231 ms R [size + 5%)]
%34 [9] S MMIGET nitpifcidemo.apicasystem.com/images/Banners/\WindowsServer.ipg + 200 IMAGE/JPEG 114 ms @, [size + 5%)]
%35 [10] S MBIGET hiip-/icidemo apicasystem com/images/cari png 200 IMAGE/PNG 104 ms R [size £ 5%] v

HA00% v

The content test configuration can be modified by clicking on the magnifier icon.
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1B During the execution of a load test
m = htbp:fi127,0,0,1: 7990/ dfischer jwebadmininterface/htdocs/indes. html Dj +5 ZBA: Main Menu x I_I ' ?,‘3 {ﬁ} prog ram’ the HTTP response Code

JFl\e Edit  View Favorites  Tools  Help

and the received MIME type of each

HTTP Response Verification & Failure Action URL call is always compared with the
Item 26 on Page #1: Start Page =pGET http:/icldemo.apicasystem.com/ Onglna"y-recorded response from the
» { AN UE IR ETES e web surfing session (if not disabled
7] Veerify HTTP Status Code [200 OK OR Status Codes | manually). The response verification
&verity Content-Type [ [TEXTAHTHL @ menu allows the specification of how

(O Verify Header Text @ | @ Display Heater received content is to be tested:
M verity Content O Verity Content by Size
see [3755  Gytes@ Dewiation Verify Content by Size: Only the
® Verify Contentby Text[ [ ] Apply new Verification Text for All URLS with same (old) Verification Text  Display Content size of the content is checked. This is
Test: [Weicome 1o our ficketing st @ [ @ a good, fast approach for completely
oy e TSk SINIE static content such as images. You
<ot i T may also set an acceptable size
D e gy e = eventTarget derivation of £0% if the content never
e L el changes.
0.64 —var theForm = document forms['ctid1];
D1 —div d-"both sty backaround-car. Groen” Verify Content by Text: a text
nn A S D N et o fragment is searched inside the
7 received content. This is the best
M. Sored Conte () [orited TS method for testing dynamically-

ailure Action (& oop == Next Looj . ] Termin: ser
e A sottoor > tettemELH - et generated HTML pages. If the content

Apply for @ ThisURL (") All URLS with HTTP Status Code[200 0K ||| AND Content Type [TEXT/HTML contains HTML or XML text
Apply New Verification Settings for: [] HTTP Status Code [ Content-Type [ Header Text [] Content [ Max. Stored Content Size [ Failure Action '
ZebraTester analyses the recorded

content, and gives rated suggestions
(0..1) for advisable text fragments.

Alternatively, you can enter your own
desired text fragment.

Reset Settings for (8 This URL () All URLS with HTTP Status Code [[— any — [~] AND Content Type [ any — “Apply Default Seftings

< - , Inaddition to searching for the
occurrence of a simple text inside the

received response content of an URL call, the following special search patterns are supported:

I[<search text>]
The search text must not occur inside the received content.

#<int>[<search text>]
The search text must occur exactly <int> times inside the received content.

#<int>-[<search text>]
The search text must occur a minimum of <int> times inside the received content.
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#<intl>-<int2>[<search text>]
The search text must occur a minimum of <int1> times, but not more than <int2> times, inside the received content.

Search Text Examples:

hello The search text "hello" must occur at least once inside the received content

I[ORA-01652] The search text "ORA-01652" must not occur inside the received content

#1[Dear Mr.] The search text "Dear Mr." must occur exactly one time inside the received content

#1-2[Order Number] The search text "Order Number" must occur a minimum of one time and a maximum of two times inside the received content
#3-[new order] The search text "new order" must occur a minimum of three times inside the received content

Note: One or more variable text patterns in the form of ${<variable name>} are supported as a part of the search text; for example:
“Welcome ${sex} {$name}”. More information about variables can be found in chapter 7.1.

Max. Stored Content Size:

By configuring a value other than unlimited all response data are read as usual during the load test execution, but only a part of them are stored
internally. This means for example that error snapshots which are made in case of failures may not contain all received response data. On the other
hand configuring the maximum stored content size with a value of less or equal than 5 megabytes can save a lot of Java memory during the load
test execution and allows you to receive response content data of a large size (multiple gigabytes), even when many hundreds of Web users
are simulated by only one load generator.

If a value other than unlimited is configured the following restrictions apply during the execution of the load test:

¢ If the content data are received in compressed format they are not automatically decompressed if the response content is larger than the
configured value.

e The real size of the stored content data may be a little bit smaller or larger than the configured maximum value (+/- 32 kilobytes).

Failure Action:
The Failure Action determines what happens in case the URL call fails.

e Abort Loop >> Next Loop Means that the current loop (repetition of Web surfing session) of the simulated user is aborted and that the

simulated user executes subsequent to that the next loop (if more loops per user are planned, or if the duration of the load test is not exceeded).
Such failures are also named fatal errors.

Optionally, you can activate the checkbox Terminate User which effects that all simulated users for which this failure occurs are removed from
further load test execution.
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e None - Continue Loop Means that the simulated user continues to execute the current loop (repetition of web surfing session). Such failures
are also named non-fatal errors. This option should only be used if no variables have to be extracted from the response of the URL call - or in
other words - only if the succeeding URL calls do not depend on the response of this URL.

Reset Settings:

By clicking on the Apply Default Settings button at the bottom of the window you can undo your changes and the default settings are reapplied.
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4.2.3 Configuring Parallel or Serial URL Execution within Web Pages

This function allows to configure the Runtime Execution Behavior (serial or parallel execution order) for one URL, or for a group of URLSs, or for all URLs
— which will be applied per simulated user during the execution of the load test.

Normally the first URL of a standard Web page should always be executed serial - analog to the behavior of a normal Web browser. Additionally, any
redirects located at the start of a Web page should also be executed serial. Subsequently following URLs of a Web page such as images can then be
executed in parallel. The synchronization point for all in parallel executed URLSs is always at the end of a page.

Fle Edit ‘Wew History Bookmarks Tools  Help

=10l x|

ZEA: Main Menu +
€& ) 127.0.0.1:7990 c | | Q, Search | 1B m 4+ & A4 40 0| =
/. ZebraTester  Main Menu . T a @ + 2 @ b @
. . X Hel Web age Perzonal roject  Load Test Generate !F Eefresh
Web Admin WS.4-4 Remote Access Protection Activated F Cloud Taals Scanner Settings Nawgator Jobz Load Test Load st= Dizplay
H M Recorded ltems: 68 OF % = 0e ad &
- - - i i : Search Recorder Seszsion Start Stop Reset
I3 J SEC'I $35% J ﬂl Ezt;::ascr B# Recording State: STOPPED Cwerall Plug-lns  Cutter Recording Recording Recording
Flter: [~ Mo Binary Data dmages ) [ Mo CSS,J5 (Only HTML) W Mo Cached Data (3040 W Mo Errors Hosts:|c|demu.apicasystem.cnm Apply Filter | sﬂ & \? ?
dwe pDI‘l r =111}
Item E\Offset  Position Content Size  Time HTTP Request + HTTP Response I
¥ 26 S W.00 sec [ ] 3786 bytes 140 ms |]3 GET httpicldemo apicasysterm coml + 200 (Ok) TEXTIHTML
w27 B Ri15sec [ ] 426 bytes dams B GET bitpficldema.apicasystern.comfSeripts/GoagleAnaltics.js 4+ 200 (0K) APPLICATIONM-JSASCRIPT
® 28 P f15sec [ ] 8770 bytes 1248 ms B GET httpericldemo. apicasystern comiiebResource axd Y d=SwC c MW b CSHPROGyMZBQBEYE h GLIchopiy S T il BLIRBR S OMLIE
¥ 249 F figsec [ ] 1'996 bytes 136 ms B GET httpricldemo. apicasystern. camiStyles/stylesheet css 4= 200 (OK) TEXTICES
% 30 P Q16 sec [ ] 918 bytes  79ms 3@ GET hitp/icldemo.apicasystern.comimages/Bannersidmazonipn & 200 (0K IMAGELPEG
% 31 EM16 e | ] B'391 bytes 156 ms ﬁGETmp:ﬁcldemu.amicaS\rstem.cumflmaqesfloqo.pnq + 200 (0K IMAGEPMG -
4| B 3
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) ZBA: Serial/Parallel Runtime Execution - Mozilla Firefox =10l =| It m|g ht be necessary tO Conslder Varlables Wthh are
| 127.0.0.1:7990] dfischerfwebadmininterface/PopupianageConcurrencyiieblet *action=dnSet SerialallUrzdataR ecordId=1457 245550752 | aSSIQned or extracted to or from URLS mear"ng that a
/.ZebraTester  ltem 26: Configure Serial/Parallel Runtime Execution @ X variable cannot be extracted from a parallel executed

URL and then assigned to another succeeding URL
which is also executed in parallel on the same page.
Therefore to avoid unexpected runtime errors during a

Item 26 on Page #1: Start Page = GET http:iicidemo.apicasy com!
4= 200 (OK) "TEXTHTML" (3'756 bytes)

URL 26 Runtime Execution Behavior: URL 26: Var Handler Overview
((i gz:;a::elflx;:euctﬁ?m 2;1%::;::::-:[[:;:;] load test We recommend that you always us_e the
- : Auto-Configuration for Parallel URL Runtime
I_ Disallow Auto-Configuration for this URL {protect from automatic modification) Execut|0n Wh|Ch ConS|derS almost a” aSpeCts
[~ Apply for all URLS with HTTP status code m AND response content type |te>¢fhtml j '
_Anply | In principle you can configure the Runtime Execution
— Behavior for_each _URL separately. H_owever, such a
Reset: Configure Serial Runtime Execution for all URLs, and allow Auto-Configuration Reset: All Serial | SESEIILLE i _rnanual Conflguratlon may _be OV.erWI’Itten When _you
Apply Auto-Configuration for Parallel URL Runtime Execution q Auto-Configure Parallel Execution | E::gz:::j){::;:zfeﬁigi3; InVOKe. Iater the AUtO_Conflguratlon. TO aVOId thlS
o mberotPasse 1] beha\_/lor you can protect a_manual configured URL by
enabling the checkbox "Disallow Auto-
General Load Test Configuration: Configuration for this URL". The Conﬁguration for
Max Parallel Threads per User [& (recormmenden) x| _apay | protected URLs is shown in the Main Menu in bold
letters.
Note that you should invoke the Auto-Configuration after all declarations of ;'E'ﬁ'
variables have already been made. You can do this also just before generating 4 ZebraTest 4 @ X
the load test program. You should save your recorded session once again in such - £ebraTester  Generate Load Test Program o e one

Load Test Program - 33 ltems selected: 1 Page- 32 URLs

a case (after generating the load test program).

Java™ Classname;: ™ & |TEST_U1

Content Test Algorithm: |[+] anply theuristich methods from recarded session to check received content x|

Ch ter Encoding: 150-8859-1 =
URL Execution [3] aracter Encoding =
Generate External Files for XML and SOAP Request Data: | » 4096 Bytes +

*required. enter a "simple” classname for the Joad test program, with no path and no file extension.

Parallel Executed
Threads p. User

Switch ta Serial Exec: HTTP Protocol Options [
Switch to Paralel Exec HTTP Protocol Version: =l Allow Keep-Alive:
Strip Referer Header Field: W Strip Accept Header Feld to=~: [~

Load Test over HTTP(S) Proxy: s I anply next praxy configuration from Personal Settings

HTTP | §SL Authentication Options [ B |
Basic Authentication: - Apply individual Basic Authentication per user from input file (basicauth td)
Digest Authentication: [~ ¢ Apply individual Digest Authentication per user fram input file (digestauth bd)
= use comman Username: Password |
NTLM Authentication: [l | use common NTLM account from Personal Setings menu =]

PKCS$#12 Client Certificates: [~ | apply individual PKCS#1 2 certificate per user fram inputfile (pkes1 Zauth.te) j

DER/PEM Client Certificates: [~ [‘applyindividual DER/PEM cerlificals per user from inputfile (dnClientCerts td) v

Program Description: * |C\demo web app

Caontinue ‘recommended: wilf be displaved as hint in Project Navigator

© 2012-2016 Ingenieurbiiro David Fischer AG, Switzerland All Rights Reserved Page 25/ 176



ZebraTester V5.5 User's Guide

Depending if all URLs of a page are executed in serial order - or some of the URLs are executed in parallel, ZebraTester measures the response time
of a page in different ways.

If all URLs are executed in serial order then the response time of a page is calculated as the simple sum of all response times of the URLSs, without
considering any internal overhead time between the executions of the URLSs.

On the other hand, if some of the URLs are executed in parallel, then the response time of the page is measured as the time difference between the
start of the page and the end of the page and includes also the internal overhead time:

All Serial Execution Order
URL 1 Time m
URL 2 Time m

URL n Time
J

A 4
Page Response Time = URL 1 Time + URL 2 Time + URL n Time

Mixed (Serial / Parallel) Execution Order

Page Start Time _g URL1-S @— Page End Time
“—~—}[urL2:P
URLA1 Time f ————

URL 2 Time
| [Fer ]
%_J

URL n Time

. J

v
Page Response Time = Page End Time — Page Start Time
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4.3 Executing a First Load Test

You can now execute a first try of the load test if your recorded Web surfing session does not contain dynamically exchanged session parameters
(see also chapter 7.5). For this here only a short overview is shown. More detailed information about executing load tests is documented in the chapters

8,9 and 10.

First of all you have to convert the recorded Web surfing session into a load test program. Normally, you should only have to enter the name of the load

test program with an (optional) annotation or description of what the program does, without having to choose or modify any other options:

Fie Edt

ZBA: Main Menu

- 127.0.0.1:7990

o] [

%8B = 9 &

/.. ZebraTester

- P

Main Menu T A& & +
Pue Wl fame

web Admin VS.4-A Remots Access Protaction Activated Help Gl Toolz  scamher Saings  Nawibator

roject  Load Test

Tobs

Gensmats  Analyse Refresh
g e Load ede iy

@ W e

‘E‘eﬂk:|

6‘
o » m

Filter: [~ Mo Binary Data (Images ..}

2 inegeripes Recorded ltems: 55
[3 =lisec[s5% =] insert Gt Recording iste: STOPPED.  352) ST 858 elihng medibing nd¥ig
**

I™ Mo 83,5 (Only HTML)

[ No Cached Data (304) v NoEmors  Hosts: |cldemo.apisg=fetemn.com

Py

% 0 [0

Iltem Test E Offset

Position
x 1 [ 3000sec NN ]
x 2 msnsasec [ W ]

A 3
[-101 Page #1: Start Page  User's think time: 0 seconds +0% Max. acceptable vespnnset\mi‘*s
Content Size  Time

3766 bytes 562ms [3 GET nttpurcidemo ap\@@tem comi + 200 (OK) TEXTIHTML

1'996 bytes

HTTP Request + HTTP Respopse.

62rms B GET htinsclde
.

. Micasvstem.comiStlesistriesheetcss & 200 (0K) TEXTIC

£) ZBA: Generate Load Test Program - Mozilla Firefox

\ 127.0.0.1:7990/dfischer jwebadmininterFace {PopupCreatel oadtestWeblet

55

1=

Apply Filter

=] B =
Save Expor Nar ew

D zs

enerate Load Test Program - Mozil

Firefox

=10l

‘ 127.0. .1:7B‘BUIdﬁschErﬂwebadm\rv\ntErfacEﬂPUpupCreateLuathstWeb\Et?actlun=createPmgram&dassrvamE=TEST_U2&selectCDrvtErvtTest=U&sele:tCharEncudlng=Z&sE\E:\|

/. ZebraTester

Generate Load Test Program

@ R

/.. ZebraTester

Generate Load Test Program

% b e e R

) Help WL Ratrasn cwg& Help Ngg"‘l;aﬁ‘w Back Refresh Closs
W L3
Load Test ngralwns selestet: 3 Pages - 40 URLS o Load Test Program TEST_02.java ready to save.
™ . 4
Java™ Classname:* $ |TEST_02 ‘0 D MyTests\ = a Display Load Test Program TEST 02.java
Content Test Algorithm: | [+] apply theuristicy methods from recorded session to check received Eumwlvj
Character Encod S0 . OamyTests =] Response Verification Summary [+] =]
" \aracter Encoding: -] -1 "
URL Execution (5] o = * URL Execution [5] [-C A _PortalTest T N
Serial Executed Generate External Files for XML and SOAP Request Data: | » 4096 Bytes ¥ " —DAAA?WE 1H] &, "ireloome to our ticketing sitel”
Earallel Executed = reguired: enter a simple” Cassname for the J0aci test PrOGram, with no path and no mg-xensmn Parallel Executed - Aas_vE2M 221 R [sontant werfication disablad] [n failura action]
Threads p. User Threads p. User —DAp\caCDdeTDoLarge 3B @&, [content verification disabled] [no failure action]
404 &, [content werificatian disabled] [na failure action]
Swwitch to Serial Exec HTTP Protocol Options (&l ‘Q' Switch to Serial Exec - AnicaCodeTooLarge2 561 @&, [oontent werifioation disabled] [no failure action]
|- ApicalargeRequest 6B A [contentwerification disabled] [no failure action]
Swiitch to Parallel Exec. HTTP Protocol Version: 11 = Anuxmemuve: I Swritch to Parallsl Exec. —EAE\CE M:qu TE @, [content werification dizabled] [no failure action]
N . P - 3Bl &, [content werificatian disabled] [na failure action]
Strip Referer Header Field: = Strip Accept l-@ﬂer Fieldto*r: T HED AprDynamicsSetup 8@ &, [content werification disabled] [no failure astion]
Warning: Load Test over HTTP(S) Proxy: & [~ apply next proxy \;Dﬂﬂgu’w’ﬂ from Personal Settings Warning: [ 2ppleBugt 10 M0l R [content verification disabled] [no failure action]
Anew web surfing * Anewweb surfing L0 AopleJunimey MM R [content werification disabled] [no failure action]
SBSSI0n was * _ SESSI0N was R q 12 12] R [content werification disabled] [no failure astion]
recurueébunhe Var HTTP / $SL Authentication Options (] “ ] recorded butthe Var L3 #nnlePagescanner 13031 R [sontent werification disabled] [no failure action] L
Finder 8 was never 5 S Finder & was never B[ AppleProtabut 1414 R [content werification disabled] [no failure action]
invaked. Your Basic Authentication: I appy individual %& Authentication per user from input file (basicauth.bdy invoked. Your _E Hrian 18 ME] R [contenterification disabled] [no failure action]
generated load test Digest Authentication: ™ apply mdw&al Digest Authentication per user from input file (digestauth.bd) generated load test - 17171 & [sontent werification disabled] [no failure action]
program may not & use poimon Usemanme I Password I program may not HE3 Mobility201 5 18[8] & [contentwerification disabled] [no failure action]
watk correctly it 3 watk correctly it _D MonitoringTemplates 19 18] R [content werification dizabled] [no failure action]
dunarrically- NTLM Authentication: r [ usg ¥ornmon NTLM account from Persanal Seftings menu =1 dunarnically- -E3 Flugins 22(20] R [eontent werification disabled] [no failure action]
exchanged session P exchanged session 23 [21] @& [content werification disabled] [na failure action]
parameters are not PKCS#12 Client Certificates: ["@f apply individual PKCS#12 certificate per user from inputfile takes1 2auth bd) x| parameters are not =) ProtobutExamples 24(22] R [content erification disabled] [no failure action]
considered. * considered. DgxammgMummeMggsaggg 25231 & [contentwerification disabled] [no failure action]
DER/PEM Client Cen'ﬂicalg.’r |app\y individual DERIPEM certificate per user from inputfile (dpClientCerts.td) j ) 5 e i o P e o 28 (24] R [content erification disabled] [ne failure action]
Suggestion Suggestion 4| |“ » 27 @& LI
L 2 251 [content verification disabled] [no failure action]

Call ar Finder

*
Program Descri&r&m:‘ |Cldemn web app

Cantinue [®

‘recommended: will be displaved as hint In Profect Navigator

Call %ar Fincer

W Overwrite & Compile
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After that the load test program can be started. It is recommended that you choose for the first test run only a few number of simulated users and a short
execution time:

) ZBA: Project Navigator - Mozilla Firefox i ] ]
@ 127.0.0.1: 7990/ dfischer fwebadmininterf ace/PopupDirectoryMavigatorweblet?selectDir=Czpoc2iy i RiaD e TRIUZEMNIcw@@eaction=highlight CompiledClassgompiledClassEad=Czpo 2y sRjaD ICTAIUZENOC LU

/. ZebraTester  Project Navigator & O @ &0 B h @ X

Hel Inside Agents LoadTest Portal Setup HMetwork Jobs Analyse Refresh Close

@, ciscratch2\MyTests ey

Program TEST_02.class created
[l Files] =

[ AsA_PortalTest

[ AnicaCodeTooLarge
[ ApicaCodeTooLarge?

[ apicalargeRequest -

an
S LA
) ZBi: Execute Load Test - Mozilla Firefox -0l x| ) ZBA: Start Job 1 - Mozilla Firefox (=]
0 127.0.0.1:7990/dfischer{webadmininterface/PopupDirectoryMavigator StartLoadTestWeblet PFileP athBE4=0zpcc 2y XR a0 I TRILUTRMC L IRYHUR Al misy bzt " ) 127.0.0.1: 7990/ dfischerwebadminintsrf ace/PopupExecAgent StartConfigWeblst?execAgent] ASAE3II00701 &jobId=1
*
/. ZebraTester  Project Navigator - Execute Load Test g e ‘x /. ZebraTester  Start Job 1 on Local Exec Agent B oo X
Help Jobs  Refregh®Close Help Jobs  Refresh Close
Execute Load Test Job: TEST_02 ‘¢’ Exec Agent Local Exec Ag
*
** Test: TEST_02
Execute Testfrom Host: Local Exec Agent :I' ’Q‘ Test Arguments: [E]  -u 2 -d B0 -t 60 -sdelay 200 -maxloops 0 -sampling 15 -percpage 100 -percurl 100 -maxerrmearm 20 -nolog
Number of Concurrent Users ” Concurrent Users: 3
* §
Load Test Duration m " Flanned Test Duration: 1:00 min
* Max. Loops per User:  unlimited
Max. Loops per User unlirnited 'I “‘
Startup Delay per User | 200 L| Williseconds “‘ >> Start Load Test.Job ¥ Display Real-Time Statistic
Man. Network Bandwidth per User unlirited 'I Downlink | unlimited E' Uplink
“ Schedule Job 1 for Day:ltnda\f 'I Time (Hour:Minute) IU VI a8 - Schedule Jok |
Request Timeout per URL B0 | Seconds ‘Q
Max. Etror-Snapshots | 20mB memary ‘¢' =l
*
Statistic Sampling Interval 15 Seconds“O
Additional Sampling Rate per Page Call  [100% = “
Additional Sampling Rate per URL Call 100% Add [© | recommended j
Debug Options nark- recommended j
Additional Options [ o* ssLjan x|
*
Monitoring Contml\erTemplate‘lﬂ‘ hd
‘Q
Annotation * | PS4
’Q
>> Continue |’ “recommended: will be displayed a= hintin Project Navigatar
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) z8a: Job 1 - Mozilla Firefox

=101x]

| 127.0.0.1: 7990 dfischer webadmininterf ace/PopupDirectoryMavigatorDisplayLoadTestweblet ?filePathBad =Czpocily R jal I TRIUZENOC LxUR Y MUz A LmMs'; |

=10l x]

| 127.0.0.1: 7990  dfischer webadmininterface/PopupDirectoryMavigatorDisplayLoad Testweblet#fileF athBe4=Czpoc My mRjaD Je TRIUZMOC] IR VRURZ Ay Lmhs', ‘

a Firefox

/.. ZebraTester Project Navigator - Execute Load Test

H:

£

Proparties

2

alp Jobs

®

Refresh Close

/.. ZebraTester @ R

Healp Refrash Close

Project Navigator - Execute Load Test

Jobz

Local Exec Agent | Job 1 | Real-Time Comment: | | Annotation:

TEST_02 -u 3 -d 60 -t 60 -zdelay 200 -maxloops 0 -sampling 135 -percpage 100 -percurl 100 -maxerrmem 20 -nolog ‘

Test started st 19 Jul 2015 00:55:04 ECT ¥ Planned test duration 1:00 min © 13 sec elapsed

trisec Web Transaction Rate Session Failures ~ Ignored Errars Number of Users - Outst. Requests
asT sT sT
20 + +
15 H H
10 H H
5 1 1
a ] 3 ]
-5 -4 -3 -2 -1 o -5 -4 -3 -2 -1 o -5 -4 -3 -z -1
ninutes minutes minutes
Total Passed URL Calls: 583 Total Passed Loops: 4 Humber of Uzers 3
Total Failed URL Calls: o Total Failed Loops: o Outstanding HTTP!S Requests: 1
HTTP Keep-Alive Efficiency (%) 975 £ Users Think Time per Loop (sec): 6.0 DH$ Resolwe Time (ms): -
A4/ ieb Trans. Rate (URL callsisec): 16.0 Session Time per Loop (sec) 7.4 TGP Socket Connect Time (ms): i}
55LTLS Hgadshake Time (m=) -
A Network Qgroughput (Mbit/s ) 236
Total Transmi ytes: 4651'948

Local Exec Agent | Job 1 ‘ Real-Time Comment: | A nnotation: |

TEST_02 -u 3 -d 60 -t 60 -=delay 200 -maxloops O -sampling 15 -percpage 100 -percurl 100 -maxerrmem 20 -nolog |

Test started at 19 Jul 2015 00:55:04 ECT f Planned test duration 1:00 min & 1:14 min elapsed

trfsec Web Transaction Rate Session Failures < Ignored Errors Humber of Users - Outst. Reguests
asT 5 51
[End df Testl CEnd df Testl CEnd gf Testl
20 | 4 4
15 Ll E E
10 E] E]
5 1 1
a 0 3 0
-5 -4 -3 -2 -1 0 -5 -4 -3 -z -1 o -5 -4 -3 -2 -1 o
minutes minutes minutes
920 Total Passed Loops 3 Mumber of Users: o
o Total Failed Loops 1} Outstanding HTTP/$ Requests: o
End Of TeSt 975 T User's Think Time per Loop (sec): 6.0 DNS Resalve Time (ms): -
135 Session Time per Loop (sec): LR TGP Socket Connect Time (ms) o
$5LTLS Handshake Time (ms): -
A Network Throughput (Mbit/s): 2147
Total Transmitted Bytes: 18447303

Note: The real time statistic of this window is directly extracted from the running load test job and no longer availsble when the job has been completed. The
collected job statiztics and the error snapshots can be displayed on the Analyse Load Test menu after the l0ad test result data have been acguired.

Job Actions Progress - 0% [INNRMBMN FEIES ] 100 % Disable Detailed Statistic | Job 1 Completed \ Acquire Test Resuft
User Page AV Time Latest Time AV Page Size Passed Failed = [No Real Time Data - Job Completed]

1 & Page #1: Start Page 2508 ms W 1427 ms 490322 bytes 1 o

2 4 Page #2 Check Out Our Tickets 131 mz = 132ms 15233 bytes 4 a

- & Page #3 Media 279ms =  2T8ms  295'505 bytes 4 0 [ AutoRefresh

- Inactive Apply fRefresh

- Page #1: Start Page (0 sec. think time)
User Test AV Time AV Size Passed Failed URL

- ] 1409 ms 4'644 bytes 7 0 GET hitpeficldemo . apicasy stem .com S0/

- [2 £0 mz 2811 bytes 7 0 GET hitpeficldemo apicasystem com 800Stylesistylesheet css

- [31 BS mz E'T40 bytes 7 0 GET hitp:ficldema apicasyetem com S04YehResource axd?d=SwlehW b CEHPROGyMIBOEHE |

- 41 196 ms 48'779 bytes 7 0 GET hitpesicldemo.apicasystem. com S0rscriptResource axd Pd=KGSG0z CPC 39y QrRy Z 09w CHC

- sl 51 m= 1246 bytes 7 0 GET kttpesicldemao apicasystem com S0rScriptsiGoogleAnalytics j=

1 6] 39ms  16'4583 bytes B 0 GET hitpesicldemao apicasystem com S0sscriptResource axd ?d=mw Tty Wail Zvwd v SEDMhG-C

- 71 51 ms 2655 bytes [} 0 GET httpodicldemo apicasystem.com S0sScriptsiAnicalbLlx js

- [E] 37 ms 2033 bytes B 0 GET hitpeficldemo. apicasystem.com: S0 BannersitindowsAzure jog

- )| 38 mz 1'T06 bytes B 0 GET hitpeficldemo apicasystem com S0imagesBanner s/ mazon jog

- 1o 37 mz 1191 bytes B 0 GET hitpeficldemo apicasystem com S0dmagesBannersBullet png

- M 37 ms 1'B56 bytes B 0 GET hitpeficldemo spicasystem com S0AmagesBannersLamp jog

- 17 38 ms 7169 bytes B 0 GET hitp:sicldemao. apicasystem . com S0AmacesA000 png

- 13 1M0ms  131'321 bytes B 0 GET hitpesicldemao apicasystem com S0imacgesig P -
~| | il
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) ZBA: Job 1 - Acquire Load Test Result - Mozilla Firefox i ]
@0 127.0,0,1:7990/dfischer/webadmininterf ace/PopupDirectoryMavigator Acquirel oadTestWeblet PFileP athBG4=0zpec 2Ny R iaDIcTEILZENOC T sURVNUR 2 A LS
/. ZebraTester  Project Navigator - Acquire Load Test Result E Eﬁ
TEST_02: Test Completed - Local Exec Agent/Job 1
File Size | Modified
™ |ioh 1.er 0{19.Jul 2015 00:58:04
I |joh 1in 327519 Jul 2015 00:58:04
™ |ioh 1.0ut 10'862 (19 Jul 2015 00:59:22
™ |job 1.status 319 Jul 2015 00:59:22
\ [T [TEST DZ.class 65'039 (19 Jul 2015 00:48:55
[V | TEST_02_19Jul15_005804_3u.prxres | 7749 |19.0ul 201500:59:12
>> Acquire Selected Files | M Load = praes File in Analyse Load TestMenu ¥ Close window after acquire
[
[ ]
n
Remote Dire &ory ClzersimutongippDatailocalTempPrkExecagentJobsyob_1 (Local Exec Agent)
Project Havi@lor Directory Czcratch2yTests
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
) 2BA: Analyse Load Tests - Select and Compare Results - Mozilla Firefox o ] 4|

@ 127.0.0,1: 7990/ dfischer fwebadmininterf ace/PopupAnalyseloadtestieblet FloadFileBe4=Czpoc 2y e R jal  c TRILZ WMOc L IR VMU Rz &z ESS st T MDA L ODA DNz 1 LnEy eH I lcwa@nm |

/. ZebraTester  Analyse Load Tests - Select and Compare Results C[Im Rj::sh mx

ﬁ’. a Upload Result File:  Browse.. | Ma file selected. File Extansion. *.prxres

e
Na;oljge;tor Use Project Mavigator to Load Result Files: |l

s 194uI2015005804 3 108min 135 callsisec o zawBmser
Part of Final Load Test Result Diagram Type: ¢ Lpad Curves ™ TestResult Comparison Compare |

Hint Execute the same load test prograrm several times with & different nurmber of concurrent usars and compare the measured results. Click on the R jcons fo display detalis.
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£) zBA; Result Detail - Mozilla Firefox -(ol x| £) 2BA: Result Detail - Mo: fox -0l x|
‘ 127.0.0,1:7990] dfischer/webadmininterface [PopUpanalysel oadtestDetalswebletPhey=36033347 e 7obTe 3beeb04bEFSFL 1760 EJ | 127.0.0.1:7390dfischer /webadmininterf ace /Popupdnalysel nadkestDetaisWsblet |
/. ZebraTester Load Test Result Detail - Statistics and Diagrams : /., ZebraTester Load Test Result Detail - Statistics and Diagrams :
Help  Import Data  PDF Repent Export Close Help  Import Data POF Report Export Close
‘ Load Test: TEST_02 Start Date: 19 Jul 2015 00:58:04 User:3 Test Duration: 1:08 min  Annotation: ‘ | Load Test: TEST_0Z Start Date: 19 Jul 2015 00:58:04 User:3 Test Duration: 1:08 min ‘
Advanced Test Parameter Measured Results: per Single User - per Loop Overall Test Results Test Results: per Single User - per Loop Overall Test Results
Startup Delay per User: 200ms AV Session Time per Loop: 8.47 seclloop Web Transaction Rate: 13.9 URL callsisec Startup Delay per User. 200 ms A Session Time per Loop: 347 secloop Web Transaction Rate: 138 URL calls/sec
Request Timeout per URL: | B0 sec A Response Time per Page. | 0.82 secipage Session Failure Rate. 0.00 % Request Timeout per URL: | B0 sec AfEesponse Time per Page: | 0.82 sec/page Session Failure Rate. 0.00 %
Statistic Sampling Interval: |15 sec Metwork Throughput per User: 84.7 kBytes/sec Total Metwork Throughput: | 217 MBitisec Total Transmitted: 18 MB Statistic Sampling Interval: |15 sec MNe®kork Throughput per User: | 94,7 kBytesisec Total Metwork Throughput | 2,17 MBit'sec Total Transmitted: 18 MB
—
[ Test Scenario Warning B> Diagram: Response Time per Page [ Results per URL Call {Overview) B> Results per URL Call (Details) [ Test Scenario Warning [> Diagram: Response Time pet Page [ Results per URL Call (Overview) [ Results per URL Call (Details)
[> Diagram: Response Time Percentiles [ Diagram: Top Time-Cansuming URLs [ Diagram: Concurrent Users [> Diagrarm: Session Time [ Diagram: Response Time Percentiles  [> Diagram: Top Time-Consuming URLS [ Diagram: Concurrent Users [ Diagram: Session Time
[> Diagram: ¥ieh Transaction Rate > Diagram: Outstanding HTTRIG Requests [ Diagram: Completed Loops [> Diagrarm: TGP Socket Connect Time [> Diagram: wieh Transaction Rate [> Diagram: Outstanding HTTP/S Requests [ Diagram: Completed Loops [ Diagram: TGP Socket Cannect Time
[> Diagram: Network Thraughput [> Diagram: HTTP Keen-Alive Eficiency [> Diagram: S5L Cache Eficiency [> Diagram: Session Failures [> Diagram: Network Throudfaut [> Diagram: HTTP Keep-Alive Eficiency [> Diagram: S5L Cache Eficiency [> Diagram: Session Failures
[> Diagram: Errar Types [> Diagram: Mumber of Ertors per Page [> Diagram: Mumber of Errars per URL  [> Diagram: External Measured Data B> Diagram: Ermor Types [> Diagram: Number of Errors per Fage [> Diagram: Mumber of Errors per URL  [> Diagram; External Measured Data
lesulls per eIVIeW, © pyerage ¢ 90% Percentile ' Detail per Page
0] | Page #1: Start Page user's think time: 0.0 seconds Page #1: Start Page
Test | Ef # Passed [ # Failed | AVTime | <-80 %[ Accept G || dhL Page Response Time — 108x Sampling Rate Page Response Time Percentile - 188x Sampling Rate
m|s 23 14 ms | 1166 ms | 100.0% 4'644 bytes | GET hitpJicldemo.apicasystermn.com 80/ Page #1: Start Page Page #1: Start Page
218 23 55ms | 100.0% 2'811 bytes | GET hitplicldemo.apicasystern. com:80/Styles/stlesheet css millizaconds meep millizeconds
31 [5 23 a 84 ms | 100.0% 6740 bytes | GET hitpJicidemo.apicasystern com 80MYebResource axd ?d=SwCchMWIbCSHPROGYMZBOBIEY 5000 aw 5900
4|8 23 0| 180ms | 244ms | 100.0% | 48779 bytes | GET hitpeliclderno.apicasystern.com:80/ScriptResourt e axd 7d=KUQS0zC P 3y QrRuZ0GwCGI 2| 4500 Y : : . +500 P
GIE 23 0| S0ms| 5Bms|1000% | 1246 byles | GET hiipicidemo apicasystem com B0/ScriplsfGoogleAnalics js PO : 4000 R I
[6] |8 23 a 68 ms G0rs | 100.0% | 16'983 bvtes | GET httpeicldema.apicasystern com: 80/ ScriptResource. axd ?d=rmwTty_\Wail 2wdfVS80MhG-CJF. 3500 f \\ ? EELLY : : : T_r : —
s 23 0| 51ms| B&Bms|1000% | 26788 bytes | GET hitpicidemo. apicasystern com BO/ScriptsiApicaE Ui s 000 oofoch 1 ‘ 3000 foromal o] B
8|8 23 0 38 ms 43ms | 100.0% 2'033 bytes | GET httpeficldemo.apicasystem com:80/magesiBannershindowsAzure jpg BE00 A A : B 8820 T B B
E1E 23 ] 39 ms 47ms | 1000% | 1706 bytes | GET http:ficldemo apicasystern com 80/magesiBanners/Amazan jpg 222 F A S A S : :2: : : J R 1367 av
o s 23 0 38 ms 40ms | 100.0% 1191 bytes | GET httpeficldemo.apicasystern com:80AmadesiBanners/Bullet png . 3 .
m1|s 23 a 38 ms 40 ms | 100.0% 1'856 bytes | GET hitpJicldemo.apicasystern com 80/imagesiBanners/Lamp.jpg o q 5@
na|s 23 1] 3B ms 40ms | 100.0% 7169 ytes | GET hitpicldemo.apicasystern com:80magesslono png ) time a
131 [s 23 0| 109ms| MM4ms|1000% | 131'321 bytes | GET hitpicidemo.apicasystern com 80fimages/by jpg 0:00:00  0:00:15  0:00:32  ©:00:45  0:01:04  0:01:20 0% 1085 0% 30% 40% 50X 60X 70X 40X 0% 100%
1418 23 1] 38 ms 42ms | 100.0% 2204 bytes | GET hitpiicldemo.apicasystemn com:80fimagesiBannersivindowsSetverjpg Load Test: TEST_82 19 Jul 2015 @6:58:84 User: 3 Load Test: TEST 62 19 Jul 2015 00:58:04 User: 3
14l (5 23 a 53 ms I8 ms | 1000% [ 50240 bytes | GET hitpficlderno.apicasystern.com 80/fontmyriadpro-regular_4-webfont tf
[16] [8 23 a A3 ms A8 ms | 100.0% | 46'970 bytes | GET hitp:ficldemo.apicasysterm carm:80imagesima.jpg B #2: Check Out Our Tick
s 23 0| 38me| 42ms|1000% | 5749 byles | GET hitpificidemo.an term.com 80magesiLogosiazure png age #2: Check Out Our Tickets
[sl)s 23 0 43 ms 45ms | 100.0% | 61007 bytes | GET hitpeficldemo.apicasystern. com:80/magesiChleagueFaurJPG Page Response Time — 188% Sampling Rate Page Response Time Percentile - 180% Samplina Rate
19 (s 23 a 29 mg 43mg | 1000% 1'200 bytes | GET hitpicidemo.apicasystern.com 80/imagesicartpng Page #2: Check Out Our Tickets Page H2: Check Out Dur Tickets
120] |8 23 [1} 41 ms 54 ms | 100.0% 2'239 bytes | GET hitpiiicldermo.apicasystem.com:80/magesiwhite_banner_800x25.png 00 0 0 650 user 630 08 GEEEEE
[211 [ 23 1] 37 ms 39 ms | 100.0% 1'013 bytes | GET hitpJicldemo.apicasystern.com:80/imagesiheadbg.png 1000 . x 10 1000
1221 [8 23 a 38 ms 41 ms | 100.0% 1'036 bytes | GET hitpicldemo.apicasystern.com:80/imagesiavieft_h.png 200 ) 300
ENE D AT Aame | amme [ 1nnnw | 7aR7 mias | AET himiiskdamn srinasustam rom ANfimanaciioht hannaring _'J s00 : i : 806 [ -
| | 3 700 : fi : oo | R =l

) ZBA: Project Navigator - Mozilla =0jx|

| 127.0.0,1: 7920/ dfischer iwebadminintetf ace[PopupDirectoryMavigator'eblet FeelectDir=>0zpoc 2y YXR DI TAIUZ MO on@ @ |

/. ZebraTester  Project Navigator & @ & ;& =

Help Inside Agents  LoadTest Portal  $etup Metwork  Jobs fnalyse Refresh Close

@, Ciscratch2iMyTests a Ci g
File =7 < [6] Fmer:| [&lFiles] + Size Modified =7 <

) myTests (=]
[ ##4_PortaiTest

A A
G TEST_02_18ul15_005604_3u pries 7748 19.ul2015 01 0936
[ A _vazm
[ #picaCodeTooLarge A0 M T ZUTo Uas
[ ApicaCodeTooLarge2 b] TEST_02class B5033 19dulznsoodsod 0 IO
[ ~ricaLargeRequest L IEST 02java 167181  19.Jul 2015 D0:45:02 I {3& a
[ Apica_emory LY TEST_D2.pradat B65'246  19Jul 2015 00:26:38 EQ

[ AppDynamicsSetup
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Hint: If your load test fails and a permanent error occurs at the same URL you should call the Var Finder menu (see chapter 7.5) and verify if the
handling for dynamically exchanged session parameters must be applied.

ZBA: Job 2 - Mozilla Firefox

=10l x]

| 127.0.0.1:7290]dfischerwebadmininterface PopupDirectoryNavigator DisplayLoad TestWeblet #fileP athBe4=0zpcc 2My ¥ ¥R jaD I THIUZXNOC LR YMU Rz Azl mbs': |

/. ZebraTester

Project Navigator - Execute Load Test

Help

P

Properties Jabs

x

Refrech Close

=0l x|
| 127.0.0.1:7990; dfischer fwebadminintarface/PopupAnalyssL oadtestDat silswieblet thay—F1 575147 cFeb2a81 532 a6 a34Fa04cF 7 E1 ‘
/.. ZebraTester  Load Test Result Detail - Statistics and Diagrams ®

Import Data PDF Report Ewport Close

|LoadTesl:TEST703 Start Date: 19 Jul 2015 01:32:30  User:3 Test Duration: 1:04 min

Local Exec Agent | Job 2 | Real-Time Comment:

Annotation:

TEST_03 -u 3 - 60 - B0 -zdelsy 200 -maxloops 0 -sampling 15 -percpage 100 -percurl 1

Test started at 19 Jul 2015 01:32:30 ECT F Planned test duration 1:00 min [ 28 sec elapse,

Web Transaction Rate

tr/sec
25T =T =T
20 4 4
15 3 3
10 2 2
H 1 1
] a »
-5 -4 -3 -2 -1 0 -5 -4 -3 -2 [ -5 -4 -3 -z -1 o
minutes minutes
Total Passed URL Calls: 392 Total Passed Loops: Number of Users: 3
Total Failed URL Calls: 12 Total Failed Loops: [ Outstanding HTTP/S Requests: 1
HTTP Keep-Alive Efficiency (%): 975 Z Users Think Time per Loop (sec): 6.0 ONS Resolve Time (ms): -
A Mizh Trans. Rate (URL callsisec): 14.4 Session Time per Loop (secl 7.8 TCP Socket Connect Time (ms): 1]
$5LTLS Handshake Time (ms): -
A4 Network Throughput (Mbités 204
Total Transmitted Bytes: Tredeg
Job Actions | Progres=: 0% [N ¢ = J100% Disable Detailed Statistic
User Page AV Time Latest Time AV Page Size Pag =
- @ Page #1: Start Page M32ms Yy 1434 ms 441543 bytes @
2 @& Page #2: Check Out Our Tickets 134 ms = 127 m= 15227 bytes =
1 @& Page #3: Media 287ms = 295ms  296'505 bytes 5 0 [V AutoRefresh

- Inactive

User

- [11 766 ms
- [21 0 ms
- [3] 30 ms
- 41 -mE
- [=1 46 ms
- [6] & ms
- 1 85 ms
- =1 37 ms
- 91 3T ms
- MO 3®ms
- m 37 Mz
- Ny 30 ms
- 13

Test AV Time AV Size

4644 bytes
281 bytes
6740 bytes
- bytes
1'246 bytes
16'453 hytes
2688 hytes
2033 bytes
1'706 hytes
1191 bytes
1'B56 bytes
7169 bytes

Mams 131321 bytes

Page #1: Start Page (0 sec. think time)

Passed Failed URL

a
q

0

GET httpcicldemo . apicasy stem.com: 60/

T hitp:ficldemo apicasystem.com: 80/Scr

GET hittp: ficidemo apicaszystem.com: S0/ScriptResource axdPo=mn Tty Wail 2w SEDMhG-C

Bpply f Refresh

icsjs

=iGoogednal

GET hitpeicldema.apicasystem.com: 80/ScriptsitpicaElL js
GET hittp:ficidema apicasystem.com: §0AmagesBanner sAMndow s STUre jog

GET hittpcficldemo apicasystem.com: 50,

danners/Amazon jpg

GET httpeicldema . apicasystem com: 80AmagesBannersBullet g
GET hittpeficidemo apicasystem com: G0imagesBannet s amp jpo

GET hittpelicldemo apicasystem.com: 50

Aocio.prg

GET hitpeicldema . apicasystem.com: S0Mmagesto jpg

o

Advanced Test Parameter

Startup Delay per User: 200 ms
Reqguest Timeout per URL: | 60 sec
Statistic Sampling Interval: |15 sec

Ay Session Time per Loop:
AY Response Time per Page.
Metwark Throughput per User: | 92,5 kBytes/sec

Measured Results: per Single User - per Loop

.14 seclloop
0.71 secipage

Overall Test Results Test Result

Web Transaction Rate: 134 URL callsisec 4 prev

Session Failure Rate 0.00 %

Total Metwark Throughput: | 2.07 MBit'sec Total Transmitted: 16 MB

[> Test Scenario Warning [> Diagram: Response Time per Page [ Results per URL Call (Overvigw) B> Results per URL Call (Details)
[ Diagram: Response Time Percentiles [* Diagram: Top Time-Consuming URLs [ Diagram: Concurrent Users [ Diagram: Session Time
[> Diagram: Web Transaction Rate [ Diagram: Qutstanding HTTP/S Reguests [ Diagram: Completed Loops [> Diagram: TCP Socket Connect Time
[ Diagram: Metwork Throughput [> Diagram: HTTP Keep-Alive Efiicizncy [ Diagram: S5L Cache Eficiency [ Diagram: Session Failures
[> Diagram: Error Types [> Diagram: Number of Errors per Page [> Diagram: Mumber of Errors per URL [ Diagram: Exiemal bleasured Dala
Results per URL Call (Overview)
0] | Page #1: Start Page uUser's thinktime: 0.0 seconds
Test |E| # Passed | # Failed | AV Tj ==90% | Accept AV Size | URL
111158 130 ms | 100.0% 4'6544 bytes | GET hitp:ficlderma. apicasystem com:80¢
2] |8 53 ms | 100.0% 2'811 vtes | GET hitpicldemo.apicasystem.com:B0iStiesistrlesheet css
1315 52ms | 100.0% B'740 bytes | GET hitpficldermno_ apicasystem com:800%ebResource axd ?d=SwCcMWIbCSHPROGyMZB
4] |5 ( - ms 0.0% --- bvtes | GET hitpicldemo.apicasystem.com:80IScriptResource axdy?d=KUQ5QzCP e 3GyQrR g Z05
[5]5] otmmt®® 16ms | 532ms | 100.0% | 1246 byles | GET hitpiicldemn.apicasystem.com:B0Seripta/GoogleAnalylics js =
6] |8 22 1] I6ms 89 ms | 100.0% | 16'483 bytes | GET hitpuicldemoa.apicasystem.com:B0iScriptResource axd ?d=mwTty_\VWail 2wdfySEDMhT
715 22 0 84 ms 94ms | 100.0% | 26188 bytes | GET hitp:/icidemo. .com:B0 pis/Ap s
18] |8 22 1] 37 ms 37 ms | 100.0% 2'033 bytes | GET hitp:ficldemo apicasystem com:80imagesiBannersivindowsAzure jpg
JEIgE] 22 0 28 ms 38 ms | 100.0% 1'706 bytes | GET hitpeicldernao. .com:B0ilr ners/Amazon.jpg
JulngEs] 22 1] 38 ms 37 ms | 100.0% 1191 bytes | GET hitp:icldero apicasystem com:B0imagesiBanners/Bullet png
111 (5 22 1] 37 ms 39ms | 100.0% 1'556 bytes | GET hitpeiclderna. .corm: 0l ners/Lamp.jpg
na s 22 0 38 ms 38 ms | 100.0% 7164 bytes | GET hitp:ficldemo.apicasystem.com:B80dimages/iogo.png
[131 (s 22 1] 112 ms 113 ms | 100.0% | 131'321 bvtes | GET httpaliclderno.apicasystem.com:g0iimagesibo.jpg
141 (s 22 1] 38 ms 38 ms | 100.0% 2'204 bytes | GET hitpficldemo.apicasystem.com:B0dmagesiBannersiindowsSerer jpg
[1al|s 22 1] 41 ms 42ms | 100.0% | 50'240 bytes | GET hitp:icldemo.apicasystem.com:80fontrmyriadpro-regular_4-wehfantitf
6] |S 22 0 51 ms 59 ms | 100.0% | 46970 bytes | GET hitp:ficldemo.apicasystem.com:80imagesimug jpg
"7 \(s 2 1] 37 ms 38 ms | 100.0% 5'748 bytes | GET hitp:ficldemo apicasystem com:80imagesiLagosiazure png
[8] s 22 0 43 ms 43 ms | 100.0% | 61'007 bytes | GET hitpuiclderma.apicasystem.com:B0imagesiChLeagueF ourJPG
181 (S 22 1] 36 ms 37 ms | 100.0% 1'200 bytes | GET hitp:ficldemo apicasystem com:B0imagesicart png
[201 | 22 1] 37 ms 37 ms | 100.0% 2'239 bytes | GET hitpeicldero.apicasystem.com:80imagesiwhite_banner_900x25.png
21 |s 22 o 3B ms 3F ms | 100.0% 1'013 bytes | GET hitp:ficldemo.apicasystem.com:B0iimagesiheadbg png
| 221 |5 22 a 36 ms 37 ms | 100.0% 1036 bytes | GET hitpeficldero.apicasystem.com:g0imagesinavleft_h.png _l_l
4

We strongly reccomend that you read in such a case the manual about the Handling of "Dynamically-Exchanged Session Parameters"
(HandlingDynamicSessionParameterEN.pdf)
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5 Session Cutter

/2 PRX: Main Menu - Windows Internet Explorer

.. =10l %]
(=) : 0.0 7 sessi =] =| I3 =
5: - |g, http:/f127.0.0.1:79907sessionCutter=False J 4| X ILwe Search 2
05 4 @ Main Merw | | | % - - e -
bild % L :I
fes orowy surer  Main Menu <% T & 4 )
* bt Help Wieh  Personal roje ot Benerate | Analyse Refresh
* We rain Professional Edition Tools  Settings igatar Load Test Load Tests Display

The Session Cutter Menu allows to combine one or more
web surfing sessions to form a new session, similar to

splicing motion picture film together to create a complete
movie.

This process can only be performed using "raw" web surfing
sessions; that is, recorded sessions which have not yet
been enhanced using the "Var Finder® (described in chapter
7.5.1) or using the "Var Handler” (described in chapter 7.1).
If a “enhanced" web surfing session is loaded into the

Session Cutter Menu, a warning message will be displayed. If the warning is ignored, all enhancements will be deleted; that is, after using the Session
Cutter, the "Var Finder" and/or "Var Handler" enhancements will have to be done over again.

/2 PR¥: Main Menu - Windows Internet Explorer

= =l
=S 3 . =11+ &
@:j + el hipiiinzz 0017900 =) %] fove search £
$F @ B PRY: MainMenu | J o - o - (G Extras - [
=
e = ‘ el £
E" Proxy Sniffer Maln Me.nu E Pergnal P;J'e‘ct Geﬂle M'!se Rxsn
H Web Admin Professional Edition 2lp Tools  Serimgs  Nawigator  Lead Test Load Teets Dispiay

S e i e B A

Session

b [_select all sefect none | [delete sefected

v
1 Proxy Sniffer: Web Load and 55 Testing Tool

>
#2: Prowy Shiffer: Download

>

#3: Proxy Sniffer Load Test Tool: Special FroductF ...
v
#4: Prowy Sniffer: Download

>
#5: Proxy Shiffer: Customers a aners
>

#6: Proxy Sniffer: Licensing Options and Prices
3
#7. Provy Sniffer: Support/FARS

Scratch Area 1 Scratch Area 2 < Close | =

b [_select all select none | [delete selected b [_select all select none | [([d8gte selected

v v
[no pages] #1: Prowy Sniffer: Download o

>
#2: Proxy Shiffer; Licenging Options and Prices
>

E

>
#8: Proxy Sniffer; Additional Services
>
#8: Proxy Sniffer: About Us
v
=l
‘Fertlg

,7 ,7 ,7 ,7 ’7 ’7 [ Lokales Intranst

B
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Individual web pages can be selected by clicking on the
name or the number of the Web-Page. The selected web
page(s) can be moved or copied by using the "move here"
or "copy here" button.

After the splicing of the new web surfing sessions is
complete, the Session Cutter Menu can be closed by
clicking on the "Close" button or by clicking again on the
Session Cutter icon.
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5.1 Importing Web Surfing Sessions from External Definition Files

The Session Cutter allows additionally to import web surfing sessions from external definition files:

£ PRX: Main Menu - Mozilla Firefox 2 PRX: Import Session - Mozilla Firefox

File Edit ¥iew History Bookmarks Tools  Help = =
= #+ hbtpefi127.0.0.1: 7990/ dfischet f'webadmininterFace/ImporkSession'Weblet ?sessionIndex=0 by
@ - Gar B httpeif127.0.0.1:7990/7sessionCutter=trus ARt B2 5 @ -
e << %
4 - Mail - *#¢  [proxy Sniffer H
£ PRX: Main Menu T : web Admin |mp0rt SBSSIDI"I Help Cloze
i T A @ + & @& W @
4+ Proxy Sniffer Ma"_‘ Menu Lol Wb Page  Personal Project Load Test  Genermte  fnalyse  Refresh Import Session from Definition |:“9':| ” Browse.. ] [ Import ]
H Web Admin Professional Edition elp Tools  Scanner Settings Nawigaigr Jebs o Test Loaa Temts Display
" file farmat: Help
Recorded ltems: 0 Q 13 i} &K
i Search  Sessi Start 51
Regording State: STOPPED 3520 2300 3y neliidng nliiiig
= Done
Session Scratch Area 1 Scratch Area 2 AV
(Lond J{imfort)( Eave )
B [=zelect all ] [=elect nane] [delete selectad] I (_=elect all ) (Select none | (delete selected | I (=elect all | (select none | (delete selected)

b (move ere ) (Ceopy here )

[no pages]

v (meve here ) (Cemy )

[no pages]

v (mews Fere) (e here )

[no pages]

javascript:SessionCutterImpartSession(0)

Data Format of Definition Files:

Definition Files are written in ASCII format. Each line contains either a command, or a URL definition. Commands always begin with a hyphen (-).

URL definitions must contain at least 3 arguments:
1. HTTP method (GET, POST ..))
2. absolute or relative URL
3. expected HTTP response status code of the URL call (200, 302 ...)
4. Argument 4 of a URL definition is optional and contains the request content
All further arguments are optional and contain URL options which begin with a hyphen (-)

<-command> [<argument 1>..<argument n>]

<HTTP method> <URL> <HTTP

<HTTP method> <URL> <HTTP
<-command> [<argument 1>..
<HTTP method> <URL> <HTTP

status code> [<request content>]

status code> [<request content>]
<argument n>]
status code> [<request content>]

© 2012-2016 Ingenieurbiiro David Fischer AG, Switzerland

[<-URLoption 1>..<-URLoption n>]
[<-URLoption 1>..<-URLoption n>]

[<-URLoption 1>..<-URLoption n>]
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Comments at the start or within a line are supported, and begin with a hash character (#).
All values can be also be optionally enclosed with double quotes.

Example:

#

# default settings
-defaultURL http://www.d-fischer.com
-autoPageBreak 4 3 50

POST /search 200 "query=addressé&x=5" -responseContentCheck "phone number" -responseContentType "text/html"
GET http://www.proxy-sniffer.ch/clients.html 200

GET /hotlinks/index.html 200

GET /jobs 301

GET http://www.proxy-sniffer.com/logo.gif 200 -responseContentType "image/gif"

Commands:

-userAgent <browser type>
Allows the setting of a new web browser identifier to be applied for all URL calls. The default value is "Mozilla/4.0 (compatible; MSIE 7.0;
Windows NT 5.1; .NET CLR 1.1.4322; .NET CLR 2.0.50727)".

-defaultURL <URL>
Allows the setting of a default absolute URL to be used as the basis for all following URL definitions which are specified in relative format. Only
the protocol, the host, and the TCP/IP port of the absolute URL specified are used in building the full URL in combination with the relative URL.

-defaultRequestContentDirectory <directory>
Allows the setting of a default (local) directory from which request content files are read. This command can be used in combination with the URL
option -requestContentFile.

-defaultRequestContentType <content type>
Allows the setting of a new default value for the request content type for all URL calls which contain request content data. This overrides the
default value, used when this command is not applied, of "application/x-www-form-urlencoded".

-defaultRequestHeaderField <request header field>

Allows the setting of an additional HTTP request header field to be applied for all URL calls. This command can be called several times, allowing
the definition of several additional header fields.

Example: -defaultRequestHeaderField "Accept-Language: en-us"

-defaultResponseContentType <content type>
Allows the setting of a default expected response content type, such as "text/html". The use of this command is only appropriate if all defined
URLSs return the same response content type. By default, the response content type of the URL calls will not be verified.

-autoPageBreak <number of URLs> <think time> <random deviation>
Allows the automatic insertion of Page Breaks, to be inserted after every specified number of URL definitions are processed. The second
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parameter - the user's think time - must be set (in seconds), and the third parameter - the random deviation of the think time - must be set (in
percent: 0..100).

-addPageBreak <comment> <think time> <random deviation>

Allows the insertion of a Page Break. This command can be called multiple times, before or after URL definitions. The first parameter is the
comment for the page break, the second parameter is the user's think time (in seconds), and the third parameter is the random deviation of the
think time (in percent: 0..100).

-eof
Stops processing of the definition file at this point. This command can be used when only a part of the URL definitions should be processed.

URL Options:

-requestContentFile <file name>

Allows the use of the content of a (local) file as request content. Argument 4 of the URL definition is not used, and not required, if this option is
set. If the command -defaultRequestContentDirectory was previously called, the file name is only allowed to be the simple name of a file within
the default request content directory.

-requestContentType <content type>

Allows the setting of a specific value for the request content type for this URL call. The default value, used when this option is not set, is that set
by the command -defaultRequestContentType or, failing that, "application/x-www-form-urlencoded" if the command -defaultRequestContentType
was not previously used.

-requestHeaderField <request header field>
Allows the setting of an additional HTTP request header field for this URL call. This option can be specified several times, allowing the addition of
several HTTP request header fields.

-responseContentType <content type>
Allows the setting of the expected response content type. If this option is not used, and if the command -defaultResponseContentType has not
been previously used, the response content type will not be verified.

-responseContentCheck <text fragment>
Checks to see if the response content contains a specified text fragment. The response content will not be verified if this option is not set.

-responseContentSize <content size> <deviation>
Checks the size of the response content. The size of the response content will not be verified if this option is not set. Argument 1 contains the
size in bytes, and argument 2 contains the maximum allowed deviation of the size in percent (0..100).

Hint: the URL option -requestContentFile can for example be used to POST XML data. Example:

-defaultURL http://www.d-fischer.com
-defaultRequestContentDirectory "D:\XmlData"
POST /putDataDo?action=addAddress 200 -requestContentFile requestData.xml -requestContentType "text/xml"
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6 Inner Loops

It is possible to define “inner loops” which include only some web pages of a recorded
web surfing session. As an example, inner loops can be used during a load test after the
point where the users did login, to repeat the web pages between login and logout several
times, before logout.

During the load test, inner loops execute within the "outer", normal loops (repetitions of
the web surfing session per user); for example, if you run a load test with 10 users and 3
loops (with an unlimited test duration), each user will execute the recorded web surfing
session 3 times. Within each repetition (outer loop), the inner loop(s) will be executed.

Inner loops must be composed of entire web pages, and not only a subset of URL calls to
a single web page; however, you can define additional page breaks between URL calls
after the recording has been completed.

You can define an inner loop by clicking on the item index at the left side of a page break.

Inner Loop Configuration:

e Inner Loop Description: description of the inner loop (mandatory)

Fitter: [ ] Mo Binary Data dimages ..) [ Mo ©88, JS (Only HTML) Mo Cached Data (304) [] Mo Errors  Host:

® 149 [19] Ser
Total:

% 20 [20]
Item Test Offset
® 21 [21] 0.00sec
% 22 [22] 0.48 sec
® 33 [23] 0.48 sec
® 24 [24] 048 sec
® 25 [26] 0.60 sec
% 26 [26] 0.50sec
Tntal:/

® 27 [27]

kem Test Offset
¥ 28 [28] 0.00 sec
® 29 [38] 0.45sec

884 bytes 31 ms B GET hitnJf 82.16.4 Sffavican ico 4+ 20
3.62 sec 178°046 bytes 19 Requests , 49.12 khytesisec

[-101 Page #2: Download  user's thinktime: 3 seconds +35%

Position Content Size  Time HTTP Request + HTTP Response
D | zi096bvtes  406ms [ GET hitnur92.16.4 Sidownload en hir
. m1 98tyles 31 ms BIGET hitp,i192.16.4 Sinew. gif + 200
[ W] 9598bytes 47 ms I@IGET hitpJ92.16.4.5pdi hookmarks
[ B r7oSbyles  BZms GET hitourl92.16.4 6mnc consale.oil
I | Tibvtes  62ms BIGET hitpyr92.16.4 SismallinfoTransy

[ B i1ibytes  78rns I0GET hitniM92.16.4.50 recordingeser
0.58 sec 60°679 bytes 6 Requests , 104.98 kbytes/sec

[-13 Page #3: Support  user's think time: 3 seconds £35%

Position Content Size  Time HTTP Request + HTTP Response
DN | 1660bytes 391 ms [3 GET hitpui92.16.4 Sisupport en.himl
[ W kEBbyles 31 ms IIGET hitod92.16.4 5map earh.gil +
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Inner Loop End Page: the end page of the inner loop, including all URL
calls on the end page itself.

Loop Iterations: number of iterations. This can be a fixed value, or a
variable value which can be extracted; for example, from an Input File, or
from a User Input Field (see Chapters 7.2 and 7.3).

Action if planned duration of Load Test exceeded: the option "Abort
current loop after current iteration” means that at the end of the load test —
when the maximum duration of the test has elapsed — the inner loop is
aborted after the end of the current iteration, and remaining iterations are
not executed. The option "Continue with iterations" means that the end of
the load test will be postponed until all iterations have been completed.

Enable Pacing: enabling this option sets a minimum elapsed time for all
"in one iteration" executed page breaks and URL calls, before the next
iteration can start. If the iteration is done faster than the pacing time, the
"user" will be inactive until the pacing time has elapsed.

yete all lterns from [14] .. [32]

" |Insert Inner Loop

Inner Loop Description: * |Iuop 1

Inner Loop Start Page:  Page #3: Login £ Main Menu

Inner Loop End Page: | Page #3: Login / Main Menu x|

Loop lerations: & fixed to |1D 'I loops
¢ variable {$| YI } loops &

Action if planned duration
of Load Test exceeded: | Abortinner 10op afier current iteration x|

™ Enable Pacing: fv fixedto 1] hd seconds
{Min. loop duration
per usen ¢ variable {§ I | t seconds &b
Apply |
Inner Loops - Started on Page #3:
[nange]
| Done

4

All Rights Reserved

Page 37 /176




ZebraTester V5.5 User's Guide

Inner loops are marked by black bars at the left side in the Web Admin GUI main menu. Nested inner loops are also supported.

Filter: [ | Mo Binary Data (lmages .3 [ ] Mo CSS, JS (Only HTML) Mo Cached Data (3043 [] Mo Errors  Host:
19 [19] 3.59sec | | 894 hytes 3 ms @GET hitp192.16.4 Sffavican.ico 4 200 (Ok) (6l
Total: 3.62 sec 178046 bytes 19 Requests , 49.12 khyt,
-
| 20 [200 10 Page #2: Download  user's think time: 3 seconds +35% Oloop 1-10 iterations
| m Test Offset Position Content Size  Time HTTP Request + HTTP R
| 21 [21] o000se: (DD | 21086kytes  406ms [0 GET hitpii192.16.4 Sidownload enhiml + 200
| 221220 odBsec [ W | 96 bytes 31 ms 38 GET hitni192.16.4 Sinew.qifl + 200 (OK) IMAGE
| §23 123 o48sec [ W | 9598bytes 47 ms WBIGET hitpdi192.16.4.5ipdf bookmarks.aif + 200
| 24 [24] 0dBsec [ W] 2705kytes  B2ms BIGET hitpi192 16.4.5mm console.qif + 200 (O
| 25 [28] 0&0sec [ DN Tibytes  B2ms M GET hitn:i192.16.4 SismalllnfoTransp.gif 4 200
| 26 [26] 050sec [ DM 27111 bytes 78ms MBGET hitn192.16.4 5ifc_recordingextension.oif ¢
I otal: 0.58 sec 60'679 bytes 6 Requests , 104.98 kbhyt
Il 27 [27] [10 Page #3: Support  user's thinktime: 3 seconds £35% Oloop 2- 10 iterations
|| Bem Test offset  Position ContentSize Time  HTTP Request « HTTP Resp
" 20 (28] 000sec DD | 11GG0kytes 391 ms [0 GET hitp:i192.16.4 Sisupport enhtral + 200 (f
| 2029 o45sec [ W | &BEBhytes 31 ms MBIGET hitp//192.16.4.5imap earth.if + 200 (0K
|| 30 [30] Od&sec [ | 2E893kytes 46 ms I@IGET hitpy92.16.4 Simap australia.qif + 200
|| 31 [31] 0d&sec [ | 1'S73kytes  B2ms IGET hitpi192.16.4.5map german.gif + 200 (
|| 32 [32] 0d5sec [ Bl 2M35kytes  78ms BIGET hitpi192.16.4.5map sweden.qif + 200 (
|| fotat: 0.53 sec 24'129 bytes 5 Requests , 45.36 khyt
——
® 33 331 [-103 Page #4: References  user's thinktime: 3 seconds £35%
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6.1 Conditional Execution of Parts of the Web Surfing Session

! |Insert Inner Loop

Inner Loop Description: *
Inner Loop Start Page:

Inner Loop End Page:

Action if planned duration
of Load Test excesdad:

loop 1
Fage #1:Weh Load and Stress Testing Tool, Proxy Sniffer..
FPage #1:Weh Load and Stress Tasting Toal, Prowy Sniffar..

Loop Iterations: \(“ fixed to 10 v loops

(+) vwariable {§ |vinnerLoopCountl s }loops = ]

Ahortinner loop after current iteration |+

[JEnable Pacing: (= fixedto B0 W seconds
(Win. loop duration
pEF USEF) () wariahle {% [vinnerLoopCount! s } seconds &
Apply
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If the number of iterations of an inner loop is controlled by a variable, the value of such
a variable can also be 0 (zero). A value of zero means that a simulated user does not
execute (enter) the inner loop. This can be used in combination with an Input File (see
chapter 7.2) whose file scope is “new line per user” or “new line per loop” and whose
lines contain values of zero and one which are assigned to the variables of the
iterations; that is, some of the users skip parts of the recorded web surfing session
during the load test. However, to get valid statistical data it is required that, at least
once during the load test, at least one user executes the inner loop one or more times.
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Inner Loop 1:
Executed by 25% of all Users

—|

anw e ] e mm B
P T — T T T

DITLTIE L) e— TR D o}
Tas = s s

[eSrrr—
1l
war
‘ E ‘ o
x
T

Inner Loop 2:
Executed by 75% of all Users

6.2 Break and Continue Conditions in Inner Loops

Content of Input File

Line | InnerLoop1 | InnerLoop 2
Iterator Iterator

1 1 0

2 ] 1

3 0 1

4 0 1

Input File Settings

File Scope: new line per user
Line Order: randomized
EOF Action: reopen file

of Load Test exceeded: | ADOrt inner loop after current iteration
[JEnable Pacing: (&) fixedto 60w seconds
(Min. loop duration
pEF USEL) () variable  {§ |vinnerLoopCountl » 1 seconds &
Apply
| Inner Loops - Started from Page #1:
Start Page End Page [erations Conditions If Dur. Exc. Pacing Desciption
A W #1 #1 {SwinnerLoopCountl} 4 ahart - loop 1
Cone Ly
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After you have defined an inner loop, you can also define additional conditions which
allow you to control the run-time behavior inside of an inner loop. If such an
additional condition applies (becomes true) the corresponding action can be break or
continue.

Break means: jump out of the inner loop. After a "break", the simulated user will call
the next URL Call subsequent to the end of the inner loop.

Continue means: jump back at the start of the inner loop, without calling the
subsequent URL Calls of the current iteration inside the inner loop. However such a
jump is not executed during the last iteration of an inner loop. In such a case the
inner loop is immediately finished (similar to the "break" condition, but inclusive
incrementing the inner loop iteration counter).
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In addition, it is also supported to report a "red" fatal error after all iterations of an inner loop have been executed (no "break" was made in an iteration
before the last iteration). If such a "red" fatal error is reported, the simulated user will abort the current "Outer Loop" and will start the next "Outer Loop".

£ PRX: Inner Loop Conditions - Mozilla Firefox [Z”E|&|

;: http:ff127.0.0.1: 7990/ dfischer fwebadmininterf ace/PopupManagelnnerLoopConditionsiweblet

gee . \@ %
S A Conditions for Inner Loop "loop 1" Wy Search Refresh Closs

List of All Conditions for Inner Loop "loop 1"

No. | Condition

1 Break Inner Loop before execution of kem 1 if the Value of the Variable vRandom = {is greater than) "6" | Check Condition: immediately

2 Continue Inner Loop ifthe HTTP Response Code of tem 3 is 302 Found | Check Condition: immediately

3 Break Inner Loop if the Response Content of tem 4 contains the Text Fragment "no data found" | Check Condition: immediately

4 Break Outer Loop of Simulated User and report an Error it All Inner Loop fterations are Completely Executed. Error Message: "Error: All iterations of inner l[oop "loop 1" ex
Ok:

Text Input Fields I

® ¥ KK

=

ew Condition added.

Add New Condition:

(& |Break ~ | Inner Loop ifthe HTTP Response Code offtem |1 + | is | 200 QK

@ orR v

O | Break + | Inner Loop ifthe Response Content oftem 1 + | contains the Text Fragment:
O | Break ~ | Inner Loop before execution ofkem 1 + | ifthe alue of the Variable | vinnerLoopCountl » || = {is equal to) v
O | Break + | Inner Loop after execution ofttem | 1 + | if the Value of the Variable | vinnerLoopCountl » || = (is equal to) w

Break Outer Loop of Simulated User and report an Errar if All Inner Loop Herations are Completely Executed. Error Message:

A Mewy Condition

Done N

The Text Input Fields of the conditions can contain fixed text as well as placeholders for variables. Example: "Dear {$vTitle} {$vName}".
In addition it is also supported to define a NOT condition for an absence of a text. This can be done by enfolding the whole text with an exclamation
mark and square brackets. Example: "![Dear {$vTitle} {$vName}]".

Restrictions: if nested inner loops have been defined, a "continue" or a "break™ action will only change the run-time behavior of the deepest inner loop.
Breaking through several inner loop levels is not supported.

Further Hint for Using Variables: when using variables, please consider also the scope of the variables (page 43). If the scope is global all simulated
users will see the same value for such a variable and therefore the same condition will be become true or false for all users. On the other hand, if the
scope of a variable is user or loop, each simulated user will see a different value for such a variable and therefore the conditions will be calculated on a

per user basis.
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7 Dynamic Session Parameters

After a web surfing session has been recorded, the load test program can be generated (see chapter 8). However it is often desirable - or even required
- that the recorded web surfing session must first be edited. Some possible cases are:

o The web application contains HTML form-based authentication, and it is required that each user use an own username and password to login
into the web application (see example in chapter 7.2).

o You wish to make a parameter of an URL call variable in order to set the value of the parameter each time before starting the load test. For
example a booking date of a flight (see example in chapter 7.3)

o The recorded session contains dynamically-exchanged session parameters which must be extracted at run-time from the web pages, and then
assigned to succeeding URL calls in order that the load test program runs successfully (see chapter 7.4)

All of these tasks, and many more, can be performed by using the "central variable handler menu", called Var Handler, which manages all dynamically-
applied modifications to web surfing sessions. The process involves two steps:

1. First a variable must be defined or extracted, and then

2. The variable must be assigned
In other words, a variable must first be extracted before it can be assigned; however, some of the most commonly-used dialogs also support making
automatic and/or global assignments. The process of extracting variables is completely independent from assignment; thus, many combinations
are possible, providing maximum flexibility.
Variables can be extracted, by using the Web Admin GUI, from the following sources:

- from Input Files, whose data are read at run-time during the load test (chapter 7.2)

- from HTML form parameters; for example, hidden form fields (chapter 7.8)

- from values of received XML and SOAP data (chapter 7.6.1)

- from values of received JSON data

- from values of received Google Protobuf data

- from CGI parameters contained in hyperlinks, form actions, or HTTP redirects (chapter 7.8)

- from any text fragments of received HTML and XML data (chapter 7.5.2)

- from User Input Fields — which are arbitrary configurable load test input parameters (chapter 7.3)

- from HTTP response header fields

- from output parameters of Load Test Plug-Ins (chapter 7.4)
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Additionally, it is also possible to define stand-alone variables which have constant or dynamic initial values (chapter 7.9).

A variable can be assigned as follows, irrespective of how it was extracted:
- to the value of an HTML form field (chapter 7.8)
- to the value of a CGI Parameter of a URL call (chapter 7.8)
- to values of XML and SOAP data of a URL call (chapter 7.6.1)

- to values of Google Protobuf data of a URL call

- to atext fragment of a URL call (within the HTTP request header or the HTTP request content, chapter 7.6)

- to the protocol (http/https), the host name or the TCP/IP port of one or all URL calls (chapter 7.8)

- to the user’s think time of a web page (chapter 7.3.1)

- to the response verification algorithm of a URL call (searched text fragment or size of received content, chapter 4.2.2)
- to the number of iterations, and/or the pacing delay, of an inner loop (chapter 0)

- to some HTTP request header fields (most request header fields are automatically handled by ZebraTester)

- to an input parameter of a Load Test Plug-In (chapter 7.4)

Each variable has also a scope. Possible scopes are:
- global: all users will see the same value of the variable during the load test

- user: although the variable has been defined only once, each user will see its own value during the load test. There are as many virtual instances
of the variable as there are concurrent users used during the load test.

- loop: the variable is bound to the current loop (surf session repetition) of a user, and its value can change during each loop

- inner loop: the variable is bound to an inner loop of a user, and can change its value during each iteration of the inner loop

Although seemingly complicated, the Var Handler is a powerful tool which is easy to use. It is possible to satisfy complex requirements in a short period
of time with a few mouse clicks, as described in the next sections. Programming knowledge is not required.
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7.1 Variable Handler (Var Handler)

The variable handler can be invoked by clicking on any recorded URL call in the main menu. At the left side of the window, all details of the URL call
which change from call to call are displayed. On the right side of the window, the Variable Handler is displayed and shows a summary of all extracted

and assigned variables. This right hand side part of the window remains constant (static) for all URL calls:

Fiter: [~ No Binary Data (images .) | ho €SS, JS (Only HTML) [V No Cached Data (304) [ No Errors Host Apply Fiter
L 3 T

| i —

go0g2see [ TN | 7069 byes
Sftsec [ W] 9977 bytes
10 14tsec [ T 19774 bytes

Total: 136 sec 106'944 iytes

11
ttem Offset  Position
1z o0se: N ]
RENNEEC U

Total: 0.81 sec

Content Size
2193 biytes
625 bytes

2818 hytes

203ms W GET hittp:192.16.4 5iim

drnint Preview.oif + 200 (OK) IMAGEIGIF

219 ms B GET hitp192.18.4 Siim

esultPreview.gif + 200 (OK) IMAGEIGIF

260 ms W GET hitpi192 16 4 5im:

mePreviewjpg 4 200 (0K) IMAGELPEG ‘ar Handler - Mozilla Firefox

10 Requests , 78.64 kbytes/

Time  HTTP Request + HTTP Re
59ams [ GET hitptwww.o-fischer.
94 ms IBLGET htp:hini.o-fisch

2Requests , .47 kbtes/sec

& la | @

Proxy Sniffer
Web Admin

URL Details / Var Handler

nse

=10l

S o] & @« K
Project Search Generflk  Save
Help Navigaor  Oyaral Lead 1O socdon  Refresh Close

m:8080iprdoolis: jebMainkenu 300 (0K) TEXTHTML

r1:B080prtoolLagoFisc! 200 (OK) IMAGEIGIF Item |12 ~| onPage |2 ~|:Login Form = GET http:/www.d-fischer.

B % prev net o B

4= 200 (OK) “TEXTHTML" (2193 bytes)

v
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| HTTP Request Header + ....d-fischer.com:8080 @

1 | GET @ iprxtool/sendetiebMainMenu HTTPM1.1 =
2 | Host wanne d-fischer.com: 8020
r-Anent: Mozilla/s.0 (Windows; U; Windows NT

4 | Accep | applicationtml,applicationdhtm |+
5 | AcceptLangual SLC =
. ;H
| HTTP Response Header + | HTTP Response Content + Forms Extract (1 Form)
1 | HTTP/A.0 200 OK = [Form [0] J
2 | ContentType: TEXTIHTML FOST Inedooliserviet™iebdainbeny
3 | Ewpires: o PASSWORD | @ password=
4 | Cache-Contral: no-cache, mustrevalidate [TEXT B usermame=
5 | Pragrna: no-cache HIDDEM =) LaginFlag=1

o 4

|HTTP Response Content + 2193 Bytes HTML & & Download Display |

I —

search

1 | =HTML=

2 | =HEAD=

3 | =METAHTTP-EQUN="CONTENT-TYPE" CONTEMT="textthtml;charset=iso-8859-1"=
4 | <TITLE=Prowy Sniffer Project Master: Login<MITLE=

§ | =8TYLE TYPE="texticss">

B | =k

7 | hadur 2 ol 1 takla tetd faen inmit calact antion § fant.ciza: Ont fantfarmibe arial Hakaties L
1

| HTTP Response Content + Unigque Hyperlinks Extract

il

| HTTP Response Content + Test Algorithm: [Test String] = "TD ALIGH=RIGHT YALIGR=BOTTOM MOWRAP WIDTH=140"

fAecinn War

&
=
=
-

i

&

[

el
[

[ vars defined] =

Al File...

[none]
Aol Field...
[nane]

‘ Done
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7.2 Input Files

Input Files can be used to extract variables from a text file, such as a username and a password per simulated user - which can be assigned to a login
form. However the functionality of input files is generic which means that variables for any purposes can be extracted.

Click on the Add File... button inside the Var Handler to define of a new Input File and enter a simple file name, without a directory path. Please note
that this action creates only the definition of the input file, but that it does not create the input file itself on disk. This means that the input file must also
exist on disk and that it must be placed inside the same Project Navigator directory where the load test program is stored.

You can create the input file on disk before, or during, or after the definition is made — or you can also copy an existing file to the corresponding Project
Navigator directory.

4+
Help Project

Mawigator

EBX
%]
$ & @ X

Searzh Generate Sawve
Owerall Load Test Session refresh Close

[no vars defined]

=
=
=
=
o
7]
w
-4

[none]

[ add input File... |

[nane]

[ add input Field... |

[nane]

[ add Pug-n.. |

4+

Q @ &

Project Search Generate Save

Help Mavigator Overall Load Test Session

kg

@ R

Refresh Cloze

/
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-
=
-
=
=
w
0
<

Add Input File: <53

File Hame: * uzerdccounts tx
[rene file name]

File Scope:

Lire Crder:

Comment Tag: EI

“ar Delimiter: s [=emi-colon) %

Trim Extracted Yalues:

EOF Action: reopen file b

* required, uze a simple file name with no path.
Recommended file extenzion: *tx or * dat

The input file must be located in the same directory
where the generated load test program resides.

fatele]

All Rights Reserved

Create a new Input File on disk inside the current
Project Navigator directory.

Name of the Input File (Definition)

Select an already on disk existing Input File which is
located in the current Project Navigator directory
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Please note that the name of the input file should have the file extension *.txt (recommended) or *.dat.

The following options are available when defining an Input File:

Input Fields Description

File Scope Defines the scope of the variables which will be (later) extracted from the Input File:

global (one-line): this scope is usually not useful for Input Files because only one line will be read during the entire load
test, at the start of the test.

new line per user: a new line will be read for each simulated user during the load test. This is the proper scope for reading
user account data (username / password). The line remains the same for all executed loops of the same user.

new line per loop: a new line will be read each time an simulated user executes a loop. The new lines are distributed over
all users and loops.

NL per inner loop: a new line will be read each time an simulated user executes an inner loop. The new lines are
distributed over all users, loops and inner loops.

Line Order Controls whether the lines are read in sequential or randomized order.
Comment Tag Defines a "start character" or a "start string" for commented-out lines. Such lines will be ignored during the load test.
Var Delimiter Defines the "variable delimiter character”, which separates values contained on the same line (several values/variables can

be extracted from the same line).

Trim Extracted Values | Controls whether blank characters (white spaces) are removed from the start and the end of the extracted variables.

EOF Action Controls the behavior when all lines from the Input File have already been read when a new line is requested:
reopen file the file is re-opened. If a randomized line order was set, the lines continue to be randomly read in a new order.

stop load test the load test will be immediately aborted. This option can be used to avoid duplicate logins with the same
username / password in the case where fewer lines are available than users which should be simulated. Note that EOF can
also become true for a randomized line order because the lines are first mixed during opening the file, and then read.
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Next, you should test to ensure that the parsing of the Input File works correctly. This can be done by clicking on the +m icon for an Input File definition:

T ' e . ' ¥Dhttp://127.0.0.1:7990 - Proxy Sniffer: Yar Handler - Test Input File - Mozilla Firefox -|Of
4 ¥ 3 . e e e et e e
& .
. e

: =
““;I E" W;;:j:f:y Var Handler - Test Input File Help WLoolsst | Refresh Close

[novars defined) o*

‘A‘ Varl War? Vard [Vard Vard (VarG |Var? (Varg |Vard Varl0 Varl1 Warl 2 Varl 3 |\Varl4 Varl5 |Warl 6 |Varl 7 (Varl8 |Varl 9 |Yar20

Add File. ..

meier geheim

mueller  |hjgzoBggoiu

“ steinbach |maria
— ;gm sternen  |ahc0987
? EIUﬂtStH't ) meier geheim
B +E % File Scope: new line per user mueller | higzaBgagiu

steinbach |maria

sternen  |ahc0987

meier geheim

mueller  |hjgzgBgggiu

steinbach \maria

Afterwards, you can extract variables from e
the Input File by clicking one or more meler__gefeim
i i H mueller hjgzga iu
times on the variable extractor icon &: e

steinbach |maria

sternen  |ahc0987

meier geheim
Cr's :j + mueller  |hjgzgBgggiu
s steinbach \maria
;I stermen  |abc0987

+ Extract New Yar from I“put File: [first 20 input lines tested] EOF Action = reapen file
userccounts.txt [Dene 4
File Scope: new line per user
Line Column #: I 1 'I Input Fields:

War Marme: |username ] ] ] ] ]
Line Column #: the column number (of a line) from which the variable is extracted (1, 2, 3 ..)

Yar Scope: [userwat]
* required Var Name: any new variable name, but with the following naming restrictions:
Create Var | - The name can only contain the characters A..Z, a..z, 0.9 and _ . Spaces are not permitted.

- The name must not start with an underline character _
[fio wars defined]

Add File....

SerAccounts. b
B +H @& File Scope: new line per user All Rights Reserved Page 47/ 176
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The following example shows the definition of an Input File, (first) without the assignment of variables:

var Handler & 0h 63 2 The "read bars" with the title texts “password“ and “username® are the names of the extracted variables.
The variable scope is shown in brackets next to the title text.

— password [userwvat] :I

+ @&, Input File The blue left arrow + indicates that the value of the variable has been extracted. More details about how

the variable was extracted can be displayed by clicking on the corresponding magnifier icon.

= USErname [Uservar]
+ R, Input File A variable, or the Input File definition itself, can be deleted by clicking on the red bar.

Input Files: P | The Input File definition can be displayed and modified by clicking on the corresponding magnifier icon.

= userAccounts bd
& B & File Scope: nevy line per user

To finish this example, it is now necessary for the username and password to be assigned to the URL call which performs the login. All URL calls can be
reviewed in the main menu. Click on the corresponding URL to display the URL's "details menu" in which the assignment can be done. Alternatively — if
you do not know on which URL the login was made — you can search for a specific text in the entire recorded session. In this example, you should use
as the search string the password which was entered during recording. Click on the Search Overall icon and enter the password as the search string:

- =10l =] ¥ http://127.0.0.1:7990 - Proxy Sniffer: Search Overall ¥isible Items - Mozilla Firefox - |EI|1|
\% o i Lok
pjm Se%ch seg}me ;& e X $oo proxy sniffer Search Overall Visible ltems . ;x
Help Hawigator Overall Load Test Session efresh Close - web Admin elp oz
nienu
Search ASCI Text: Ialex [ Watch Case W Include URL-Encoded Yalues
Inside: W HTTP Reguest Header ¥ HTTF Request Content Mot Inside: W Referer
I |Var Handler Gy @h B3 32 | ¥ HTTF Response Header [ HTTF Response Content ¥ Cookies Search
[ il
em 15 POST hitp:imww.d-fischer.com:8080/prxtool’senvietWebMainMenu
Afterwards, click on the red right arrow (=) inside the search result to see ~ Found in Request Content  Line 1 Posiion38  nerspassword=alex
the URL details of the login. Total 1 Result

Note: a red right arrow (=) inside the search result means that the search
string has been sent by a URL call to the web server. Blue left arrows (+)
inside the search result mean that the search text was found in a response
to a URL call which was received from the web server.

| javascript:PopupWWindowltemDetails('?displayIndex=15") v
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After the login URL call has been found, the variables “username” and “password” can be assigned to the form parameters (HTTP Request Content) by
clicking on the corresponding @& icons.

see
*
L add
-

¥9http://127.0.0.1:7990 - Proxry Sniffer: URL Details / ¥ar Handler - Mozilla Firefox

Proxy Sniffer
web Admin

URL Details / Var Handler

Help

Project
Mawigator

: g [ 3]

Q

Search Generate Save
Owverall Load Test Session

& & ¥

Refrezh Cloze

tem |15 =| onPage (3 =|:Login fMain Menu
B8  prev et B

4= 200 (OK) “TEXTHTML" (61'861 bytes)

= POST hitp:iwww.d fischer.com:808DjprxtonliserdetiWebMainteny

HTTP Request Header + ....d-fischer.com:8080 &

[HTTP Request Content + @ Download

POST @ IprxtooliserdetWebMainMenu HTTP/. @ LoginFlag=1

Host www.d-fischer.com:8080 Fusermname=fischer

UserAgent: Mozillars.0 (Windows; U Windows MNT

@ password=alex

Accept: textiem| applicationtaml applicationthiml+

| || R =

Accept-Language: en-us

T

T |

B

il

HTTP Response Header +

HTTP Response Content + Forms Extract (1 Form)

=
=
=
=)
w
]
=4

= Assign Var to Parameter
'username’

Assign from Va
usetmame ¥
Yarvalue conversion: | none ¥

[T Rssignwarto all requast paramaters
with same recorded value

Cache-Control: no-cache, must-revalidate CHECKBO: | @ f_id#an=1011

2
3
4
5

Pragma: no-cache

[l —

- CHECKBOH iif_it|93538=1010
_>l_I 4 _ |

B

HTTP Response Content + 61'861 Bytes HTML & % Download Display _5::"?

I search I

1 | =HTML= ﬁl

2 | =HEAD=

3| <METAHTTP-EQUINV="CONTENT-TYPE" CONTENT="text/html;charset=is0-8859-1"=

4 | =TITLE=Proxy Sniffer Project Master. Directory Browser=/TITLE=

4 || «5TYLE TYPE="textlcss">

6| =k

Tl hacden a ol li takla trtd faren innnt colact antinn £ fortcizar Ont fontfamibe Arial Halbeatiea 1 _|LI
| »

HTTP Response Content + Unigue Hyperlinks Extract

A

i

n

2 WeblUserSettings;jsessionid=bu3fylbhbji ?backContexi:LSElyeHR\rbZWCQdexIdCQKZWJNYWIuT\-WudQ@@;I

uz

B pndooliservietiWebMainMenu;jsessionid=hu3fy0bbil 2action=navigate &currentDir=-1

(W}

<

i3\u’\febPerecUrdlDatar\ilain,is.essicmicl:buafyﬂbbn?I;iu:l=1 036&F version_nr=0&genericBackContext=L3ByeHRvh =
»

| HTTP Response Content + Test Algorithm: [Test String] = "TD ALIGN=RIGHT Vi%

Extract War

1 | HTTP/M.0 200 OK 2 Form [0] “multiSelect" ﬂ
Content-Type: TEXTHTML GET iprdoolisenietWebhainhenu;jsessionids azsign |
Expires: 0 CHECKBOX | f_id#40=1012

— password [uservat]
+ @, InputFile

= username [uservar]
+ R InputFile

Add File...

— USerAccounts.bd
@ B & File Scope new line per user

Al Field..

[none]

ol

| http:/i127.0.0,1:7990/dfischer fwebadmininterf ace/Dat aRecordYarHandler Iframe\Weblet Paction=assign¥arMenuivarAssigner Type=2 1 &assignPar amMame=usernamefrecordedyalusBa4=2mlz2hlcg. ..

4
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Assignment Options:

Assign from Var: select the variable which should be
assigned.

Var value conversion:

¢ none: the value of the variable will be assigned
unchanged.

e encode: the value of the variable will first be URL-
encoded and then assigned; for example, “Zirich
HB* will be transformed to “Z%FCrich+HB®. This is
the appropriate option when the value of the
variable may contain spaces or special characters.

e decode: this is the reverse of encode. This option is
normally not used.

Assign var to all request parameters with same
recorded value: by enabling this option, all URL calls in
the recorded web surfing session are searched to see if
any other URL calls use the same recorded value. If so,
the variable will also be assigned to the other URL calls,
resulting in the global replacement of recorded
parameter values, irrespective of the parameter name.

After this, the complete extract and assignment
definition appears as follows:
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Var Handler G Gb 55 52

= password [userwvar] ;I
+ @&, Input File
=+ 15 & HTTF Request Content Paramets

username [user var]
+ R, Input File
15 @& HTTP Request Content Paramet:

+

7.2.1 More Hints for using Input Files

Because the extraction of variables from Input Files is completely independent from their assignments, there are many other scenarios where Input Files
are useful; for example:

o Testing search forms, where the search text is read from the first variable of a line, and the response content test of the search result is
compared to a second variable on the same line.

o To set the emulated user’s "think time" variable on a per-user basis, or on a per-loop basis for each user.
o To control the number of inner loop iterations.

o To enter user-specific data into forms, such as an article number during a purchase transaction.

It is also possible to define several Input Files for the same load test program.
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7.3 User Input Fields

User Input Fields are arbitrary global variables whose values are requested each time a load test is started. The following example uses a User Input

Field to make the host name of the URL calls variable, in order that the same load test program can be executed against a development system and a
test system, without the need to record two web surfing sessions.

Add Field...

[rone]

© 2012-2016 Ingenieurbiuro David Fischer AG, Switzerland

Gy O E)
[nowars defined] il + Create new User Input Field: il
war Mame: - |hostname
Var Label Text * [Fost Nerme
[none]

DefaultYalue: IWWW.d-fischer.mm
Yar Scope: [alobal war]

* required

Create I

All Rights Reserved

Input Fields:

Var Name: arbitrary new variable name.

- The name can only contain the characters A..Z, a..z,
0..9and _ . Spaces are not permitted.

- The name must not start with an underline character _

Var Label Text: denotes the label (description) which is
displayed on the GUI when starting the load test.

Default Value: the default value of the variable which is also
displayed on the GUI when starting the load test.
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After the User Input Field has been defined, it can then be assigned to the host name (in this example). You can click on any recorded URL in the main

menu which contains the "correct” host name; that is, the host name which you want to make variable. Then click on the assign icon @ in the HTTP
request header.

Assign to: whether the variable should be assigned
to the protocol (http/https), to the host name, or to the
TCP/IP port. In case you want to make more than one
of these items variable, you must create additional

Assign from Var: select the variable which was
created when the User Input Field was defined.

Assign var to all requests with same protocol,
host and port: when checked, the variable will be
assigned to all URL calls which use the same protocol
and the same host name and the same TCP/IP port.

It may be necessary to assign the host name again to

¥Ihttp://127.0.0.1:7990 - Proxy Sniffer: URL Details / ¥ar Handler - Mozilla Firefox ] 5 I n put F|e|ds
I W o
::: Proxy Sniffer = \% + Q {‘Jﬂ @ « %
$ web Admin URL Details / Var Handler Help Wt geah panerme Save  Rerash Closs
tem [2 | onPage [1 ~|:StartPage || =p GET http:/192.16.4.5f0rmat.css
B prev next » B 200 (0K} "TEXT/CSS" (4626 bytes
HTTP Request Header + 192.16.4.5:80 & : War Handler G G B 32 User I n put FIeIdS
1 GET @ format.css HTTP/1.1 = H 5 = Assign Var to Protocol / Host [ Port E
2 |Host: 192.16.4.5 M = -
3 | User-Agent: Mozilla/a.0 MWindows; L) Windows NT : E—. Asmgn tTo i :;corded el
'? ratocal | hittp
4 [Accept textices *%g=0.1 . 9
: Accept Le 5 1] H 4 ® |Host 1921645
ceept-Language; en-us -
_|_I . [~ ]Pot a0
4| | 3 .
. Assigh from Var:,
: hostname
L]
HTTP Response Header + = . i
(RN RENRERRNRRRRENRRRRENRENEY] v Assignvarto all requests with same
1 |HTTPi1.1 200 OK 2 pratocal, host and port
2 || Date: Fri, 02 Jun 2006 17:51:32 GMT
3 | Server: Apache AsEign
4 | Last-Modified: Thu, 04 May 2006 22:46:06 GWMT
5 | ETag:"12c-1212-2h66e 780" LI = hostname [global var]
- & User Input Field
L] [

HTTP Response Content + 4'626 Bytes CSS &b & Download |

I search I

e @ L k)

body,p,a,ul,ollitable trtd form,input,select option { font-size: 12px; font-family: Verdana, Arial, Helvetica, sans-sernﬁl
header? { font-size:1 0pt; font-family:Verdana Arial Helvetica,sans-serif, color#000066 }

.headerZred { font-size:1 0pt; font-familyYerdana Arial Helvetica, sans-serif, color#FF0054 }

Ait{ font-size: 30px; font-family: Werdana, Arial, Helvetica, sans-serif, text-decoration:none; color#FFCC33 }

subtit{ font-=ize: 1 2px; font-family. Yerdana, Arial, Helvetica, sans-serif, text-decoration:none; color#FFCC33
subtitwhite { font-size: 1 2px; font-family: Verdana, Arial, Helvetica, sans-serif, text-decoration:none; color#FFFFFF -

rmannlinl § tavt dacaration nona: ealaruhita 1 I _I_I
L3

| HTTP Response Content + Test Algorithm: [Test Size +5%]

Input Files:

[none]

Add File... t

User Input Fields:

Add Field |

- @, hostname

| Done
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https requests if you have recorded a session which
uses both the http and https protocols within the same
web surfing session.
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The User Input Field will be displayed when the load test program is started. A maximum of 12 User Input Fields can be defined.

(0] x|
1904 ) . ) <
0 Droxy Sniffer Project Navigator - Execute Load Test by ﬁ' R:';;'sh c.x

Execute Load Test Job: Test01

Load Test Input Parameter

Execute Testfrom |Hust: Local Exec Agent j
Number of Concurrent Users

Load Test Duration 1 min -

Mazx. Loops per User I unlimited 'l
Startup Delay per User IEDD vl Milliseconds

Mz, Metwork Bandwidth per User |un|imited jDownIink unlimited jUpIink

1

Request Timeout per URL |6D 'l Seconds
Masx. Errar-Snapshots per URL 30 -

Statistic Sampling Interval |15 - | Seconds
1

Percentile Sampling Rate I 00% VIperPage vI per URL

Dehug Options |
|

none - recommended j

5L [vavaTLs x|

Additional Options

Host Name

Annotation ' |

== Continue | ‘recommended: will be displayed as hint in Project Hawigatar

|Duna
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7.3.1 More Hints for using User Input Fields

User Input Fields are also often used to vary the “user’s think time". Another example would be the setting of the booking date for financial transactions.

Note: if you start a load test job optionally from a script (see Application Reference Manual), you must pass the User Input Field as an additional
argument to the load test program. The name of the program argument is the name of the variable which was created when the User Input Field was
defined; for example, for a variable named "hostname" the corresponding argument specification would be:

java PrxJob transmitClusterJob “Cluster 1“ Test01 -u 100 -d 300 -t 60 -nolog -hostname “testsys.ggjhkjg.com*

7.3.1.1 Example — Adjustable User’s Think Time
The following example shows how the user’s think time of the page breaks (web pages) can be dynamically set every time when starting a load test:
1. Create a User Input Field and set a default value (in this case in seconds)

2. Inthe main menu, assign the variable of the User Input Field to the user’s think time of the first page break by using the option “Apply new user's
think time values for all page breaks [2..n]”

3. After that you can freely choose the user’s think time of the web pages every time when starting the load test. The value of the User Input Field is
also shown in the load test result detail menu (test scenario).

|\Iar Handler G Oh B3 32
Add User Input Field: 4 ;I
Var Name: - fthirkTime

Var Label Text: - ILIser's Think Time

DefaultValue: |3
War Scope: [glabal var]

* required

Create |

Hirt: User Inpiat Fields are freely confiqurable load test
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Fitter: [~ Mo Binary Data (mages ) [ Mo C8S, S ( HTML) v Mo Cached Data (304)

®x 0

ltem Offset  Position Content Size Time HTTP Request + HTTP Re
¥ 1 000sec | 44741 bytes 166 ms [ GET hitp:fhwnatae prosey- =1
w 2 03eer [T ] 51T btes AR ms [9 SET ki thannn o

-ll'

'127.0.0.15 / ol x|
- =
e
+ . \@

300 Doy Sniffer Item 0 / Manage Page He mx

| ftem 0, Page #1: Start Page |

© ModfyPageBrea

Fage Description: |Star1 Fage

Usger's Think Time: i fixedto Ig vl second

@ watiable {$|thinkTime ¥

Usfl’hmk Time Randomness: I +36% =

ol Apply new user's think time values for all page breaks [2..n]

} seconds @

/?filePathB64 =QzpcUH1¥Z31hbSBEGaWxic 1 xQcm94e¥NuaWZmZXIcTXIUZENOc 1 xGaxIzdFR] = Windowi‘_'__

*
* N - -
g0 Droy Eniffer Project Navigator - Execute Load Test

Wweb Admin

Help

Execute Load Test Job: Test01

Load Test Input Parameter

Execute Testfrom | Cluster: ¢l j User's Think Tim

Mumher of Concurrent lsers | 1 =

© 2012-2016 Ingenieurbiuro David Fischer AG, Switzerland

H e
Jobz Refresh Close
[P TestSeenarioc | [ Diagram: Response Time perPage [ Results
[> Diagram: Response Time Percentiles [ Diagram: Top Time-Consuming URLs B Diagran
[> Diagram: Weh Transaction Rate > Diagram: Completed Loops [ Diagran
[> Diagram: HTTF Keep-Alive Efiiciency [ Diagrarm: S5L Cache Efficiency [> Diagra
[> Diagram: Mumber of Errors per Page [ Diagram: Mumber of Errors per URL [> Diagra
Test Scenario
Ohjectives
Test Start Date: 17 Feb 2008 00:52:26
Load Test Program: Test01.class
Load Source Host: fischer (10.8.0.1)
Load Source 05: Windows <P
Target Hosts: W proxy-sniffer.ch:80
: wanewy topshareware.com: 80
Applied HTTP Yersion: | 1.1
Test Input Parameter User Input Fields
Concurrent Users: |1 Usger's Think Time: | 10
Flanned Test Duration: |1:DEI min
All Rights Reserved Page 55/176
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7.4 Load Test Plug-Ins

ZebraTester Load Test Plug-Ins are Extension Modules to the ZebraTester product. Plug-Ins are configured using the GUI, and are executed during a
Load Test. The following Plug-Ins are already predefined and delivered as part of the ZebraTester installation:

Plug-In Designation in the GUI Plug-In Functionality

Abort Failed Test Aborts a running Load Test if too many errors occur within a configured time interval.

Assign File Data to Request Content | Read the data of a file from disk and assign it to the request content of an URL call (only useful for HTTP/S
POST requests and some WebDAV methods).

Cookie Injector Sets a Cookie before, or during, the execution of a Load Test.

Get Cookie Value Extracts the value of a Cookie into a GUI Variable. The extracted value can be later assigned to a CGI
parameter of a succeeding HTTP/S Request (among other targets).

Defer Load Test Start Delays the start of a Load Test Program for a configured time, expressed in minutes.

Delay Full Load Limits the load - respectively the number of the simulated users - for a configurable time. After this time is
elapsed the load is increased to the originally number of planned users.

BNSReund-RebintLoad Balancing d orload-balancing-

ons which can configured per test run.

dynaTrace Integration Creates additional data during a Load Test for analysis using "dynaTrace Diagnostics". The dynaTrace
Integration Handbook contain further information about how to integrate ZebraTester with dynaTrace.

Generic Output File During a Load Test, writes the values of up to 6 GUI Variables line-by-line to a text file. The file scope is freely
configurable - lines can be written per virtual test user, per loop execution, or per URL call.

Input File List Reads from a meta file a list of input files and assigns each simulated user a own input file. The simulated
users are reading a new line from their input file each time before they are executing a new loop.

Large Input File Reads data from a large input file which has an unlimited size (> 1 GB)

Large Response Content Allows to receive response content data of a large size (up to 2 GB) for one or several URLs. Note that all
response data are read as usual during load test execution, but that only a part of them are stored internally.

Limit Response Content Limit the receiving of response content data to a specified size. Further reading of data from the web server
during load test execution is aborted (skipped) for the configured URL when the maximum size is reached.

PKCS#11 Security Device Support for Smart Cards / PKCS#11 Security Devices which contain a SSL Client Certificate used for
authentication against web servers.

Remove Cookie Removes a cookie from the cookie store of a simulated user.
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User Synchronization Point 1

Retains all active users at a configurable synchronization point until all of the users have reached this point.
After that, the users are rereleased, by applying a configurable deblock delay which is multiplied with the no.
of the actual user (0, 1, 2 ...).

The configuration of a Plug-In, respectively adding a Plug-In to a recorded web surfing session, can be done in the Var Handler:

[no vars defined]

[none]

Acdel Inpud Field.

[none]
Add Plug-in

[none]

s
B
=
@
@
<

=

2]
' EEX
T

% %+ a4 & @ X

Project Searsh Generate Sawe
Help Mavigator  Overall Load Test Session Fefresh Clise

Add Load Test Plug-in - < *

Plug-in: | Defer Load Test Start v
<

Plugin-in Description:

s
=
=)
@
@
<

Defers the start of the loac test for & canfigurabile
number of minutes.

-

EBX
g
qQ @ & @ ¥
Froject 5 ate g
Help Navgmor  Duersll Load Test sassion  Refresh Clase
L
5 Add Load Test Plug-in: (Step 2) +
=
H Plug-in #1: Defer Load Test Start
H Class: DeferloscTestStart class
[ Constructed clobal
Execution: before /ot start of

Ioad test

Input Parameter:

Defer Load Test (Mingges) | [User input Field]

Add Plug-in

Plug-in Desciption:
Defers the start of the load test for & configurable numer
of minutes

-

4]

EEX
g

S ¥+ & @ & e ¥

Praject Search Gensrate  Save
Help Mavigator ~ Owerall Lead Test Session hefresh Close

= vDeferMinutes [globalvar]

- 4, User Input Field
-+ R, Load Test Plug-in #1

Add Input File:

[none]

[ 20 Input el

- &, vDeferMinutes

s
=
=
®
@
<

[2ad Prgin.

- &, #1: Defer Load Test Start

Some Plug-Ins require input-parameter. Therefore it may be necessary to define additional variables. One option to define such variables is to create
global visible stand-alone variables with constant initial values (see chapter 7.9) — in case that only constant values are required as
Plug-In input parameters (see chapter 7.9). Of course, such additional variables can also be extracted from other sources, for example from Input Files,
or User Input Fields, or from responses of previous URL calls.

Furthermore it is also possible to develop and add self-written Plug-Ins. You will find the corresponding documentation in the "Load Test Plug-In
Developer Handbook” (PDF) and in the “ZebraTester Java APl Documentation” which both are included in the installation kit.
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7.5 Dynamically-Exchanged Session Parameters

The HTTP protocol by itself is stateless — there is no memory from URL call to URL call; however, most web applications require state information, such
as the stage in a process that a user has reached - before login, after login, placed an order, and so on. Usually, cookies are used to keep state
information. Cookies are set by the web server as additional HTTP response header fields, and sent by the web browser back to the web server, along
with the HTTP requests of succeeding URL calls. This is normally not a problem because the correct handling of cookies is automatically done by the
load test program.

However, some web applications use, as a special "session context", dynamically-generated CGI- or form-parameter values which are exchanged
between the web application and the web browser in such a way that, if you repeat the same web surfing session, the values of these parameters are
changed by a more or less random algorithm. If you use, during a load test, these "burned-in" values of dynamically-generated server-side CGI- or form-
parameters, the load test will fail. A good example of this is the " VIEWSTATE" parameter used by Microsoft web servers.

The solution to this problem is that the values of these dynamically-exchanged session parameters must be extracted at runtime (during the load test),
and then assigned to the corresponding parameters of succeeding URL calls.

To make this task easier, ZebraTester provides the Var Finder menu. You can invoke the Var Finder either from the main menu, or from the Var
Handler:

) PRX: Main Menu - Mozilla Firefox ) ] =0l x|
File Edit VYiew History Bookmarks Tools  Help ‘ M o
NG 4 Q ¢ & @ K
G~ ; =Y i il H
- C . dwr | F | hupifizro.0.1:7980/ w7 | |G- ). - Help Ns:fc?gea?ttor Search [Denerate  Save  Refresh Close
. - u i
fev orewy smisrer  Main Menu T B & + W I @&
: U " Hel Web  Page  Persenal Project Generate  Analyse  Refresh
- Wweb Admin Professional Edition P Tools  Scanner Settings Mavigator Load Test Load Tests Display
-
S [nowars defined]
-
Filter: [ |No Binary Data (Images .3 [ Mo 88, JS (Only HTML)  [v] No Cached Data (304) [ Mo Errars  Host: | [ Apply Fiter E Add File....
»
= [none]
Acld Field...
m [nong]
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7.5.1 Automated Handling of Dynamically-Exchanged Session Parameters (Var Finder)

The Var Finder menu provides an overview of all URL request parameters, and their values, used anywhere in the entire recorded web surfing session.
In this view, a parameter "name-value" pair is shown only once, even if the same "name-value" pair is used by more than one URL call. If the same
parameter(-name) is used with different values, it will be shown multiple times, once for each distinct value.

Proceed as follows:

1. First, review the recorded values and try to judge which values could be dynamically-exchanged session parameters. If the value contains a long
number, or is a cryptic hexadecimal string, the value has a good chance of being a dynamically- exchanged session parameter

In the example at left, levid, id and __ VIEWSTATE are dynamically-exchanged session parameters. But type and
“Statusl:ins_step22:txtPolicyNumber” are not because their values have been entered manually into forms during the recording of the web surfing
session..

2. Try next to perform an automated handling of the dynamically-exchanged session parameters. This succeeds in approximately 50% of all cases. To
do this, click on the B icons which are shown at the left of the parameter names.

If you receive a success message, there is nothing more to do for this parameter:

Inymamical handling of parameter 'levid' successfully accomplished
Hirst Extract § Hirst Assign var Marme Parameter Name Recorded Value automatically created.
15} 1 CGlParam. - B type 163283

& 9 CGIParam, \ff&act first
GIF‘aram. [evid % |evid 941453

On the other hand, if you receive an error message, you must manually extract the value of the dynamically-exchanged session parameter (see the next
subchapter):

The corresponding definitions inside the Var Handler are
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*** Automated chmamical handling of parameter 'id" not possible *** - manual handling reguired: help

First Extract @ First Assign Yar Mame Parameter Hame

& 1 CGlParam. - B type
X 19 CGlParam. -- B act
+2 =+ 19 CGlParam. % 1evid

&, 30 CGlParam. - \E agenda
& 323 CGlParam. - 0 id
X 41 CGlParam. -- 5 id

In this example, the parameter _ VIEWSTATE could be
handled automatically, but the parameter id must be extracted
manually. Since this parameter is listed twice - the same name
with different values - the extraction must also be done twice,
once for each distinct value.

Hint: you can use this menu as a checklist of parameters
which are already dynamically handled, irrespective of whether
the extraction done automatically or manually. The handling is
already done if the line contains a blue (extract) arrow and a
red (assign) arrow.
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Recorded Yalue
163283

first

94153

demmand

451047

449647

%3 http://127.0.0.1:7990 - Proxy Sniffer: ¥ar Finder - Mozilla Firefox =18 x|
" N " N N .
g:: rosy 2niffer yron Finder ?%é.“’m‘fdf 'fih‘nf:g'“;‘qm;f"! it ot actums i ot paramster ol oot ani han asign it QK @ X -
P i ih ic exchanged Session Parameters - Extract of all HTTP Requests:
Find parameter values with min. |4 ~| characters where min. | 0% 'I of all characters are in ASCI-HEX range 0°.'F* [ Include File Paths Find |
Dynamical handling of parameter °_ VIEWSTATE" successfully accomplished
EEXEETT V= tiame  Parameter Name Recorded Value
X, 1 CGlParam. - B type 163283
% 18 CGlParam. — Dact first
+2 19 CGlParam. levid & Ievid 94153
& 30 GGl Param. - @ agenda demand
® 33 CGlParam. -- Wid 451047
X A CGlParam. - Bid 449647
+48 + 51 Form Param. VIEWSTATE_1 @ _ VIEWSTATE dDwWIM T Ok N D4 030 B0 2wBaTwiP|s + 02wBdDw hDxpPDE+O2kBNT 47 PjtsPHQBD
<N 51 Form Param. --- @ Statust:ins_stepttype rhLeben
&% 51 Form Param. - @ Statust:ins_step:subtype thRate
X 52 CGlParam. - B type #22
& 52 GGl Param. - @ changed False
52 54 Form Param. VIEWSTATE_2 @ _ VIEWSTATE dDwWM T OMjhwNDc 403080 2w aTwxP s + 02wadDw7 hDxpPDE+02kENTATFjtsPHQZ D
& 54 Form Param. — @ Statustins_step22:tdCompany Scandia
@/ 54 Form Param. --- @ Statust:ins_step22:tdPolicyblumber  223erd
&, 54 Form Param. --- @ Statustins_step22:ddStarfvears 2000
® 54 Form Param. --- W Statust:ins_step22:tiDepotvalue 25000
<N 54 Form Param. --- @ Statust:ins_step22:ddDepotyears 2005
& 55 CGlParam. — B type a1
55 = 57 Form Param. VIEWSTATE_3 @ _ VIEWSTATE dDwWM T OMjhwNDc 403080 2w aTwxP s + 02wadDw7 hDxpPDE+02kENTATFjtsPHQZ O
& 57 Form Param. — @ Statustins_step31:ddPremiumindex  kein

]

‘Dona

_>l_I
4
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7.5.2 Manual Extraction of Dynamically-Exchanged Session Parameters

The documentation in this subchapter 7.5.2 is still applicable, but not more up to date. Starting from ZebraTester Version 4.4-G a new function named
"Var Extractor Wizard" had been added to the product. Further information is provided in the new manual about Handling of "Dynamically-
Exchanged Session Parameters" (PDF document: HandlingDynamicSessionParameterEN.pdf)

If the automated handling did not succeed, you should click on the magnifier icon at the left of the desired parameter. All of the URLs in the web session

are searched, looking for the recorded value.

\@, 33 CGlParam. - & id
% 41 CGlParam. - & id

Blue arrows pointing to the left (+) indicate that the value
of the parameter was found in a response received
from the web server (HTTP response header or HTTP
response content).

Red arrows pointing to the right (+) indicate that the
value of the parameter was found in a request which
was sent to the web server (HTTP request header or
HTTP request content).

You now need to extract the value from a response
before it is sent the first time back to the web server. In
this example, this must be done on item 19 (URL 19).

Important also is whether the value must be extracted
from the HTTP response header (for example a 302
redirection with URL CGI parameters), or from the HTTP
response content (for example HTML or XML data ...).
A helpful hint is displayed near the arrows (in this
example: “Found in Response content”).

As can be seen in this example, the parameter must be

extracted from URL 19 and assigned to the URLs 33, 35
and 38.
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» 451047 -

449647

L]

¥ http://127.0.0.1:7990 - Proxy Sniffer: Search Overall Visible Items - Mozilla Firefox

=101

.
e -

:00 Proxy Sniffefd
* Wweb Admin =
.

Search QOverall Visible Items

< % 4

Help

Close

v

Search ASCI Text: |451 047

¥ Match Case W Include URL-Encoded Yalues

Inside: ¥ HTTP Regquest Header
[¥ HTTP Response Header

¥ HTTFP Request Cantent
¥ HTTP Response Content

Mot Inside: I Referer
¥ Cookies

Search

\

emn 19 GET https:/fucontroltest.atlevel/accountlist.aspx 7act=first&levid=04153
+ Found in Response Content  Line 232 Position 136
+ Found in Response Content  Line 232 Faosition 193
+ Found in Response Content  Line 233 FPosition 39

wiubtypeLayer451047
wiubtypelLayer451047

ftem 33 GET https:/fzcontrol.test.atlevel/agenda_list.aspx¥id=451047

wiubtypelayer451047 !

', 'block') ;"
','none') ;" =

style="posi

id="Forml">

"=hogenda Arna

=+ Found in Request Header Line 1 Fosition 32 list . aspx?id=451047

+ Found in Response Content  Line 10 Fosition 64 list. aspx?id=451047"

+ Found in Response Content  Line 30 Fasition 511 lizt.aspx?id=451047

+ Found in Response Content  Line 59 Fosition 100 _det_aspxtid=45l0474anp;aid=ldan

tern 35 GET https:/fxcontrol.test.atlevel'agenda_det.aspx?id=451047 &aid=1&c=1

=+ Found in Regquest Header Linge 1 Fasition 31 _det.aspx?id=4510476aid=1se=1

+ Found in Response Content  Line 9 Fosition &1 _det_aspxtid=45l0474anp;aid=ldan
+ Found in Response Content  Line 29 Position 511 list. aspx?id=451047"=Agenda Arna
+ Found in Response Contant  Line 29 Fasition 580 _det.aspx?id=451047said=1sc=1"+2
+ Found in Response Content  Line 67 Fosition 94 tepl.aspx?id=451047', '_docunent

tern 38 GET https:/fxcontrol.test.atlevellagenda_det.aspx?id=451047 &aid=1&c=1&solid=1

=+ Found in Request Header Line 1 Position 31

_det_aspx?id=45l047said=lac=lasa

Dane

R



javascript:PopupWindowItemDetails('?displayIndex=12&searchActive=1&searchTextB64=ZmlzY2hlcg@@')
javascript:PopupWindowItemDetails('?displayIndex=15')

ZebraTester V5.5 User's Guide

Click next on the first blue arrow (+). Then the URL Details / Var Handler menu is displayed:

Click on the search button in the HTTP res ponse content. The ¥Dhttp://127.0.0.1:7990 - Prowy Sniffer: URL Deails / Var Handler - Mozilla Firefox P [= ]
. 3o \% [ 5 pr
search results are marked in red. f wuinf URL Details / Var Handler g S . N
. . . Item ~ | on Page ~ | : account list = GET test.ati ist.aspx? levid=94153
Because automatic handling failed, you probably cannot extract the m«%»ﬁ LH 4 200 (OK) "TEXTHIML" (94115 bytes)
value by USing the form parser (HTTP Response Content + Forms HTTP Request Header + fxcontroltestat:443 @ var Handler & HOR
Extract) , or by using the hyperlink parser (HTTP Response Content + 10618 @ oot a1 :I [ —— 5
. . coepllimageraif, iImagef-xbitman, image/jpeq, im: = arm Parameter
Unlque Hyperllnks EXtraCt), therefore, yOU mUSt use the teXt pattern' 3 | Referer: hitps:iifccontral test. atflevelioverview aspx? ; :ﬁ 2:TTI'MII;I;EQUEPSICunt;ntF‘arametz
based token extractor. 3 e anuane test M vewsTate 2 foopvan
_'LI + 52 R HTML Form Parameter
il—l L =+ 54 @& HTTP Reguest Content Paramete
Proceed as follows: — VIEWSTATE_3 [loop var]
HTTP Response Header + HTTP Response Content + Forms Extract (1 Form) + 55 @& HTML Farm Parameter
1 |HTTP/1.1 200 OK = Form [0] | “settings"™ ;I =+ 57 & HTTP Reguest Content Paramete
1. SCf'Oll Ieft to the beglnnlng Of the Ilne Where the result |S found’ 2 | Date: Fri, 07 Apr 2006 14:40:11 GMT POST ‘3accUuﬂtl\St.apriaci:ﬁrsl&levid:QM53 = ) ey
. 7 . . 3| Server: Microsoft-11Si6.0 TEXT QmpSearEhName— €32 @ HTWL Hyperlink
and memorize the line number (|n this case 232) 4| ¥Fowered-By. ASP.NET HIDDEN (@ __ VIEWSTATE=dDwiNzW3NDASHI1 03¢ +18 @ HTTF Request URI
4 | ®-AspMet-version: 1.1.4322 LI HIDDEN @ _ EVENTTARGET=btnSearch ‘ = d
HTTP Response Content + 94°115 Bytes HTML & R  Download Display |451 047 L 2 il e | ecare.. |
252 =TD class="rmainField" width="""==irmg id="dtR epaortin HITP Response Content ¢ 94'115Bytes HTML @ & Dawnload Display  J<51047 | | onel
233 =div id="divSubtypeLayert5 1047 style="pasition:abs: ;;2f;;‘f;.’;L”,}?ﬁiﬁ;'ﬁﬁﬁiﬂ';Efj;‘:’ﬁ}'h?ﬂg?f;ﬁﬁg;"‘ﬁ;jgﬁﬁ“ﬁ;‘Tf'“se”VE'="S””WLEVE"“‘VS“’JW”EL“E"‘“"”i' B userimrews: s Feld,
" horder="0" cellspacing="3" cellpadding="5%" hgcolor="#eeeeee"= E [nonel
2. Locate a unlque text pattern near the place Where the Varlable dtiIReportingcard__ctl2_IblAccountSubtypeTex'=hestehender Fx Control Service Vertrag=/span= < E
text fragment (the search result) should be extracted. This text [ o
pattern can also be located on a preceding or succeeding line. HITR Responsa Content + Unicue Pymerinks Exdract |
Please note that the variable text fragment itself must not be 5t e A SRR
part of the text pattern. If the text pattern is not on the same line U3 [ @ accountist aspe?agenda=cemand =
as the text fragment to be extracted, you must also memorize - - .
the negatlve Or pOSItIVG Ilne Oﬂ:set ( _1’ _2’ +1’ +2 ) ‘HTTPRespnnseCumentc- Test Algorithm: [Test String] = "FX Reporting Card EleraterAc:o'G 4 | B
3. Mark the unique text pattern and click on the var extractor e £
icon @
HTTP Response Content & 94115 Bytes HTMU~@ & Download Display [¢51047 N _searcn |
231 =TR=
232 =TD class="mainField" width=""=EljglR=as I E=Ta 0l (TgleTot=1{s W (e il T e
233 =div id="divSubtypelLayerd51047' style="position: absolute; width:220; [eft:A0; dis

4. Wait 3 seconds. The selected text pattern will be copied into the Var Handler input form (field Search Text). At this point, if a negative or positive
line offset is needed, select the line offset in the field Extract Var on.
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aken Delimiters |~::~'="
ExNact Token Mr. |1 =47

Test Extract |

|— Extracted on Line 232

Map to Var Name:

© 2012-2016 Ingenieurbiiro David Fischer AG, Switzerland

var Handler G Ob E3 8
4+ Extract Var from Text Line Pattern =
Text Line I contains tesxt ;I
Search Text Iimg il="rtIReportingcar:
Extract¥aron  |located line |

5. Now try clicking on Test Extract in the Var Handler input form, and check to see if the value of
“Extracted on Line” has the same line number within the HTTP response content as the line number
where the variable text fragment (the result) should be extracted. If the line numbers are not identical,
your “unique text pattern” is not unique, and you will have to find another text pattern.

6. Inspectthe HTTP response content for the preceding and succeeding characters which bracket the
variable text fragment. In this example, these characters are r and ’.

onmouseover="ShowlLaver{divSubtypelayverda1047" 'block)"

Enter these characters into the field Token Delimiters. After this, click again on Test Extract and

then click on the blue question mark ?

7. At this point, a pop-up window is displayed which
shows a list of text fragments (tokens). Enter the
number of the token containing the desired variable
text fragment into the field Extract Token Nr, and then
click again on Test Extract.

All Rights Reserved

) Extract Token Nr. - Microsoft 10| =|
Help: Extract Token Nr. -

Nr. Token/Recorded Value

1 =TD class="mainField" width="*"==img id="dil
2 ftingeca

3 d_ ctlZ_imgAccountSubtype” anmouseave

4 ="ShowlLaye

5
divSubtypelaye
451047

-
«| | »
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Var Handler Gy Gb G 38
+ Extract Var from Text Line Pattern =
Text Line I contains text j
Search Text Iimg id="ctIReportingcard
Extract¥aron  |iocated line |

Token Delimiters |r

Extract Taken Mr. |? 'Il
Test Extract | o

Recorded Value: "451!]4?'[
Extracted on Line 232

Map Var Name:
fisi_1

¥ Assign varto all request parameter
with same recorded value

¥ Try URL-Encoding

[T Assign varto all matching request file
and request content patterns with
zame recorded value

Extract |4—

8. Check to see if the blue marked value is exactly the same as the recorded value of the
parameter which should be extracted; that is, if it is the same as the variable test fragment /

search result.

9. Finally, enter an arbitrary variable name into the field Map to Var Name. In this example, the
name id_1 is chosen because the parameter must be extracted twice, once each into two different
variables, as was shown in the Var Finder. Activate the checkbox Assign var to all request
parameter with same recorded value, and let the checkbox Try URL-Encoding remain

activated. Then click on Extract.

var Handler G Ob E3 3
= VIBWSTATE_1 [loop var] :I
+ 453 & HTML Form Parameter

-+

+ Tt

81 =& HTTF Request Content Paramet

VIBAWSTATE 2 [loop var]
62 @& HTML Farm Parameter
a4 @& HTTP Request Content Paramet

VIBWSTATE_3 [loop vat]
a5 @& HTML Form Parameter
a7 R HTTF Request Content Paramet
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+ 4+ 4+ 1

id_1 [loop var]

19 @& TextLine Pattern
33 @& HTTP Reguest URI
@, HTTP Reguest URI
2 & HTTP Reguest URI

l'_n.'lll'_n.'l
L]

+ Tt

levid [loop vat]
2 & HTML Hyperlink
19 9 HTTF Reguest URI

All Rights Reserved

The configuration inside the Var Handler now shows that
the value of the parameter is extracted from URL 19, and
assigned to the URLs 33, 35 and 38. This matches exactly
with the first estimate, which was made by clicking on the
magnifier icon inside the Var Finder.

Hint: in this example you would have to repeat the same
steps to handle the second value of the parameter id.

It is recommended that you save the recorded web surfing

session periodically after making changes inside the Var
Handler.
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Further Hints:

Dynamically-Exchanged Session Parameters can also be extracted in an easy way from redirections, from forms, and from hyperlinks:

| HTTP Response Header = | HTTP Response Content + Forms Extract {4 Forms)

[ 1 [HTTP/1.1302 Found B B A [Form 131 "I ~
|_2| Date: Tue, 23 Jun 20&08:54:39 GhT |p05'|' |

[ 2 [gemwer Apache \ [Target | _top

|_4| Set-Cookie: SUR=c3KbLLggObEgmblphwipjeXEkd) |HIDDEN | &= g

E| Content-Type: text’plain w |H|DDEN ﬁ_idzﬁ%&ﬁggmﬂﬁmFFSMDFEEICE "
£ ¥ £ >

\

| HTE Response Content + Unigue Hyperlinks Extract _

|ﬁ| =} feffsecurefhimlfonl_kdl_sess.menu_anz?p_sess_id=59A4%6991027551 FF2AADFEBCEDDABSEp_menu_id=0

Iﬁ| & fefisecurefhtmlionl_kdl_kto.saldo_anz?p_sess_id=59AA6991027551FFEAADFERBCEDDABRS

) PRX: Search Overall Visible Items - Mozilla Firefox

i

= http:/i127.0.0. 17990 dfischer/webadmininterf acejPopupSearchRrecordedDat atweblet
"
: % X
lii il

Lo Search Overall Visible ltems P A
Search ASCIl Text: 559AA6991 027551 FFBAADFEBCEDDABS [] Match Case Include URL-Encoded Values
Inside HTTP Request Header HTTP Reguest Content Nat Inside Referer

" HTTP Response Header HTTP Response Content Cookies Search

testix.post.

tem 7!3 GET

+ Found in Response Header  Line & Position 53

_kdl_login.proceed
procesd?jour=534A659 1027551 FFEAADFERCEDDAES

_kdl_sess.proceed?jcur=59AA699102755 1FF8AADFEBCEDDABS

<

Item24 GET testix.post.

-+ Found in RequestHeader  Line 1 Pasition 47
4+ Found in Response Content  Line 12 Position 61
#+ Found in Response Cantent  Line 13 Fasitian 125
+ Found in Response Content  Line 13 Puosition 253
4+ Found in Response Content  Line 13 Position 298
+ Found in Response Content Line 15 Pasition 67
tem 25 GET testix.post.

-+ Found in RequestHeader  Line 1 Pasition 53
4+ Found in Response Content  Line 121 Position 46

proceed? jour=53AR633 1 0Z7EELFFRAADFEECEDDARE
nzlp_sess_id=5SARGSS10Z7551FFEAADFEECEDDABS" name="logo"
Fp sess id#3DESALES910Z7EEIFFEALDFERCEDDABSSZEp menu ids
Fp_sess_id$3D59RREIFI0ZTEELFFEARDFEECEDDABS Sanp;p_sess_i
mp;p_sess_id=59A86591027551FFEAADFEECEDDARS "
nzlp sess 1d=S8ARE3310Z7ECLIFFEAADFEECEDDABE" name="£2" «

_kdl_sess.logo_anz?p_sess_id=59AA6991027551FF8AADFEBCEDDABS

nzlp_sess_id=52AAE3310Z7EELFFRAADFEECEDDARE
s_id" walue='"G9ARE9910Z7551FFEARDFERCEDDABS" />

Done
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The Search Overall menu gives you
an excellent overview if you know
already the name or the value of a
Dynamically-Exchanged Session
Parameter. Thus it is easy to determine
the first URL from which the session
parameter should be extracted:

Paste the value or the name of the
session parameter into the input field
and extract it from the response in
which the first occurrence is found.

All Rights Reserved

You should always use the option
“Assign var automatically to all HTTP
requests which contain form or CGI
parameters with the same recorded
value"

|"u'ar Handler Gy @ B3 82
+ Extract Value of Form Parameter 4« =
'p_sess_jid'

Select Form: | by Form Index [3] s

Recorded Value: 59246991 027551 FF2AADFERCEDI

Map to Var Name:
p_zess_id

ssign var autamatically to all HTTP requests
which contain farm ar CGl parameters with
the same recorded value

Try URL-encading

= jeur [loop var]
+ 23 @ HTTP Redirection
-+ 24 @ HTTP Reguest URI
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7.6 Replacing Text Patterns

In rare cases, the name of an HTTP request parameter is variable, instead of the parameter value being variable. Even rarer are cases where a file path
of a URL call contains variable parts.

You can handle such cases as follows:

1. Use the text pattern-based variable extractor as described in the previous sub-chapter. far Handler B
2. At the last step, use the checkbox Assign var to all matching request file and request content + Extract Var from Text Line Pattern —
patterns with same recorded value, instead of Assign var to all request parameter with same Text Line Immainstm =l
recorded value.
Search Text Iimg i="cttIRepartingcar
Extractaron | located ine |
There are also other rare cases in which a text pattern must be extracted from an HTTP response header Token Delimiters |r
because a variable HTTP redirection occurs, on which only a part of the URL file path, or a part of a CGI
. . . . . . Extract Token Mr. I? vI 7
parameter, is variable. This is also supported — if two extractor icons are present, you simply use the =

second one. Test Extract |

HTTP Response Header + Eﬁ't[r::;:;jdnunallli‘:; ";135;!]4?"
1 [HTTP/M.1 302 Found -
2 [Date: Fri, 07 Apr 2006 14:11:01 GMT r:?“‘““a’ Name:
3| Servar: Micrnsn’t—llSIE.D
B }{-inered-Elﬂﬁ'\SF'.NET r Assign var to all request parameter
E Location: & & jlevelfaccountlist)i 1414 - "’gh same recnrdeq value
LI _’| J Try UIRL-Encoding

rd Assign var to all matching request file
and request content patterns with same
recarded value

Extract I oo
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7.6.1 Extracting and Assigning Values of XML and SOAP Data

In case that XML or SOAP data have been recorded, ZebraTestet parses such data automatically and displays an additional XML Icon within the title of
the “HTTP response Content” and the “HTTP request content” box:

[HTTP Request Cumemd GFIL B  Dowr

|HTTP Request Header @ @ + apseds:7021 @ R
*
1 | POST @& jpedas/plosPlosGatekeeper HTTP/.1 = 1 | =soapenvEnvelope xmins:soapeny="http./ &
*
|?| Content-Type: textxml; charset="ut-8" .’
*
[3 [somPaction ™ RS
*
4 | User-Agent: Javall.5.0_04 *
[4 [Userag I R
|?| Host apse34:7021 = 3
—r N see &
4 | ¥ 20 o Sniff . ¢
I I —I_: A A Item 1: XML Response Content Close
u
L] »
HTTP Response Content + 3664 Bytes XML &} Download A |
[HTTP Response Header @ + - E B -
n 1|<soapenv:Envelope xmlns:soapenwv="httpiischemas xmlsoap. orgisoapiengglopel’™ xmlns:xsi="hitpihwy <
1 | HTTP/M.1 200 OK it Z| <soapenv:Header/> .‘
- E¥i A4 3| «<soapenv:Body> *
2 | Date: Fri, 26 Oct 2007 11:14:09 GMT b 4| <java:PersonEroeffnenResponse xmlns:jawva="java.ch postpf, ®ias plvgatekesperpes
A 5 <Personlatens 4
5 : L
g |Tran8fer EREOUING: L E a 6 <Person xsi:type="java:MatuerlichePersonGDT ™= .’
4 |CDntent—Type:texL|'xml; charset="utf-g" [] 7 <Branchencode xsi:nil="frue” /> .’
— L] g <ErfassungsDatun>=20071026< /ErfassungsDatun: ¢
5 | SOAPAction: _. 9 <IstInteressent>itues /IstInteressents ”
5 |}{-PDWEI’EU-E|5-" Sereti? 4 JSPI2 0 » _‘ 10 <IstInteressentVor>20071026</IstInteressentVorn>
2 2 2 = 11 <IstInteressentBis xai:nil="frue™ > .
A 12 <IstGesperrtxfalse</IstGesperrts &
13 <IstGesperrtVon xsiinil="frue" /> .’
| HTTP Response Content + 3'664 Bytes XML S EAL 14 <IstGesperrtBis xsiinil="{tue"/> @
15 <Korrespondenzanrede>=Sehr geehrt ﬁerrThaImann<,-"K0rrespondenzanrede>
- R n . 16 <! respohndenzanredelstFreit false</KorrespondenzanredeIstFreitexts>
|1_| =goapenv.Envelope xmins:soapenv="hitp.ifschermas xmil e e nNr>1DDD1?4DDB<,-’Perso}1§> <
18 <PersWgOID> Y
19 <Typ iinil="true”/> @
20 <Key>1100000000000856 3 /Key
21 </Person0ID>
z2 <Werheaperrexfalse< Merheaperre:
23 <3prache>0</3prache:
24 <LifeCycleStatus=1</LifeCyclestatus:
25 <LifeCycleStatusbatuns20071026< /LifeCycleStatusbatuns
26 <Kurzbezeichnuna:Thalmann. Andv< /Furzbezeichnun:
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\Map to Var Name:

|Var Handler G b €5 82
+ Extract Var from XML Data * —
HML FPath =soapenv.Envelope=

=gsoapeny.Body=
=java:PersonEroeffnenResponse:
=PersonDaten=
=Person=
=PersanQID=
=k ey=

Path Qce. MW |1

Recorded Value: 1100000000000856383"
f+ Extractwhole Yalue
{0 Extract Token from Yalue:

Token Delimiters | ="

Extract Token Mr.
YES v|

Tritn Whitespaces

Test Extract |

Extracted Value:
‘1100000000000856383"

il

]key

szsign var automatically to all HTTP requests
which contain the same text pattern {extracted

value)

Extract |

= Geburi [loop var]

+ &, Input File

=+ 1 & HTTP Reqguest Content Pattern

= Hame [loop var]

+ & lnput File =
1 | P
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7.7 HTTP File Uploads

If a recorded web surfing sessions contain HTTP file uploads, you can also use a variable for each file upload which allows to select the uploaded file
dynamically during the load test. Such a variable is often extracted from an input file whose lines contain different file names (without file paths).

\
HTTP Request Header @ @ .. fischer.com:8080 &

|_1| POST @ prxtool'sendetivvebMainMenu HTTP/1.1 =

|_2| Accept imagelgif, imagei-xkhitmap, imagelijpegy, imag

|_3| Referar: hitp:fwwiw d-fischer.com B0E0fprdooliservlet

|_4| AcceptLanguade: de-ch

|_5| ContentType: multipartform-data; bDundan-:---------_—-I-LI
b

(I I

iuploadFile={(._plu5_—.}|—ThaIidomide}mn{(._plus_—.)—Traﬂ
Download Content

| @ filename=CiScratchisnifier_test bt

|HTTP Disposition [31: |
| @ 1_upload_file_name=

[agrrm mee e —zaze . ran.
U]

[
)
=
=
=
]
]
-]

[1 [HTTP/.0 200 OK “l| | |Form [oq ™" =
[ 2 [ Content Type: TEXT/HTML [GET | mntoolizeretvebMainteny
|?| Expires: D |HIDDEN | & currentDir=-1

[4 [c:ache-contral no-cache, must-revalidate

=+ Assign Var to Multipart Form

Assign from Yar:
|dynamicFiIeNamej

Aszign |

= tynamicFileName [uservar]
+ &, Input File

Add Input File...

= FileMameList.td
&+ R File Scope: new line per user

Note: before you start the load test, you have to place all files which should be uploaded into the same project navigator directory where the compiled
load test program resides. Then — before you start the load test — you have to zip the compiled *.class of the load test program together with all files

which should be uploaded (and also together with all used input files). After this execute the zipped archive itself as load test program.

stsWUpload

I+ Zip selected files to: IUplﬂadZilﬂ

¥

v [ [ [
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7.8 Overview of most commonly used Extract and Assign Options

The following illustration is not exhaustive.

ff127.0.0.1:7990 - Proxy Sniffer: URL Details / ¥ar Handler - Mozilla Firefox

bertam="  LURL Details /|

Assign variable to a
CGl-Parameter

pagei

Assign variable to the
protocol, host name or
TCP/IP port of an URL

- 10| x|
N .
> Q @ & @ X
Help yFraiect fFearch Generdt  S3ve  Rafrash Close

hspx ttype=tt

Replace a text pattern of a form
parameter with a variable

I —
HTTP Requ* Header + fxcontroltest.at:443 @ HTTP Request Content + @ wnload

POST@

Aevelistatus.aspx ?type=tt1 &id=4496. 2

| @ <Grrr—————|

if, imagei-xhitmap, imageljpeg, in

@ Status1 ins_step1type=rbLeben

ontraol.te st.atflevelrstatus.aspx?t\-_

@ Statust ins_step1:subtype=rbRate

Assign variable to a il
form parameter EEED

1
2
3
4
4
41] URL call with a variable

Replace a text pattern of an

@ Status1:ins_steptimoNext=11

@ Status1:ins_steplimoMexty=g

= VIEWSTATE_2 [loop var]

il

_ILI 4+ 52 & HTML Form Parameter
*

HTTP Response Header +

HTTP Response Content + Forms Extract

HTTP/1.1 302 Found

|»

Form [0] | “Form1*

Extract a variable from [l :
Rrameter
a form parameter

Date: Fri, 07 Apr 2006 14:11:01 GMT

POST | @ stat

Server. Microsoft-[1S06.0

RADIO |

¥-Powered-By: ASP.MNET

RADIO | @ Status1:ins_stept:subtype=thaAtonce

RADIO | @ Statustiins_stepltype=rbLeben

1
2
3
4
B
il

Location ?Qwunmsnmm
Iy i

|
HTTP Responiz Content + 187 TML &

rype=ttl &id=449647 -
— id_1 [loopvar]
us1ins_stept:subtype=rbRate + 18 <R TextLine Pattern
+ 33 @ HTTP Reguest URI
= + 35 & HTTF Reguest URI
LI_I + 38 & HTTP Reqguest URI
=levid (loonuarl

t Content Paramete

+ 54 R HTTP Reguest Content Paramete

t Content Paramete

]

[N

| —
=html==hgkd= <title=0hject moved=ititle= d==hody=
=h2=0bje® moved to <a href="levellstatus.as e=1t22&amptid=0&amp;changed=False&amp;ig
<fhody==/timl=

Extract a text

[none]

Extract variable from a CGl
parameter of a HTTP redirection

Extract a text pattern from a

HTTP Response Content + Unigue Hyperlinks Extract

HTTP redirection into a variable

pattern from the response
content (HTML or XML data) into a variable

A File....

[none]

[U1 [ @ nevelrstatus aspx7iype=tiz 2&tid=0&changed=False&id=44647

Extract variable from a CGl
parameter of a hyperlink

Size +5%]

Adld Field...

of”

| Done
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7.9 Directly-Defined Variables (stand-alone Variables)

Variables are usually defined implicitly by creating Input Files, User Input Fields, using the Var Finder, or by
extracting values using the Var Handler. However, it is also possible to define variables directly for special-
purpose use. Depending on the scope, directly-defined variables can have special initial values which are set
during the load test by the load test program itself. Supported combinations of scope and initial values are:

Help

CER

PE{;Q@@«-%

o Search Generate Sawe
Mawigator Owverall Load Test Session

Refresh Close

Var Handler

Initial Value G |U |L |IL
constant value A rarard
null v v |v | v
current user counter v v | v
loop counter ars

inner loop counter - 4
system time milliseconds | ¥ [v" |¥" |
load source IP host name | ¥ | w3 | w3
load source IP address v | w33

G = [global var]

U = [user var]

L =[loop var]

IL = [inner loop var]

outer) loop counter overall users

1= (
2 = (outer) loop counter of the user
3 =

inclusive multi-homing support (chapter 12)

Initial Values:

- constant value: the variable is initialized with an arbitrary constant value
- null: the value of the variable is not valid / undefined at initialization time
- current user counter: the variable is initialized with the sequence number of the simulated user (0, 1, 2 ..)

Define New Stand-Alone Var:

War Mame: * |vCvalue

“ar Scope: | [user var]
[loop wvar]

Initial Walug:  (3) 12556
Cynull

Ocurrent user counter (01,2,
() loop counter (0,1,2.)

O system time milizeconds

() load source IP host name

() loadd source P address

\
%Q}!R

- loop counter: global var scope: the variable is initialized with the outer loop counter (0, 1, 2 ..) — counted over all simulated user / user var scope:

the variable is initialized with the outer loop counter of the actual simulated user (0, 1, 2 ..)

- inner loop counter: the variable is initialized with the iteration counter of the inner loop (0, 1, 2 ..) — of the actual simulated user
- system time milliseconds: the variable is initialized with the current operating system time, in milliseconds since 1970

- load source IP host name: the variable is initialized with the Exec Agent host name
- load source IP address: the variable is initialized with the Exec Agent IP address

© 2012-2016 Ingenieurbiiro David Fischer AG, Switzerland
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7.10 J2EE URL Rewriting

A Java (J2EE) application server can be configured by the developers of the web application such that a procedure called "URL rewriting" is used to
build the session context, instead of using session cookies. In this case, the server will assign at runtime a special dynamic session parameter to every
returned hyperlink, and to every form, which contains the session context.

An example of a hyperlink with applied URL rewriting is as follows:
<A HREF="http://lwww.d-fischer.com:8080/prxtool/serviet/WebMainMenu;jsessionid=bu3fyObbjl?currentDir=344">weiter</A>

The URL rewriting parameter is appended to the URL file path, separated by a semicolon, and appears before the normal CGI parameters which start
with a question mark.

Usually a Java application server supports both session cookies and URL rewriting; however, only one of these procedures is applied, on a per-user
basis, to build the session context. The inner algorithm of the application server works as follows:

1. When a web browser requests any page from the server for the first time, the server does not know if the web browser supports session cookies.
For this reason, the server sends a session cookie to web the browser and performs additionally URL rewriting for all hyperlinks and forms for the
first web page.

2. When the web browser requests a second page from the server, and transmits the received session cookie back to the server, the server will
then know that the browser supports cookies. For the current and all succeeding web pages, URL rewriting will no longer be done.

3. If on the second page request, the web browser does not send back the cookie, or if the application server is configured to disable the use of
session cookies (in which case an initial cookie will not have been sent anyway), the web server notes the absence of the session cookie and

does URL rewriting for the current web page, and all succeeding web pages.
You do not usually have to do anything special in this case because most Java application servers support var Handler B g{ £y 52
session cookies. However, if session cookies are disabled, you must first enable the support of URL rewriting
inside the Var Handler before the load test can be executed successfully. You will recognize the need for this | Enable thymamic URL rewriting: [
when you review the recorded URLSs in the main menu — if the URL rewriting parameter is found in all URL _ _ —
calls in the majority of web pages, you will have to enable URL rewriting support in the Var Handler. Rewrite Parameter:« [jsessionid

hap to War Mame: = |jsessi|:|nid

To do this, proceed as follows: Dynamic Handling: | automatically |

1. Click, in any URL detail menu, on the URL rewriting icon B inside the Var Handler * required f recormmendstion: use default
2. Enter the name of the URL rewriting parameter in the field Rewrite Parameter —— |

3. Enter an arbitrary variable name in the field Map to Var Name
Mote: dymamic URL rewriting is only needed for

4. Use the option automatically for the field Dynamic Handling load test against JZEE servers if session

cookies hawe been disabled at server side.
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After URL rewriting has been enabled, the Var Handler shows only the first extraction of the URL rewriting parameter - but not its assignment. This is
normal behavior because the assignment in succeeding URL calls will be done automatically later in the load test, without the need for additional
configuration.

War Handler Gra G B3 3¢ Note: the URL rewriting parameter may also have a name other than jsessionid because the name itself
] — ] can be configured inside the web application server. You must enter the actual parameter name in the
Enable dynamic URL rewriting: field Rewrite Parameter.
Yar extractors for dvnamic LIRL rewriting
successfully created. It is also possible that the value of the URL rewriting parameter can change during the web surfing
session; for example, after logging in to the web application, or after logging out. In this case, you will see
iorresponding var assigners for HTTP two or more extractors for the URL rewriting parameter inside the Var Handler.

requests are automatically applied.

= jsessionid [loop var]
+ 15 B URL Rewrite Context
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8 Generating Load Test Programs

Note that only URLs which are visible in the main menu are used by the load test program. This means that you can use the URL filter to exclude
certain types of URLs from being executed by the load test program:

Filter Input Fields:

e No Binary Data (Images ...): suppresses all URLs which are received along with a 200 (ok) HTTP status code, but with non-ASCII content data.
This will strip away all images and other kinds of binary data, such as flash animations.

e No CSS, JS (Only HTML): suppresses all successfully-received (200 ok HTTP status code) ASCII text-data which are not in HTML format. This
will strip away style sheets (CSS) and JavaScript files.

o No Cached Data (304): suppresses all browser-side cached URLSs received with a 304 (found) HTTP status code from the web server
(recommended option).

e No Errors: suppresses all URLs with an incomplete response from the web server, and also suppresses all error responses from the web server
(HTTP status codes equal to or greater than 400). If you do not activate this option, the load test will check that error is still there; that is, an error
= success.

e Host: suppresses all URLs which are not received from a given hostname. You may use this option to strip away foreign content such as
advertisements from a banner server. Additionally, the usage of an exclamation mark “I” in front of the hostname is also supported, which means
that items from this host are suppressed. Several host names can be entered, separated by commas (,) - with or without an exclamation mark.

Click on the Generate Load Test icon in the main menu or in the URL Details / Var Handler menu to generate the load test program.

\ £ http:/f127.0.0.1:7990/dfischerjwebadmininterf ace/htdocs/dataR ecardDetails. htmiPdisplayIndex=21 7
T R @ + B8 @ b @ : j
il b Fage Personal Project Load Test Generate ﬁnal_\(se Refresh $e¢  Drowy Sniffar - F.:{(.\, sckh s ;E « R
Tools  Scanner Settings Mawigator  Jobs Load Test Load Tests Display : web Admin URL Detalls )‘ Val’ Handler Help Namjgeacttor Usir,g” Loear:jerthSet Sesagleon Refresh Close
Recorded ltems: 80 [E s a0 3 ftem |21 v |onPage 2 v |:Download = GET http://192.16.4.5/download_en.html
Recording State: STOPPED S Setm o SeR SR oiEd @ € prev next p B <= 200 (OK) "TEXTHTML" (21'096 bytes)
[ATTP Request Header @ @+ 192.16.4.5:80 & | ® e & o £ 52 |
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Normally, you should only have to enter the name of the load test program and to configure the Runtime Execution Behavior (serial or parallel
execution order of the URLs within the Web pages — applied per simulated user), without having to choose or modify any other options.

Special options are only needed if: =1oix]
‘ 127.0.0.1: 7990/ dfischer fwebadmininterface/PopupCreatel oadtestweblet ‘
o You have to execute the load test over an outbound proxy 4+ @ R
server (see chapter 3.1.2.1) /.. ZebraTester  Generate toad Test Program IR S Y

A N
Load Test Program —Mms selected: 3 Pages- 40 URLs
Java™ Classname:* & |[TEST_03

o You want to use more than one user account for Basic
Authentication or if Digest Authentication is required against the

Content Test Algorithm: |[+] apply theuristic) methads from recorded session to check received content ¥ |

web server Character Encoding: 150-38509-1
. . . . Generate External Files for XML and SOAP Request Dala:l = 4096 Bytes 'l
o NTLM authentication was required to record the web surfing . I _ _ _
B} required. ender a "simple" classname for the oad test program, with no path and no file exdension.
session
. . . . HTTP Protocol Options [&]
o An X509 client certificate was required to record the web surfing HITP Protocol Version: S| Allow Keep-Aive: 7
Session (See Chapter 3123) Strip Referer Header Field: Il Strip Accept Header Field to == : [~

Load Test over HTTP(S) Proxy: @b [ Apply next prowy configuration from Personal Settings

HTTP ! $SL Authentication Options & ]
I ngut Flelds Basic Authentication: - Apply individual Basic Authentication per user from input file (hasicauth.tf)

Digest Authentication: [T ¢ Apply individual Digest Authentication per user from input file (digestauth b
o Java™ Classname: Desired name of the load test program. @ use common Usermame Password:

NTLM Authentication: r | use camrman MTLM account from Personal Settings menu =l

e Content Test Algorithm: Defines how the received content of the
URL calls will be verified during the load test:

PKCS#12 Client Certificates: [ I apply individual PKCE#1 2 certiicate per userfram inputfile (akes1Zauth.bd) ﬂ

DER/PEM Client Certificates: [ | apply individual DERPEM certificate per user fram input file {dpClientCerts bd) j

[+] apply (heuristic) methods from recorded session:
Means that the automatically-applied content test algorithms
will be used, including for modifications which have been
done manually (see section 4.2.2). Additionally, the
received HTTP status code (200, 302..) and the MIME type (text/html, image/gif ..) of each URL call will also be verified. This is the only
option which ensures that the received web pages are correctly verified.

Program Description: |C\demn web app

Cantinue | recommeandad: wil be displaved as hint in Profect Navigator

[x] compare all URL calls with recorded size (+/- 5%): Means that only the size of the received content is compared with the recorded
size. The automatically-applied test algorithms will not be applied during the load test; however, the HTTP status code and the MIME type
will be verified. The allowed tolerance range of the received size is implicitly set to +/- 5% for all URL calls. This option is not recommended
because you may get misleading errors if a dynamically-generated HTML page changes in size, or you may not detect some errors which
are embedded within a HTML page which is of the correct size.

[-] none - content test disabled: Means that only the HTTP status code and the MIME type will be verified during the load test. The
results of such tests are often invalid because errors embedded within an HTML page will not be detected.

e Character Encoding: Defines which character set is used to search for strings within the received content, and for data read from Input Files.
Usually you can use the default option "OS Default" which means that the default character set of the (local) operating system is used; however, if
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you execute remote tests on other operating systems different from your local OS (Windows -> Unix), it is recommended that you use the character
set ISO-8859-1 to avoid problems with special characters, such as umlauts

e HTTP Protocol Version: Usually the HTTP protocol version 1.1 should be used for load tests. This protocol version is supported by all newer web
browser and web server products, and allows the re-use of network connections over several URL calls (HTTP keep alive option). If HTTP protocol
version 1.0 is chosen, the network connections cannot be re-used, and a new network connection is opened and closed for each URL call.

o Allow Keep-Alive: the re-use of network connections can also be disabled for HTTP protocol version 1.1 using this option; however, this is not
recommended.

o Strip Referer Header Field: The HTTP referer header field is not commonly used by web applications, and therefore often dropped by (local)
internet security tools. Enabling this option reduces the data transfer and makes the load test program smaller.

e Accept */* Header Field: The HTTP accept header field is not commonly used by web applications, but contains a long text string. Setting the
accept header field to */* reduces the data transfer and makes the load test program smaller.

¢ Load Test over HTTP(S) Proxy: This option allows the execution of a load test through an (outgoing) proxy server by applying the next proxy
configuration from the menu "Personal Settings". You should use this option only if you have no direct TCP/IP connection between the load test
program and the web server.

e Basic Authentication: This option enables user-specific, individual, basic authentication against the web server. Please note that ZebraTester
already automatically supports "common" basic authentication. If all simulated users use the same username and password for basic authentication,
this option must not be enabled. If this option has been enabled, you must manually create an Input File - named basicauth.txt - which contains a
line for the username and the password for each simulated user. These two elements on each line must be separated by semicolons (;). The Input
File must be located in the same directory as the generated load test program. After compiling the load test program inside the Project Navigator,
you must first ZIP the compiled class of the load test program together with the basicauth.txt file and then execute the zipped archive itself as the
load test program.

¢ Digest Authentication: This option enables digest authentication against the web server. If you choose the option use common Username /
Password, the same username and password is used for all simulated users. By choosing the option Apply individual Digest Authentication per user
from input file, each simulated user uses its own username and password. In such a case you must manually create an input file - named
digestauth.txt - which contains on each line the username and the password per simulated user. These two line-elements must be separated by
semicolons (;). The input file must be located in the same directory where the generated load test program is stored. After compiling the load test
program inside the Project Navigator, you must ZIP the compiled class of the load test program together with the digestauth.txt file and then you
must execute the zipped archive itself as load test program.

e NTLM Authentication: This option enables NTLM (Windows) authentication. If you choose the option use common NTLM account from Personal
Settings menu (see chapter 0), the same NTLM username and password is used for all concurrent users. By choosing the option apply individual
NTLM account per user from input file, each simulated user uses its own username and password, in which case you must manually create an
Input File - named ntlmauth.txt - which contains a line for the domain, the username, and the password for each simulated user. These three
elements on each line must be separated by semicolons (;). The Input File must be located in the same directory as the generated load test program.
After compiling the load test program inside the Project Navigator, you must first ZIP the compiled class of the load test program together with the
ntimauth.txt file and then execute the zipped archive itself as load test program.
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HTTPS Client Certificates: This option enables HTTPS X509 client certificate authentication on the load test program. If you choose the option use
common, active PKCS#12 certificate from Personal Settings menu (see chapter 3.1.2.3), the same client certificate is used for all simulated
users, and this certificate will be automatically transferred into the source code of the load test program. If you choose the option apply individual
PKCS#12 certificate per user from input file, each simulated user uses its own certificate, in which case you must manually create two Input Files:

- pkcsl2auth.txt - a text-file which contains a line for the PKCS#12 filename, and the password of the PKCS#12 file, for each simulated user.

These two elements on each line must be separated by semicolons (;)

- pkcsl2certs.zip — a zip-file containing, in one archive, all PKCS#12 client certificate files which are referenced in pkcs12auth.txt.

Both Input Files must be located in the same directory as the generated load test program. After compiling the load test program inside the Project
Navigator, you must first ZIP the compiled class of the load test program together with the pkcs12auth.txt file and pkcs12certs.zip files. Then you

must execute the zipped archive itself as load test program.

Program Description: optional, arbitrary text description of the load test program. The description will be transferred to the generated Java code.

Hint: Instead of clicking on the Continue button, you can also just press the enter key. The following dialogue will then be displayed:

il
| 127.0.0.1: 7990 dfischer fwebadmininterface/PopupCreatel oadtesteblet?action=createPrograméclassname=TEST_O3#selectContent Test=0&selectCharEncoding=2fselectt |
N
/., ZebraTester Generate Load Test Program pim “ @ X
Help Mo Back Refresh Close
Load Test Program TEST_03.java ready fo save.
D MyTests\ = @ Display Load Test Program TEST 03 java
EmyTests - Response Verification Summary [+] =
URL Execution [i] AR _PoralTest Page #1: Start Page =
Setial Executed HE s vas 1 @, "ielcome to our ticketing sitel”
Parallel Executed -0 A vazm 2 @R, [content varification disablad] [ne failure action]
Tinoeis m. Ve LB AnicacoseTooL arge 33 @&, [content verification disabled] [ne failure action]
44 R, [content verification disabled] [ne failure action]
Switch to Serial Exec HET AnicacodeTooLarge? 5 15] R, [content warification disablad] [ne failure action]
- -3 AnicaLargeRequest 6 [ @&, [content verification disabled] [ne failure action]
Swvitch to Parallel Exec. 3 apica_n 7@ @, [content verification disabled] [no failure astion]
B pica_emary EE @R, [content varification disablad] [ne failure action]
=3 AnpDynamicsSetup 0@ @, [content verification disabled] [no failure action]
-3 AppleBugd 10 (1] % [cantent werification disabled] [ne failure astion]
1 11 [content werification disabled] [ne failure astion]
(30 AepledUnITBLY 12[2] R [contentverification disabled] [no failure action]
—D ApplePageScanner 12012 R [contentwerification disabled] [ne failure adtion] L |
T AnpleProtobur 14[14] R [content verification disabled] [no failure action]
| B 8rian 16 [18] R [content verification disabled] [no failure action]
_ 17 [17] & [content verification disabled] [no failure astion]
HE mobiliyz015 18 [18] R [contentwerification dizabled] [ne failure action]
-3 MonitoringTemplates 19 18] R [content verification disabled] [no failure action]
L Plugins 22[20] & [contentwerification disabled] [ne failure astion]
23[21] R [content verification disabled] [no failure action]
—+[] ProtobufExamples 24[22] A [contentverification disabled] [no failure action]
I_l':, ExamplehiuttinleMessages 26[22] & [contentwerification disabled] [ne failure astion]
N - hd 26 [24] R [content verification disabled] [no failure action]
4| [ Ll_l 27 [25] A [contentverification disabled] [no failure astion] =l

XGenerate Load Test Program! | ¥ Owenatite & Compile
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On the left-hand side, you can choose the Project Navigator directory in
which the load test program will be stored. The current directory is
marked in blue. You can also create new subdirectories by clicking on
the & icon.

On the right-hand side, the title Display Load Test Program is shown.
This allows you to view/examine the automatically- generated load test
program before it is stored.

Directly below this, the Response Verification Summary is shown.
This contains an extract of the automatically-applied content test
configuration. The overview contains only URLs

a) whose received content is verified by a search string (text
fragment), or

b) whose content test configuration was manually modified; for
example, a disabled content test configuration for a particular
GIF image because it was a rotating banner advertisement

Here you can again modify the content test configuration by clicking on
the corresponding magnifier icons. It is recommended that you save the
web session after you have made any changes. This can be done by
clicking on the 8 icon.
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Enable the checkbox Overwrite & Compile and then click on the Save Load Test Program button to store and compile the automatically-generated

load test program. The Project Navigator menu will then be displayed:

) PRX: Project Navigator - Mozilla Firefox
£ hktp:fi127.0.0,1:7990]dfischer fwebadmininterf ace/PopupDirectoryhavigatorweblet7selectDir=CzpeR Gard L IbnRIHVUZ CBF aWSzd GsbHYLZ 2V UXG 1 1 dGIUZ LxQem34elhuaWZmZ X I TAUZXNOCWE 57

. o @i B h ¢ X

:oo Proxy Sniffer
H Wweb Admin Setup Metwork  Jobs  fnalyse Refresh Close

Project Navigator Halp

Ooie

roxySniffer MyTests

C:\Dokumente und Eil

Program Test01.class created

File =7 [5] Size Modified 7 <

MyTests

[ Plugine
DF{eponTemp\ates

DScnmExamp\es

1 Trash &1 Testot podat
) TR

332'938 28 Oct 2009 22:52.04

RS 20 Nt NG MR R

The newly-created (and compiled) load test program is
marked with a dark blue background and can now be

started by clicking on the & icon.
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8.1 Load Test Programs with Dependent Files

Executable load test programs (*.class files) which use dependent files such as Input Files or Plug-Ins must first be zipped together with the dependent
files into a single ZIP archive. Thereafter, the ZIP archive itself must be started as the load test program. The GUI checks every time when a simple
load test program (*.class file) is started to see if Input Files or Plug-Ins are needed. If so, you will receive an appropriate information message, with the
hint that you must build a ZIP archive for the load test. This can easily be done by just clicking on the “>> ZIP and execute...” button:

) PRY: Execute Load Test - Mozilla Firefox

£ hitp:/f127.0.0.1: 7990/ dFischer/webadmininterFace PopupDirectoryNavigatarStartl o adTestWeblet?FlePathBa4=CzpcRiaor dW IbnRIHYUZCEF WS 2dGYsbHYUZZYUXG: § 7

3 rax niffer = - \%
o0 Doy S Project Navigator - Execute Load Test Pt ﬁ' Rf.:sh ;}"

Start Load Test: Test01

This load test program must first be zipped with other files before it can be executed.
Click onthe "== ZIP and execute..” buttan ta combine the compiled load test program together with the input file{s) and the plug-in(s) to a ZIP archive

New Zip Archive: Test1.zip
Load Test Program: Test1.class
Input Files; Accounts bt
\ Plug-ins: PrithortFailedTesty1 0.class

> 71 and executte...|

Mote: executahle ZIP archives are can also be created manually using the ZIP icon B inside Project Navigator. You only have to create the ZIP archive once;
afterwards, you can just start the zipped load test program. ITthe date of one of the files which has been added to the ZIP archive is newsr than the date of
archive itself, you will be asked, atthe start of the load test, ifthe archive should be automatically re-zipped

T £ Navigater - Microsalt Itemnet Bxplorer s ol
P e Project Navigator .
= fotzn cortruns | =]
=Ll & e ko Modfion i (5] (7 [ 3 waman e O @GO
BugFt B y— wanar s N G
* E‘I_- o By g a7 453 ) N R
ssche e + -~
o s 1 - | f i (=i
ot & 35935 25,00l 2004 0030:32
e 8 st DHEIA 2402004003 |
1 Tsn &) tesl fischer_2500104_D00733_1ui Lppaes. B7T 2502004000742 T
&) et tachen 2805 000987 1K1 Lprass 7336 2094000000
&

Daone:

Background information: load test programs can also be transferred and
executed on remote systems in the same manner as on the local system;
therefore, all data which are needed during program execution must be
packed to one ZIP archive.

If the load test program contains other dependent files which are not Input
Files and not Plug-Ins — for example files which should be uploaded to the
web server — you have create the ZIP archive manually by using the ZIP
functionality of the Project Navigator. The corresponding instructions are
displayed in the lower part of the window.

Hint: if the date of one of the files which has been added to the ZIP archive is newer than the date of archive itself, you will be asked, at the start of the
load test, if the archive should be automatically re-zipped. This means that you only have to create the ZIP archive once; afterwards, you can just start

the zipped load test program directly:
EMﬂests

= File 72 (5] size Modified =% £ B [ B3
Plugins

[ ReportTemplates 20873 s00ctz008 214803 [ )RR ER
{3 scriptExamples b TestOl.class 43'901 300ct200921:3528 [ ﬁ@,
T Trash &) Testot java 116233 a0oct2009213527 [ SR QR
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9 Executing Load Test Programs

After the load test program has been called by the Project Navigator, you must enter the test input parameters for the test run (a single execution of the
load test program is also called “test run”).

The most important parameters are Number of Concurrent Users and Load Test Duration. You should also enter a small comment about the test run
into the input field Annotation.

Input Fields:

- save as template: stores all load test input parameters o [=TE
addltlona”y |nS|de a XML template (See Chapter 95) Later, thIS | 12?.0.0.1:?99DJ‘dFischer,l’webadmininterFace,l’PopupDirect0ryNavigat0rStartL0adTestWeblet?FiIePath864=szcc2Ny\"><RjaDJcT><IUZ><NDcleRVNUXZ|
template can be used to rerun (repeat) the same load test. /. ZebraTester Project Navigator - Execute Load Test Jil% Rl C;s@

- Execute Test Form: denotes from which computer or load Execute Load Test Job: TEST_03
releasing cluster the load test will be executed. If you did not Load Tes TP PE e [+ aave a= termplate TEsT_03sm
define additional remote Exec Agents or Exec Agent Clusters S [oet LovaiEvecn

. “ “ o H - gemj
_(ch_aptgr 11), only the option “Host: chal Exec Agent* is available, Number of Concurrent Users [ i
indicating that the load test program is executed by your local L oad Test Duration [T i
SyStem' Max. Loops per User Iunlimited 'l

- Number of Concurrent Users: number of users which are Startup Belay per tiser 200 Millseconds
simulated during the IOad test Max. Metwork Bandwidth per User Iunlimited vlDownIink Iunlimited vlUpIink

' Request Timeout per URL |6D 'l Secaonds

- Load Test Duration: planned test duration. After the test duration Max Error-Gnapshots [20m8 memory =
has elapsed, each user will terminate the current loop (repetition of Statistic Sampling Interval [15 =] seconds
the web surfing session) before the test run completes; thus, the Additional Sampling Rate per Page Call [ 100% ]
duration of the test run will be a little bit longer than the planned Additional Sampling Rate per URL Call  [20% x| Add (3] |- recommended [
test duration given here. If the value of the input field Max. Loops Debug Options | none - recommended =
per User is not set to unlimited, the test run may complete before Additional Options (5] | sstal |
the planned test duration elapses because all users have already Monitring Controller Template [£) [- |
executed their maximum number of loops. pnnotation* [FrETTos o)

- Max. Loops per User: maximum number of surf session SSCORE™  reconmendes wilbe diplaved s hinkn Pt Nvigator
repetitions per user. If the value of the input field Load Test

Duration is not set to unlimited, the test run may complete before
the planned test duration elapses because all users have already executed their maximum number of loops.

- Startup Delay per User: usually concurrent users are not started at exactly the same time because this, rather unusual, scenario will overload
the web server immediately. This parameter controls how much time will elapse before an additional user will be started (ramp-up of load at
start).
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Max. Network Bandwidth per User: allows you to reduce the maximum network bandwidth per user in order to simulate slow network
connections to the web server; for example, connections over DSL or modem lines. The downlink and the uplink speeds can be adjusted
separately to simulate asymmetric network bandwidths.

Request Timeout per URL: timeout in seconds per single URL call. If this timeout expires, the URL call will be reported as failed (no response
from web server), and the emulated user will abort the current loop and continue with the next loop.

Max. Error-Snapshots: limits the maximum number of error snapshots taken during load test execution (see chapter 10.2). Either the maximum
memory used to store error snapshots can be configured (recommended - for cluster jobs: value overall cluster members), or alternatively the
maximum number of error snapshots per URL can be configured (not recommended - for cluster jobs: value per Exec Agent).

Statistic Sampling Interval: statistic sampling interval during the load test in seconds (interval-based sampling). Used for time-based overall
diagrams like for example the measured network throughput. If you run a load test over several hours, it is required that you increase the statistic
sampling interval up to 10 minutes (600 seconds) to save memory. If the load test runs only some minutes you may decrease the statistic
sampling interval.

Additional Sampling Rate per Page Call: captures the measured response time of a web page each time when a simulated user calls a web
page (event based sampling). Used to display the response time diagrams at real-time as well as in the Analyse Load Test Details menu. For
endurance tests over several hours it is strongly recommended that the sampling rate for web pages is set between 1% and 5%. For shorter tests
100% sampling rate is recommended.

Additional Sampling Rate per URL Call: captures the measured response time of a URL each time when a simulated user calls a URL (event
based sampling). Used to display the response time diagrams at real-time as well as in the Analyse Load Test Details menu. For endurance tests
over several hours it is strongly recommended that the sampling rate for URL calls is disabled or set to 1% or 2%. For shorter tests 100%
sampling rate is recommended.

In addition to capturing the response time of the URL calls further data can be captured by using one of the following Add options

o ---recommended: no additional data are captured.

o Performance Details per Call: additionally collects the network connect time, the request transmit time, the response header wait time,
the response header receive time, and the response content receive time of the URL calls.

o Request Headers: additionally collects the request headers of the URL calls.

o Request Content (Form Data): additionally collects the request content (form data) of the URL calls.

o Req. Headers & Content: additionally collects the request headers and request content (form data) of the URL calls.

o Response Headers: additionally collects the response headers of the URL calls.

o Resp. Headers & Content: additionally collects the response headers and the response content of the URL calls.

o All - without Resp. Content: additionally collects the request headers, the request content, and the response headers of the URL calls.
o All - full URL Snapshots: additionally collects all data of the URL calls.
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Warning: capturing additional URL data takes much memory and uses also much CPU. Therefore the test duration should not exceed 10
minutes if you use one of these add-options in combination with 100% sampling rate per URL call. Reducing the sampling rate to 10% may
allow a load test duration up to 30 minutes.

Hint: these additional URL data can be displayed and/or exported in the form of an HTML table when the test run has been completed (see
Chapter 10.1.5).

- Debug Options: these options allow you to debug the inner workings of the load- test program. The result is written to the "job_*.out" file, which
is usually only used to analyze internal errors in the load test program:

O

none — recommended: recommended default value. Note that all measured performance data, and all error snapshots, are already
stored inside the result file (*.prxres); therefore, special debug options are not necessary in order to analyze the load test result.

debug failed loops: writes the log data of all executed web surfing sessions (loops) that have failed to standard output, including
information about dynamically-extracted session parameters and Input Files.

debug loops: writes the log data of all executed web surfing sessions (loops) to standard output, including information about dynamically-
extracted session parameters and Input Files.

debug headers & loops: includes the above option “debug loops” and, in addition, writes out all transmitted and received HTTP headers
to standard output.

debug content & loops: includes the above option “debug loops” and, in addition, writes out all transmitted and received HTTP content
data to standard output; however, this option only writes out data which has been transmitted or received in ASCII format, such as HTML
form parameters and HTML, XML, SOAP, or CSS style sheet data - but no binary data, such as images.

debug cookies & loops: includes the above option “debug loops” and, in addition, writes out all received and transmitted cookies to
standard output.

debug keep-alive & loops: includes the above option “debug loops” and, in addition, writes out additional debug information about re-
used network connections to standard output.

debug SSL handshake & loops: includes the above option “debug loops” and, in addition, writes out additional debug information about
SSL handshakes to standard output.

- Additional Options: these options allow you to enter special options. All special options keywords begin with a minus sign. Several options can
also be combined (separated by space characters):

O

-multihomed

Forces the Exec Agent(s) to use multiple local IP addresses when executing the load test. This option is only used by the Exec Agent(s) if
multiple 1P addresses are configured at the operating system level, and are assigned to the Exec Agent configuration (see Chapter 12).
The effect of this option is that each user uses, during the load test, its own client IP address. If fewer IP addresses are available than
concurrent users are running, the IP addresses are averaged across the users.

-dnshosts <file-name>
Effects that the load test job uses an own DNS hosts file to resolve host names - rather than using the hosts file of the underlying
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operating system. Note that you have to ZIP the hosts file together with the compiled class of the load test program. To automate the ZIP
it's recommended to declare the hosts file as an external resource (w/o adding it to the CLASSPATH).

o -dnssrv <IP-name-server-1>[,<IP-name-server-N>]|
Effects that the load test job uses specific (own) DNS server(s) to resolve host names - rather than using the DNS library of the underlying
operating system.
When using this option, at least one IP address of a DNS server must be specified. Multiple DNS servers can be configured separated by
commas. If a resolved DNS host name contains multiple IP addresses the stressed Web servers are called in a round-robin order (user 1
uses resolved IP Address no. 1, user 2 uses resolved IP Address no. 2, etc.).

o -dnsenattl
Enable consideration of DNS TTL by using the received TTL-values from the DNS server(s).
This option cannot be used in combination with the option -dnsperloop.
Note: when using this option the resolved IP addresses (and therefore the stressed Web servers) may alter inside the executed loop of a
simulated user at any time - suddenly from one URL call to the next one.

o -dnsfixttl <seconds>
Enable DNS TTL by using a fixed TTL-value of seconds for all DNS resolves. This option cannot be used in combination with the option -
dnsperloop.
Note: when using this option the resolved IP addresses (and therefore the stressed Web servers) may alter inside the executed loop of a
simulated user at any time - suddenly from one URL call to the next one.

o -dnsperloop
Perform new DNS resolves for each executed loop. All resolves are stable within the same loop (no consideration of DNS TTL within a
loop).
This option cannot be used in combination with the options -dnsenattl or -dnsfixttl.
Note: consider when using this option that the default or the configured DNS servers are stressed more than usual because each
executed loop of each simulated user will trigger one or more DNS queries.

o -dnsstatistic
Effects that statistical data about DNS resolutions are measured and displayed in the load test result, by using an own DNS stack on the
load generators.
Note: there is no need to use this option if any other, more specific DNS option is enabled because all (other) DNS options also effect
implicitly that statistical data about DNS resolutions are measured. If you use this option without any other DNS option, the (own) DNS
stack on the load generators will communicate with the default configured DNS servers of the operating system - but without considering
the "hosts" file.

o -mtpu <number>
Allows to configure how many threads per simulated user are used to process URLSs in parallel (simultaneously). Note: this value applies
only for URLs which have been configured to be executed in parallel.

o -nosdelayCluster
Effects for Cluster Jobs that the Startup Delay per User is applied per Exec Agent Job instead of applying it overall simulated users of
the Cluster Job. Thus a faster ramp up of load can be achieved.
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O

-setuseragent "<text>"
Replaces the recorded value of the HTTP request header field User-Agent with a new value. The new value is applied for all executed
URL calls.

-collect <measuring agent host>[:port][,<measuring agent host>[:port]]... example: -collect measuringhostl,measuringhost2
Forces the load test program to collect additional data from external measuring agents. Such data contain for example system operating
values like CPU usage and memory consumption of the Web server and the database server.

-sslcache <seconds>
Alters the timeout of the user-related SSL session cache. The default value is 300 seconds. A value of 0 (zero) indicates that the cache is

disabled.

-sscreset
Resets the user-related SSL session cache per loop (default: no reset per loop)

-sslcmode
Applies SSL (https) compatibility workarounds for buggy SSL servers. You may try this option if you consistently receive the error
message "Network Connection aborted by Server" for all https calls when executing the load test.

-tz <timezone>
Allows you to set another time zone to be used during the load test, For a list of supported time zones: see the Application Reference
Manual, Chapter 6.

-Xbootclasspath/a:<path>
Specify for the load test job a path of JAR archives and ZIP archives to append to the default bootstrap class path.

-Xbootclasspath/p:<path>
Specify for the load test job a path of JAR archives and ZIP archives to prepend in front of the default bootstrap class path.

- SSL.: specifies which HTTPS/SSL protocol version should be used:

O

O

O

O

O

All: allows you to detect the best SSL protocol version automatically. The TLS 1.2 protocol is preferred; however, if it is not supported by
the web server, an older TLS version or SSL v3 is used. This is standard behavior implemented by many commercial web browser
products.

TLS12: sets the SSL protocol version to TLS version 1.2
TLS11: sets the SSL protocol version to TLS version 1.1
TLS: sets the SSL protocol version to TLS version 1.0
v3: sets the SSL protocol version to SSLv3

- Annotation: here you should enter a short comment about the test run, such as purpose, current web server configuration, and so on. This
annotation will be displayed on the result diagrams.
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9.1 Starting Exec Agent Jobs

If you have specified that the load test program be executed by a single Exec Agent (but not by an Exec Agent Cluster - see Chapter 11), the load test
program is transmitted to the local or remote Exec Agent, and a corresponding load test job - with a job number - is created locally within the Exec
Agent. The job is now in the state “configured”; that is, ready to run, but the job is not yet started.

2) PRX: Start Job 1333 - Mozilla Firefox

i+ http:)f127.0.0.1:7990/dfischer/webadmininterf acePopupExecAgentStartConfigWweblet ?execAgentid=125676 1045921 &jobId=1333 b
s0e

i ; < & R
44+ Droxy Sniffer

¥ Wi hdmin Start Job 1333 on Local Exec Agent Wep  Jobe R Cose

Exec Agent Local Exec Agent — Job: 1333

Job State: canfigured

Test: Test01
Test Arguments: (£ -u100-d 1200 -t 0 -sdelay 200 -maxloops 0 -sampling 15 -percpage 100 -percurl 20 -maxerrmem 20 -nolog -annotation "First test run (untuned)”
Coneurrent Users: 100

Planned Test Duration: 20:00 min
Max. Loops per User, unlimited

i>> Start Load Test Joh'

Display Real-Time Statistic

Schedule Job 1333 for  Day: | today w | Time (HourMinute): |22« ;|50

Schedule Job

Dane

Hint: each Exec Agent always executes load test jobs as separate
background processes, and is also able to execute more than one job
at the same time. The option Display Real-Time Statistic only means
that the GUI opens an additional network connection to the Exec Agent,
which reads the real time data directly from the memory space of the
corresponding executed load test program.

Click on the Start Load Test Job button to start the job.

If you have de-selected the checkbox Display Real-Time Statistic, the
window will close after a few seconds; however, you can - at any time -
access the real time statistic data, or the result data, of the job by using
the Jobs menu (see chapter 9.3) which can be called from the Main
Menu and also from the Project Navigator.

Alternatively, the load test program can also scheduled to be executed at a predefined time. However, the corresponding Exec Agent process must be
available (running) at the predefined time, because the scheduling entry is stored locally inside the Exec Agent jobs working directory which is monitored
by the Exec Agent itself. Especially, if you have started the local Exec Agent implicitly by using the ZebraTester Console - AND if the scheduled job
should run on that local Exec Agent, you must keep the ZebraTester Console Window open in order that the job will be started .

1 This restriction can be avoided by installing the Exec Agent as a Windows Service or as a Unix Daemon (see Application Reference Manual).

Note: if you close the window without clicking on the Start Load Test Job button, the job remains in the state "configured" or “scheduled”. Afterwards
you can use the Jobs menu to start or delete the job, or to schedule or cancel the schedule of this job.

) hitp://127.0.0.1:7990 - PRX: Main Menu - Mozilla Firefox
File Edit Wiew History Bookmarks Tools  Help

4+ @
. . Page Personal Project  Load Test
Professional Edition Help Tools  Scanner  Settings Mavigator  Jobs

h

Generate  fnalyse Refresh
Load Test Load Tests Display

$oe Main Menu ‘E

34 Proxy Sniffer
- web Admin

a B ®» M « |

Recorded ltems: 40
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9.1.1 Real-Time Job Statistics (Exec Agent Jobs)

Real-time statistics shown in this window are updated
every 5 seconds for as long as the load test job is

2} PRX: Job 188 - Mozilla Firefox

: http:ff127.0.0.1:7990/dfischer jwebadmininterf ace/PopupDirectoryMavigatorDisplayLoad TestWeblet #fileP athB64=CzpcRGOrdW1IlbnRIIHYUZ CBF aWSz runn | n g

fo EH @ X

*#¢  Proxy Sniffer H H e . . . .

3 Web Admin Project Navigator - Execute Load Test Help  Jobs Refresh Close You may abort a running load test job by clicking on the

Response Time Overview frms cammand  EfTOr Overview j Statistical Overview [~ Abort Job button. This will take a few seconds because

Jof Diagrams delay 200-m D'agrams 00 percuri 100-mg D1agrams the job writes out the statistic result file (*.prxres) before
it terminates.

Test started at 13 Oct 2009 20:18:48 ECT / ned test duration 1500 min / 7:32 min elapse

Web Transacti Rat Sessi Fail 1 red E Humber of Use Waiti Use . . . .

e e 07 S i Note: closing this window will not stop the load test
ool..| ServerThroughput g BN v 200 Number of Users job. If you close this window you can later acquire the
* (URL calls per second) Fatal Errors  [~+| Non-FatalErrors Waiting for Response i di i
soof - L~ — (red bars) | (vellow bars) a0 (purplebars) !oad_ test re_sult or re_tur_n to this dlalogug (if th_e load te_st
200 [ ht--3Hihost L oL L T \ 100 m is still running) by clicking on the Jobs icon in the Main
100 Im‘ — i 50 I Menu or in the Project Navigator window (see chapter

i -1 o % E’l T o B 9.3)
minutes minutes minutes

Total Passed URL Calls: 89'094 Total Passed Loops: 3440 Users Waiting For Response: 2 of 200

Total Failed URL Calls: 1"254 Total Failed Loops: 743 TCP Socket Connect Time (ms): o

HTTP Keep-Alive Efficiency (%) a95.5 E User's Think Time per Loop (sec) 0.0 AV Network Throughput (uibit/s): 23.30

AW Web Trans. Rate ( callsfsec). 194.7 Session Time per Loop (sec) w0 Total TRnsmitted Bytes: 1°333'041'957

e o+ E——] OVerview about Execution

Steps of simulated users

Done

| Remote Exec Agent | Job 188 | Real-Time Comment | 2dd |
Jok Parameter: Test0d -u 200 - 900 -t 60 -sdelsy 200 -maxloops 0 -zampling 15 -percpage 100 -percurl 100 -maxerrmetn 20 -nolog

e <Exec Agent Name> or <Cluster Name>: The name of the Exec Agent - or the name of the Exec Agent Cluster - which executes the load test job
(see also chapter 11: Distributed Load Tests — Architecture and Configuration)

e Job <number>: Unique job ID (unique per Exec Agent, or unique cluster job ID).

e Real-Time Comment: If real-time comments are entered during test execution, these comments are later displayed inside all time-based diagrams
of the load test result detail menu.

e Job Parameter: The name of the load test program, and the program arguments (test input parameter).

© 2012-2016 Ingenieurbiiro David Fischer AG, Switzerland All Rights Reserved Page 85/ 176


http://127.0.0.1:7990/dfischer/webadmininterface/htdocs/helpRealTimeComments.html
http://127.0.0.1:7990/dfischer/webadmininterface/htdocs/helpAnalyseLoadtestDetails.html
http://127.0.0.1:7990/dfischer/webadmininterface/htdocs/helpLoadTestProgramArguments.html

ZebraTester V5.5 User's Guide

thszec lleb Transaction Rate
+
0o

400

00

200

100 [

1] | It |

| 5

-5 -4 -3 -2 =il

*
1]

minutes

Total Pazzed URL Calls: 20094
Total Failed URL Calls: 1254

HTTP Keep-Alive Efficiency (%) 955
AW izh Trans, Rate (URL callsizec) 1947

The Web Transaction Rate Diagram shows the actual number of (successful) completed URL calls per second,
counted overall simulated users.

By clicking on this diagram, the Response Time Overview Diagrams are shown (see chapter 9.1.1.1).

Total Passed URL Calls: The total number of passed URL calls since the load test job was started.

Total Failed URL Calls: The total number of failed URL calls since the load test job was started.

Keep-Alive Efficiency (%): The efficiency in percent about how often a network-connection to the web server was
successfully re-used, instead of creating a new network connection. This (floating) average value is calculated since
the load test job was started.

AV Web Trans. Rate (URL calls/sec): The (floating) average number of (successful) completed URL calls per

second, calculated since the load test job was started

Ses<ion Failures ~ Ignored Errors

s
2350

200

1:0

100

50

I A T
3 -2

-1

fi] | ||1
-5 -4 o

*
o

Mminutes

Total Pazszed Loops: 3449
Total Failed Loops: T43
E Uszer's Think Time per Loop (sec) 2000
Sezzion Time per Loop (sec): 0.0

The Session Failures / Ignored Errors Diagram shows the actual number of non-fatal errors (yellow bars) as well as
the number of fatal errors (red bars = failed sessions), counted overall simulated users.

By clicking on this diagram, the Error Overview Diagrams are shown (see chapter 9.1.1.3).

Total Passed Loops: The total number of passed loops (repetitions of web surfing sessions) since the load test was
started.

Total Failed Loops: The total number of failed loops (repetitions of web surfing sessions) since the load test was
started.

2 User's Think Time per Loop (sec): The total user's think time in seconds for one loop per simulated user.

Session Time per Loop (sec): The average session time for one loop per simulated user. This value is the sum of

"the average response time of all URLs and all user's think times" per successful completed loop.

Humber of Users - Waiting Users

ESDT
200

150

100

50

]

-5 -4 -3 -2 -1

.
4
]

Mihutes

Uzers Wiaiting For Rezponse: 2 of 200

TCP Saocket Connect Time (me):

0

A4 Hetwork Throughput (Mbits=): 2330
Total TARsmitted Bytes: 1'333'041 957

The Number of Users / Waiting Users Diagram shows the total number of currently simulated users (red bars) as well
as the actual number of users which are waiting for response from the web server (purple bars). The users waiting for
response is a subset of the currently simulated users.

By clicking on this diagram, the Statistical Overview Diagrams are shown (see chapter 9.1.1.4).

o Users Waiting For Response: the actual number of users which are waiting for response from the web server,
compared to ("of") the total number of currently simulated users.

e TCP Socket Connect Time (ms): The time in milliseconds (per URL call) to open a new network connection to
the web server.

e AV Network Throughput (Mbit/s): The total network traffic which is generated by this load test job, measured in megabits per second. This

(floating) average value is calculated since the load test job was started.
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o Total Transmitted Bytes: The total number of transmitted bytes, measured since the load test job was started.

More actual measurement details are available by clicking on the Detailed Statistic button. Especially, an overview about the current execution steps

of the simulated users is shown:

Ahart Job 4

Progress: 0% [

23.0% | 100 %

Dizahle Detailed Statistic

Page AV Time AV Page Size
R, #1: Start Page M85 ms 1590018 nytes
G, Page #2: Dovenlocd 13 ms 64'382 bytes
%, Page #3: Support gms 27201 bytes
3, Page #4: References 7ms 22'529 bytes
%, Page #5:. Shout Us 4 ms 13691 bytes
Inactive

Page #1: Start Page [ 0 sec. think time)
Test AV Time AV Size Passed Failed

BEll ] 1033ms 31'911 bytes 559 | B R
N 14ms 3592 bytes s57 1@
2 K 10ms 663 bytes S86 1@
N Bms 795 bytes s64 \Q
2 I Bms  1'G47 bytes 553 1R
N WG 9ms TG bytes 563 i
A m Bms 917 bytes 563 i
N Bms 5542 bytes 563 i
N Bms 5236 bytes 563 i

i

ll 1] 11 ms 33550 bytes 563

© 2012-2016 Ingenieurbiiro David Fischer AG, Switzerland

Passed Faile(y
SE3 Bl +2
550 0 109
534 TR

454 29 +1 &
452 20 R, Ao Refresh

Apply ! Refresh

URL

GET hitpe i1 92 16.4 .9
GET httpe #1192 .16.4 5:80format css

GET httpe #1921 6.4 .5 S0 N aif

GET httpe #1921 6.4 .5: 80/ lagGerman oif

GET httpe #1921 6.4 .5: 80 lacEncglsnd oif

GET httpe #1192 .16.4 58060y red 1223 gif
GET hitpe it 92 16 .4 5:800df icon 16x16.oif
GET httpe 192 .16.4 5:800=creenshots 1 pogif

GET httpe #1192 .16.4 5:800=creenshots 3 pogif

GET hitpe #1592 16.4 5800 responsetime. oif

All Rights Reserved

By clicking on the magnifier icon of a page, the
most relevant measured values of the URLs
are shown for the selected page.

Using this menu, you can also display and
analyze error snapshots by clicking on the
magnifier icon next to the failure counter (see
Chapter 10.2). In this way, you can begin
analyzing errors immediately as they occur —
during the running load test.

By clicking on a URL, the corresponding URL
Response Time Diagram is shown (see
chapter 9.1.1.2).

All of these detail data, including all error data, are
also stored inside the final result file (*.prxres) which
can be accessed when the load test job has
completed.
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9.1.1.1 Response Time Overview Diagrams (Real-Time)

& PRX: Job 188 Response Time Overview - Mozilla Firefox

;: htkp:ff127.0,0,1: 7390 dfischer webadmininterface {PopupCirectoryMavigator Display LiveStatisticsOvervieviweblet Fiobld=1 88%execagentld=12403061524068f | ePathBa4=CzpcR G9rdwW L bnRITHY Y, 5 7

§" Proxy Sniffer Response Time Overview (Real-Time) - Remote Exec Agent - Job 188 Rj:sh cg

Response Time: | Last Minute | Time Bars: | Average YValugs Elapsed Time: 10:29 min Update Display

1] | 849 ms 9] | 1 ms
Page #1 Response Time 188 Sampling Rate (Remote Exec Agent — Job 188> | (3] | 1ms
Page #1: Web Load and Stress Testing T.. Auersas Ualuss 12 0ot 2889 28:29:1% (18:29 min elapsed) [2] 2ms [10] [ 1 m=
response time ih Milliseconds R . [3] 1ms [11] [ 2 m=
[4] 1ms [12] | 5ms
[5] 1msz [13] | 3m=
ST [5] 1ms [14] | s ms
ol g 0 M| tms
—0:01:00 -0:00:54 -0:00:45 -0:00:42 -0:00:36 -0:00:30 -0:00:24 —-0:00:15 -0:00:12 -0:00:06 -0:00:00 @] 1ms
A : [16] | 4 ms
Page #2 Response Time 188 Sampling Rate (Remote Exec Agent — Job 188>
Paae #2: Web Lasttest— und Stresstest-.. Averaas Yalues 12 Oct 2082 28:29:12 (10:29 min elapsed) (7 f{4ms
response time in milliseconds 18229 min
........ a5
* time
-0:01:00 -0:00:5%¢ -0:00:4% -0:00:42 -0:00:36 -0:00:30 -0:00:24¢ -0:00:1% -0:00:12 -0:00:06 -0:00:00
. . [19] | Zm=
Page #3 Response Tinme 188 Sampling Rate {Remote Exec Agent — Job 1882 —
Fage #3: Web Load and Stress Testing T.. Auerage Ualues 13 Oct 2883 208:29:18  (18:29 min elapsed) [20] | 1L m=
response tnmel in millizeconds 1829 min [21] | L=
REL
* time
-0:01:00 -0:00:54 -0:00:4% -0:00:42 -0:00:36 -0:00:30 -0:00:24 -0:00:13% -0:00:12 -0:00:06 -0:00:00
: : [23] | 2ms
Page #4 Response Time 188 Sampling Rate (Remote Exec Agent — Job 188>
FPage #4: Web Load and Stresz Testing T.. Average Values 12 0ot 2889 20:29:12  (18:29 min elapsed) [24] | 2m=
respakse time ih Millizeconds 18:29 min [25] | 2m=
[26] | 2m=
¥ time
=0:01:00 -0:00:54¢ -0:00:4§ -0:00:42 -0:00:36 -0:00:30 -0:00:24 -0:00:1§ -0:00:12 -0:00:06 -0:00:00

Dane
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Description: displays during the load
test (at real-time) a diagram per web
page about the measured response
times.

Please consider that maybe only a
fraction of the response times is
shown, depending on the "Additional
Sampling Rate per Page Call" which
was selected when the load test was
started. For example: only every fifth
response time is shown if the
"Additional Sampling Rate per Page
Call" was set to 20%.

Input Fields:

e Response Time (drop-down
list): Allows to select the
period, from the current time
back to the past, within the
response times are shown in
the diagrams.

e Time Bars (drop-down list):
Allows to select if the bars
inside the diagrams are shown
as average values or as max.
values. Please note that there if
only a difference between the
max. values and the average
values if multiple measured
samples of the response time
fall inside the same pixel (inside
the same displayed bar):
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Max. Value

Max. Value = Average Value
Average Value

CETTTTRPTPTYS FITTTTTTRET] FRRree

e il

1Pixel { 1Pixel |
width width

sasaes

The tables at the right side of the diagrams contain the response times for all URLs of the web page. Also these response times are either average
values or max. values, depending on the selection in the Time Bars drop-down list. However these values are calculated since the load test was started,
and always "accurately" measured which means that they do not depend on the value chosen for the "Additional Sampling Rate per Page Call".

You can click on a URL response time to show the corresponding URL Response Time Diagram (see chapter 9.1.1.2):

M ]3ams| [ 181] 7ms
12 mE [10] | Im=
Ij] H:- 1111 o
Wl 7 JURL Test-Index [2] = GET hitp:j[192. lﬁ.4.5:ﬂ],l‘ﬁu’mat.css.|
51| Ems [13] | 10ms
6] Gms | [[14] 11 ms |
71| Gms
[3]] 7ms

At the left side inside the diagram, the average response time of the web page is shown as red colored text, calculated since the load test was started.
But depending on the selected period this value may not be displayed in every case. At the right side inside the diagram, the last measured value is
shown:

Page Wil Rexponse Time 188 Sarmpling Rate (Remote Exes Agent = Job 16&)
Page 21: deb Losd ard Stress Teatiea T.. Posrsoe Ualuss 13 Oct 2000 202910 (1839 min elaced)
regpands 1imé in milligeconds
spoa [LARAEALD
4000 [ . 1 - PP T
T 1 T . 2 >
H1 LN . . . i " - T
oo [ BT et : R HI,I:IIH" ..... : : : =
3 __.il_“u ik - Bal - dided B i, ol PR 1k - 2l ™
~0DLi00 -0:00s 54 ~0o@didd -DDD#F -0a00i3E -00DDI B0 -Di00:EE -0a0@ild D00l -0000E -8 a-.DD
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9.1.1.2 URL Response Time Diagram (Real-Time)

£ PRX: Job 188 URL [1]/Overview - Mozilla Firefox Description: diSp_layS during the
load test (at real-time) the response

;: htkp:/{127.0.0.1:7990/dfischer fwebadmininterface/PopupDirectoryMavigator DisplayLiveResponseTimeo FUrlWeblet?jobId=1858execAgentId=12403061524068filePathBa4=CzpeR G 9rdwW 1 bnRITHYUZ CEF aWSzdGYsbHYUZ: § 7

soe % times of a URL, and also a
$ Lo nitrer URL [1] Overview (Real-Time) - Remote Exec Agent - Job 188 N B summary diagram about the
Response Time: [LastSMintes  v|  Time Bars: [ Average Values | Elapzed Time: 11:10 min Measured Values - Calculated Overall URL [1] Calls measured errors of the URL.
- Tatal Paszed URL Calls: E'152
URL [1] Response Time : GET http://192.16.4.5:80/ - X .
Tofal Falled URL Cals: 3 Please consider that maybe only a
URL L[11 Response Tinme 188 Sampling Rate (Rermote Exec Agent - Job 188) Average Size (Req. + Resp.) ITE bvtes : : H
BET hetpes/ 195, 16, 4,500, | Fuerave valuer 13 Cct 208 222853 (11116 min =lapsed) M. Respanse Tine: S1556 me fraction of the response times is
response time in milliseconds 0898 miRe Min. Response Time: 4ms ShOWn, depending on the
sono [HER1ELNIN ) ey .
o0 : : : : : : : : &, TCP Socket Cornect Time (100%) 85 ms "Additional Sampllng Rate per
3000 : : Ay Request Transmit Time: Oms Average n .
iggg : : Ay, Response Header Wait Time: 723ms Response Time URL Ca” WhICh WaS Selected
: 11— IO T NN 1 G Av.Responze Header Receive Time:  Oms 14 ms
0—0:05:00 —0:04:30 -0:04:00 -0:03:30 -0:03:00 -0:02:30 -0:02:00 -0:01:30 -0:01:00 -0:00:30 —0:00:30 Ay, Response Content Receive Time: 3ms When the Ioad teSt Was Started For
example: only every fifth response
URL [1] Errors : From Start of Test up to Current Time time is shown if the "Additional
Real-Time Profile of Error Tupes for URL L[11 {Rermote Exec Agent - Job 1882 Sampllng Rate per URL Ca”" Was
TR 07 D 6 (e (0 [11 GET h;::i;;lgi.i:“z.:t.s:sa/ (243 Errars) set to 20%.
100
* Input Fields:
&0
S .
70 e Response Time (drop-
5 down list): Allows to select
* the period, from the current
* a : : : : : : : time back to the past, within
20 : : : : : : : : )
" m : : : : : : : the response times are
1o : : B network Connection failed (243 Errors) Shown InSIde the dlagram'
B B | B B B B B B B . . .
00:00:00 0:01:20 0:02:40 0:04:00 0:05:20 0:06:40 0:0%:00 0:08:20 0:10:40 0:12:00 0:13:2;”\1& d -I.—Ime Bars (drop-down
Load Test: Test@1 13 Oct 2089 2B:23:59 Elapsed Time: 11:18 min User: 288 IISt): Allows to select if the

bars inside the diagram are
shown as average values or
as max. values. Please note
that there if only a difference
between the max. values and the average values if multiple measured samples of the response time fall inside the same pixel (inside the same
displayed bar).

Done

© 2012-2016 Ingenieurbiiro David Fischer AG, Switzerland All Rights Reserved Page 90/ 176



ZebraTester V5.5 User's Guide

Info Box / Measured Values:

Measured Values - Calculated Overall URL [1] Calls All values in this info box are calculated overall successful completed calls of the URL,

Total Passed URL Calls: - measured since the load test was started. These values are always "accurately” measured
Tatal Failed URL Calls: 243 which means that they do not depend on the value chosen for the "Additional Sampling Rate per
Average Size (Req. + Respl): 31797 bytes URL Call".

M. Response Time: 1'SEE ma e Total Passed URL Calls: total number of passed calls for this URL.

Min. Responss Time: 4 ms « Total Failed URL Calls: total number of failed calls for this URL.

A TCP Socket Connect Time (100%,: 88 ms e Average Size (Req. + Resp.): the average size of the transmitted + received data per
Av. Reguest Transmit Time: 0oms Average URL call.

Ay Response Header Wit Time: T23ms Responze Time . . .

Ay Response Header Receive Time: 0 ms 514 ms e Max. Response Time: the maximum response time ever measured

#v. Response Cortent Receive Time: 3 ms e Min. Response Time: the minimum response time ever measured

e Av. TCP Socket Connect Time: the average time to open a new network connection to
the web server, measured for this URL. "---" instead of a value means that never a new network connection was opened for this URL because
HTTP Keep-Alive (re-using of cached network connections) was always successful. The additional percentage value shown in brackets at the left
hand displays the percentage about how often a new network connection was opened to the web server, in comparison to how often this was not
necessary. This percentage value is also called the "reverse keep-alive efficiency".

Av. Request Transmit Time: the average time to transmit the HTTP request header + (optionally) the HTTP request content data (form data or
file upload data) to the web server, measured after the network connection was already established.

Av. Response Header Wait Time: the average time for waiting for the first byte of the web server response (-header), measured since the
request has (completely) transmitted to the web server.

Av. Response Header Receive Time: the average time for receiving the remaining data of the HTTP response header, measured since the first
byte of the response header was received.

Av. Response Content Receive Time: the average time for receiving the response content data, for example HTML data or the data of a GIF
image.

Average Response Time: the average response time for this URL. This value is calculated as: ((reverse keep-alive efficiency / 100) * Av. TCP
Socket Connect Time) + Av. Request Transmit Time + Av. Response Header Wait Time + Av. Response Header Receive Time + Av. Response
Content Receive Time + Av. Response Content Receive Time.

URL Errors / Real-Time Profile of Error Types:

This diagram shows an overview about what kind of errors did occur for the URL at which time, measured since the load test was started. This "basic
error information” is always "accurately" measured independently of the value chosen for the "Additional Sampling Rate per URL Call" - and captured in
every case, also if no more memory is left to store full error snapshots.
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9.1.1.3 Error Overview Diagrams (Real-Time)
) PRX: Job 188 Error, Overview - Mozilla Firefox _ __' Description: diSpIayS during the

load test (at real-time) an overview
soe _ @ R about all occurred errors.
300 Droxy Sniffer Error Overview (Real-Time) - Remote Exec Agent - Job 188 Wb Refrash Close
Failure Diagrams:
[> Failure Diagrams [ First Errar Snapshots [ Latest Error Snapshots @ All failed URL Calls O Session Failures anly Errar Snapshot Memoaory: 20% used + _ . .
| The first diagram shows an
Real-Time Profile Dir:!lFI;:iol:dTU!I;EeCzlls f:zznes?oE:OE(ec Agent - Job 188) oyerv|ew about.wha.t kind of errors
nunBgr of errors per error tree Current Tined did occur at which time, counted
: overall URLs and measured since
the load test was started. This
"basic error information" is
always captured in every case,
also if no more memory is left to
B Mot Found - 484 (587 Errors)
B Hetwork Conmection failed (377 Errors) Store fu" error SnapShOtS
O content Test Failure - String Mot Found (351 Errors)
- D= e The succeeding diagrams which are
o 1 1 1 il S N 1 1 T shown per web page provide only
0:00:00 0:00:50 0:01:40 0:02:30 0:03:20 0:04:10 0:05:00 0:05:50 0:06:40 0:07:30 0:0%:20 . . . . .
_ _ information at which time errors did
Load Test: TestB1 12 Oct 20689 20:27:84 Elapsed Time: 8:15 min  User: 280 OCCur The tables at the rlght Slde Of
T (@ the diagrams are showing the
Number of Errors on Page #1 {Remote Exec Agent - Job 188> — = . N
romben of appoF33% W1 VS Load and Stress Testing T.. — AL failed URL Calls (245 Errors) 210 1oy 1 number of errors which did occur on
o] s TicamfiEn the URLSs of the web page. You can
&0 .
5 sifo | [na]o click on a error counter to show the
20 |- . o e error detail information (error
0:00:00  0:00:50  0:01:40  0:02:30  0:03:20  0:04:10  0:05:00  0:05:50  0:06:40  0:07:30 0:03':20”“e 810 Snapshots) for the Correspond”‘]g
URL:
Humber of Errors on Page #H2 {Remote Exec Agent - Job 188> [18] m —
e of er“mr‘F;age #2: Web Lasttest— und Stresstest—.. - ALL failed URL Calls (&1 Errors) [17] |0 ‘*ﬂ . |Q’] u}
. Current Time1 v 1 g [1U] i
D e
- 30 | OF o Test- ndex [2] = GET httpi/j192.16.4.5:30]Format.css |
41|10 T
15110 [131|0
B0 [14] |0
Ifjo
)y @0

First Error Snapshots:
Displays a list about errors which did occur at first (at the start of the load test). By clicking on a magnifier icon the corresponding error detail information
(error snapshot) is shown.
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Latest Error Snapshots:

Displays a list about the latest (newest) errors. By clicking on a magnifier icon the corresponding error detail information (error snapshot) is shown:

|E‘-F:-hn|:n|r|m| B FusiEmor Brapshots B Laless Emor | = N Taled URL Cals (O Bession Falures oaly

Latest 100 % Eiror Smapaboty  Cuyrminl Time 13 00f 7009 30 7908, Blaptsd Tima 9049 min

M, Lamesd Erios Teme  Birer Type Page
T reec Conbent Tes Fualure  SSing Hot Faurd Fuge I W | oasd wncl arens Tegrg T
-1y -2 zec Contect Test Falu - Sring Hot Fourd Puge I} W Load wred Rrezs Tedrg T
.'Q\ -2 ser | Condee Vesl Faluns - Saning Hot Pourd Fage BT Wil Lo ol Tiress Teirg T
oy 3 pac wlﬁm.mmrﬂ Fmge I W Lowd wrad SSrens Terting T
Input Fields:

o All failed URL Calls: effects that all errors about failed URL calls are shown (non-fatal and fatal errors).
e Session Failures only: effects that only fatal errors about failed URL calls are shown (session failures).

Error Snapshot Memory: % used +

(kL]
[LL]
(K]

&L}

UL e Era b,

e
]
L]
a5

Errar Braspshol Bemon: T1% used +

L8

T Pig 153 15 A SMGkrwniond o hiei
GET Mz M2 16 & S 80Rkrwrioad _ar hisi
(BET P A2 168 S Rkramiond e i
GIT PEm 153 15 A SM0akewniond s hiei

By clicking on the + (plus sign), you can increase the amount of memory available to store error snapshots. Please note: when the memory is already
50% or more used, no additional error snapshots for non-fatal errors are captured. This means that increasing the memory may also re-enable

capturing for non-fatal errors:

E‘ L Error Qverview [Real-Time) - Local Exec Agent - Job 1312

B Pabse hagaene B Firiz e opprm B Loswnt Brves Srpahets | 5 a0 tniwanil 304 3 Swkiien Fainps ooy

Max. Emes Enapshot Memoer 00 M8
L Errts Snapihal Mémeey KRl

Ineraase Emor SnapshotMemon | «50MR -‘—
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9.1.1.4 Statistical Overview Diagrams (Real-Time)

) PRX: Job 188 Statistical Overview - Mozilla Firefox

Description: displays statistical
£ hitp:f/127.0.0,1,7990{dfischer fwebadmininterFace/PopupDirectoryMavigatorDisplayLiveStatisticsCurvesWeblet?jobld=188&execAgentId=12403061524068|ePathBt4=C0zpcR G3rdv 1 bnRITHYUZCBF aWS zdGYsbHYUZZ VUG 1dGIUZ 1 xQmS4ey MERICT AIUZRMNOC U ZHNOMDEWY 2xhe M7 408

~| overview diagrams (at real-time)

$o¢  Proxy Sniffer

ISR Statistical Overview (Real-Time) - Remote Exec Agent - Job 188 o cﬁ about a load test ]Ob
view: (O one column (& two columns [] Auto Update (every 10 seconds)

Concurrent Users 15 Sec. Sampling Interval (Remate Exec Agent - Jab 188>

Testdl started st 13 Oct 2000 20:18:48 (11:40 min elapzed)
NUMDEr Of COMCURFERT USer:

Users Waitinag For Response 15 Sec. Sampling Interval (Remote Exec Ag.. - Job 188> Note: the Values ShOWn |n the

Test@! started at 13 Oct 2009 20:18:48 (11:48 min elapsed)

HUMBEr of USers WAiting for response from the ued server
Current Timeq

N o diagrams are captured at regular
. — : : o e R ' — ' intervals, depending on the "Statistic
0 o : : : : . ] o D T S aias :

0:00:00 0:01:20 ©0:02:%0 0:04:00 0:05:20 0:0F:40 0:08:00 0:09:20 0:10:%0 0:12:00 0:13:20 0

e e e Sampling Interval” which was
selected when the load test was

Session Failures 15 Sec. Sampling Interval (Remate Exec Agent - Job 188> Sessi

on Tine per User — per Loor 15 Sec. Sameling Interval (Remote E.. - Job 188>
Testdl started st 13 Oct 2069 20:13:48 (11:48 nin &lapsed) Testd! started au 13 Oct 2609 26:13:48 (11:48 nin elapsed) Started
nuBBEr 9f failed LooRs (Failed 3e55ions) seszion time per loop in second
Current Time nt Ti HEW

s00 s
400 40 ! ;
To0 : : : o : - : | : .
w0 : : : : : : » o : St i ; : D .
B e : i i _ : : D : iagrams:

® : LA Y H N e P o [

time

0:00:00 0:01:20 ©0:02:%0 0:04:00 0:05:20 0:0F:40 0:08:00 0:09:20 0:10:%0 0:12:00 0:13:20 0:00:00  0:01:20 0:02:40 0:04:00 0:05:20 D0:06:40 0:05:00 0:09:20 0:10:%0 0:12:00 0:13:20

e Concurrent Users: The total

Heb Transaction Rate 15 Sec. Sampling Interval (Remote Exec Agent — Job 188) Completed Loops per Minute 15 Sec. Sampling Interval (Remote Exec Ag.. - Job 188> nu”lber of Slmulated users
Tevaol startad ot 13 oee 209G 2011504 U11: 42 nin elapsed) Testo stanted st 19 Bt 2030 20t 1848 (11148 nin & lapsed) .
KUBDEF Of SUCCESSFUL COMPLEted UL CAllS per econd (Rit3 Per second HUMDER Of SUCCESSFUL COMPLated L0OPS PSP MiNUte (FeSSiGhs Per Minuts)
Surrent Tine 4 Current Tine 4
| | Users Waiting F
aas : s : : ; ; ; [ sers waiting ror
s00 g 2 g g [ g 00 g7 . E . g s 5200
oo lLEEEET : g T FEE) : prell | S 0 s aa i N B ! | : .
100 [ropatros B ; : ey ; o0 [ O W \of : o : esponse: € numbper o
H : ey : : [ C oy vine B FR, o : : I : e
0:00:00 0:01:20 0:02:40 0:04:00 0:05:20 0:06:40  0:00:00 0:08:30 0:10:%0 0:12:00 0:13:20 O DB @ 0OH 00N 06 GO0 D000 000 GDE 0080 i

users which are waiting for
TCP Socket Connec t Time 15 Sec. Sampling Interval (Remote Exec Agent - Job 188) Network Throughput 15 Sec. Sampling Interval (Remote Exec Agent - Job 188> response from the Web Server'
B stard ted at 18 Oct 2069 2E:18: 48 IH 45 n elapsed) Te: inel ed]

Tes mi tm star ted at 13 Oct ZEBB 20:18:48 (11:48 m
Current Time Current Ti mew H I . h
o ‘ e Session Failures: The

oo e : A 2 Bt R e e L e — number of failed sessions -
o Y _ _ _ oy _ _ e e noe

which is the same as the
number of fatal errors.

Done

e Session Time per User - per
Loop: The session time for one loop per simulated user. This value is the sum of "the response time of all URLs and all user's think times" per
successful completed loop.

e Web Transaction Rate: The number of (successful) completed URL calls per second, measured overall simulated users.
e Completed Loops per Minute: The number of (successful) completed loops (sessions) per minute, measured overall simulated users.
e TCP Socket Connect Time: The time in milliseconds (per URL call) to open a new network connection to the web server.
e Network Throughput: The total network traffic which is generated by this load test job, measured in megabits per second.
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9.1.1.5 Real-Time Comments
Description: supports to enter comments during the load test execution.

Real-time comments are notes or hints, which you can enter during the load test execution:

2 PRY: Job 205 - Mozilla Firefox
P hepef127.0.0,1: 7590 dFisther jwebadwininterFace PopupDiractoryhavigatorDisplayLoad Testwablatridep sthBed = Qaper

I
:ﬂ

gt Do sniffer Project Navigator - Execute Load Test
Remote Exec Agent | Job 205 | Real-Time Comnent server restart T

Joby Pargmeter; Testi - B0 -d 2700 4 60 -sdelay 200 -macdaops O -Sarmplng 135 -percpage 100 -percurl 20 maseriménn 20

Tt Aaed B 19 06t T009 TI05 49 ECT F OFlanned tesd durmion SO0 min § 55 min dapsed

These comments are later displayed inside all time-based diagrams of the load test result detail menu (see chapter 10.1):

Stafistic Sampling Intervall | 15 sec Metwork Throughput per User. 168 kBylesisec

[i> Test Scenario Waming [ Diagram: Response Time per Page  [b Re-
b Diagram: Response Time Percentiles  [> Diagram: Top Time-Consuming URLs [ Diz:
[> Diagram: Users Walting for Response [ Dia
& Diagram: Metwork Throughput [ Diagram: HTTP Keep-Alive Efficiency  [> [

[> Diagram: Emor Types [> Diagram; Mumber of Errors per Page [ Dia

Heb Transaction Rate
Sanpling Intervals 15 Seconds

rumbar of SUCCessful completed url Cxlis per sagond  (kit er second)

+-
§ [ 1T S ‘ el

paorver shutdoun

Start 4

L

L1/ .

HI | Seerrerrrereee e e e oreore e

LT
50
40 |-
50 [

HL] __

I ——

L]

= - ———— +—+—+
0:00:00  0:00:40  0:00:20  0:02:00  0:02:40 03:20 00400 00440

Load Test: Test@l 15 Oct 2005 15:54:57 User: &0

© 2012-2016 Ingenieurbiuro David Fischer AG, Switzerland

All Rights Reserved

Page 95/176



ZebraTester V5.5 User's Guide

You can also modify, delete or add real-time comments before you generate the PDF report. However, all retroactively entered real-time comments
are not permanently stored inside the result data.

2 PRX: Result Detail - Mozilla Firefox

§ hhep:/y127.0.0.1:7990/ dfischer jwebadmininterf ace Popupanatysel oadtestDetalsWebleb ey =4348e54che04 el |
Fe 1]

§" Bropy Sniffar Load Test Result Detail - Statistics and Di:

| Load Test: Tesid1  Start Date: 19 0ct 2009 15:54:57  User: 60 Test Duration: 506 min _ Annotatio

Advanced Test Parameter Measured Results: per Single User - per Loop Overall |
| Starlup Delay per User: 00 ms. Ay Session Time per Loop: 20.62 secloop | Wieb Trs
Request Timsout per URL: 60 sec A Response Time per Page: 016 sec/page Sessior

| Statistic Sarnpling Interval: | 15#ec | Metwork Throughput per User, 16.8 KBtesisec | | Tofal Me

[ Tests 0 Warning [> Diagram; Response Time perPage [ Results per UF

[ Diagram: Response Time Percentiles [ Diagram: Top Time-Consurning URLs [ Diagram; Con

[> Diagram: Wb Transaction Rate [ Diagram: Users Waiting for Responsa [ Diagram: Corr

[i> Diagram: Hebwerk Throughput [ Diagram: HTTF Koep-Alive Eficioncy [ Diagram: ¢

[> Diagram: Ermor Types [ Diagram: Mumber of Ermors per Page [ Diagram: Mur
Test Scenario

Objectives Warnings

Test Start Date: 18 Oct 2009 155457 == tazi aborted by remote command

Load Test Program: | Testd class

Load Source Host: dynatest (192.16.4.30)
Load Source O5: Windows XP

Target Host: 192.16.4.5:80

Applied HTTP Version: | 1.1

Test Input Parameter

Concurrent Lisers: i

Planned Test Duration: 45:00 min
Planned Loops per User: unlimited
Startup Delay per User, 200 millisec
Request Timeout per URL G0 sec
Statistic Sampling Interval: 15 sec
Additional Sampling Rate parvﬂh Fage Call: | 100%
#dditional Sampling Rate per JRL Call; 0%
Real-Time Comments

19 Oct 2009 15:56:45 (148 min) | "sener shuldown™
19 Oct 2009 15:58:45 (348 min) | "server restart”

| Test Sequence
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9.1.2 Loading the Statistics File

After the load test job has completed, the statistic results file is stored in the job directory of the local or remote Exec Agent. In order to access this
results file, you must transfer it back to the (local) Project Navigator directory from which the load test program was started.

¥Jhttp://127.0.0.1:7990 - Proxy Sniffer: Project Navigator - Execute Load Test - Mozilla Firefox —[ol x| ¥ Prony Siffer: Main Menu - Mozilla Firefox =101x|
Ele Edt Yew Go Bookmarks Iools Help
e
A - \@ G- @ 0O D [F hinzzoomso B
30 Gropy gniffer Project Navigator - Execute Load Test b ﬁ' c.x - -
1 e MainMens T e ot 9 Mo
Vet hmin Prfessional Edtion lp S et Cepes A 5
Test01: Test Completed - Local Exec Agent/ Job 93 : " Jeoe seimes | NAAs g ontes Lead T R
File Size Modified
[~ |ioh_83.en 0|15 Jun 2006 22:21:41
™ |ioh_83.in 413 15 Jun 2006 22:21:41
™ |ioh_83.0ut 258'254 115 Jun 2006 22:23:05 ¥Jhttp://127.0.0.1:7990 - Proxy Sniffer: Analyse Load Tests - Select and Compare Results - Mozilla Firefos
[ |job_93 status 3|18 Jun 2006 22:23:05 e
$+¢  DProxy sniffer B =
[ |Testol.class 33173 | 15.Jun 2006 22:21:39 b IR Analyse Load Tests - Select and Compare Results o Char Wi
[ |Test01_15Jun06_222141_20uprxres | 84562 |15 Jun 2006 22.33:04 | Froject Directory. WyTasta: upoaFle: [ Bl | File Extasion = prares
-
[~ |userfccounts.bd i L G Nasietter| Use Profpet avigatorta load resutss: [y .
3 .
-
—IACQWE Selected Files @un Analyse Load Testenu M Close window aﬂem .

Remote Directory  C:ADOKUME ~TnutonglLOKAL \PriExecAgentlobsyob_93 (127.0.0.1)
Local Directory CAProgrammelProxySnifferiMyTests (Projec h 1

Done \ v

This menu shows all files of the load test job; however, only the
statistics results file is usually needed, and this is already selected. The
"*.out" file contains debug information, and the "*.err" file is either
empty, or contains internal error messages from the load test program
itself.

By clicking on the Acquire Selected Files button, all selected files are
transferred (back) to the (local) Project Navigator directory.

If the checkbox Load *.prxres File on Analyse Load Test Menu is
selected, the statistics results file is also loaded into the memory area of
the Analyse Load Tests menu where the statistics and diagrams of the
measured data can be shown, analyzed, and compared with results of
previous test runs.

© 2012-2016 Ingenieurbiiro David Fischer AG, Switzerland

\Hr_- —-————

7a05% [ 088 MBise:| .

.
.
Part of Final Load Test Result Diagram Type:  Load Curve © Comparigon Bar l: ompal :
.
Hint execute the same Joad test program several times with a different number of concurrent Nsers and compare the measured reswits. Click on the maonilier for 445;15 L]
L]
: L
.
L]
.
.
L]
: L
M
-
%3 http://127.0.0.1:7990 - Proxy Sniffer: Project Navigator - Mozilla Firefox i - — (% x|
]
= N 58 h e R
Project Navigator Help  Setup Network Jubs Analyse Refresh Clame
- L
C:\ProgrammeProxySniffer’ \j N L]
.
L]
EMyTests Size Modified 57 < H
£ SeriptExamples — B .
. 5 -
[ Trash &) setenvhat 165 14dnzooeie0ez7 T [F 0GR B
Testdd cl 33173 12.Jun 2006 20:53:44 =
a estd] class un n ﬁa .
E) Testvima 120un200620:5340 T GHER W
L
&) Testor.prdat n B -
B Testorzin 12Jun 2008 T = .
@ Test01_15Jun08_222141_20u.prres 84562 15.Jun 2008 22:28:54 iy Q -
By Testiaciass 19678 1eanz006i6a00s 1 B
&) Testhajavs 3477 A4dmzoosieaonz T @ ER
&) usertecounts b 83 maanzooezzorad T [H GR
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9.2 Starting Cluster Jobs

If you have specified that the load test program be executed by an Exec Agent Cluster (see Chapter 11.2), the load test program is transmitted to the
local cluster job controller which coordinates all cluster members (Exec Agents). The cluster job controller creates a cluster job, and allocates a cluster
job number. The cluster job is now in the state “configured” (ready to run, but not yet started).

The number of concurrent users will be automatically
distributed across the cluster members, depending on the

soe capability of the individual computer systems — called "load
£ auiare Start Cluster Job 206 8o X fator

€) PRX: Start Cluster Job 206 - Mozilla Firefox [=]E3

;: http: ff127.0.0,1: 7990/ dfischer fwebadmininterf ace/PopupCluster StartConfigUsersiweblet Pjobld=2068concurrentUsers=400

Cluster.c1/ Load Factor = 3.00 — Cluster Job: 206 I 20 | )
——— In cases where the Ioad_test_prograr_n uses In|_out Files, you are
Test: Testo1 asked - for each Input File - if you wish to split the content of
Test Arguments: [&] -1 400 -d 1200 -t 60 -sdelay 200 -maxloops 0 -sampling 15 -percpage 100 -percurl 20 -maxerrmem 20 -nolog the |nput F||e ThlS can be UserI for examp|e |f the |nput F"e
Concurrent Users: 400 H

— T contains user accounts (usernames/passwords) but the web
Max Loops per Ussr.  unlimited application does not allow duplicate logins. In this case, each
Cluster Member Host Load Factor % Users (Default) Modify Load Disflibution 3¢ CIUSter member mUSt use dl_ﬁiere_nt user aCCOlJn.tS. By CIICkIng
Local Evecgent 127001 3333% 134 Concurrent Userf [134 on the corresponding magnifier icon, you can view how the
Remote Exec Agent| 192.16.4.20 33.33% 133 Concurrent Userl [133 Input File data would be distributed across the cluster

Remote Exec Agent | 192.16.4.20 33.33% 133 Concurrent Userll 133 members. If you do not use the split functionality, each cluster

member would receive an entire copy of the Input File.

Split Input Files to Cluster Members? |

File Name  Line Comment Tag SP'“Fﬁ/ The distribution of users across the cluster members can also
Accounts it # VLT be modified manually; however, this is useful only if a cluster
member is currently not available (marked with light red

background), in which case the cluster job can not be started.

Display Real-Time Statistic

Schedule Cluster Joh 206 far  Day: | today | Time (HourMinute): (15 » || 21 » Mote: select also 'Split Input Files' aptions In th|S Case, yOU can aSSign the users Of the Unavailable CIUSter
member to other cluster members, and then try to start the

Done cluster job again. This redistribution may take a few seconds to
complete.

Alternatively, the load test program can also scheduled to be executed at a predefined time. However, the local Job Controller process must be
available (running) at the predefined time, because the scheduling entry for the cluster job is stored inside the Job Controller working directory which is
monitored by the Job Controller itself. Especially, if you have started the Job Controller implicitly by using the ZebraTester Console you must keep the
ZebraTester Console Window open in order that the cluster job will be started *.

1 This restriction can be avoided by installing the local Job Controller as a Windows Service or as a Unix Daemon (see Application Reference Manual).

After the cluster job has been scheduled you can leave this menu by closing the window and you can use later the Jobs menu to cancel or modify the
schedule of this job.
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9.2.1 Real-Time Cluster Job Statistics

The real-time statistics of a cluster job show the most important measured values, similar to the values which are shown in the Real Time Statistic of
Exec Agent Jobs (see chapter 9.1.1 for a detailed description) . The cluster job itself contains Exec Agent jobs which have been created by the local

cluster job controller. By clicking on the magnifier icon of a cluster member, the real-time statistics of the corresponding Exec Agent job can be displayed
in its own window.

) PRX: Cluster Job 208 - Execute Load Test - Mozilla Firefox

& http:ff127.0.0.1:7990/dfischerjwebadmininterface/PopupClusterStartFinal/eblet
.00 o
. \Q | 4«
3 Lo g nitrer Cluster Job 208 - Execute Load Test Heo J..,' Rfrash m"
[c1 [ cluster Job 208 | Reali] Error Overview Diagrams () Statistical Overview Diagrams N
Joh Parameter: Test01 -u 200 -4 60 (combined at Cluster Level) 0-percurl 10§ (combined at Cluster Level)
| Cluster Job Status = running | Test started at 01 Mow 2000 15:35:12 ECT / Planned test ion 10:00 min f 2:54 min elapsed
trysec  Web Transaction Rate Session Failures ~ Ignored Errors Number of Users / Waiting Users
50 T 1 : . . .
.| Server Throughput : = b2 | Numberof Users Combined Real-Time
| (URL calls per second) ‘l::a‘éaLErrc;rs E\Iorlwl-FaLal E;rors [l wWaiting for Response Data at Cluster Level
red bars yellow bars
200 A E L ; (purple bars)
100 ! 20 : | i 50
. Tl . | F e .
=5 -4 -5 -2 =1 o =5 -+ -3 =2 -1 L] -5 -4 -5 -2 -1 ]
minutes minutes minutes
Total Passed URL Calls: ELEIR Total Passed Loops: 1443 Users Waiting For Response: 56 of 200
Total Failed URL Calls: 384 Total Failed Loops: &7 TCP $ocket Connect Time (ms):
H =T = Zu " L
A

Accesto Real-Time

Response Time Overview Error Overview Diagrams
Monitoring of Exec Agents

Diagrams of Exec Agents [Jiwox  Msauwer] of Exec Agents

1
[T 2] 20 Network Th hput (i i Cad] J
Fotal Transmitted Bytes: |

Cluster Member  J. State  User Web Trans. Trans. Bytes Passed Loops Failed Loops Passed URL Calls Failed URL

Local Exec Agert 1336 % [jUrning] 66 10518 165095885 465 2% 17908 26 402 Real-time Data per
Remote Exec Agent| 11 R [funning 67 11206 177889159 494 30 19379 30 +101 (& Cluster Member
Remote Exec Agert |l 12 running 67 1124668 17844771 494 29 19'434 29 +104 (A
Total: e1 200 32971 521412935 1483 a7 56811 384

v

http:ff127.0.0. 1: 7990/ dfischer iwebadmininterf ace/PopupCluster StartFinallframeWeblet 7jobId=208&action=displayExecAgentDetailsdexecigent Id=1257065231 ...

If you want to abort the cluster job, you must do it at this level, as this will also abort all Exec Agent jobs. Aborting a single Exec Agent job will not
interrupt the cluster job.

The same applies to the statistics result file (*.prxres), which must be accessed at this level.
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9.2.2 Loading the Statistics File of Cluster Jobs

The statistics result file of a cluster job contains the consolidated (merged) measurements for all cluster members. The calculations for merging the
results are extensive; therefore, it may take up to 60 seconds for the result file to be shown. The individual measurements of the Exec Agents are
embedded separately inside the same consolidated result file.

9 http://127.0.0.1:7990 - Proxy Sniffer: Cluster Job 6 - Execute Load Test - Mozilla Firefox I =1 The Consolldated StatIStICS result flle |S marked Wlth a blue background and
§” Beort, Sriffer Cluster Job 6 - Execute Load Test ﬁ' c.x is already selected for you.

Test01: TestC leted - Cluster: Cluster 1 s L e . n " n "
esti: Test-ompleted - Lluster: LLister By clicking on the magnifier icon, you have access to the "*.out" and "*.err

File Size Modified H H H
R | Exec AgentLocal Exec Agent: 43 users 16 Jun 2006 15:48:47 flles Of the Correspondlng ExeC Agent JObS'
G, |Exec AgentTest PCH: 64 users 16 Jun 2006 15:48:47
&, | Exec AgentSun Fire V240: 93 users 16 Jun 2006 15:48:47
[T |job_g.in 287 |16 Jun 2006 01:15:07
[T | job_f status 229 |16 Jun 2006 15:45:48
I~ |job b ziplist 32 |16 Jun 2006 01:15:07
[T | Testd1 class 34'454 |16 Jun 2006 01:15:07
| |[FTeSio1iciuster i 1600061527081 2000pIRes] 156925 |16 Jun 2006 15:48:48
? usethccounts b 93 |16 .Jun 2006 01:15:07

Acguire Selected Files ¥ Load * prares File on Analyse Load TestMenu ™ Close window afler acquire

Cluster Job Directory CADOKUME ~TmutangiLOKALE~NTempPrClusterdobsyjob_B
Project Navigator Directory  C\Frogramme\ProxySnifferihyTests

Done 4

o . . CEEN =N ==
Usually, you would work inside the Analyse Load Tests menu with the consolidated b r o B RTesth  16Jun2008162704 200 104min

measurement results only. However, it is also possible to expand the measurement
results to access the results of each individual Exec Agent job: e T LK el 2

X Testl1 16 Jun 2006 15:27:04 1:03 min 7.94 trisec

M8
(R + X Testl1 16 Jun 2006 15:27:04 1:04 min 14.08 trisec
[ 8 X Testl1 16 Jun 2006 15:27:05 1:03 min 19.38 tisec

Part of Final Load Test Result Diagrar
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This feature can be used to check if all cluster members have measured approximately the same response times; however, variations in a range of +

20% or more may be normal:

v & Testl 16 Jun 2006 15:27.04
v R Test0l 16 Jun 2006 15:27.04 64
®

[v: R Testl 16 Jun 2006 15:27:05 93

1:03 min
1:04 min
1:03 min

7.04 tisec — % 0.65 MBit'sec
14.09 trisec 100.00 % 1.13 MBitisec
19.38 tsec 100.00 % 1.62 MBitisec

PTO® B QTeawt  iun051SIT04 20 is4mn 4033meer 10000%

Part of Final Load Test Result

Diagram Type: " Load Curve © Comparison Bar Compare

Hint execute the same load test program several times with a different number of concurrent users and compare the measured results. Click on the magnifier for detalis

127.0.0.1:7990 - Proxy Sniffer: Analyse Load Tests - Page & Url Response Time Comparison - Mozilla Firefox ol x|
:oo i i \% =l
3 Dy niffer Analyse Load Tests - Page & Url Response Time Comparison H‘E. n% C‘X

seconds

Respanse Time Comparison per Page

»Page #l: Start Page

Page #2: Login Form
Page #3: Login - Hain Menu

W Test[11: Test@l Users: 43 Start: 16 Jun 2096 15:27:94 Duration:
W Test[21: Test@1 Users: 64 Start: 16 Jun 2006 15:27:84 Duration:

| 83 min Failures:
1:84 min  Fai lures:
W Test[31: Test@ Users: 93 Start: 16 Jun 2006 15:27:85 Duration: 1:83 min Fai lures:

3
188,00 %
188,06 %

seconds

Response Time Comparison per URL / Page #1:

Start Pase

10

5

8

5 4 5 [

4

s (.

)

‘ |II

o m B . B = =m B B =
1 2 7

%

4 10 url - page 1

Dane

R K
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9.3 Jobs Menu

) http://127.0.0.1:7990 - PRX: Main Menu - Mozilla Firefox
File Edit Wew History Bookmarks Tools Help

el - N
$i riexy s Main Menu < F R @ %
: web Admin Professional Edition Help Tools  Soatmer siifﬁ.?s

Project  Load Test
Nawigator

r— o
a @S b @
Generate  fnalyse Refresh
Jobs Load Test Load Tests Display

Recorded ltems: 40

2 PRX: Jobs - Mozilla Firefox

Qe 0>

£ httpf127.0,0,1:7990/dfischer webadmininterf ace/PopupDirectoryNavigator Display JobsWeblet b
e e’
: . S @ X
s8s Sniff
RSO bl Exec Agent Jobs - Local Exec Agent Help Refrash Chse
(®) Display Exec Agent Jobs of: | Local Exec Agent - () Display Cluster Jobs
[ Clean Up: Delete All Mon-Running Jobs ] [ Clean Up: Delete Old Completed Jobs
Joh State Date Load Test Program & Arguments [i]
11339 & ¥ running ! part of cluster job 01 Mov 2009 16:33:41 Testd1 -u B6 -d 600 -t 60 -sdelay B00 -maxloops 0 -sampling 15 -percpage 100 -percurl 100
1338 & ¥ configured 01 Koy 2009 16:33:22  Testdd -u 200 -d 600 -t 60 -sdelay 200 -raxoops 0 -sampling 15 -percpage 100 -percurl 10
13937 & ¥ scheduled 01 Mov 2009 20:00:00 Test01 -u 200 -d 600 -t 60 -sdelay 200 -maxloops 0 -sampling 15 -percpage 100 -percurl 10
1336 A& 3 completed fpart of cluster joh 01 Nov 2009 15:40:48 Testd1 -u 66 -d 600 -t 60 -sdelay BO0 -maxioops 0 -sarmpling 15 -percpage 100 -percur 100
1335 A& ¥ configured ! part of clusterjob 01 Mov 2009 15:31:46  Test01 -u 66 -d 360 -t 60 -sdelay 600 -maxloops 0 -sampling 10 -percpage 100 -percurl 100
1334 A& ¥ configured/part of cluster jol 01 Mo 2009 15:30:49  Test01 -u 124 -d 1200 -t 60 -sdelay 600 -maxloops 0 -sampling 15 -percpage 100 -percurl 2
1333 A ¥ configured 30 0ct 2009 22:50:41 Test0] -u 100-d 1200-t 60 -sdelay 200 -maxloops 0-sampling 14 -percpage 100 -percurl 2
1332 & ¥ completed 28 0ct 2009 23:23:40 Test0l -u 10 -d 240 -1 60 -sdelay 200 -maxoops 0 -sampling 15 -percpage 100 -percurl 20- %
< >
Done
Input Fields:

e Display Cluster Jobs: shows all Exec Agent Cluster jobs.

@ |

All load test programs which are started from the Project
Navigator are always executed as "batch jobs" by an (external)
Exec Agent process or by an Exec Agent Cluster. This means,
that it is not required to wait for the completion of a load test
program on the “Execute Load Test” window: you can close the
"Execute Load Test" window at any time and you can check later
the result, or the actual effort, of all load test jobs by using this
menu.

If a load test job has completed you are disposed to acquire the
corresponding statistic result file (*.prxres). If a load test job is still
running you are disposed to the temporary live-statistic window of
the job.

o Display Exec Agent Jobs of: allows to select the Exec Agent from which a list of all load test jobs is displayed.

e Clean Up: Delete All Non-Running Jobs: deletes all jobs except running and scheduled jobs. Note: all jobs can be deleted after they have been
acquired - the test results will not be lost because the load test result data (*.prxres file) are transferred into the corresponding Project Navigator
directory from which the load test has been started. We recommend that you delete all old jobs at regular intervals.

o Clean Up: Delete Old Completed Jobs: deletes all completed jobs except the newest one. This button is only shown if at minimum two jobs

have been completed.
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Columns of the job list:

Job Each job has its unique ID which was automatically assigned when the job was defined. However the ID is only
unique per Exec Agent. Cluster jobs have an own, separate ID (own enumeration counter).

% Allows to acquire the statistic result file (*.prxres) of an already completed load test job - or reconnects to the
temporary statistic of the load test job if the job is still running — or allows to cancel the schedule of the job.

® Deletes all data (-files) of a completed load test job. Take into consideration that you must first acquire the
statistic result file (*.prxres) of the job before you delete all files of a job - otherwise the result data of the job are
lost.

Date Displays the date and time when the job has been defined or when the job has been completed, or - for
scheduled jobs - the planned point in time when the job will be started.

State Displays the current job state: configured (ready to run), scheduled, running or completed. The state "???"

means that the job data are corrupted - you should delete all jobs which have the state "??7?" because they delay
the display of all jobs in this list.

Load Test Program & Arguments

Displays the name of the load test program and the arguments of the load test program (see next subchapter)

Released from GUI (IP)

Displays the TCP/IP address (remote computer) from which the job has been initiated.

9.3.1 Load Test Program Arguments

Argument / Parameter
-u <number>

-d <seconds>

-t <seconds>

-sdelay <milliseconds>
-maxloops <number>
-downlink <Kbps>

-uplink <Kbps>

-sampling <seconds>

© 2012-2016 Ingenieurbiiro David Fischer AG, Switzerland

Meaning

Number of concurrent users

Planned test duration in seconds. 0 = unlimited

Request timeout per URL call in seconds

Startup delay between creating concurrent users in milliseconds

Max. number of loops (repetitions of web surfing session) per user. 0 = unlimited

Network bandwidth limitation per concurrent user in kilobits per second for the downlink (web server
to web browser)

Network bandwidth limitation per concurrent user in kilobits per second for the uplink (web browser
to web server)

Statistical sampling interval in seconds (interval-based sampling). Used for time-based overall
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diagrams like for example the measured network throughput

-percpage <percent> Additional sampling rate in percent for response times of web pages (event based sampling, each
time when a web page is called)

-percurl <percent> Additional sampling rate in percent for response times of URL calls (event based sampling, each
time when a URL is called)

-maxerrsnap <number> Max. number of error snapshots per URL (per Exec Agent), 0 = unlimited

-maxerrmem <megabytes> Max. memory in megabytes which can be used to store error snapshots, -1 = unlimited

-setuseragent "<text>" Replaces the recorded value of the HTTP request header field User-Agent with a new value. The
new value is applied for all executed URL calls.

-nostdoutlog Disables writing any date to the *.out file of the load test job. Note that the *.out file is nevertheless
created but contains zero bytes.

-dfl Debug failed loops

-dl Debug loops

-dh Debug headers & loops

-dc Debug content & loops

-dC Debug cookies & loops

-dK Debug keep-alive for re-used network connections & loops

-dssl Debug information about the SSL protocol and the SSL handshake & loops

-multihomed Forces the Exec Agent(s) to use multiple client IP addresses

-ipperloop Using this option in combination with the option -multihomed effects that an own local IP address is

used for each executed loop rather than for each simulated user. This option is considered only if
also the option -multihomed is used.

-ssl <version> Use fixed SSL protocol version: "v3", "TLS", "TLS11" or "TLS12"

-sslcache <seconds> Timeout of SSL cache in seconds. 0 = cache disabled

-nosni Disable support for TLS server name indication (SNI)

-dnshosts <file-name> Effects that the load test job uses an own DNS hosts file to resolve host names - rather than using

the hosts file of the underlying operating system.Note that you have to ZIP the hosts file together
with the compiled class of the load test program. To automate the ZIP it's recommended to declare
the hosts file as an external resource (w/o adding it to the CLASSPATH).

-dnssrv <IP-name-server-1>[,<IP-name-server-N>] Effects that the load test job uses specific (own) DNS server(s) to resolve host names — rather than
using the DNS library of the underlying operating system.
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-dnsenattl
-dnsfixttl <seconds>

-dnsperloop

-dnsstatistic

-tz <value>
-annotation <text>

© 2012-2016 Ingenieurbiiro David Fischer AG, Switzerland

Enable consideration of DNS TTL by using the received TTL-values from the DNS server(s). This
option cannot be used in combination with the option -dnsperloop.

Enable DNS TTL by using a fixed TTL-value of seconds for all DNS resolves. This option cannot be
used in combination with the option -dnsperloop.

Perform new DNS resolves for each executed loop. All resolves are stable within the same loop (no
consideration of DNS TTL within a loop). This option cannot be used in combination with the options
-dnsenattl or -dnsfixttl.

Effects that statistical data about DNS resolutions are measured and displayed in the load test
result, by using an own DNS stack on the load generators. Note: There is no need to use this option
if any other, more specific DNS option is enabled because all (other) DNS options also effect
implicitly that statistical data about DNS resolutions are measured. If you use this option without any
other DNS option, the (own) DNS stack on the load generators will communicate with the default
configured DNS servers of the operating system - but without considering the "hosts" file.

Time zone (see Application Reference Manual)
Comment about the test-run
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9.4 Scripting Load Test Jobs

Several load test jobs can be started from the GUI at the same time. However, the GUI does not have the ability to automatically run sequences of load
test jobs, synchronize load test jobs, or automatically start several jobs, with a single mouse click.

To perform these kinds of activities, you must program load test job scripts which are written in the “natural” scripting language of your operating system
(Windows: *.bat files, Unix: *.sh, *.ksh, *.csh ... files). Inside these scripts, the PrxJob utility is used as the interface to the ZebraTester system. When
the Windows version of ZebraTester is installed, the installation kit creates the directory ScriptExamples within the Project Navigator, and this directory
contains some example scripts.

The PrxJob utility allows you to start load test jobs on the local as well as on a remote system. It also provides the capability to create cluster jobs, to
synchronize jobs, to obtain the current state of jobs, and to acquire the statistics result files of jobs. More information about the PrxJob utility can be
found in the Application Reference Manual, Chapter 4.

9.5 Rerun of Load Tests Jobs (Job Templates)

Every time when a load test is started, an additional job definition template file is stored in the actual Project Navigator directory (in XML format). Such a
job definition template file contain all configuration date which are needed to rerun the same load test job again. If you click on the corresponding icon of
a job definition template file in Project Navigator, the load test job inclusive all of its input parameter is automatically transferred to the Exec Agent or to
the Exec Agent Cluster and immediately ready-to-run.

f‘ http://127.0.0.1: 7990/ ?fileP athB64 =0zpcUH1¥23IhbSBGaWxlc 1 xQJcm94e¥NuaWZm 2X IcTXIUZX]

I Start load test as usual — with configuring the job input parameters I
*0e
* . - -
$°0 oy Sniffer Project Navigator - Execute Load Test
Execute Load Test Job: Test01 N o
 — L File & [ I Rerun the same load test I g £
Load Test Input Parameter v | save as template Testdd xml - &
£] Testol.class 29687 03 Feh 2008 2156 I q
Execute Testf . "
oo e |D__._| 5] Testoliava 72618 03 Feb 2008 21:56:02 & R
Number of C ntu P
pher o onearrem sers 5] Testol.pndat 167296 03 Feb 2008 21:55:36 =8
E]  Testtuml 1122 03 Feh 2008 21:56:54 Gl €
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Additionally, if you wish to trigger several load test jobs at the same time to be ready-to-run (by using only one mouse click), you can zip several
templates to one zip archive. After this click on the corresponding icon of the zip archive:

IFirstTest
te-set. XML file name: |[~ombinedTest zml

File = & [&)

Label of template-set; |

Ly

Continue

Size Modified < s>

@ CombinedTestxml
@ Test01.class

@ Test0l java

Test01 pradat

Testl2.class

2561 03Feb 2008224246 [ [
20687 03Feb2008224116 [ B
72818 03Fen200821:56:02 [ F QR
167'296 03 Feh 2008 21:55 r R =il
= :ﬂg;;‘m*‘A Exec Agent Joh 170 2 e x

29'687

II_I-I -
:TTU: % soucmme Eyec Agent Job 171 g8 e %
e 0998 P01 [Exec agent Local Exec Agenti = Job: 171 e 202090 |
XML Load Test Template Attributes:
Attribute Name Description
loadTestProgramPath Absolute file path to compiled load test program (*.class) or load test program ZIP archive
startFromExecAgentName Name of the Exec Agent on which the load test is started (empty value if cluster job)
startFromClusterName Name of the Exec Agent Cluster on which the load test is started (empty value if no cluster job)
concurrentUsers Number of concurrent users
testDuration Planned test duration in seconds (0 = unlimited)
loopsPerUser Number of planned loops per user (0 = unlimited)
startupDelayPerUser Startup delay per user in milliseconds
downlinkBandwidth Downlink bandwidth per user in kilobits per second (0 = unlimited)
uplinkBandwidth Uplink bandwidth per user in kilobits per second (0 = unlimited)
requestTimeout Request timeout per URL call in seconds
maxErrorSnapshots Limits the number of error snapshots taken during load test execution (0 = unlimited). Negative value:
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maximum memory in megabytes used to store all error snapshots, counted overall Exec Agents
(recommended). Positive value: maximum number of error snapshots per URL, per Exec Agent (not

recommended).

statisticSamplingInterval

Statistic sampling interval in seconds

percentilePageSamplingPercent

Additional sampling rate per Web page in percent (0..100)

percentileUrISamplingPercent

Additional sampling rate per URL call in percent (0..100)

percentileUrISamplingPercentAddOption

Additional URL sampling options per executed URL call (humeric value):

0: no options

: request header

: request content (form data)

: request header & request content

: response header

: response header & response content
: all — but without response content

: all — full URL snapshot

O~NO U WN -

: all URL performance details (network connect time, request transmit time, ...)

debugOptions

Debug options: (string value)

“-dI”: debug loops (including var handler)
“-dh”: debug headers & loops

“-dc”: debug content & loops

“-dC”: debug cookies & loops

“-dK”: debug keep-alive & loops

“-dssl”: debug SSL handshake & loops

additionalOptions

Additional options (string)

sslOptions

SSL/HTTPS options: (string value)

“all’: automatic SSL protocol detection (TLS preferred)
“tls”: SSL protocol fixed to TLS

“v3”: SSL protocol fixed to v3

“v2”: SSL protocol fixed to V2

testRunAnnotation

Annotation for this test-run (string)

userlnputFields

Label, variable name and default value of User Input Fields
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9.6 Project Navigator

The Project Navigator Menu, or "Project Navigator®, offers additional useful functions aside from starting and managing load test programs. These

additional functions are briefly described in this chapter.
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First, it is recommended that a simple directory structure be
defined, one that is relevant to your projects. It is also often useful
for individual application releases, or even daily test programs, to
be assigned their own sub-directories.

|»

To create a new sub-directory, select an existing directory (at
left), and then click on the "Create Directory" icon.

Note: new directories can also be created via the Operating
System; for example, via File Explorer under Windows, or by
using a console. The Project Navigator menu has been designed
to ensure that no discrepancies exist between the menu and the
Operating System view.

/= http://127.0.0.1:7990/ - PRX: Project Navigator - Windows Internet Explorer

sse
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L3 Project_g,
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After the creation of a new sub-directory, an existing load test
program, including its recorded web surfing session and Input
Files, can be copied by marking the corresponding checkboxes
and then clicking on the "Copy Selected Files" icon. The new
sub-directory can then be selected with a single click at the left
side in the Project Navigator.
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/2 http://127.0.0.1:7990/ - PRX: Project Navigator - Windows Internet Explorer
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Individual Java load test programs can also be renamed, or
copied to a new name. This can only be done using the Project
Navigator; that is, it cannot be done using the Operating System.
This is because the Java program contains references in the
source code to its own name. The Project Navigator handles this
requirement, and will automatically make the appropriate
adjustments when copying or renaming a Java load test program.

Note: compiled Java programs (*.class files) can never be
renamed, only source files (*.java) can be renamed.

/2 http://127.0.0.1:7990, - PRX: Project Navigator - Windows Internet Explorer
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Note also that the Project Navigator will require confirmation
when overwriting or deleting files using a red-shaded status row.
Whenever a red-shaded status row appears, you should review
the action before approving it. An example is given at left for
deleting files.
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Clicking on the [ Icon in the Project Navigator will provide a
preview of the measurements in the statistics files, including the
description associated with the corresponding test run. The
description of the recorded web surfing sessions and the load
test programs will also be displayed, if available.

This feature allow you to quickly compare statistics files of
different load tests, especially when the same load test program
was executed several times with the same number of concurrent
users.
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9.6.1 Configuration of the Project Navigator Main Directory

ZebraTester can be configured to have its Project Navigator Main Directory on a shared disk or a shared directory, given all members of a team the

same view of the data. On Windows, a directory "Share" must already exist. On Unix systems, the shared directory must be already mounted using NFS
or mounted via Samba. Proceed as follows:

e Windows systems: the ZebraTester mytests.dat configuration file must be edited using a text editor such as Notepad. The entry in this file must

point to the directory share. This directory shared must be created using Windows before the ZebraTester configuration file is edited. The
mytests.dat is located in the ZebraTester installation directory.

e Unix systems: on Unix systems, the mytests.dat configuration file must be manually created in the ZebraTester installation directory using a text

editor such as vi, The only entry in this file should be the path to the new main directory. Note: on Unix systems which have only an Exec Agent
started, this file is not necessary.

After setting the new Project Navigator main directory, the ZebraTester application must be closed. In addition, all cookies in your Web Browser must

be deleted because the old main directory is also stored in a browser cookie. After that ZebraTester can then be re-started, and the new main directory
will be active.

Further information about ZebraTester configuration files can be found in the "Application Reference Manual", Chapter 7.
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9.7 More Hints for Executing Load Tests

Please note that the underlying operating system of a single Exec Agent (load injector) can be overloaded if too many concurrent (virtual) users are
executed there. In most cases where a system is overloaded, the CPU(s) of the Exec Agent will be constantly at nearly 100% used. In these cases, the
measured response times will not be valid because the measuring system itself is overloaded.

We recommend that you monitor the CPU consumption of the Exec Agent during the load test, and that you use an Exec Agent Cluster (Chapter 11.2),
instead of a single Exec Agent, when a single system does not have the necessary CPU resources to properly generate the load. The CPU consumption
of the load-releasing system depends on the number of users (more users = more CPU), the user’s think time (longer think time = less CPU), the
response times of the stressed web server (longer response times = less CPU), and whether the HTTP or the HTTPS protocol is used (HTTPS = more
CPU). We are therefore not able to give you a general hint as to how many users can be emulated by a single load-releasing system; you will have to
experiment. We recommend that you first run a load test with only a few users, and then estimate how much CPU power in total will be necessary to
generate the required load. After that, you can decide if an Exec Agent Cluster should be used, and how may systems need to be part of this cluster.

Furthermore we recommend that you tune the TCP/IP parameters of load releasing systems — see Application Reference Manual, chapter 5.
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10 Analyzing Measurement Results

Measurement results can be analyzed using the Analyse Load Tests menu, into which the statistics result files can be loaded. Loading result files
occurs either implicitly during the acquisition of the job statistics result file (this file is also stored inside the Project Navigator directory), or explicitly by

clicking on the corresponding b icon of a statistics result file within the Project Navigator.

The loaded data inside the Analyse Load Tests menu are stored inside a volatile memory cache; therefore, if you delete some results here, they will

only be removed from the memory cache, but the corresponding files inside the Project Navigator will not be deleted.

You can also invoke this menu from the main menu, and from the Project Navigator, without loading result files.
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Load Test: name of the load
test program

Start Date: date and time the
test-run was started

User: number of simulated
users

Test Duration: duration of
the rest-run

Web.Trans..: number of
successfully executed URL
calls per second (hits per
second); that is, the web
server throughput

Sess. Failures: percentage
of failed loops

URL Error Rate: percentage
of failed URL calls

Net. Throughput: average
network throughput during the
test run

Annotation: comment which
was entered when starting the
test run
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10.1 Detail Results

Many different detail results can be displayed about a single test run:

2) PRY: Result Detail - Mozilla Firefox

At the right upper corner, inside the title of the window, is the
Report icon which allows you to generate a PDF report.

General data about the test run are shown in a yellow bar.

Further general data are described below:

An extract of the most important test input parameters

Measured Results per Single User — per Loop:

- AV Session Time per Loop: average time of a single
loop — per user (repetition of a web surfing session)

- AV Response Time per Page: average response time
per web page (calculated over all web pages and users)

- Network Throughput per User: average network

- Web Transaction Rate: number of successfully
executed URL calls per second (hits per second),
measured over all users, as an average over the entire
test duration. This value reflects the throughput of the

- Session Failure Rate: percentage of failed loops (error
rate), measured over all users. By clicking on the
percentage value (if not zero) the error snapshots can be
displayed (see Chapter 10.2)

- Total Network Throughput: average network
throughput during the test run
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[16] 4660 1) 14 ms 11 ms 955 hytes | GET hitpsifeftestixpost.chi443fefipublicicc/pics/doc_ho.gif Web Server
171 4660 o 15 ms 12ms 1'368 hytes | GET hitps.fettestix.post.ch:d4 efipublicice/picafima_claim_de.gif
8 ARED [i] 14 ms 12rs | 4'437 bytes | GET hitps ffef-te st post.ch:4 4 3etpublicice/picaficons. gif
]| 4660 1] 16 ms 12 ms 4186 hytes | GET hitps.fef-testix.post.ch:44 3effpublicice/pics/shadowAlpha.png
[20] 4660 1) 14 ms 11 ms 1'656 hytes | GET hitps [fet-testix.post.ch:443favicon.ico
Total 4660 728 ms | 1'364 ms | 229'624 ytes | 20 URLs
[21] | Page#2: login maske user's thinktime: 15.0 seconds
Test |#Passed |#Failed | AV Time <=90"% AV Size |URL
23 4'657 3| 1891 ms | 5'330ms 9'654 hytes | POST hitps:fef-testix post ch:44 Aeflsecurethtrli?login
[23] 4657 1) 30 ms 28ms | 31058 ytes | GET hitps:fef-testivpost.ch:dd Jefipublicicc/pics/idped_anleitung_pk_de gif
Total 4657 3| 1921 ms | &364ms | 40712 vies |2 URLs v
< >
Done

If you have loaded several test results, you can use the arrows
in the “Test Result” selection box to switch between them.

Further details of the test run can be accessed by clicking on a title within the red-framed range. These measurement details are briefly explained in the

following subchapters.

© 2012-2016 Ingenieurbiiro David Fischer AG, Switzerland
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10.1.1 Test Scenario
Displays the test environment, test input parameters, and a summary of the executed web surfing session.

tistic Sampling Interval:

16 gec

Metwark Throughput per User: | 2.3 kBytesisec

Total Metwark Throughput: | 19.66 MBitizec

Total Transmitted: 27

[> Test Scenario

[ Diagram: Weh Transaction Rate
[ Diagram: Network Throughput
[ Diagram: Error Types

[ Diagram: Response Time per Page
[> Diagram: Response Time Percentiles [ Diagram: Top Time-Consuming URLs [ Diagram: Concurrent Users
[> Diagram: Users Waiting for Response [ Diagram: Completed Loops
[ Dizgram: HTTP Keep-Alive Efficiency
[ Diagram: Nurmber of Ettors per Page

[ Results per URL Call (Cverview)

[ Diagram: S5L Cache Efficiency
B> Diagram: Mumber of Errors per URL  [» Diaoram: External Measured Data

[ Results per URL Call iDetails)

[> Diagram: Session Time

[ Diagram: TCP Socket Connect Time
[ Diagram: Session Failures

Test Scenario

Objectives

Test Start Date:

28 Sep 2009 14:24:34

Load Test Program

Testll class

Load Source Hosts

¢l (Cluster):

—v03iid {10.224.200.9) f 534 users
—v03i74 (10.224.200.22)§ 533 users
—w03i7g (10.224.200.34) § 533 users

Load Source O5:

Taryet Host:

ef-testivpostoh:443

Applied HTTP Version

1.1

Real-Time Comme
[none]

d e

Test Sequence

Page #1: starseite

Page #2: login maske

Page #3: sicherheitsnummer

Fage #4: link zahlungen

Page #5: link inland chf

Page #8: 1. eingabemaske

Page #7: 2. eingabemaske

FPage #3: link konto

Page #9: link autragsuehersicht

Page #10: auftragsusbersicht suchen

Page #11: lupe einzelzahlungen

FPage #12: lupe pendent

Page #13: loeschen

Page #14: logout

[Data Source

|TestResuH File: | Test01_c1_288ep08_142434_1600u preres ‘

<

Test Input Parameter [user Input Fields |
Concurrent Users: 1600 | User's Think Time | 15 |
Flanned Test Duration: 16:00 min
Planned Loops per User: unlimited . .
Startup Delay per User: 300 millisec ““
Request Timeout per URL: 60 sec ““
Statistic Sampling Interval: 15 gec ““
Additional Sampling Rate pereh Page Call: [100% o o 1 3
Additional Sampling Rate per URL Call: lDﬂT‘
P
% e

PRX: Real-Time Comments - Mozilla Firefox

o

htkp:ff127.0.0,1:7990)dfischer/webadmininterf ace/PopupAnalyseLoadtestDet sils\WebletRtCommentstkey=c47cedcff1 36bbieade2d309aa5bee01

o Lo nitter Load Test Result Detail - Modify Real-Time Comments cg

web Admin

Lt
+

Load Test: Test01 Start Date: 28 Sep 2008 14:24:34  User: 1600 Test Duration: 19:50 min  Annotation: - |

Mate: modifications are only tempararily applied - the carresponding * prires file will not be updated

Annotation:

Real-Time Comments:

Elapsed Time 10,1190 Seconds) 0 Mew Real-Time Comment:

Done:

Done

© 2012-2016 Ingenieurbiiro David Fischer AG, Switzerland
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You can also modify, delete or add real-time comments as well
as add or modify the annotation of the test-run — before you
generate the PDF report. However, all retroactively entered real-
time comments are not permanently stored inside the result data.
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10.1.2 Diagram: Response Time per Page

Displays bar chart diagrams about the average response times and the 90% percentile value of the web pages. Displays also diagrams about the
response time progression of the web pages.

4

® Average O a0% Percentile O Detail per Page

o Average O 80% Percentile ) Detail perFage
Page #1: startseite

seconas Response Time per Page (Average)

1 Page #1..H6
z0
13
15 158
14
1z
10 g
4
[

415
4
- EE

2 II
o

#l =2 P w4 P ai

Load Test: Testdl 27 Mow 2885 23:19:49 User: 2@

Hint: Click insicie the diagram on the | bars o display detaiis

© 2012-2016 Ingenieurbiiro David Fischer AG, Switzerland

FPage Response Time — 188+ Sampling Rate Fage Response Time Percentile - 188x Sampling Rate
. Page #1: startseite Page #1: startseite
Page pecial Features milliseconds milliseconds
Page jawn Lo WEE
Page ustomers & Parners - -
Page uy 10000 2000 10000
Page w8: Support  FAGs : : : :
3000 : L : L 1400 3000
F000 : . : L1600 5000
000 g B g i 1400 1000 ]
5000 5 g 5 1 100 5000 i
co0n : L1t : o ca0n : : : : : : : : |
+000 FSIN 1§ : £ a0o PO N S N I S B
3000 el A | || 500 5000 f : : f : : : : ‘/Jlr
z000 } z000 g : ] i
: Y T T
1000 1000 : : : : D e TR SRR 927 A
o : : o ol o : : : 5 5 TR N
0:00:00  0:05:00  0:10:00  0:15:00  0:20:00  0:25:00 0% 10X 20X 0% 40% 50X 60X 70X #0¥ 90X 100%
Load Test: Test@®1 22 Sep 2082 14:24:34  User: 1600 Load Test: Test@®1 22 Sep 2089 14:24:34 User: 1600
Page #2: login maske
Save image to disk
Page Response Time — 188k Sampling Rate Page Response Time Percentile - 188 Sampling Rate
Page #2: login maske Fage #2: login maske
milliseconds user milliseconds
20000 x . x - 2000 20000
15000 ;. 3 ;. L 1400 15000
15000 : - : L 1600 15000
14000 : : : ;1400 14000
12000 g g g 3 1200 12000
10000 1000 10000 : 5 8 : 8 2 5 8 |
F000 300 s000 > - : > : > - : }
6000 i | 500 5000 8 3 8 8 il
|. i : /f BE0D
4000 Sorod | 400 4000 8 2 JEEIE
2000 ooyl 200 2000 '-/'/Mr L 1820 aw
ity . ' ' 2 . : : : :
o ¥ tine o bz
0:00:00  0:05:00  0:10:00  0:15:00  0:20:00  0:25:00 0% 10% 0% 0% 40% 50X 60X 70X §0¥ 90X 100%
Load Test: Test@l 25 Sep 2089 14:24:34 User: 1609 Load Test: Test@l 25 Sep 2009 14:24:34 User: 16089
Page #3: sicherheitsnummer
Page Response Time — 188X Sampling Rate Fage Response Time Percentile - 188x Sampling Rate
Page #3: sicherheitsnumnmer Page #2: sicherheitsnummer

All Rights Reserved
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10.1.3 Results per URL Call (Overview)

Displays statistics about all URL calls.

© 2012-2016 Ingenieurbiiro David Fischer AG, Switzerland

[0] | Page#T: Start Page user's thinktime: 0.0 seconds
Test | # Passed |# Failed | AV Time <=90"% AY Size |URL
1] 216 0| 3910ms | 9031 ms | 42395 bytes | GET hitpi 92.16.4.5:80f
[2] 216 i 102 ms 167 ms A72032 tytes | GET hitpii1 92.16.4 &:80format.css
& 216 1] 128 ms 218 ms B16 bytes | GET hittpir1 92.1 6.4 58 0500000 gif
4] 216 i 43ms 126 ms B6Y bytes | GET httpir1 92164 580/ arrow_red_12x9 gif
8] 216 1] 124 ms 3490 ms 1793 bytes | GET hitpdi1 92.16.4 5:80iflagEngland.gif
[6] 216 i B5 ms 126 ms 812 bytes | GET http:i1 92.16.4 5:80iflagGerman. gif
[7] 216 1] 104 ms 90 ms | 22735 hvtes | GET hitpf192.16.4.5:80/images_enfScreenShotClusterPreview.jpg
8] 26 i 133 ms 375 ms T'BTE bytes | GET hitp:1 92164 5:80mages_enfScreenShotebAdmint Preview. gif
JE)| 216 i 135 ms 266 ms | 10986 hytes | GET hitpf192.16.4 5:80/images_enfScreenShotFinalResultP review. gif
na 216 1] 89 ms 141 ms | 20'382 bytes | GET hitp:M192.16.4 5:80fimages_eniScreenShotRealtimeP review . jpg
Total 216 | #'833ms |10406 ms | 112'866 bytes | 10 URLs
[11] | Page#2: Login Fort  user's thinktime: 3.0 seconds
Test | # Passed |# Failed | AV Time <=90"% AY Size |URL
| 163 0| 7786 ms 12844 ms 2'892 bytes | GET hitp:di1 92.16.4.33:80800p ndool/servietvebMainkenu
13 154 0| &247ms | B797 ms 1'227 bytes | GET hitpui1 92.16.4.33:8080mndoal/lLogoFischer.gif
Total 194 - [13'003 ms | 20642 ms 4119 hytes | 2 URLs
[14] | Page#3: Login / Main Menu  user's thinktime: 3.0 seconds
Test | # Passed |# Failed | AV Time <=90"% AY Size |URL
[1a] 40 18 [10°304 ms | 16740 ms | 44'903 bytes | POST hitp:d192.16.4.33:808 0iprdoolfservietvvebMainienu
[16] 23 0| 8777 ms | 9078 ms 791 bytes | GET hittp:#192.16.4.33:8080/p ndooliExit. gif
JiL| 20 0| a174ms | 7807 ms 884 bytes | GET hitp:di1 92.16.4.33:80800p ndool/Home. gif
e 14 0| 6354 ms | 146541 ms 743 bytes | GET hittp:#192.16.4.33:8080/pndoaliNavigation.gif
J L] 10 0| 2704 ms | 5'093ms 894 bytes | GET http1 92.16.4. 33:808 00 ndoaliSetup. gif
i 20 7 0| 2880 ms | 3484 ms 786 bytes | GET hittp:fi192.16.4.33:8080/p rdoaliBack gif

All Rights Reserved

Columns:

Test: consecutively numbered. Clicking on a number displays the
URL detail menu

# Passed: total number of successful calls

# Failed: total number of failed calls. If this value is greater than
zero, you can click on it to display the corresponding error
shapshots (Chapter 10.2)

AV Time: average response time per URL call, or per web page

<= 90 %: slowest response time within the fastest 90% of all
measured values (90% percentile value). This result is only
available if the response time has been collected at least 5 times,
depending on the percentile sampling rate which was selected
when the test run was started. Clicking on this value displays the
corresponding response time percentile diagram

AV Size: average size of transmitted and received data per URL
call, or per web page

URL: the URL called
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10.1.3.1 Response Content Throughput / In-Depth Measurement of HTTP(S) Response-Streams

The in-depth measurement of HTTP(S) response-streams is only available if you have to enable the additional option "Resp Throughput Chart per Call"
as part of the "Additional sampling rate by URL call" when starting the load test. Furthermore you should configure a "maximum acceptable response
time" in order that ZebraTester can calculate and compare the necessary network throughput.

This feature is especially useful for Web pages that contain videos and allows to detect if jerky video playback occurs during viewing of a video,
respectively to diagnose if enough network bandwidth is available for all simulated users so that the video can be viewed by each user without
interruption. However, this feature can also commonly used as a reference for the optimization of any response data. The corresponding charts are
showing in different colors the times elapsed for receiving fragments of user data (in red color) and the times elapsed for receiving the overhead data of
the chunked protocol (in blue color).

) PRX; Execute Load Test - Mozilla Firefox

£ http:f127.0.0,1:7990/dfischer/webadmininterface fPopUpDirectaryhavigator Startl oad TestWeblet ?fileP athBa4=CzpcRGOrdi 1 IbnRITHYUZCBF st SzdGshHYL -
oad
3 o H @ ¥
#4¢  Proxy Sniffer H H
2 WS dmin Project Navigator - Execute Load Test Hap  Jooe Retresh Close
Execute Load Test Job: Test01 ¥ PRX: Result Detail - Mozilla Firefox
Load Test Input Parameter [&] Save A8 TBMpIAE | Tt sl : http:/f127.0,0,1: 7990/ dfischerfwebadmininterf ace/Popupanalysel oadtest Det silsweblet7dat aTickOutputFormat=18&action=percentlefsubaction=displayDataTicksikey=c 1556 1b26bRaas Lol @'
| S w— | [ | —
Execute Testfrom Host Local Exec Agent w
Number of Concurrent Users 30 .’ URL Response Time - 188% Sampling Rate * Backio pravious Menu
. [48] BET http: w24, [20ached. c.uoutube, coni B8y | deop | ayback Peparans= | diaCenn | reHal ip42Cipoi to#20i tagkaCalaari thi., .. Save imaveto disk
Load Test Duration 1 min b4 R ear
" Maximum Acceptable
Max. Loops per User unlimited (» 200000 . . : . . - - 10 Response Time in Miliseconds:
Startup Delay per User 200 + | Milliseconds 150000 |max_acceptabie 8 8 8 8 8 . @ |re0000
Max. Metwork Bandwidth per User unlimited  ~ | Downlink | unlimited  » | Uplink 150000 — . .AH_‘ 8 () uncontfigured J [accent any]
Reguest Timeout per URL 60 v | Seconds OED 2 7
Max Error-Snapshots 20MB memory v QD : : : : : : P + passedt: 10
Statistic Sampling Interval 15 » Seconds 100000 : : E : : : Do —resp. time excesded: 0
8 8 8 8 8 8 8 — faile: o
Additional Sampling Rate per Page Call | 100% I‘! 50000 + Acceptable: 100.0%
Additional Sampling Rate per URL Call 100% | Add. | Resp. Throughput Chart per Call 60000 5
Debug Options none - recomme| —- FEcommended
S Perfarmance Details per Call too0n :
Additional Options & Resp. Throughput Chart per Call 20000 1
Request Headers 3 : : : : : :
REqUEStCDﬂ‘Ent nﬂ on:00 0:01:20 0:02:40 0:04:00 0:05:20 0:06:40 0:06:00 0:0%: 20 0:10:40 0:1z:00 0:13 2;‘”2
Annotation ' Request Headers & Content : : o : o : o : : : o
Response Headers Load T beB2 18 Apr 2811 18:33:88 U 18
- ) Response Headers & Content (26 TESR0 DEMAES e s =er:
.
recommendsd: wil be displey 4Bt wio Response Content
Al- Full URL Snapshats Detailed Measurement Summary of HTTP(S) Protocol Steps [5]
[URL ] = Av Net Con [+ Av Req Trm [ + AvWait + [ + Av Header Rcv [ + Av Contel I ™inTime] AvTime| Max Time | AvSize | AvThr
[0 ] roo%y 2ms| oms | 51 rns | oms | 162'037 ms [[[ 161613 ms [162'091 ms [163969 ms [ 20778'067 ktes | 120.2 Koytesisec |
x
No. |Sample Measured on | Offset [ms] |Offset [min:sec.ms] |Response Time [ms] | |Net Con Time [ms] [Req Trm Time [ms] |Wait Time [ms] |Header Rev Time [ms] [Content R
T[18 Apr 2011 18:36:02.046 181296 |3:01.296 161698 1 0 40 0
2[18 Apr 2011 18:36:43.140 222390]3:42.390 161833 1 0 44 0
318 Apr 2011 18:36:58.703 237953 367.053 161636 12 0 41 0
3
< >
x A
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£) PRX: Response Content Throughput Charts - Mozilla Firefox

£ http:f{127.0.0.1: 7990/ dfischerjwebadmininterf ace/PopupAnalyseLoadtestDisplayResponse Throughput Graphsweblet ?keyv=c 15581 bz8b9aae] CFO750c 51 998 B4ef Sat argetIndex=40%data -
5:0 Proxy Sniffer « R
$ el dmin Response Content Throughput Charts Mol Fefresh Close

Maximum Acceptable Response Time in Milliseconds:

(&) |150000

Ounconfigured Faccept any] Apply

[40] | GET hitp:inv2d lecache 3. youtube. com: S0Mvideoplayback Ysparams=id9%2Cexpire % 2Cin% 2Cinpkits % 2Ctag %2 Calgorthm e 2Chur st 2Cfact or 96 2 Coc % SAUNNP SFFRY Y 9F SkNO OIS IH & fexp=05

Mumber of Loaded Charts: 10
0.0%

Maximum Acceptable Response Time Exceeded: | 0.0%

Average Insutficient Throughput Rate:

Sample Ho. 1 -~
Response Content Throughput — Sample Mo. 1 - Max. Acceptable Response Time = 1887888 ms .
[48] GET http:s-uzd. lscaches. c.youtube. com: S0-uideop Layback Foparamss i d%2Cen pi reXaC | pXECi pbitsH20 i tag¥2Calgori thni2Ch. - . =+ Met Con: 1ms
total bytes = Req Trm: 0ms
- 161657 ms (+41 ms) =+ gt 4= 40 ms
5010001000
250680 D00 + Header Row: 0ms
400000000 + Content Rov: | 161'657 ms
551000000 Total: 161°698 ms
3010001000
251000000 .
20000000 ~20' 776 636 bytes
1510001000 0
0 0 user data
etonotonn M chunk protocol
Bl oo e e = e R * Mrequired throushput
o ¥ time [milliseconds]
] 20'000  40'000  §0'000  F0'000  100'000 120'000 140'000 160'000 1%0'000 200'000
g—btime to receive the response content Inzufficient Throughout Rate = @.8%
41 msi—@ elapsed time before start of receiving the response content
Load Test: woutubeBz Request Start Time: 18 Apr 2811 18:36:82
Sample Ho. 2
Response Content Throughput — Sample Mo. 2 - Max. Acceptable Response Time = 188° 888 nms .
[48] GET http: - u24. lzoached. c.youtube. con: BB-uideop Layback Psparams=id¥aCenpi renaC i pHaC iph i t=H2l i tagHaCalgor i thriaCh. . . =+ Net Con: 1ms
total bytes =+ Req Trm: 0ms
- 161784 mE (+50 ms) = Vst 4= 49 ms
50000000 - -
O OED DS Header Roy: 0ms
401000 000 *+= Cartert Rov: | 161783 ms
35'000'000 Total: 161°833 ms
300000000
251000000
2010001000 20776636 bytes
151000000 0 aat
\ \ user data
DD B W chunk protocol
\ \
Oy ey BMrequired throughput
o ¥ time [milliseconds]
o 200000 40'000  F0'000  #0'000  100'000 1:0'000 140000 160'000 150000 200000
?—ptime e rgceive the response contgnF Insufficient Throushput Rate = B.BX
50 m= 4—E| elapged time befare start of receiving the response Ccontent
Load Test: woutube@Zz Request Start Time: 12 Apr 2811 18:356:42
| Samble Ho. 3 et
b

© 2012-2016 Ingenieurbiiro David Fischer AG, Switzerland
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Measured internal throughput of a
video on a preset viewing time of 3
minutes (180,000 milliseconds).

The linear flow and the flow rate peak
at the beginning of receiving the data
indicates that the delivery is made by
a special video server which prevents
on the one hand network peaks and
ensures on the other hand that no
jerky video playback occurs.
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£) PRX: Response Content Throughput Charts - Mozilla Firefox

*
* Proxy Sniffer

: web Admin

£ http:f{127.0.0.1: 7990/ dfischerjwebadmininterf ace/PopupanalyseLoadtestDisplayResponse Thraughput Graphswieblet

Response Content Throughput Charts

8 @ ¥

He| Refresh Cloze
[39] | GET hitp:ir1 92,1 6.4 5. 500kenidoc/ProxySnitferUsersGuidey 45En pdf
Maximum Acceptable Response Time in Milliseconds: Mumber of Loaded Charts: 30
(%) 30000 Average Insufficient Throughput Reate: B6.0%
() uncenfigured / [acoept any] Maximum Acceptable Response Time Exceeded: | 53.3%
Sample Ho. 1 -~
Response Content Throughput — Sample Mo. 1 - Max. Acceptable Response Tine = 387888 ms .
[291 GET http:. 192, 16.4.5: 88 ensdoc ProsySnif ferlsersBuideU4sEn. pdf =+ Met Con: - ms
total bytes = Req Trm: 0ms
~ 2E'450 M5 (+62 ms) =+ izt = B2 ms
1010001000 - -
41000000 Header Rcy, 0oms
51000000 + Content Rowv: | 28'949 me
71000000 Total: 29°011 ms
F1000 000 63831939 bytes
51000000
410001000
51000000 0
0 0 user data
attantond M chunk protocol
17960 00D required throuvahput
o ¥ time [milliseconds]
] 41000 §'000  12'000  16'000  20'000  24'000  2§'00 3z'000  36'000  40'000
E=0OIME W0 FEESITE HI8 FESREMss ETent Insuff icient Throughput Rate = B.6%
62 ms 4—a elapsed time before start of receiving the response content
Load Test: Test@l Request Start Time: 26 May 2811 14:35:21
Sample Ho. 2
Response Content Throughput — Sample Mo. 2 - Max. Acceptable Response Time = 38888 ms .
[291 GET http:s 192, 164,51 80 en doc PronySnifferlzersBu i deU45En. pdf =+ Net Con: - s
total bytes =+ Req Trm: 0ms
- 59'330 M5 (+700 mE) =izt 4= 700 ms
101000000 o - -
0 IOED EE Header Roy: 0ms
£10001000 4+ Cortent Rew: 39330 ms
71000000 Total: 40°030 ms
510001000 6'363'959 bytes
51000000
410001000
51000000 B 0 aat
\ \ user data
2°0uD eoE W chunk protocol
\ \
17960 00D required throughput
o ¥ time [milliseconds]
o 41000 §'000  1z'000  1§'000 200000  24'000  :E'000 32'000  36'000 40000
E'_' time to rgce iwe the responze contgnF Insufficient Throushput Rate = 99,83
00 ms(—t}! elapged time befare start of receiving the response Ccontent
Load Tecst: Test@l Request Start Time: 26 May 2811 14:385:28
| Samble Ho. 3 et

© 2012-2016 Ingenieurbiiro David Fischer AG, Switzerland
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Throughput measurement of a PDF
document which should be received in
30 seconds by a linear network
throughput, in order that the beginning
of the document can already be
viewed after some few seconds. The
second measured sample does not
meet this requirement.

Page 120/176



ZebraTester V5.5 User's Guide

£) PRX: Response Content Throughput Charts - Mozilla Firefox

>

*

:00 Proxy Sniffer
H web Admin

Response Content Throughput Charts

;: htbp:ff127.0.0.1: 7990 dfischerjwebadmininterf ace/PopupanalyseL oadtestDisplayResponse Throughput Graphsweblet Pkey=5323Fd41994f b7 28c 2 129b0F1db95d5 1 2k argetIndex=258data

8 @ ¥

HeI Rafresh Cloze

-

[25] | GET hittp e postfinance. che 443 fenioriviorod Hml

Maximum Acceptable Response Time in Miliseconds:
(O)|347
@unconfigured faccept any] Apply

Mumber of Loaded Charts:
Average Insutficient Throughput Rate:

10
—%

Maeximum Acceptable Response Time Exceeded: | 0.0%

Sample Ho. 1
Response Content Throughput - Sample Ho. 1 .
[25]1 GET https: “WWw.postfinance. ch:443 ensprivsprod.html = et Con:
total bwtes =+ Reg Trm:

~ 5.3 ME (+44 mz) =+ it 4

000 ...
4500 41555 bytes + Header Rev:
4000 += Cortent Rov:
3500 Total:
000
z500
000
1500 = 0
user data
Loan : Echunk protocol
500 [....
o ¥ time [milliseconds]
() 0. 1.6 2.4 £ 4.0 4.4 . L ] 1.2 .0
—p time to receive the response content
44 Ms 4—3 elapsed time before start of receiving the rezponse content
Load Test: FF_TESTE1 Request Start Time: 13 Apr 2811 28:89:38
Sample Ho. 2
Response Content Throughput - Sample Ho. 2 .
[25]1 GET https: “www.postfinance.ch:i443 en-priv-prod.btml + Net Con:
total bwtes =+ Req Trm:

- 154 ms (445 ms) =+ it 4
SO00 [ SIEETTR SICUETI IR SEUTRIT ST s SEITRTEP) [P EPERPIOR IS - - -
4500 | ~4'55; bytes Header Row:
4000 | : 4+ Cortent Rew:
3500 .. Total:

3000 ...
2500 ...
000 ...
1500 |..). - -

user data
1000 ...

W chunk protocol
SO0 [ -
o ¥ time [millizecondsz]
o z0 40 60 &0 100 120 140 160 1s0 zon
é—btime to receive the response cohtent
45 ms 4—G  elapsed time before start of receiving the response content
Load Test: PF_TESTA1 Request Start Time: 13 Apr 26811 20:89:31

1 Samble Ho. 3

- mE
0ms
44 ms
Oms
Sms
49 ms

--- TS
0ms

45 m=
0ms
154 ms
199 ms
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Throughput measurement of a HTML
response received from a web portal
server. It is conspicuous that the most
response time is spent in the chunked
protocol overhead, but that the user
data (payload) is received in a
relatively short time.

One explanation could be that the
Web page is "calculated" piece by
piece by the portal server (page
navigation, page main content, page
footer), and that some server internal
delay times occurred during the
calculations.
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10.1.4 Results per URL Call (Details)

Displays measurement details about URL calls. If this menu is invoked from the URL overview menu by clicking on a test number, the selected URL call
is marked with a blue background.

[0] | Page#T: Start Page user's thinktime: 0.0 seconds .
Test | - Av Net Con | -+ Av Req Trm | = AvWait + |+ AvHeader Rov | + Av Content Rov | Min Time [ Av Time | Max Time &v Throughput M
11 46 ms 0ms 3614 ms I ms 218 ms | Oms | 3'10ms 16047 ms | 10.843 kbytesisec i i . i
7 s 1ms 42ms 1 ms 1Bms || Oms| 102ms| 387ms | &1 000 kilesisec Test: consecutively numbered. Clicking on a number displays the
i - ms 1 ms 1089 ms 17 ms -ms || 0ms 128ms | 1485 ms 4.812 khytesisec URL overview menu
O] —ms 1ms 42rms 0ms —ms | oms 43ms | 969 ms | 15568 kbytesisec
8] - ms 1ms 121 ms 1ms Oms | 0ms 124 ms | 1469 ms | 14.460 khytesisec . .
16l —ms 0ms B ms ams Ome || Oms| B5ms| 1110ms | 12482 kiylesisec Av Net Con: average time per URL call required to open a
u —ms amel  7me 26 me dmoll Ome| 104ms 11408 ms | 218,606 Mitecioes network connection to the web server, before HTTP data are send
8] —ms 3ms 55ms 73ms oms | Oms| 133ms| 1672ms | 57.714 khytesisec . . . .
JEI| - ms 1 ms 60 ms a3ms 19ms | 0ms 138ms | 2187 ms | T8.414 kbytes/sec (SOCket Open tlme)- If the HTTP prOtOCOI Opt|0n keep allve IS
1 - ms 2ms 48 ms 24ms 13ms |l Oms |  89ms| 2375ms | 229.011 kbytesisec supported by the web server, this time is only measured for some
Total | Oms | 4'833ms | 30907 ms | B9.281 kbytes/sec -
URL calls - and not on all - because the network connections have
[11] | Page#2: Login Forre  user's thinktime: 3.0 seconds been reused
Test | = v Net Con | = Av Req Trm | =+ Av Wait + | + AvHeader Rcy | + Av Content Rev | Min Time Av Time | Max Time Av Throughput
=+ [12] 251 ms 0ms 7414 ms 0ms a0 ms | 18ms | 7756 ms | 53640 ms 0.37 3 khytesisec . .
13 334 ms Oms| 4912ms —ms —ms | Oms | 5247 ms |14235ms | 0234 khytesiset Av Req Trm: average time per URL call to transmit the HTTP
Total I 15ms |13003m= 67675 ms | 0.303 Kiytesizec request data to the web server, measured after the network

connection has been opened to the web server

Av Wait: average time, per URL call, waiting for the first byte of the HTTP response (-header) from the web server, measured after the HTTP request
data have been transmitted

Av Header Rcv: average time, per URL call, receiving the HTTP response header from the web server, measured after the first byte has been received

Av Content Rcv: average time, per URL call, receiving the HTTP response content from the web server (HTML data, images, etc.), measured after the
HTTP response header has been received

Min Time: smallest-ever measured time of the URL call (request + response)

Av Time: average time of the URL call (request + response)

Max Time: highest-ever measured time of the URL call (request + response)

AV Size: average size of transmitted and received data per URL call, or per web page

Av Throughput: average network throughput per URL call (request + response)
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10.1.5 Diagram: Response Time Percentiles

This screen contains, per web page and per URL, the response time percentile diagram. These diagrams display a cumulative statistical distribution of
response times, but are only available if an Additional Sampling Rate per Page Call and/or an Additional Sampling Rate per URL Call option was
set when starting the test run (Chapter 9), and at least 5 individual measurements have been collected during the test run.

| Page #2 Login warkplace R T 0 . . .
: : : € Backto URL Overview By using the option lists, you can select the web page
N O e e W2 Lomin Morkptace and - within the page - the URL. The option “--- for a
URL means that the percentile diagram for the web page
; ; ; ; ; ; !1 is displayed (instead of a specific URL of the web page).
: “Cumulative statistical distribution” means that only the
//j slowest URL call, within a percentage of all fastest URL
' ' ' T s calls, is flowing inside the curve. For example, 95%
pe - oy means that 95% of all URL calls have a response time
: : : faster than, or equal to, the shown value.
200 Display Sampling Details
: : 3 3 : : : o aTime [minsecgis 7] The collected individual measurements can be displayed
oo e Outpue Dis?HTMLTab'e = by clicking on the Apply button. It is also possible to
Losd Tests lastfan2o 22 Sep 2006 Teildidt User: S0 ey | export the individual measurements in the form of an
Page Response Time — 188% Sampling Rate HTML table.
[12] Page #2: Login Workplace
1200 ok 4 | bl | :
1000 i ' L| (y lll.l | |||I N H. | ||‘|| L|

0:00:00 0:03:20 0:06:40 0:10:00 0:13:20 0:16:40 0:20:00 0:23:20 0:26:40 0:30:00 0:33:20

Load Test: lastfax28 22 Sep 2086 16:14:41 User: 58

f.SampIe Measured on Offset [min:sec.millis] Response Time [millis]
;22 Sep 2006 16:14:47.245 0:05.610 656
522 Sep 2006 16:14:47 967 | 0:06.332 749
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10.1.6 Diagram: Top Time-Consuming URLS

Shows a compilation of the slowest URLs (average and 90% percentile response time values) and the response time distribution of the slowest URL per
page (for each page), and the response time per media-type (text/html, image/gif ...).

@ Average O 90% Percentie O Mozt Time-Consuming URL per Page

O pverage O 90% Percentile @ Most Time-Consuming URL per Page
seconds Top Time-Consuming URLs (Average)
101 16023 ms ‘Page #1: Start Page contains 17 URLs: [1].[17]
0 B URL [431: 1.589 sec (Page 3] ~topsharewars_8831.aif 15] 1'318 ms | Most Time-Consuming URL of Page: GET http: proxy-sniffer _ok_red.gif
1.8 B URL [191: 1.578 sec (Page #2) ~features.html
B URL [151: 1.318 ses (Page #11 /bullet_ok_red.gif URL ReSP[n'nss]E /'lhinlel —t mkaz sdanp_l‘_ing Rate URL Response I:;; P/:mﬁn:il: - ;ﬂﬂ'_/.fsanpling Rate
15 O URL [121: 1.311 sec (Page =11 /BAGAGE.gif . utlet—ok-red.si " ultef-ek-red.si
nillisecends millisecands
W URL [331: 1.220 sec (Page #2) -SestionCutterPrevisw.aif
14
[T RERTS O URL [261: 1.200 sec (Page #2) ~ExecAgentCluster.aif 000 : : soee F N :
aa L2 i qas o4y O URL [161: 1,183 sec (Page #1] /CICICI_1nE.aif 4300 : : 500 T R :
TS 4000 4000
B URL [481: 1.178 sec (Page #3) <download.html N L N — N N : N _'r
3500 5 & S ER— i
10 o
B URL [451: 1.156 sec (Page #4] scustomersAndPartners.html 5000 |1 : e : 1000 : : : H e .
O URL [491: 1.135 sec (Page #4] <remsa.gif 2500 | 0 | W 2500 g : : : 1 g
0. : o= Tt T :
W URL [523: 1.130 sec (Page #4) ~cnlsb.aif w0 |fl ] P 8 2000 g et - —* i
B g fooorc} gomomsg 1y 2
0.6 W URL [51: 1.123 sec (Page #1] <walke2. jpg 1500 [ LL] AL 1500 ‘.
i : G e & aons
B URL [261: 1.128 sec (Page #2) /PercentilePreuiew.gif 1000 ’J IJ} ?‘Jl\ f/ @ 1000 i @ "_FJ 3 -
e O URL [271: 1.118 sec (Page #2] FinalReportPreview.gif 500 3 - s00 5 g g 5 5
Ld : B T :
RS i ‘ime o .
@2 0:00:00 0:00:40 0:01:20 0:02:00 0:02:40 0:03:20 0% 10%  20¥  30¥  40% 50X 60X J0E 0K 40X 100%
a0 Load Test: TestBl 27 How 2082 23:19:49 User: 20 Load Test: Test@1 27 Mow ZBEZ 22:19:49 User: 28
43 13 15 12 33 36 16 40 45 48 52 5 36 37 url
Load Test: TestB1 27 Nov 2008 22:1%:4%9 User: 28
18] 18'526 ms ‘Page #2: Special Features contains 20 URLs: [14].[38]
Hint: Click Inside the diagram on the | bars to dispiay detalls Save imace to disk 16 1578 ms ‘ Most Time-Consuming URL of Page: GET hitp: ProXy-sniffer. html
URL Response Time — 1082 Sampling Rate URL Regponse Time Percentile — 108x Sampling Rate
[191 /features.htnl [191 /features.html
i ltisecenss " e conas
o] Awerage O 90% Percentiie O Mast Time-Consuming URL per Page ® Response Time per Media Type 5000 2 z 00
4500 4500
4000 : : 4000
Response Time per Media Tupe 3500 g 8 3500 : - E :
3000 I : Joon I i e e
2500 / B39 A : 2500 oo NS o] :
/ /] L] P - ;
oo [ T - [ e -
oo |[-- AV IR : - . .- :
o Wl - S S e
o time o
0:00:00  0:00:40  0:01:20  0:02:00  0:02:40  0:03:20 0x  10x 0% 305 40%  S0x 60X 0% G0X 90X 100%
Load Test: Test@l 27 Hou 28082 23:19:49 Uzer: 20 Load Test: TestO! 27 Mou 20868 23:13:49 User: 28
EL] 4176 ms \Page #3:Download containg 4 URLS: [40].[43)
B =pplication/pdf 1657698 ms  39/871°699 butes 20 URLs JEXi| 1588 ms | Mast Time-Consuming URL of Page: GET http:iiw _8831.gif
A i . rogm
. inagesaif 7D © EPTEr B Eees &8 Uila URL Response Time — 108X Sampling Rate URL Response Time Percentile — 188% Sampling Rate
D testshtml 1455 m= 183° 633 bwtes 19 URLs [43]1 /topshareware_8831.gif [431 stopshareware_8831.gif
X X milliseconds millizeconds
B imagerjpeg 358 ms S86° 223 bytes 3 URLs
O application s-javascript 138 ms 37167 bytes 3 URLs
B tentross 58 ms 1751 butes 1 URL

Load Test: Test®1 26 Maw 2811 14:33:35 User: 20
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10.1.7 Diagram: Concurrent Users

Shows the number of users during the test run. The number of data points depends on the Statistic Sampling Interval which was set when the test run
was started.

Concurrent Users
Sampling Interval: 15 Seconds

number of CoRCurrent users

2000

1500

1600 g g - i i— 1600 MaK i

1200 : : : \ :
e S B SN
. / : : : kN
< A O B
o | )
o ol T ——

0:00:00 0:02:30 0:05:00 0:07:30 0:10:00 0:12:30 0:15:00 0:17:30 0:20:00 0:22:30 0:25:00

Load Test: Test@l 25 Sep 2887 14:24:34 User: 1608
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10.1.8 Diagram: Session Time

Shows the response time per successfully-executed loop (repetition of a web surfing session) during the test run. The number of data points depends on
the Statistic Sampling Interval which was set when the test run was started.

Soesien T pee e = pop Ame The accumulated user’s think time of the loop is shown by a red line.
Sampling Interval: 15 Seconds
session time in seconds (for successful completed sessions) user
s00 I . B B . . . . . . . 2000
f f f f f f f f f i a0
400 g g g g g g g g g ;1600
: : ; : : : : : : ! sson
f f f f f f f f f zos
B B B B B N - Z7zaoaw B
150 : : : ' : : : : : ; 1000
think tira - B B B 5 B B B
00 00
150 00
100 400
50 200
0 —F time
0:00:00 0:02:30 0:05:00 0:07:30 0:10:00 0:12:30 0:15:00 0:17:30 0:20:00 0:22:30 0:25:00
Load Test: TestB1 28 Sep 20809 14:24:34  User: 1688

10.1.9 Diagram: Web Transaction Rate

Shows the number of successfully-executed URL calls per second (hits per second) during the test run, measured over all simulated users. The number
of data points depends on the Statistic Sampling Interval which was set when the test run was started.

Heb Transaction Rate
Sampling Interval: 15 Seconds

humber of successful completed url calls per second (hits per second) user
1000 | ' ' ' ' ' ' . 2000
500 : : : : : : i
s00 ; ; : : : ; i 1500
700 g g g 1400
500 ;1200
s00 P : - : - 55 man : Loon
PVVANE WY : : : o
oW s z z z z
M g g ;600

300 '—/NV v‘l i f\v' / \ B Tt :

200 /“/ M \, r! \ 400

wo | MU SN VS 0.\ VS W S—
LS 5 5 5 BN r L

0:00:00  0:02:30  0:05:00  0:07:30  0:10:00  0:12:30 0:15:00  0:17:30  0:20:00  0:22:30  0:25:00

Load Test: TestB1 28 Sep 2889 14:24:34 User: 1688
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10.1.10 Diagram Users Waiting for Response

Shows the number of users which are waiting for response from the web server, measured over all simulated users. The number of data points depends
on the Statistic Sampling Interval which was set when the test run was started.

Users Haiting for Response
Sampling Interval: 18 Seconds

humber of users waiting for response from the web serwver user
2000 2000
1300 : : : : : : : 1300
1500 2 ; : : : : i 1600
1400 g g g g g g i 1400
_ﬁ : o154 man :
1200 . . . . 1200
1000 . . . . . Do1000

: : iy : : o
(N
00 ’\;"V"u/ \v,-/} \J\R — 54 v s
oA 5 5 5 ; 5 r L

0:00:00 0:02:30 0:05:00 0:07:30 0:10:00 0:12:30 0:15:00 0:17:30 0:20:00 0:22:30 0:25:00

Load Test: TestB1 28 Sep 2889 14:24:34 User: 1688

10.1.11 Diagram: Completed Loops

Shows the number of successfully-completed web surfing sessions (loops) per minute - measured over all concurrent users. The number of data points
depends on the Statistic Sampling Interval which was set when the test run was started.

Conpleted Loops per Minute
Sampling Interval: 15 Seconds

humber of successful completed loops per Mihnute (sessiohs Per minute) user
1000 1 o o o o o o o 2000
00 1500
00 1600
700 : : : : Boopauem 1400
0 B B t B B n B B B A58

I 1000

| 5 _
Tt N e
VA7 I 1A LA S R

——
K‘H“*‘w_._._‘_

200 ?\W‘V‘ -V g é ioefiyg
100 / 5 5 \“'\-j 200
o J} b time

0:00:00 0:02:30 0:05:00 0:07:30 0:10:00 0:12:30 0:15:00 0:17:30 0:20:00 0:22:30 0:25:00

Load Test: TestB1 28 Sep 2887 14:24:34 User: 16868
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10.1.12 Diagram: TCP Socket Connect Time

Shows the time to open a new network connection to the web server before data are sent (socket open time). The number of data points depends on the
Statistic Sampling Interval which was set when the test run was started.

TCP Socket Connect Time
Sampling Interval: 18 Seconds
time to establish a tcp hetwork connection to the web serwver in milliseconds user
e : " " = —5-an - . 2000
v j | j j j j j ;1900
AN EN UL WO MO O p
3.5 | -J ;1400
o | r : : : : : : .
| | : : : : : : 1000
z.0 \ ( ; s00
1.8 500
1.0 400
0.5 200
0.0 —+ time
0:00:00  0:02:30  0.05:00  0:07:30  0:10:00  0:12:30  0:15:00  0:17:30  0:20:00  0:22:30  0:25.00
Load Test: TestB1 28 Sep 2889 14:24:34 User: 1688

10.1.13 Diagram: Network Throughput

Shows the total network throughput of the test run, measured over all users. The number of data points depends on the Statistic Sampling Interval
which was set when the test run was started.

Overall Metwork Throughput
Sampling Interval: 15 Seconds

owerall network throughput inh megabits per second user

50 2000

45 N N N N N N N 1300

40 : : : : : : i 1600
: : : : i-37.5 man - :

35 g g i 1400

1200

E M\/V\I " \vr\)J \t’\ [ \ 1000
15 /x/ ] ﬂ’/\ 500
o | i MM
N SN S AN 1 W S —

i 5 5 5 N .

0:00:00 0:02:30 0:05:00 0:07:30 0:10:00 0:12:30 0:15:00 0:17:30 0:20:00 0:22:30 0:25:00

L :
. TN -

.00

Load Test: TestB1 28 Sep 2887 14:24:34 User: 16868
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10.1.14 Diagram: HTTP Keep-Alive Efficiency
Shows the efficiency of the HTTP keep-alive protocol option (percentage of reused network connections), measured over all users and URL calls.

HTTP Keep-filive Efficiency {(Re-Used Hetwork Connections}

B Hew Created Metwork Connections: 19.45% (491)
B Successful Re-Used Metwork Conmections: S8.55H (2/834)

Load Test: GenerischerTest B9 Jun 2085 17:25:43 User: 58

10.1.15 Diagram: SSL Cache Efficiency

Shows the efficiency of the client side SSL session cache, which depends on the web server SSL configuration. In other words, this shows the
percentage of abbreviated SSL handshakes, measured over all users. This diagram is only available when each user has executed at least 5 successful

loops, and when the encrypted HTTPS protocol has been used.

3S8L Cache Efficiency (Re-Used SSL Sessions)

B Hew Created SS5L Sessions: B.67H (1)
B Successful Re-lUsed SSL Sessions: 29.33X (143)

Load Test: HTTPSprowwSnifferCH B2 Feb 20887 208:49:16 User: 1
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10.1.16 Diagram: Session Failures

Shows the number of failed web surfing session (failed loops) which occurred during the test run. The number of data points depends on the Statistic

Sampling Interval which was set when the test run was started.

3ession Failures (Total 79}
Sampling Interval: 18 Seconds

humber of failed loops (failed sessions)

h: : : : 125 man

I
i
5 A A an TRV

user

s 2000
1300
1500
;1400
: 1200

I 1000

— time

0:00:00 0:02:30 0:05:00 0:07:30 0:10:00 0:12:30 0:15:00 0:17:30 0:20:00 0:22:30 0:2

Load Test: TestB1 28 Sep 2889 14:24:34 User: 1688

5:00
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10.1.17 Diagram: Error Types

Shows a compilation of the most frequently-occurring error types. Note: this basic error information is accurately measured, also in case when not
enough memory was left to capture error snapshots for all occurred errors.

@ Al failed URL Calls © Session Failures only

number of errors per error type

Load Test: Test@l 23 Sep 2082 14:24:34 User:

Time Profile of Error Types — All failed URL Calls

B User Specific Test Failed (57 Errors)
B Content Test Failure - String Not Found (16 Errors)
O oK - 288 - Wrong HTTP Status Received (6 Errors)

—F time
0:00:00 0:02:30 0:05:00 0:07:30 0:10:00 0:12:30 0:15:00 0:17:350 0:20:00 0:22:30 0:25:00

1688

Top Error Tupes - ALl failed URL Calls

B User Specific Test Failed (57 Errors)
B Content Test Failure — Strina Mot Found (16 Errors)
O ok - 288 - Wrong HTTP Status Received (& Errors)

Load Test: Test@l 25 Sep 28089 14:24:34 User: 1688
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10.1.18 Diagram: Number of Errors per Page

Shows a compilation of the web pages which experienced the most errors.

Humber of Errors per Page

B 4 Errors - Page #13: Bestellung abschicken

B 4 Errors - Page #11: An welche Adresse # weiter
O =2 Errors - Page #3: Bad

B 2 Errors - Page #1: Start Page

Load Test: EinkaufUnregiB2 29 Jul 2085 B2:55:85 User: 38

10.1.19 Diagram: Number of Errors per URL

Shows a compilation of the URLs which experienced the most errors.

Humber of Errors per URL

B URL [311: 4 Errors (Page #13: Bestellung abschicken)

B URL [271: 3 Errors (Page #11: An welche Adresse # weiter)
O URL [131: 2 Errors (Page #1: Start Page)

B uRL [71: 1 Error (Page #3: Bad)

O uRL [81: 1 Error (Page #3: Bad)

B URL [261: 1 Error (Page #11: An welche Adresse ~ weiter)

Load Test: EinkaufUnregiB2 29 Jul 2085 B2:55:85 User: 38
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10.2 Error Snapshots

If errors occurred during a load test, a "frozen" snapshot of the entire "error-situation" is taken for each error — as long as the number of maximum
allowed error snapshots not exceeded. The maximum number of allowed error snapshots is set when the test run is started (test input parameter: Max.
Error-Snapshots).
An error snapshot contains the following data:

e The date and time the error occurred.

o The defective URL, including a reference to the web page.

e The error type and the HTTP status code.

e Theinternal execution step of the failed URL call, at the point in time when the error has occurred; for example, "open network connection" or
"receive content".

e All data about the failed URL call: HTTP request header, HTTP request content (only if transmitted), HTTP response header (only if received),
HTTP response content (only if received).

e The Error Log: The session log of the simulated user. This includes also actual information about the values of variables which have
been defined by using the Var Handler.

e A Thread Statistic at Error Time: a "system snapshot" of the activity of all (other) concurrent users.
The upper part of the window contains a list of all error snapshots. The content of this list depends on the context from which the menu was invoked
(error snapshots of the entire test run, per web page, or per URL). The list can be sorted by URL index or by error time. Clicking on a magnifier icon
displays the detail data of the corresponding error snapshot in the lower part of the window.

The title in the lower part of the window contains the URL index, a consecutive error number relative to the URL, and a short summary description of the
error. Clicking on the Error Explanation displays a hint about why the error was occurred.

© 2012-2016 Ingenieurbiiro David Fischer AG, Switzerland All Rights Reserved Page 133/176



ZebraTester V5.5 User's Guide

J PRX: Error Snapshots - Mozilla Firefox

i+ http:{f127.0.0.1: 7990 dfischer fwebadmininterface/PopupanalyseloadtestError Weblet? key=c47ce4cff 1 98bbBeade2d309aa5bea] fselectAll=18sortByDate=1

b4
L aad
s . . . < 8
-y P Sniff
T oo Jhier Load Test Result Detail - Error-Snapshots - Sorted by Date & Time Helo E,,,.m Close
|Test: Testd1 Start Date: 28 Sep 2009 14:24:34  User: 1600 Test Duration: 19:50 rnin_ File: Testd1_¢1_285ep09_143434 1 BDDu.prxres|
ul est-Index =7 Page Time Offset Date =7 Error Type Cluster Member URL
A URLI[83], Error 2 Page #13: loeschen 919 min 28 Sep 2009 14:33:53 Content Test Failure - String Mot Found — z-snit2 POST hitps:ifef-testix. post.ch:443ieffisecureihtmifonl_kdl_z zvis_ez_del
R URL[A1],Errar 2 Page #6 1. eingabemaske 9:149 min 28 8ep 2009 14:33:53  User Specific Test Failed Z-shit3 POST https:hefttestixpost.ch:44 Aefisecura/htmifonl_kdl_zinl.zinl_ta_plaus
& URLI[51],Error 1 Page #6: 1. eingabemaske 9:19 min 28 Sep 2009 14:33:53  Lser Specific Test Failed Z-shitl POST hitps:ifef-testix. post.ch:443ieffisecure/htmifonl_kdl_zinl zinl_ta_plaus
R URL[248), Errar 4 Page #3: sicherheitsnurmmer 9:149 min 28 8ep 2009 14:33:53 Ok - 2007 Wrang HTTP Status Received z-znit3 POST https:hef-testixpost.ch:443efizecura/htmii?login
R URLI[28], Error 1 Page #3: sicherheitsnummer 9:19 min 28 Sep 2009 14:33:53 Ok- 200 fWrong HTTR Status Received z-snitl POST hitps:ifef-testix. post.ch:443ieffsecure/htmif?login 3
< 3
-~

|Test: Test01 Start Date: 28 Sep 2009 14:24:34  User: 1600 Test Duration: 19:50 min  File: Test01_c1_285ep08_142434 1600u.prres

URL [83], Error 2: Content Test Failure - String Not Found = Help: Ertor Explanation next
Cluster Member: | Z-snit2 (10,224 200.22)

FPage: Page #13: loeschen

Errar Date: 28 Sep 2009 14:33:53 (9:19 min after start date)

Current Thread: | TOD0355 yé

LIRL [83] POST han:aftesti:.pnst.ch:443.ref.rsecure.rrnmI.rnnI_I(dI_z.zvis_ez_del + 200 (0K)

RL Exec Step: | all done
Etrar Log + *** arror: string "Auftrag wurde gel&ouml;scht™ not found inside content: 200 (OK), TEXTHTML, 3484 hytes, 3669 ms

Display Response in YWeb Browser 4

|
u
[ ]
HTTP Request Header - :

1| POST lefisecuremtmlionl_kdl_z.nvis_ez_del HTTP/1.1 =

2 | Host: ef-testix.post.ch v -
<
Done
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URL Exec Step:

The URL Exec Step reflects the internal processing state of the URL call, captured at the point in time when the error has occurred. Possible states are:

Internal Processing State of URL Call | Value | Meaning

No Step / Not Initialized -1 | The URL call had not yet started

DNS Resolve 10 | The URL call failed during the DNS resolve

Open Network Connection to Proxy 0 | The URL call failed during the opening of a network connection to an outbound proxy server.
Open Network Connection The URL call failed during the opening of a network connection to the web server.

SSL/TLS Handshake 11 | The URL call failed during the SSL/TLS Handshake

Transmit HTTP Request 2 | The URL call failed during the transmission of the HTTP request data.

Wait for Server Response 3 | The URL call failed while waiting for the first byte of the HTTP response data from the web server.
Receive HTTP Header 4 | The URL call failed while receiving the HTTP response header from the web server.

Receive Content 5 | The URL call failed while receiving the HTTP response content from the web server (HTML data,

images, ...)

Close Network Connection

The URL call failed while closing the network connection to the web server.

All Done

The URL call itself completed successfully (all data transmitted and received), but the received
HTTP status code was incorrect, or the received MIME type (text/html, image/gif, ...) was incorrect,
or an error was detected inside the received content data.

Enhanced HTTP Status Codes:

In addition to the "normal" HTTP status codes (range from 100..599), the ZebraTester load test program generates some additional HTTP status codes
in error situations that are not directly related to the HTTP protocol. These additional HTTP status codes have negative values:

Enhanced HTTP Status Code

Meaning

-99

Initial value, the URL call has never been executed

-98 | An internal network error occurred at the client side (load test resource problem). There are commonly not enough
free TCP client sockets available on the Exec Agent and you have to tune the system parameters of the operating
system on which the Exec Agent runs.

-97 | A java.lang.OutOfMemoryError occurred. Memory problem in Exec Agent job - test data not valid

-11 | The network connection to an outbound SSL proxy server has failed.
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-10 |Unknown host. DNS problem or wrong hostname.

-9 |Unable to open the network connection to the web server (connection refused).

-8 | The web server has first accepted, but later closed/aborted the network connection - before all response data have
been received (connection reset by peer).

-7 | The web server response violates the HTTP protocol - invalid protocol data have been received.

-2 |Request timeout expired - no response from web server. The URL call was aborted by the load test program.

-1 |Generic request error.

If the HTTP response content was received in HTML format, the content of the defective web page can be displayed in the web browser (without
images) by clicking on Display (Response) in Web Browser. This web page is taken directly from the data of the captured error snapshot; therefore,
the defective web page can also be displayed even if the web server is no longer reachable.

HTTP Request Header -+
1 | POST fprxtool/serviet, i HTTPi1.1
Haost 192.16.4.33:8080
User-Agent: Mozillals.0 findows; L wWindows MT 5.1; en-US; ne1.8.0.4) Gecko/20060508 Firefox1.5.0.4
Accept =™*
AcceptLanguage: en-us
AcceptEncoding: gzip, deflate
Accept-Charset 1S0-8858-1,Utk8;=0.7,70=0.7
Keep-Alive: 300
Content-Type: applicationi-www-form-urlencoded
10 | Content-Length: 48 )

11 | Connection: Keep-Alive F‘i"

12 | Cookie: JSESSIONID=a0BwoxB0r8

@ | || =

=)

eeeeeeeeeeeee

‘O‘W [ 1 RootDirectory]

HTTP Request Content + “‘ Clometeron, e Gmebiesl o Dus 5
| || Lospiegs | o* @ Jrs— 06000 2002 22457 ®
2 | username = fischer " = a 1472 2008 17:751 ®
3 | password = “ ® a 08 Aug 2005 22511 5
.Q = unprotected] 164012003 200651 @
HTTP Response Header + ‘Q B ol 03 4pr 2002 18:35:51 ®
- " a 14may 2002 18:20:31 ®
1 [HTTP/.0 200 OK ‘0 [ o 16 May 2005 21:22:2 =
2 | Content-Type: TEXT/HTML ‘Q = o 24 Apr 2005 20:30:44| @
3 | Expires: 0 “ ] unprotectec] 20 Mar 2005 15:40:07 [®
4 | Cache-Control: no-cache, must-revalidate "
5 | Pragma: no-cache AQ'
B | Set-Cookie?: JSESSIONID=144hjn80w2 Version=1,0iscard,Path="/prdoal" AQ'
7 | Get-Cookie: JSESEIONID=144hjn80w2;P ath=/prdoo] 2 ‘Ov
8 | Bervlet-Engine; Tomeat Web Serverf3.2.3 (JSP 1.1, Servlet 2.2; Java 1.3.1_09; Windows XP 5.1 x86; Java.v#ﬂcSuﬂMrusystems Ine.}
HTTP Response Content + (19803 Byles) | search | DisplayinWeb Browser®  Download Content 1 fop of page = e prosBans
1 €HTML>
2 <HEAD=> at
3 RMETA HTTP-EQUINV="CONTENT-TYPE" CONTENT="texthtml,charset=is0-8859-1"» o org: spache. ton
4 |TITLE*Proxy Sniffer Project Master: Directory Brows er<TITLE» 3 oc-utiL TueadtonldContolRmaable. (T

Al | ]

oo
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Shown next is the debug output of the current loop (current web surfing session of simulated user). This also contains information about extracted

and assigned session variables, based on the Var Handler definitions:

TO00000 # Page #4: EmpReview
TOO0QO0 # —--———mmmmmmmmmme e
TO0O000

TO00000 [155] POST htth: /S com: S0100/irj/servlet/prr/portal /prreventnane /Navigate/preroot/ped! 3aportal_content!zfevery user!

TO00000 200 (0K), TEXT/HTML, ---/116599 bytes, 7892 ms
TOO0OD0 <<« wihdowId = WID1149557318747

TO00000 [156] GET http://: com: 50100/1x)/servlet/pre/portal /priroot/con. sap.portal.ui.uiservice. treepreload?inages=/1rj /porta

TOOOOOO 200 (OK), TEXT/HTML, ---/1145 bytes, 60 ms

TO00000 [157] GET http:// com: 50100/irj/servlet/pre/portal /prtroot,/pod! Saportal content!Zfcom. sap.portal.migrated!Zfep 5.0!2

TOOODDO 200 (OKj, TEXT/HTHL, ---/46244 bytes, 5249 us

T000000 [153] GET http:// com: 50100/irj/servlet/pre/portal /prtroot,/pod! Saportal content!Zfcom. sap.portal.migrated!Zfep 5.0!2

TO0O00O 200 (0K}, TEXT/HIML, ---/7410 bytes, 221 ms
TOO0000 <<< htmlbdoc idl = hrulh 4451
TOO0000 << htmlbevt_frul = htwlb_4481_htmlb_3124

TO00000 [159] GET hrttp: /7 com: 50100/ir)/servlet/pre/portal /petroot,/pod! 3aportal content!Zfcom. sap.portal.nigrated!2fep 5.0!2

TO00000 200 (0K}, TEXT/HTML, ---/7409 bytes, 70 ns
TO00000 jawva.lang.MullPointerException

TO0O0000 at MssEssMorl_ll fischer.executePage 4(MssEssMgrl ll fischer.java:6377)
TOOOO0O at MasEasMgrl_11_fiacher.execute (MassEssMgrl 11 fiacher.jawa:420)
TO0O0000 at MssEssMogrl_ll fischer.run(MssEssMgrl_ll fischer.java: 14466)

TOOOO0O at jawva. lang. Thread. run(Unknomm Source)

TOOOOOD #%% error: unable to extract var 'htmlbdoc_id ' from htwl form parameter

Finally, the activity of all users at the time of the error is shown. The URL in which the error occurred is marked with a pink background:

TOOOE79 *#% prror: 5tr1ng "Bitte gahen_Sm" not found inside content: 200 (0K), TEXT/HTNL, 6278 bytes, 342 ws
Thread Statistic at Error Time - on Cluster Member ‘z-snit1":

Index Mo of Users | # Passed | # Failed | AV Time Thread Step

Page [0] | 15 Users 15'000 ms | Page #1: startseite

URL 11| 1user 940 0| 361 rms | GET hitpsWeftestx post chi443iefisecurelhtml/?login&resetiogingp_spr_cd=1

URL [2)0 340 0 33 ms | GET hitpsertestixpost.chid43/efpubliciccsiouen-1.2.6.min.js

URL [3110 940 1] 13 ms | GET hitps:ef-testix post.chid 43leffpublicicois/iquery.bgiframe pack.js

URL 410 940 1) 22 ms | GET hitps:eftestizpost ch:443leffpubliciccijsftabhed js

URL Gl 940 0 16 ms | GET hitps:efttestix post ch:44 3efpubliciccs/aria js

URL [6] | O 340 0 13 ms | GET hitps:ertestixpost.chi443fefpubliciccstoaltin2.js

URL [f110 940 1] 16 ms | GET hitps.ef-testix post.chid 43/effpublicicoisint js

URL |0 940 1] 12 ms | GET hitpsiweftesti post chidd efpubliciccs/ethase js

URL [9] [ 1 User 938 1] 10 ms | GET hitps:feftestixpost.chi443ieffpubliciccicssistyles. css

URL faofo 9349 1] 28 ms | GET hitps:fef-testix post.ch:443leffpublicicc/icss/elements css

URL M1({0o 939 1] 17 ms | GET hitps:reftestixpost.chidd3lefipubliciccicssiframework.css

URL [121|0 938 1] 18 ms | GET hitps:fettestixpost.chidd43iefipubliciccicssielements_form.css

URL [13|0 9349 0 14 ms | GET hitps:ieftestipost.ch:44efubliciccicssistes_efoss

URL RN 9349 1] 18 ms | GET hitps:ef-testix post.chi4 43/effpubliciccipicsbackground. gif

URL [1a] |0 939 1) 13 ms | GET hitps:feftestizpost. ch:d 43leffpublicic cipicsiimo_pf_logo_de jpg

URL [16] [0 939 0 11 ms | GET hitps:eftestix post ch:44 3efpubliciccipicsidoc_bo. gif

URL [17|0 9349 0 19 ms | GET hitpsertestixpost.chi443fefpublicicc/picsimy_claim_de.gif

URL na|o 9349 1] 16 ms | GET hitps:fef-testix post.ch:443leffpubliciccipicsicons gif

URL ne o 939 1] 12 ms | GET hitpsieftesti post ch:443efpubliciccipicsishadowAlpha.png

URL [20] | O 938 1] 9 ms | GET hitps:feftestix post.chi443ifavicon.ico

Page [21] | 34 Users 15'000 ms | Page #2: login maske

URL [22] | 17 Users 888 1| 1485 ms | POST hitps:/ef-testix.post.ch:443/ef/lsecuremtml/?login

URL 23 |0 888 [i] 21 ms | GET hitps:eftestix post ch:44 3efpubliciccipicsidped_anleitung_pk_de. gif

Page [24] | 32 Users 15'000 ms | Page #3: sicherheitsnummer

URL [24] [ 11 Users 843 2| 1'533 ms | POST hitpsifettesticpost.ch:44 Jiefisecure/html/?login

el A1 | 3R lleare anT n VARA rrc | BET hitne-faftactiv nact rhed A Aaficarnrathtrmlllaaintanl kel ladin nracacrd
Done
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10.3 Load Curve Diagrams

To discover the maximum possible capability of the web server or web application, you must run the same load test program several times, each time
with a different number of users. We recommend increasing the load in each successive test run logarithmically in order to get a good overview; for
example, successive test runs with 1, 2, 5, 10, 20, 50, 100, 200, 500, 1000 .. users. The results of these test runs can be combined to produce load

curves which will provide an excellent overview of the response time behavior, the throughput, and the stability of the web server or web application,
and how they vary depending on the number of users.

) PRX: Analyse Load Tests - Load Curves - Mozilla Firefox

With small loads, the response times are constant and are
([ F httpef/127.0.0.1:7990]dfischerfwebadmininterFace/AnalyseLoadtestResultDiagramWeblet?action=displayikey_0=1b9a41 107526 39cF4a3a0deda7adbikey_|=122F44047d81 3bh0376007haSa04begdakey | 7 |ndependent of the number Of users. |f the Ioad |S |ncreased, and
3:: et St Analyse Load Tests - Load Curves e & oo o i otals pnr%m En c|x 1 thereby the maximum throthDUt of the server is reached
(measured in URL calls per second, which is the web transaction
© overall Load Curve) R per URL: OA\terage O a0% Percentile O session Failures . . . .
Max. Server Capacity reached _ rate — or also called hits per second), the response times will rise
T — in an at least linear relationship with the number of users.

successful conple il url calls per second

Web pages and/or URL calls, whose response times rise more
strongly than others while under load, are potential tuning

Y e i i candidates; that is, the reason for the sudden, strong rise in their
e —— — : ol S n : : response times should be investigated.
L e e T e Please note that not all web servers or web applications show a
Stability - Session Failure Rate Metwork Influence - Average Metwork Connect Time Ilnear response tlme behaVIOr If they are Overloaded A Web Server
may collapse in this situation; in this the case, the throughput falls
after a specific load point has been exceeded.
) PRX: Analyse Load Tests - Load Curves - Mozilla Firefox
£ | hkbps/f127.0.0.1:7930/dfischerjwebadmininkerf ace {analysel oadtestResUltDiagramieblet bd « infinite
§" fraiy &niffer Analyse Load Tests - Load Curves P e o e m%pm En ﬁx H
Response Times : Throughput ,—
© owverall Load Curves . okl £ e = st B ol MR C 80% Percentile O session Failures :
page 0 Server-Sided Tuning recommended R AR—
Qs e T AR R ,-': Complete Failure -
Jmgmes N e o dead
- T > 3
1 10 U: 20 U: 50 U: 100 U: 200 U i i Number Of Users
oo Page #1: Start Page ME8ms | 122ms | 285ms | 724m=s | 3091 ms | 12985 ms Max' ThroughPUt !
4000 Page #2! Special Features 148ms | 172ms | 231 ms | Tl4ms | 3823ms | G462ms i hearly reached
Page #3: Download 23ms 23ms 34ms | 106ms 533ms [ 1030 ms
o Page #4' Customers & Parners | S6ms 54 ms G3ms | 272ms [ 1'658ms | 2820 ms
Pae #5: Buy 37ms 36 ms 48ms | 136ms 535ms [ 1'230 ms
Page #5; Support F FAQS 20ms 24 ms TOms | 171 ms G561 ms | 1354 ms
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To produce the load curves, you must select - from inside the Analyse Load Tests menu - several test runs which have been made with the same load
Test program, but with a different number of users. Then choose the diagram type Load Curve, and click on the Compare button.

27.0.0.1:7990 - Proxy Sniffer: Analyse Load Tests - Select and Compare Results - Mozilla Firefox - |E||i|
i
3 - e B e K
3 Gropy Sniffer Analyse Load Tests - Select and Compare Results oo Clar Refresh Close
g’_ Project Directory: MyTestsiTrash a Upload File: | Browse... | File Extension. “.pixres
B
Mavigsior| Use Project Navigator to load resuttfiles: [l

Einkauflnregid2 28 Jul 2005 02:55:05 719 min 8.19t'sec 1.02 MBitisec
R GenerischerTest 09 Jun 2006 17:25:43 50 13:08min  3.20tsec 13.76 % 0.79 MBitisec
& MesEssMor! _11_fischer 12 Jun 2008 13:40:01 1 1:38min  1.58Wsec 100.00 % 0.22 MBitisec
R ProxySnifferd 06 May 2006 19:45:08 10 215 min  26.1451tsec 0.00 % 3.64 MBitlsec Erster Test
A, ProxySnifferdd 06 May 2006 19:49:46 20 217 min 5150 1sec 0.00 % 716 MBit'sec Zweiter Test
& ProySnifferdl 06 May 2006 19:53:27 40 2:23min  98.66 tWsec 0.00 % 13.72 MBit'sec Dritter Test
R ProxySnifierd1 06 May 2006 20:04:41 100 2:24 min 22455 trfsec 0.00 % 31.22 MBit'sec Vierter Test XX 123456789 :03<{ 123456784 ..
A ProxySnifferdd 06 May 2006 20:08:13 200 2:41 min 161 545 t'sec 0.00 % 2246 MBit'sec FinfterTest
& ProySnifferdl 06 May 2006 20:12:02 400 3:33 min 159.62 tsec 0.00 % 2219 MBit'sec Sechster Test
BATesw  fewn0B152704 20 tomin 40ssuse  10000% I
Part of Final Load Test Result Diagram Type: & |padcCurve ¢ Comparison Bar Compare

Hint: execute the aame load test program several times with a different nurmber of concurrent wsers and comoare the measured results. Click an the magnifier for details.

Done

KN |
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10.3.1 Overall Load Curves

In the right upper corner, inside the title of the window, you can generate a PDF report and you can also export the performance data.

) PRX: Analyse Load Tests - Load Curves - Mozilla Firefox

[ : hktpiff127.0.0.1: 7990  dfischer iwebadmininterface fanalyseLoadtestResulkDiagramiweblet kg
hahd
+ Hint: Click insidle the diagrams @ R
e Foxy Sniffer . -
b3 eb Admin Analyse Load Tests - Load Curves on the # icons lo display details Help POF Report Export Close
® overall Load Curves Response Time per Page: OAverage O 0% Percentile Response Time per URL: OA\rerage O 90% Percentile O Session Failures
Response Time Behaviour - Average Session Time per User and Loop Server Perfarmance - YWeh Transaction Rate
Average Session Time per User — per Loop Heb Transaction Rate — Hits per Second
Feconds FUCCessful CoMpleted UrL Calls par second
50‘l 2 300‘l 2
: : : : : : : 41 :
o : : : : : : : o :
7 1516___1_?'/7 g : : 1z0 : 5 g :
o M - - - N N N N
think time
10 : i H 505 -
sf/i :
o : : : 2y " : : : 2y
o 20 40 60 a0 100 120 140 160 140 00 o 20 40 60 a0 100 120 140 160 150 00
COnCUrrent user COnCurrent user
Stahility - Session Failure Rate Metwark Influence - Average Metwark Connect Time
Session Failure Rate Average Network Connect Time — per created TCP/IP Connection
percentage of failed sessioks (failed outer Loops) milliseconds
5“ 100“ : N N N N N N N N
4 0 : ; : : : H : H :
5 I . . N N N N . N
i 0 g 3 g g 3 g 3 g ;
1 0 " - LE /
0.0:0.030.6% 0.0% D..DX D..DX B ’i._B/ g
ot GRal : 4 : : A o4 : : : : : : : N
o 20 40 60 a0 100 120 140 160 140 00 o 20 40 60 a0 100 120 140 160 150 00
COnCUrrent user COnCurrent user
Concurrent Qutstanding Requests Tatal Metwork Thraughput
Concurrent Outstanding Requests Total Metuork Throughput
awverage RUMDer of OUTSTand ihg Fequests moit per second
100T 30T
| | A7
Dane

successful completed loops per minute (sessions per minute).

- Overall Network Throughput: total network throughput; that is, network load
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You can click within the diagrams on the red
rhombuses ¢ to display the detailed results of the
corresponding test run.

9 different diagrams are displayed:

Average Session Time per User - per Loop:
cumulative time for a loop per user; that is,
response time behavior of the server

Web Transaction Rate — Hits per Second:
number of successfully-executed URL calls per
second (hits per second); that is, server throughput

Session Failure Rate: percentage of failed loops;
that is, server stability

Average TCP Socket Connect Time: average time
per URL call to open a network connection; that is,
network performance, in combination with the
TCP/IP stack performance of the server

Users Waiting for Response: average of the
number of users which are waiting for response
from the server.

URL Error Rate: percentage of failed URL calls

HTTP Keep-Alive Efficiency: percentage of
reused network connections

SSL Session Cache Efficiency: percentage of
abbreviated SSL handshakes

Completed Loops per Minute: the number of
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10.3.2 Response Time per Page

This menu option displays the load curves of all web pages (average response times and 90% percentile value of the response times). Again, you can

click within the diagrams on the red rhombuses ¢ to display the detailed results of the corresponding test run.

) PRX: Analyse Load Tests - Load Curves - Mozilla Firefox

I £ hitpe/i127.0,0,1:7990/dfischer fwebadmininterF acefAnalysel nadtest R esulkDiagramyeblet

Proxy Sniffer

o480
*
*

wWeb admin Analyse Load\Tests\Load Curves

Hint: Click Insicle the diagrams
on the # jcons lo dispiay detalis

Hel

POF Report Export Close

T

& &8 &K

FPage 1to B
Response Time per Page - Average
milliseconds
20000] Page 1
tvane I I I I I N pamel

: : : : : : : > . Page4
B B B B B B a 3 Fage 5
R0 : : : : : : : :

) Overall Load Curves Response Time per Page:!) Average!) 90% Percentile Response Time per URL: OA\ferage 0 a0% Percentile ) session Failures

S0 : : : : : : : / 1User |10 User | 20 User | 50 User | 100 User | 200 User

2 2 2 2 2 2 ; ; ‘ Page #1: Start Page Mamz | 122me | 285me | 724ms | 3001 me [ 12885 me

4000 Page #2 Special Festures 148ms [ 172ms | 231 ms | T14ms | 3823ms | 6462ms

Pane #3. Downloadd 23ms 23ms 34ms | 106ms 333msz | 1'030 ms

0 » Page #4: Customers & Parners | S6ms 54 ms Gims | 27F2ms [ 1659 ms [ 2620 ms

® 2 00 GO 60 ioe 430 400 A 480 300 Page #5: By iTms| IEms| 4Bms| 13Ems | 53Ems | 1230ms
cohcurrent user

Page #6: Support § FAQS S0 ms sS4 ms F0mz| 171 ms 861 ms [ 1'954 mz
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10.3.3 Response Time per URL

This menu option displays the load curves of all URL calls (average response times and 90% percentile value of the response times). Again, you can
click within the diagrams on the red rhombuses ¢ to display the detailed results of the corresponding test run.

ad Curves - Mozilla Firefox

| | http:jf127.0.0,1: 7990/ dfischer fwebadmininterf ace) Analysel nadtestResUltDiagramieblet 1T
) Hint: Click InAge the ciagyms & b4
P Sniff
b web admin Analyse Load Tests - Load Curves on the # icons dJ'spIayc&ls Help PDF Report Export Close

C overallLoad Curves  Response Time per Page: O average O 90% Percentle Response Time per URL: Average!) 490% Percentle O Session Failures

Page #1: Start Page ! URL 11010

Response Time per URL - Average
Fage #1: Start Page
milliseconds
s000 URL 1
: : : : : : : : : : e URL [ 1 User | 10 User | 20 User | 50 User | 100 User | 200 User | Request
e H H : : : : : : ; © URL 4 1] 37ms| 33ms| 151ms| 208ms | 666 ms | 9'809 ms | GET htp/H9216.4 580/
s400 : : : : : : : : : L 2| oms gms| 14ms| S4ms| 170ms| 302 ms | GET Mt 9216 4 5:805armat.css
8 8 8 8 8 8 8 8 : URL 7 3 4ms 4ms ams 3T ms 135 m= 241 mz | GET hitp: /M 92 16.4 5800000000 g
560D B B 2 2 2 E 2 2 2 : URL & 4 4ms 4ms ams 3 ms 166 ms 270 m= | GET hitp: /492 16 .4 .5:80/lagEnglan
: : : : : / : : . URL® 5| 8ms| Gms| 12ms| a7ms| 191ms| 286 ms | GET Wip /92164 5 80Moke2 oo
0 : ; : ; ; : ; ; : : 6] ams 4 ms sms| 26ms| 15Tms| 263 ms | GET hitp:in 92.16.4 5:800rmow _rec
: : : /:/ : : : : 7| Ems 4 ms Gms | Fms| 152ms | 250 ms | GET hitp:/1 9216 .4 580/ legGerma
LR ; __ ‘, i sms sSms qms 35 ms 17T mz 282 mz | GET hitp: #1192 16 .4 5:800mages_er
® R 90 o %0 800 689 20 860 800 B3I g ams| 12ms ams| 3ams| 170ms | 270 ms | GET hitpin 9216 .4 S:80images_er
concurrent user
10 ams 5 mE G ms 28ms 149 ms 258 ms | GET hitp: #1192 .16 .4.5: 80 mages_sr
Page #1: Start Page f URL 111017
Response Time per URL - Average
Page #1: Start Page
milliseconds
gouy : URL 11
: URL 12
2200 ; URL 13
: URL 14
: URL 15
5400 .
8 URL 17 URL |1 User |10 User | 20 User | 50 User | 100 User | 200 User | Request
966D . 11 7 ms 5ms 8ms 33ms 161 ma 265 mz | GET hitp: #1192 16 .4 5:800mages_er
: 12 4 mz 4 mz 7mz 28 ms 130 m= 226 ms | GET http: #1192 .16.4.5:50,/000000 gif
1500 : 13 7 ms S ms & ms 33ms 162 m= 268 ms | GET hitp: /M 92 16 4 5:800mage=s_sr
: . 14 Sms Sms T ms 30ms 136 mz 243 mz | GET http: #1192 16 4.5 80/n0Program
o — b = A; 13 4 mz 4 mz 6 mz 26 ms 116 mz 217 mz | GET http: i 92.16.4.3:5000llet_ok_r
® B0 %0 0 60 LU U O mln*c”wm:f”um 16| 4ms 4ms Gms| 23ms| 1MGms| 209 ms | GET hitp/H 92 16.4 5E0/COCOCT_1
17 4 ms 4 ms Ems 2Fms MT msz 223 mz | GET hitp: #1192 16 4 5:80favicon ico
Fane #2: Special Features f URL 1910 28
Response Time per URL - Average
Fage #2: Special Features
milliseconds
ot bt
< 3
Dong
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10.3.4 Session Failures

This menu option displays a summary about all errors which did occur in the test runs. By clicking on an error counter the detailed results of the
corresponding test run is shown.

PRX: Analyse Load Tests Jui 54 0| J6dms| Z1d6ms 805 byies | GET hiip:fvwww.proxy-snifier.com: 80/lagGerman.gif
8 54 0| 7eoms| 1822me | 10481 bytes [ GET hitp P fer.com: i it
JE} 54 0 I38ms \ g ms | 100391 bytes | GET hitp . proxy-sniffier.com:80/images_enivarHandlerP gif
e A v o 53 1| Bliggs| 1426ms | 7932 bytes [ GET hitp:imowni -rom: 80/ X lusterP.gif
fes  Proxy sniffer Anal Load Tests - Load C Hint: Glick insicte the dilagrams =] b4 “‘ 1111 51 Z ms | 2150 ms [ 11'597 byles [ GET hitp i com:B0fimages_ oif
H web Admin nalyse Load Tests - Load Lurves on the # icons 10 clisplay detalls Heb  PDFFepot Expen Chse | g ] 51 0 Q1 ms | Z852ms | 701 byles | GET hlip fwwwip fier com oif
P . 13 18 3| 1030 ms | 2185ms | 13010 byles | GET hitp:itwww.proxy-sniffer.com 80images_en/PointOtCollapse aif
. n 5 . 14 48 W 105ams | 3ms | B'946 bytes | GET hitp o B0/naF ait
© overall Load Curves Respanse Time per Page: O Average () 80% Percentils Response Time per URL: O Average O 90% Percentile (& Session Failure, “ i =
B e o g B e g £y L 15 48 W[ 1318ms \ 3232 mg 740 bytes | GET hitp: v proxy- shiffer.com:80/ullet_ok_red.gif
. . . 1161 48 W[ 11e3ms ‘ I213mg 720 bytes | GET hitp: . proxy-sniffer.com:80/G9C9CH_1x8 gif
LCEARIN Test01 User 2 Start 27 Mov 2008 22:58:55 Duration: 2221 min  Session Failure Rate: 0.00%  Annotation . nn 48 LI ms\ 2190 ms | 1'56B byles | GET hitp:ifwranw. proxy-sniffer.com:80/favican.ico
Pl Test01 User 10 Start 27 Mov 2008 23:03:55 Duration: 2:29 min  Session Failure Rate: 0.00% Annotation Total 48 : M‘M 140'530 byles | 17 URLs
MG ARl Test01 User 20 Start 27 Mov 2008 23.19:49 Duration: 3:08 min  Session Failure Rate: 3519%  Annotation. 1151 [ Page#2: Specialea TSR Gl 6 GEEmE
Test01l User 50 Start 27 Mov 2008 231218 Duration: 4:30 min - Session Failure Rate: 1AUU 00% Annotation: Test | # Passed ‘,Fa“eﬁ AV Time ‘ <=90% ‘ AV Size ‘URL
N g a7 W| 1578me | 3279 ms [ 27144 bwtes | GET hitp:hwww.proxy-sniffer.com:B0eatures. himl
Session Failures Test[1] Test [2] e 1201 47 | W[ 77ams| 2288ms | 64537 bytes | GET hitp thaww i com B0/ X oif
]
Page #1: Start Page passed=13 passed =40 passed=48 failed=6 passed=125 n
Page #2: Special Features passed=13 passed =40 passed=44 falled=4 passed=1 failed=6 [ ]
Page #3: Download passed=13 passed =40 passed=42 falled=2 — [
Page #4: Customers & Parners  passed=13 passed =40 passed=39 falled=3 -
Page #5: Buy passed=13 passed = 40 passed=2368 failed=3 - 9 PRX: Analyse Load Test Errors - Mozilla Firefox
Page #6: Support /FAQs passed=13 passed =40 passed=35 failed=1 -
([ F ezt pup back i 17
rex niffer v
Error-Snapshots: Top Errar Tupes Session Fallures ek adnin Load Test Result Detail - Error-Snapshots W B Bk
failed loops
10 ‘TESI:TEE‘[H Start Date: 27 Moy 2008 23:19:49  User: 20 Test Duration: 3:08 min _ File: Test01_27Now08_231948_20u.pres| Display all Errors
H : : :
o : B : URL Error Index 7 Page Time Offset Error Date < Error Type URL
7 R URL[13], Error 1 Page#!: StartPage 1:38min 27 Noy2008 23:21:28 Request Timeout expired GET bt fhwww prosy-sniffer.com:B0images_enfPoint0fCollapse if
; 8 T T | URL[13), Error2 Page#1: Start Page 1:58min 27 Nov 2008 23:21:48 Request Timeout expired  GET http:fhurwur proxy-sniffer.com:80fimages_en/PointOfCollapse gif
a : : . ® URL[13],Ernor3 Page#1: StartPage 1:58min 27 Nov 2008 23:21:48 Request Timeout expired  GET hittp fiwww: prowy-snifier com-80/images _en/PointOfCallapse gif
3
2 8 8 3 ~
1 8 . T ‘TESI:TEE‘[H Start Date: 27 Nov 2008 23:19:49  User: 20 Test Duration: 3:08 min _ File: Test01_27Nov8_231949_20u prxres ﬁ
L time =
O tHo Errorsl - .
008:00 00030 0 .0LRG 90130 0:02.08 0:02:30 URL [13], Error 1: Request Timeout expired -+ Help: Exror Explanation newt >
Testdl 27 Now 200 22:58:55 User:2 Testdl 27 Mou 2005 22:59:55 User:2
Page: Page #1: Start Page
Error Date: 27 Now2008 23:21:28 (1:39 min afier start date)
Current Thread: | TO00018
Error-Snapshots: Top Error Tupes Session Failures URL[13] GET _en/PointOfCollapse.gif _« -2 (Request Timeolt expired)
failed loops URL Exec Step: | wait for server response [E]
10 Erorlog + *** error: expected HTTP status: 200 <> received: -2 (Request Timeout expired), [No Content Type], /- bytes, *** Failed at 'Wait for Server Response’
° : : :
s i ¢ : HTTP Request Header
: i : : 1| GET http:/www.proxy-sniffer.com:80/images_en/PointOfCollapse.gif HTTP/1.1
5 H H H 2| Host: werw.prowy-snifier.com
4 H : : 3| User-Agent: Mozilla/5.0 QAindows; U; Windows NT 5.1; en-US; r:1.9.0.4) Gecko/2008102920 Firefox'2.0.4
: : : : 4| Accent T
: B g - 5| AcceptLanguage: en-us,en=0.5
8 : 3 $ 6| AcceptEncoding: gzip,defiate
© BOK3 7| Aceept-Charset 1IS0-8859-1,Utf-8,9=0.7,%4=07
O tHo Errors] 0.00:00 0.00:30 ©§:01:00 0:01.30 0:02:00 0:02:30 s
Testdl 27 Hou 2603 23:83:8E User:id Test@l 27 Hou 2688 23:83:85 User:id 3 Connection: Kesp-Aive
10 | Prow-Connection: Keep-Alive
11| P Bagic Zmi;
- - 12 | Pragma: no-cache
Error-Snapshots: Top Error Tupes Session Failures
G208 (06RO HTTP Response Header ¢
10 o response header data received]
s
s : - HTTP Response Content + + top of page
7 A nn resannsa cantent data raceivedl v
¢ Fia H g < >
5 ) : : Dore
4 £
s DA B
2 L S g
1 EI . ¢ B
Ll 4 A time
B Request Timeout espired (19 Errors) 0:00:00 0:00:40 ©0:01:20 0:02:00 0:02:40 0:03:20 v
Done
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10.4 Comparison Diagrams

Comparison diagrams allow you to compare the
response times of several test runs. This is commonly
used to visualize tuning efforts; that is, "before and
after" tuning of the web server. In contrast to load
curve diagrams, these comparison of test runs can be
made with the same number of users; however, this is

Load Test Start Date Users  Test Duration Webh Trans. Sess. Failures Met. Thr I Annotati

I B, ProxySnifier01 06 May 2006 19:45:08 10 218 min 26.15 trisec 0.00 % 3.64 MBit'sec  Erster Test
T B, ProxySnifferdi

06 May 2006 19:49:46 20 217 min 41.40 trisec 0.00 % ! 7.16 MBit'sec ﬁterTest

Diagram Type:  Load Curve ™ Compatison Bar Compare |

Hint execule the same load test prograrm several Hmes with a different number of concurrent users and compare the measured resuits. Click on the magnifier for detaiis.

Part of Final Load Test Result

not mandatory. You can compare any test runs as long as all test runs have used the same name for the web pages (same text for all page break

comments).

10.4.1 Response Time

) PRX: Analyse Load Tests - Test Result Comparison - Mozilla Firefox

| ¥ | httpif127.0.0,1:7990 dFischer/webadmininter Face/AnalyseL nadtestResult iff Diagramieblet action—displayikey_0=10b59bba04dfFa51 18F L eb7d1 Fefacarkey_1=ae1dI95cNg4c330Fd198m 1 7

You can generate a PDF report in the upper right corner of the window.

FS. S Analyse Load Tests - Test Result Comparison
Response Time: (%) average () 60% Percentle O Performance Overview () Session Failures

o The diagram in the upper part of the window shows the response time
comparison of all web pages.

sssss as Response Time Comparisen per Page (Average)
Page #1..#6

4 | [Re— S
o || -. -. -.
a1 %3 s s

»Page 31: Start Page

Page #2: Special Fes
16 Page #3: Download
Page #4: Customers &
16 Page #5: Buy
Fage #6: Support ~ FAQS
14 y 2
" y 4

The diagram in the lower part of the window shows the response time
comparison of the URLs within a particular web page; by default, the first web
page. Clicking on the diagram bars in the upper diagram, displays a
comparison of URL calls for any other web page.

Clicking on a bar inside the lower diagram displays the detailed results for the
corresponding test run.

-
w2 will
W Test[1]: TestB1 Users: 2 Start: 27 Mow ZBQ 22:58:E5  Durat ¢ 2:21 min Failures: 8.8 %
W Tsst(2]: Test@l Users: 1@ Start: 27 Nou zofp 23:03:55 Duration: 2:29 min Failurss: .80 1
W Test[31: Testdl Users: 28 Start: 27 Mow EBiE 23:19:49 Duration: 3:88 min Failures: 35.19 %
[ ]
L] B
sssss ds Response Time Comparison per URL (Auerage)
v Page #1: Start Page
w0

'
\

:\n

S

III
1 2

=t

W Test(11: Testd®] U
W Test(2]: Test®l LU
M Test(31: Testdl LU

st 18 Start: 27 Nou 2883 23:03:55 Dorat
t+ 20 Start: 27 Now 2608 28:19:4% Durat

urt

Hint Click Inside the diagrams on the In bars o display detaiis

Dane
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10.4.2 Performance Overview

%3 PRX: Analyse Load Tests - Test Result Comparison

- Mozilla Firefox

[ ¥ |http:/f127.0.0.1:7990/dfischer fwebadmininterf acsyanalysel nadtestResult DifDiagramiWeblet

for broxy smitrar ;
2 hdmin Analyse Logd Tests - Test Result Comparison fel  FOF Report Close
Response Time: () average O 90% Percentile Performance Overview (O Session Failures

LCEA 0 Testol User: 2 Start 27 MNov 2008 22:58:55
QSR Test0l User 10 Start 27 hov 2008 23:03:55

CEJEI Testol User: 20 Start 27 Nov 2008 23:19:49

Duration: 221 min  Session Failure Rate: 0.00%  Annotation: -
Duration: 2:28 min  Session Failure Rate: 0.00%  Annotation: -
Duration: 3:08 min  Session Failure Rate: 35.19%  Annotation: -

Performance Overview
Passed / Failed Loops 1340 4040 358719
Average Session Time per Loop 20.36 sec 3317 sec 70.60 sec
Average Response Time per Page 0.88 sec 3.03 sec 827 sec
Web Transaction Rate (Hits per Second)  Scallsisec 1B callsisec 14
Average Outstanding Requests 1] 4 12

Total HTTPis calls 754 2'320 2'625
HTTP Keep-Alive Efficiency 0.00 % 0.00 % 0.00 %
SSL Session Cache Efficiency
Average Network Connect Time 1 millisec 1 millisec 4 millisec
Average Network Throughput 1 MBitisec 2 MBitisec 2 MBitrsec
Total Transmitted Bytes 14 MB 42 MB 46 MB

Dane

[IEXTHIFEN Average Session Tine LIETEMAEN Heb Transaction Rate IEETHEFN Metwork Connect Time

seconds url calls per second milliseconds

s0 10 10 1av

45 3 0.3

40 3 0.t

35 7 S 1ma 0.7

5 : e e S ] B0

25 : : 5 f s Z5ay 0.5

20 . o 20 av 4 I i : 04

45 | think time : 5 i H 03

x a 7 b b

s v LEY

o time o time 0.0 time

0:00:00  0:00:37  0:01:14  0:01:51  0:02:28 0:00:00  0:00:32  0:01:1%  0:01:51  0:02:28 0:00:00  0:00:357  0:01:14  0:01:51  0:02:28

Testd! 27 Mow 2085 22:E8:165 User:2 Test@l 27 Mov 2888 Z2:E8:EE lser:2 Testdl 27 Mow 2085 22:58:55 User:2

WZAMYE] Average Session Time LA TSN HWeb Transaction Rate Ml Network Connect Time

seconds ur L calls per second milliseconds

50 50 10 1aw

45 45 a3

an +0 08

el S 03

o T R 53 i os

25 25 A =876 a5

20 20 e 04

15 | think time 15 ,?'\v AR C1f s 03

10 : 10 : 0.2

H 5 “\-,_‘; a1

L] —+ time o tine oo time

0:00:00  0:00:37  0:01:i4  0:01:51  0:02:23 0:00:°00  0:00:57  0:04:1¢  0:04:51  0:02:2% 0:00:00  0:00:57  0:01:i4  0:01:51  0:02:33

Test@1 27 MNou 200% 23:03:55 User:10 Test@l 27 Nou 2083 23:03:55 User:18 Test@1 27 Mou 2008 23:03:55 User:10
[IEETMEFN Average Session Tine LETEMER] Heb Transaction Rate XL EF] Metwork Connect Time
seconds url calls per second nilliseconds
+ t o

10.4.3 Session Failures

This menu option displays the same data as described in chapter 10.3.4.
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This menu option displays a summary about the performance
data of the test runs.

The following measured values are shown in the “Performance
Overview” Table:

Passed / Failed Loops: total number of passed / failed
loops of the test run.

Average Session Time per Loop: average time of a loop,
calculated over all simulated users and loops.

Average Response Time per Page: average response time
per web page, calculated over all web pages.

Web Transaction Rate (Hits per Second): number of
successfully-executed URL calls per second.

Average Outstanding Requests: average of outstanding
HTTP/S Requests, executed at exactly the same point in
time.

Total HTTP/S Calls: sum of all by the test run executed
HTTP/S calls

HTTP Keep-Alive Efficiency: percentage of re-used
network connections

SSL Session Cache Efficiency: percentage of abbreviated
SSL handshakes.

Average TCP Socket Connect Time: average time per
URL to open a new network connection to the web server.

Average Network Throughput: average network traffic,
released by the test run.

Total Transmitted Bytes: total data volume which was
transferred during the test run
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11 Distributed Load Tests — Architecture and Configuration

Load tests can also be transmitted and started on remote computers. Similarly, a “single” load test can be divided up and run on several computers, in
which case the load-releasing computers are combined into a "virtual" application cluster. The configuration is very simple, and only requires that an
Exec Agent process be installed on the involved load-releasing systems. This is implied in the case where the product has been installed and started on
several computers, as each system already will contain an Exec Agent. Alternatively, individual Exec Agent processes can be installed separately
as a Windows service and/or a Unix daemon (see the Application Reference Manual).

The communication between the Web Admin GUI and the remote Exec Agent processes usually uses raw TCP/IP network connections to port 7993;
however, this port number can be freely chosen if the Exec Agent process is installed separately. The communication can also be made over HTTP or
HTTPS connections (tunneling), and also supports outbound HTTP/S proxy servers. The support of outbound HTTP/S proxy server means, in this case,
that load tests can be started from a protected corporate network and then transmitted, over the proxy server of the corporation, to any load releasing
system on the internet — all without the need for ordering new firewall rules.

The computers of a load-releasing cluster (the cluster members) may also be heterogeneous; that is, Windows and Unix systems, as well as strong and
weak systems, can be mixed within the same cluster. The individual cluster members can be placed in different locations, and can also use different
protocols to communicate with the Web Admin GUI (or rather with the local cluster job controller).

Local Stressed

Local Exec Agent External Exec Agent Exec Agent Web Server(s)

HTTP(S)
Cluster of

Exec Agents

\g/ I
o

..'r . 4 | 7 I S =

Web Admin GUI - |'-|

plain
TCP/IP

Port 7993

Load Test Load Test

[\ TCP/IP
=
. Port

7993

N In-House Data Center

|
|
|
|
|
| 7
| :
| _
/ 1 : * ZebraTester GUI
1 J I * ZebraTester Console
. 1 |
N/ 1 |
1 |
I |
] |
I |
] |
] I

LAN LAN / DMZ Internet

Load Test

HTTP(S)
Tunneling
Port 80/ 443

Y
Outbound
Proxy
Serv

Cluster of
Exec Agents

External Data Center
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11.1 Configuring Additional Load-Releasing Systems (Exec Agents)
Additional load-releasing systems can be added by using the Network menu, which can be invoked from the Project Navigator:

9 http://127.0.0.1:7990 - Proxy Sniffer: Project Navigator - Mozilla Firefox : I (]3] |

f* wusue Project Navigator S48k X

C:Programme ProxySniffer MyTestsiTrash : s

Bmyrests il & 24 5 sice Modified w:’_\ ORe

[ ProjektA - ™
[ SeriptExamples L) apo_avalskund 1 prdat 1468'407 08 .Jun 2006M0:45:01 =18
n
|}
¥ http://127.0.0.1:7990 - Proxy Sniffer: Project Navigator - Exec Agent Network Configuration - Mozilla Firefox ‘;IEIEI In the upper Ief‘t part Of the WlndOW' a IISt Of Currently
§°‘ o eh ke Project Navigator - Exec Agent Network Configuration Rgzsh cg def'ped Et)'(ec Agertw)ts IS SdthV\éjanhle IIE(?(eC Agtehnt
conriguration can pe modified by clicking on the
Exec Agent Description Load Factor Host Port  Protocol ProxyHost Proxy Port ProxyUser Auth. Exec Agent Clusters 1 1 H

X 3¢ 4@ Local E?:ecAgent 100 127001 7993 plain --u::ctnemfork:nnecnon__w NewCI:sIer-Name' L] O CO_rreSpondln_g magpnifier icon. In the lower part of the

& 3 4B TestPC Il 1.00 19216435 7993 plain - direct network connection i window, additional Exec Agents can be defined,

% 3 +H SunFirev240 1.00 19216.4.78 7993 plain -- direct network connection -- and/or eXlStlng EXeC Agents Can be mOdIfled YOu
must click on the Refresh icon in the right upper
corner of the windows to add several Exec Agents.
Input Fields:

- Description: arbitrary description of the Exec
y: <l _|’I Agent
y A
Ac! New Exec Agent o o] e - Host: TCP/IP address or host name of the
Description | . . | - EXEC Agent
Host Fort |79583 Protocol | plain 'I '"""’ .‘/ I __/ Sl
vsememet [ Passwortt [ | et 1 . w e / - Port: TCP/IP port number, usually 7993
':‘“:‘:"‘j“"""‘T“““““"‘"’““Q""""‘S’"“’“”' R e @£ \ M /v,,,, - Protocol: communication protocol
roxy Hos roxy Po Y| e— Exec Agent. -
Proxy Username Proxy Pagsword 7 - . H
| | s S Username / Password: allows you to restrict
Add Mew Exec Agent Wieb Application M
zert | <4 ' access to the Exec Agent by using a
"= oo, ol or it s s ctocl upportd username and a password. This option can
e P only be used with the HTTP or HTTPS

communication protocols

All further input fields are only used if the
communication should be made over an
outgoing proxy server.

You can test the configuration and the accessibility of an Exec Agent by clicking on the +m icon within the list of Exec Agents (functional “ping” of Exec
Agent).
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11.2 Configuring Load-Releasing Clusters

If several Exec Agents have been defined, they can be combined to form a load-releasing cluster. You can also define more than one cluster by using
some of the same Exec Agents in several different clusters.

D http://127.0.0.1:7990 - Prony Sniffer: Project Navigator - Exec Agent Network Configuration - Mozilla Firefox

(ol |

i

$ ; - ) : 3 @ R

W At Project Navigator - Exec Agent Network Configuration Help  Refresh Close
Exec Agent Description Load Factor Host Port Protocol ProxyHost ProxyPort Proxy User Auth. Exec Agent Clusters

R, $ 4@ Local Exec Agent 1.00 127.0.0.1 7993 plain -- direct netwark connection - New Cluster - Name: [Cluster 1 Create ;l

QA ¥ B TestPCIl 1.00 19216.4.35 7993 plain -- direct netwark connection -

A, 3 +E SunFire’240 1.00 19216.4.78 7993 plain - direct network connection -

Cluster  Load Factor Members
A # Cluster1 2.00 2

Cluster: Cluster 1
Cluster Members / Load Factor Available Exec Agents

3¢ Local Bxec Agent 71.00 50.0% & Sun Fire Y240
3 TestPC Il i1.00 50.0% &

L o

Add New Exec Agent
Description |
Host | Port IW Protocol Im
Usemame * I— Password * I—
Indirect Network Connection through HTTR(S) Proxy '
Proxy Host | Proxy Port I—
Proxy Usemarne I— Prowy Passward I—
Add New Exec Agent

1 = optional, only for Hitp and hitps protocol supported

Wab Admin GUI Exec Agent ) on Intemet [Exec Agent Custer | | Exec Agant1

a8
| ey \;m / Load Test
rvee .
L # ~ L) Web Adain GUI g -
> Exec Agent2 ;
Fiain L Load Test /
Protocal A —* —
‘ g Load Tast = - g Fxio Agiata ‘Web Application
N » - i Load Test
Exee Agent) on Local Network
Web Application -~

Dane

After an arbitrary name of the cluster has been
entered, the cluster members (Exec Agents) can be
added to the cluster by clicking on the blue arrows in
the list of Available Exec Agents.

By clicking on the magnifier icon of a cluster member,
the Load Factor of this member can be modified.
The load factor controls how many users will be
assigned to this cluster member when the load test is
distributed across the cluster members. The load
factor by itself is an abstract value, meaning that the
distribution of the users is made based on the ratio
between the load factors. If you mix strong and weak
systems within the same cluster, it is recommended
that you give a higher load to the stronger systems
than to the weaker systems.

It is not necessary that all cluster members have
the same operating system time. Each time a
cluster job is started, the cluster job controller
automatically measures the time differences between
the cluster members. These measured time
differences will be automatically accounted for when
the consolidated statistics data are merged.

To get a suggestion for the load factor of a particular Exec Agent, you
can click on the +m icon within the list of all defined Exec Agents. It is,
however, recommended that you click several times on the +& icon in
order to get a stable result. Even so, this result may not accurately
reflect the power of the computer system.
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Testing Metwork Connection to Exec Agent "Test PCII" ...

Successful Connected to 192.16.4.35:7993

Exec Agent 05 Type = Windows XP 8.1 fJava 1.3.1_11 [ Proxy Sniffer v4.0-A
Exec Agent 05 Time Offset=-294 Seconds (in the past)

Exec Agent Load Factor=1.13

Update Load Factor for Exec Agent "Test PCI"# Yes v Update Cluster Members ¢ Mo Continue | ‘

/
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11.3 Starting Distributed Load Tests

If additional Exec Agents and/or clusters have been defined, you can select - when starting the test run - from which system or cluster the load test is to
be released (input field: Execute Test from). The succeeding steps inside the Web Admin GUI are then the same as for executing the load test locally.

¥ http://127.0.0.1:7990 - Proxry Sniffer: Project Navigator - Execute Load Test - Mozilla Firefox = |E||5|

i
: . . . > & R
s P Sniff
£ L Sniner Project Navigator - Execute Load Test e S fresh Clese
Execute Load Test Job: Test01

Load Test Input Parameter

Execute Test from [Cluster: Cluster 1 Host Name |192.16.4.5

Cluster: Cluster 1
HMumber of Concurrent Users Host: Local Exec Agent
Load Test Duration Haost: TestPCII
Host: Sun Fire %240

Max. Loops per LUser |un|imited =1

Startup Delay per User 200 | Milliseconds

Max. Network Banduwidth per User  [unlimited =] Downlink [ unlimited =] Uplink

Reguest Timeout per URL |6E| vl Seconds

Max. Error-Snapshots per URL 30 2

Statistic Sampling Interval 15 = | Seconds

Fercentile Sampling Rate 100% ~| perPage I 'lperURL

Debug Options |nc|ne- recommended j

Additional Options | ssL [vawamLs x|
Annotation * |

== Continue | ‘recommended: will be displayed as hint in Project Navigator

| Done v
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12 Using Multiple Client IP Addresses per Load-Releasing System

Optionally, you may want an Exec Agent to use multiple client IP addresses during the load test in order to simulate users from different network
locations. In the case where a load balancer is placed in front of a web server cluster or web server farm, the load balancer will often route all HTTP/S
requests of one client IP address to only one member of the web server cluster. This is because web applications use session cookies, whose context
information is only stored in the transient memory of a particular cluster member, and also because the server side SSL cache is usually handled by the
cluster members and not by the load balancer. This load balancer functionality is called “IP stickiness”, which represents the recording of client IP
addresses inside the load balancer algorithms. This term has nothing to do with the sticky bit of Unix file systems.

If you encounter this situation the load will appear on only one web server, and will not be distributed across all web server cluster members. The
solution to this load balancer behavior is to have the Exec Agent use multiple client IP addresses during the load test; therefore, each concurrent "user
will have its own IP address — or, if more concurrent users are running than available local IP addresses, the local IP addresses will be averaged across
the concurrent users.

1. The first step to enable multiple IP addresses for an Exec Agent is to reconfigure the underlying Windows or Unix operating system, such
that multiple local IP addresses are available. This can be done by assigning additional IP addresses to the same physical network interface.

2. The second step is to assign these multiple IP addresses to the Exec Agent configuration. For the local host where the Web Admin GUI is
running, the second step can be done by invoking the “Setup” menu inside the Project Navigator (gear-wheel icon in the top navigation). For
remote Exec Agents, you must edit the file javaSetup.dat, located inside the ZebraTester installation directory, and add the entry
javaVirtuallpAddresses. Enter here all IP addresses on one line, separated by comma characters.

After these two steps have been completed, you can start the load test by using the additional option -multihomed, which initializes the Exec Agent to
use multiple local IP addresses when executing a load test. This option is also supported by Exec Agent clusters (load injector clusters), in which case
each load-releasing cluster member (Exec Agent) uses its own configuration of client IP addresses.

Warning: please contact your network administrator to get additional (free) IP addresses. An incorrect configuration of additional IP addresses without
consulting the network administrator may have an impact on several other computers of the same LAN, such that these other computers could lose their
network connection due to IP address conflicts.
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12.1.1 Stepl: Configuring Multiple IP Addresses at the Operating System Level

12.1.1.1 Windows

—+- Local Area Connection Properties

Internet Protocol (TCP/IP) Properties

Advanced TCP/IP Settings

General | Authentication | Advanced

Connect using:

E& IntellR] PROA00YE Metwark Conne

Thiz connection uges the follmwing ikems:

| nternet Protacal [TCRAR)

Inztall... Ururztall

Dezcription

Tranzmizsion Control Protocol/nternet Pratocol. The default
wide area network, pratocol that provides communication
acrozz diverse interconnected networks,

[] 5how icon in notification area when connected
Hatify me when this connection hag imited or no connectiviig

QK ] [ Cancel

YY'ou can get 1P zettings assigned automatically if your network, supports
thiz capability. Dthenwize, you need to azk your nebwork, administrator for
the appropriate |P settings.

(") Obtain an IP address automatically
(®Usze the tallowing | address:

IP address: [192. 16 . 4 . 35 |
Subnet mask: | 255.255.255. 0 |
Default gateway: | 192 . 16 . 4 . 1 |

Obtain OMS server address autamatically
(%) Use the fallowing DNS server addresses:
Preferred DMS server: | B2 . 2 .24 1R2

| 62. 2 .17 . &0

v

Alernate DMNS server

12.1.1.2 Unix-like Systems

IP Settings | DNS | NS | Options|

BT

H_ Cancel ]

IP addresses
IP address Subnet mazk,
192.16.4.35 255.255.255.0
192.16.4.37 255.2565.2565.0
192.16.4.38 255.255.2585.0
sdd. || Edt. ][ Remowe
Default gateways:
Gateway Metric
192.16.4.1 1
[ add. || Edt. || Remove
Automatic metric
Interface metic; I:I
ak. ] l Cancel

You can configure multiple virtual IP addresses for the same network interface by executing the ifconfig command. The specific arguments for the
ifconfig command depend on the Unix variant and operating system version (Linux, Solaris, Mac OS X ...). Please refer to your operating system
manual to find out how to define virtual IP addresses on your system.
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12.1.2 Step 2: Assigning Multiple IP Addresses to an Exec Agent

On the local system, where the Web Admin GUI is running, assigning multiple IP addresses to the local Exec Agent can be done by clicking on the
“Setup” icon in the Project Navigator. Inside the setup menu, you must enter all IP addresses in the input field Local Exec Agent IP Addresses,
separated by comma characters. Alternatively, there is an Auto Detect checkbox available which assigns all IP addresses configured at the operating

SyStem IeveIaUtomaticaIIy. EEEEEEEEEEEEEEEEEEEEEEEEEENERD
*
L 4

=101 x|
@ K

Jobs  Analyse Refresh Close

< & & 8

HeID Setup Metwork

O

On external Exec Agents, where no Web Admin GUI is available, you
can assign the IP addresses to the Exec Agent by editing the file
javaSetup.dat with a text editor:

javaOptions=
javaVirtualIpAddresses= 192.16.4.5,
javaEditor=

192.16.4.6, 192.16.4.7

The file javaSetup.dat is located inside the ZebraTester installation
Directory.

Important Note: when you start a load test, you must use the
additional option -multihomed to specify that multiple IP addresses
are to be used by the Exec Agents:

Addilional campling Rale per Fade Lall [RELT

Additional Sampling Rate per URL Call 20% w | Add: | --- recommended e
Debug Options snone - recommended bt
Additional Options <52 -multihomed S5L | vINITLS W
Annotation *
Trecommendead: will be displayed as hint in Froject Mavigator
Done
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%3 PRX: Project Navigator - Java™ Setup and Report Branding - Mozilla Firefox

| ¥ http:127.0.0.1: 7990/ dfischerjwebadmininterf ace/PopupDirectaryhavigator JavaSetupieblst g
see

: Fox niffer H H - \@

SR M Project Navigator - Java™ Setup and Report Branding . cg

Java™ Compiler

Java Compiler Invocation {Path)

CLASSPATH

ChDokumente und EinstellungenimutongiProxySnifferjreibinyjavac

LCADokumente und Einstellungemmutong\PraxySniffetprsniftjar,CADokumente und Einstellungenimul

Compiler Options

Java™ Interpreter {used by local Exec Agent)

Java Interpreter Invocation {Path) || CADokumente und EinstellungenimutongiProxySniffenjretbinijava

CLASSPATH LCADokumente und Einstellungemmutong\PraxySniffetprsniftjar,CADokumente und Einstellungenimul
-#hootclasspathip: A ChDokumente und EinstellungenimutongiProxySniferpresniff jar, CDokumente und Einstsllungen‘tmutc
¥ (Megabytes) * \ [[256 v |

Interpreter Options * *

Local Exec Agent IP Addresses® | |192.16.4.35 19216.4.37,19216.4.38 [ Auta Detect
" Increase this value if you get a java.lang. OutOftd Exception when aload test.

* Default: leawe blank. Enter only values if the local Exec Agent can uze multiple own (client) IP addresses when executing a load test.
Format: <ip addr 1=, <ip addr2=, <ip addr 3> ... Startin such a case the load test program with the additional option "-multihomed"

Source Code Editor
Java Editor (Path)

"CAProgrammetTextPad SiTextPad.exe”

PDF Report Branding
Loga (*.gif: 350 % 300 pixels) ®

hitp:if 27.0.0.1:7990/dfischerwebadmininterface/htdocsiZebralogoP df2. gif

Footer on First Page Proxy Sniffer&trade; Weh Load and Stress Testing Toal {$prédersion} - Ingenieurb&uuml;ro David Fisch

Detail Report Title Proxy Sniffer - Detail Repart

Load Curves Repart Title Proxy Sniffer - Load Curves Report

Compatison Report Title Proxy Sniffer - Camparison Report

¥ Enter URL for image. Windows example to set a local image: file:J#Ciimages/Load TestReportLogo.gif

Hint: default values are applied by entering ah emphgblani vaive into the Input fields.

Done
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12.2 Sending Email and SMS Alert Notifications during Test Execution

The Exec Agents can be configured in such a way that Email and SMS Alert Notifications are released during the execution of a load test job. The
corresponding Alert Configuration Menu can be called from the Personal Settings Menu. The Alert Configuration Menu will create a file named
AlertConfig.xml which is located in the ZebraTester installation directory and which contains the configuration data for all alert devices and for all alert
notifications. If no AlertConfig.xml file exists on an Exec Agent no alerts are released from this Exec Agent 1. Each time when a job is started on an Exec
Agent the Exec Agent tries to read this file which means that the file can be created, updated or deleted without the need of restarting the corresponding
Exec Agent.

Local Exec Agent Remote Exec Agent

- Configuration

ZebraTester :
GUI AlertConfig.xml
SMTP

Server

AlertConfig.xml

|
(¢]
=4
T
~,<
‘Hﬁﬂﬂ i
j
i | f '
E Q&

INTERNET Clickatell HTTP

SMS Gateway

N

~

‘fﬂlﬂﬂ i '
%
‘ﬂﬂﬂﬁ /

Mobile K
Phone '*""

|

&

1 As a further option, it is also supported to use a specific alert configuration for a particular load test program. In such a case you have first to place a
copy of the file AlertConfig.xml inside the Project Navigator directory where the load test program is stored. After that you can manually edit the copied
AlertConfig.xml file and then you have to ZIP it together with the compiled class of the load test program (similar to the procedure which is required for
using input files or using plug-ins). This effect that the program specific alert configuration is automatically transmitted to the Exec Agent(s) and that it
overrides the default behavior on the Exec Agent(s). Note: the copy of the AlertConfig.xml file is stored in such a case inside the job specific directory on
the Exec Agent.
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12.2.1 Alert Conditions

The following Alert Conditions are supported: 9 PROX: et Notiicaions - orila irfox EBX

5 http:jj127.0.0,1:7990dfischer/webadmininterFace/PopupPersanalettingsalertConfi
e If a Job cannot be started sor <
. . 3 Lo Snidter Alert Notifications - Local Alert Configuration o &
o At the Start of a Job (information)
Default Setting: (&) Alerts are Enabled by default (O Alerts are Disabled by default
° If an Intemal Error occurs during the Execution Of a Generic Message Prefix: [or=] Message Prefixfor Internal Errors:  |[fatal]
Message Prefix far Measured Errars: [error] Message Prefix for Exceeded Limits: |[exceeded]
vJOb Message Prefi far Information Messages: [info] Message Prefifor Cancelled Alerts: |[cancefied]
° During the Execution of a Job in Periodica”y Send Email Alerts to SMTP Server Test Cannection from| [4) Exec dgenls] v Test Send SMS Alerts to Clickatell HTTP Gateway Test Connection frem | [4l Exec dgerts] v | Test
. . . . - SMTP Server (IP Address ar DNS Mame) 19216431 Clickatell Username miller
Intervals (configurable interval time in minutes) SUTP Server Auth, Usemame e s
- . SMTP Server Auth. Passward Clickatell APIID 3240755
o At Every Interval (information) From Email Addrsss S —— To Mokils Numbers
. . . To Email Addresses direct@d-fischer com Outbound HTTP Proxy Host: Port 192.16.4 31:8080
o Ifthe Session Failure Rate is greater than a R Oulbound HTTP ProxyAut Usomama otk
threshold In percent 1 Bee Email Addresses Outhound HTTP Prosy Auth. Passward  |eeweeseses
H H Alert Conditions: Send Notifications from Exec Agents Message Headlines Prefix Additional Message Prefix
o If the Average Response Tlme per Page is S - e
greater than a threshold in seconds * I e stan ara or it [STeRI08 o
. Ifan Internal Errar accurs during the Execution of a Job [prx][tatal] [JOB irternal srror]
O If the Average Response Tlme Of the S|OW€St During the Execution of a Joh in Periodically Intervals of | S minutes v
H H [ At Every Interval [prllinta] [JOB rurtime info]
Page IS greater than a threShOId In seconds Ifthe Session Failure Rale is greaterthan |2%  w+ |° [prx] [error] ~ | [SFR &t rurtime excesded) [praJlcancelled] [SFR at runtime ok]
1 Ifthe Average Response Time per Page is greaterthan | S seconds v |* [prx]| [exceeded] (% | [RTP at runtime exceeded] [pr=]icanceled] [RTP &t rurtime o]
Ifthe Average Response Time ofthe Slowest Page is greater than | 10 seconds | [or<] [exceeded] v |[RTS &t rurtime sxcesded) [pr=llcancelied] [RTS at runtims ok]
° At the End Of a JOb (information) [ Atthe End of a Job fprxllinto] [ENDJOR info]
Atthe End of a Job: ifthe Session Failure Rate is greaterthan | 2% v [prx]| [error] + | [ENDJOR SFR exceeded]
° At the End Of a Job: |f the Session Failure Rate iS [ Atthe End of 2 Job: ifthe Average Response Time per Page is grealer than | S secands | % [orx] [exceeded] % |[ENDJOB RTP excesded]
. Atthe End of a Jab: ifthe Average Response Time of the Slowest Page is greaterthan |10 seconds | [prx]| [exceeded] |+ | [ENDJOB RTS exceeded]
greater than a threshold in percent , ” _ - -
= The values for periodlically checked alert conditions are calculated from the measurements collected within one interval. Repested slerts are suppressed. & cancel notification is released if the measurement is later 25 than the threshold
° At the End Of a JOb: |f the Average Response Time Display Alert Configuration of (&1 Exe Agerts] % Copy local Alert Configuration to (8 Exec Agerts] ¥ Delete Alert Configuration on Al Exes agerts] %
per Page is greater than a threshold in seconds ™

e At the End of a Job: If the Average Response Time
of the Slowest Page is greater than a threshold in seconds

1 = The values for periodically checked alert conditions are calculated from the measurements collected within one interval. Repeated alerts are
suppressed. A cancel naotification is released if the measurement is later less than the threshold.
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12.2.2 Message Headlines

The Message Headlines for all Alert Notifications can be configured and support placeholders. The values of the placeholders are calculated at runtime
and are replaced within the message headlines.

Generic Placeholders which can be used in every type of alert notification are:
o {$timestamp}: The current date and time when the alert notification was created. Example: "01 Jun 2010 13:45:38 ECT"
o {$generator}: The name of the Exec Agent (load generator) which releases the alert notification.
e {$jobld}: The job ID of the Exec Agent job.
e {$programName}: The program name of the Exec Agent job.

Specific Placeholders:

e During the Execution of a Job (Information at Every Interval) and at the End of a Job (Information):
o {$sessionFailureRate}: The measured session failure rate in percent.
o {%avResponseTimePerPage}: The measured average response time per page in seconds.

e During the Execution of a Job and at the End of a Job: if the Session Failure Rate is greater than %
o {$sessionFailureRate}: The measured session failure rate in percent.
o {$sessionFailureRateLimit}: The configured threshold for the session failure rate in percent.

e During the Execution of a Job and at the End of a Job: if the Average Response Time per Page is greater than seconds
o {%avResponseTimePerPage}: The measured average response time per page in seconds.
o {%avResponseTimePerPageLimit}: The configured threshold for the average response time per page in seconds.

e During the Execution of a Job and at the End of a Job: if the Average Response Time of the Slowest Page is greater than seconds
o {$slowestPageName}: The name of the measured slowest page.
o {$avResponseTimeOfSlowestPage}: The measured response time of the slowest page in seconds.
o {%avResponseTimeOfSlowestPagelLimit}: The configured threshold for the response time of the slowest page in seconds.
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13 Page Scanner
Page Scanner browses and explores web pages of a web server automatically in a recursive way - similar to a Web Spider or a Web Crawler.

e Primary Purpose: the scan result can be turned into a "normal” web surfing session, and from this a load test program can be generated. This
provides a simplified way to create a web surfing session, instead of recording single web pages manually. However, Page Scanner can only be
used to acquire web surfing sessions which do not require HTML form-based authentication. This tool is not a replacement for recording web
surfing sessions of real web applications.

e Other Purposes: Page Scanner allows the detection of broken links inside a web site, and provides statistical data about the largest and slowest
web pages. It also supports searching for text fragments over all scanned web pages.

Note 1: Page Scanner does not interpret JavaScript code and does not submit forms. Only hyperlinks are considered. Cookies are automatically
supported.

Note 2: Page Scanner keeps the entire scanned web site in its transient memory (RAM) in compressed from. This means that large web sites can be
scanned, but it also means that transient memory is not unlimited

Please note that the Page Scanner tool may return no result, or may return an incomplete result, because some web sites or web pages contain
malformed HTML code, or because old, unusual HTML options have been used within the scanned web pages. Although this tool has been intensively
tested, we are not able to provide any warranty of error-free behavior. Possible web site- or web page-related errors may be impossible to fix because
of divergent requirements, or because of complexity. The functionality and behavior of this tool is similar to other search engines, which have also similar

restrictions.
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13.1.1 Input Parameter, Progress Display and Saving the Scan Result

The window is divided into two parts. The upper part of the window shows the progress of the scan, or
vy -] |G- Pl - the scan result when the scan has been completed. The lower part of the window allows the setting of
8 %+ S I @ scan input parameters, and the starting of a scan.

T

Hel e b Page Berzonal Project Generate  Analyse Refresh
P Tools  Secanner Settings Mawigator Load Test Load Testz Dizplay

Input Parameters:

) PRX: Page Scanner - Mozilla Firefox

(T |Mipufi27.0.0 L7oo0icracherinebecmrintaiacs PopusPegesconmerietet e Starting Web Page: URL from which the scan starts. You can optionally scan
20 e soirrer Page Scanner & e % only parts of a web site by entering a deep-linked URL path; for example,
T o http://www.<domain>/sales/customers.html. In this case, only web pages below
Scan Result [ Abort Scan | [ Display Resu\tIﬁCnnuen to Sessian or at the same Ievel Of the URL pa‘th are Scanned

Starting Web Page: hittp://192.16.4.5
Scan Status: scanning ... Scan started at: 06 Dec 2008 00:13:17
[Brenned Weh Fages 0 Starned URLs 0 Reseived Bfes: 0 Elapsed Time: 0 sec | e Char Encoding: allows you to override the default value "Auto Detect" in case

some or all web pages are wrongly coded, such that the HTML header-
specified character set does not match the character set which is actually used
within the HTML body of the web pages (malformed HTML at server side). You
\ can try "ISO-8859-1" or "UTF" as a workaround if Page Scanner is unable to

,,,,Mmm,npm,,ﬂ}x, extract hyperlinks (succeeding web pages) from the starting web page.
Starting Web Page & 192164 5 Char Encoding | 2uto Detect
e T e L e Exclude Path Patterns: allows you to exclude one or more URL path patterns
e Images, Flash, G35, 48 ] POF Dasumens [ offce Documents * from scanning. The path patterns are separated by commas.
[ ASCII Text Files * [ Music and Movies * [J Binary Files *
i Max ScanTume [0 |Mnutss  MaxWeb Pages % 20 /v Max Roceived Byles 11~ W e Follow Web Servers: allows you to include content and web pages from other
L] A web servers within the scan; for example, this option can be used when images
P D basic Usemame — embedded in the web pages are located on another web server. You can enter
O wTiw- 00 Pros#1 2 otlentCertcate™ several additional web servers, separated by commas.
s oo w1 SRl M e Example: http://www.<domainl1>, https://imgsrv.<domain2>:444. The protocol
e (http or https), the host name (usually www), the domain, and the TCP/IP port

are considered, but URL paths are NOT considered.

Done

o Verify External Links: allows you to verify all external links to all other web servers. This is commonly used to detect broken hyperlinks to other web
servers.

e Include: affects which sets of embedded content types should also be included in the scan. Page Scanner uses the file extensions of the URL paths
to determine the content type (if available) because this can be done before the hyperlink of the embedded content itself is processed. This saves
execution time, but it might have the effect that a few URLSs for excluded content types flow into the result from scanning, because the MIME type of
the received HTTP response headers is only used in detecting web pages. You can remove these unwanted URLs after the scan has been
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completed by using the "remove URL" form in the Display Result window.

Content Type Sets Corresponding File Extensions

Images, Flash, CSS, JS| .img, .bmp, .gif, .pct, .pict, .png, .jpg, .jpegq, .tif, .tiff, .tga, .ico, .swf, .stream, .css, .stylesheet, .js, .javascript
PDF Documents pdf

Office Documents .doc, .ppt, .pps, .XlIs, .mdb, .wmf, .rtf, .wri, .vsd, .rtf, .rtx

ASCII Text Files Ixt, .text, .log, .asc, .ascii, .cvs

Music and Movies .mp2, .mp3, .mpg, .avi, .wav, .avi, .mov, .wm, .rm, .mpeg

Binary Files .exe, .msi, .dll, .bat, .com, .pif, .dat, .bin, .vcd, .sav

e Include Options: allows you to select or to de-select specific file extensions by using the -add or -remove keyword.
Example: -remove .gif -add .mp2.

e Max Scan Time: limits the maximum scan time in minutes. The scan will be stopped if this time is exceeded.
o Max Web Pages: limits the maximum number of scanned web pages. The scan will be stopped if the maximum number of web pages is exceeded.

¢ Max Received Bytes: limits the maximum size of the received data (in megabytes), measured over the entire scan. The scan will be stopped if the
maximum size of the received data is exceeded.

¢ Max URL Calls: limits the maximum number of executed URL calls, measured over the entire scan. The scan will be stopped if the maximum
number of executed URL calls is exceeded.

e URL Timeout: defines the response timeout, in seconds, per single URL call. If this timeout expires, the URL call will be reported as failed (no
response from web server).

e Max Path Depth: limits the maximum URL path depth of scanned web pages.
Example: http://www.<domain>/docs/content/about.html has a path depth of 3.

e Follow Redirections: limits the total number of followed HTTP redirects during the scan.
o Follow Path Repetitions: limits the number of path repetitions which can occur within a single URL path. This parameter acts as protection against

endless loops in scanning, and should usually be set to 1 (default) or to 2.
Example: http://www.<domain>/docs/images/images/images/x.gif has a path repetition value of 3.
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e Follow CGI Parameters: this (by default disabled) option acts as protection against receiving almost identical URLs many times if they differ only in

their CGI parameters. If disabled, only the first similar URL will be processed.
Example: the first URL http://www.<domain>/showDoc?context=12 will be processed, but subsequent similar URLSs, such as
http://www.<domain>/showDoc?context=10 and http://www.<domain>/showDoc?context=13, will not be processed.

e Authentication: allows you to scan protected web sites (or web pages). The following authentication methods are supported:

Personal Settings menu (Chapter 0) will be used.

Authentication Method Note

Basic Apply HTTP Basic Authorization (Base64 encoded username:password send within all HTTP request headers).
You should also enter a username and a password into the corresponding input fields.

NTLM Apply NTLM authentication for all URL calls (if requested by the Web server). The NTLM configuration of the

PKCS#12 Client Certificate

Apply a HTTPS/SSL client certificate for authentication. The active PKCS#12 client certificate of the Personal
Settings menu (Chapter 3.1.2.3) will be used.

e Browser Language: used when scanning multilingual web sites to tell the web server which default language should be preferred.

e Use Proxy: this option allows you to scan through an (outgoing) proxy server by applying the next proxy configuration of the Personal Settings

menu.

e SSL Version: allows you to select the SSL protocol version to be used to communicate with HTTPS servers (encrypted connections).

¢ Annotation: here you should enter a short comment about the scan.

You can abort a running scan by clicking on the “Abort Scan” button:

£ PRX: Page Scanner - Mozilla Firefox E”E‘El

I £ httpeif127.0,0, 1:7990/dfischer wehadmininterface/PopupPageScannerweblet

Help et  Refresh Clo
Page Scanner et

nifter + @ R

X

ES

Scan Result [ Abort Scan | [ Display Result l Convert to Sessian l Save l Reset ||

Starting Web Page: http:iwww.proxy-sniffer.com 5

Scan Status: scanning ... Scan started at 06 Dec 2008 20:31:25

[Scannad ek Pages: 10 Scanned URLs: 22 Received Bytes: 347404 Elapsed Time: 5 sec
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When a scan has completed, you should save the scan result to a file. The file will be saved in the selected Project Navigator directory and will always
have the file extension *.prxscn.

'} PRX: Page Scanner - Mozilla Firefox

Ii : http:jf127.0.0,1:7290/ dfischer fwebadmininterface/PopupPagescannerweblst b
E:: Prawy Sniffar P%} & x‘ 4 ' /2 http://127.0.0.1:7990/ - Proxy Sniffer: Save Page Scanner Result - Windows Internet Explorer B 1ol x|
: web admin Page Scanner Help NG Refras) i vee <, % =
- H n - R ‘ 3
\d §*0 Doy gniffer Project Navigator / Save Page Scanner Result Help i )
Scan Result :{ Ahort Scan I Display Result I Convert to Session Reset I
[y myTeststischer = | Save Page Scanher Result
Starting Web Page: http:iwww.proxy-sniffer.com b
Scan Status: normal completed Scan started at. 06 Dec 2008 20:31:25 CamTests Filename: = [proy_sniffer_ch_80_08May07_202850
- - T ; F3 Annotation: * |
[Scannedwieh Pages: 20 Scanned URLs: 85 Received Bytes: 3177390 Elapsed Time: 18 sec -5
=
_D 2 ired Ent: "simple" fil ith th and no file et
. L5 require nter a"simple” flanams, with no path and o fils axarsion.
A saved Page Scanner result can be restored and loaded back into the e gy Lele ardon s o . eampls sgescn 51
H M H n "oy |
Page Scanner by clicking on the corresponding "Load Page Scan" icon -
1 1 1 1 . Saved -
inside Project Navigator: =) pane -
—l:' Scanner
_D Results
=
|
0O
O
]
0
L[ zeraThinkTime
L3 cluster -l
H3 =
Hint: saved page scanner results can be restared by clicking on the "Load Page Scan” icons E inside Project Mavigator.
|

13.1.2 Analyzing the Scan Result

3 PRX: Page Scanner - Mozilla Firefox

Ii i+ http:ff127.0.0,1:7990/ dfischer 'webadmininterface/PopupPagescannerweblat b
o Ny
§oo Praxy Sniffer P s Fj}:ct @ X
: web admin age scannher Help  pETEEL, Refresh Close
Scan Result [ Abort Scan Display Result I Convert to Session I Save I Reset I

Starting Web Page: http:/www.proxy-sniffer.com n L
Scan Status: normal completed Scan statted at: 06 Dec 2006 20:31:25 L]
|
|Bcanned Weh Pages: 30 Scanned URLs: 86 Received Bytes: 3477'380 Elapsed Time: §f sec
[
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%3 PRY: Page Scanner Result - Mozilla Firefox

CEX

I £ | http:f/127.0.0,1: 7990/ dFischerwebadmininterf ace/PopupP ageScanner Resultweblet g
F o
*e Proxy Sniffer

NS + @ R
t wab admin Page Scanner Result > A+

Page roject
Help Séamner Na\tijgator Refresh Close

Starting Web Page: http:/www.proxy-sniffer.com

Scan Started at: 06 Dec 2008 20:31:25 _Scan Duration: 18 sec
Scan Status: normal completed

[[Convert to Session | [ Save |

Annotation: -—
Scanned Web Pages: 20 Processed URL Calls: 95  Received Bytes: 3'177'290

[ Scan Input Parameter [ Scan Statistic % Mon-Processed Weh Servers [ Scan Result per ¥eb Page Search ASCH Text:
[ Braken Links [> Duplicated Content Largesteh Pages > Slowest web Pages
Remove URLs: with content MIME type (3) |applicstionipdf (O any () none AND HTTP status code | 200 ok -
x Page #1 |hitp:/www.proxy-sniffer.com/ "Weh Load and Btress Testing Tool - Prosxy " b
1-0 | 200 ok 168 ms 43779 bytes | hitpoifwte proosy-sniffer. coms
x 1-1 | 200 ok 1 ms 4'517 bytes | fflormat.css
= T2 00 ok =T 17 hvles | BOBO0NT i

The most important statistical data about the scan are shown in the overview, marked in orange, near the top of the window. Below the orange-marked
overview, various scan result details can be selected.

The search form, on the right side near the scan result detail selection, allows you to search for an ASCII text fragment over all web pages of the scan
result. By default, the text fragment is searched for within all HTTP request headers, all HTTP response headers, and all HTTP response content data.

The remove URL form, which is shown below the scan result detail selection, allows you to remove specific sets of URLs from the scan result. The set
of removed URLSs is selected by the received MIME type (examples: IMAGE/GIF, APPLICATION/PDF, ..), and linked with a logical AND condition with
the received HTTP status code for the URLs (200, 302, ..), or with a Page Scanner error code, such as "network connection failed".

with content MIME type: selects a specific MIME type (see also http://www.iana.org/assignments/media-types). The input field is case
insensitive (upper and lower case characters will be processed as identical). any means that all MIME types are selected, independent of their

value. none means that only URL calls whose HTTP response header does NOT contain MIME type information (HTTP response header field
"Content-Type" not set) will be selected.

e HTTP status code: selects an HTTP status code or a Page Scanner error code.

Note: A few URLs with excluded content types may flow into the scan result (not selected by scan input parameter). You can use the "remove URL" form
to clean up the scan result, and to remove any unwanted URLs. The most common case is to remove PDF documents from the scan result.
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13.1.2.1 Scan Result Details

[ Scan Input Parameter
> Broken Links

[ Scan Statistic
[ Duplicated Content

[ Man-Processed Yveb Servers
[ Largest Web Pages

[ Scan Result per Weh Page
[ SlowestYeh Pages

e Scan Input Parameter: displays all input parameters for the scan (without authentication data).

Scan Input Parameter
Starting Web Page
Char Encoding
Exclude Path Patterns
Follow Weh Servers
Verify External Links
Include

Max Scan Time

Max Weh Pages

Max Received Bytes
Max URL Calls

URL Timeout

Max Path Depth

Follow Redirections
Follow Path Repetitions
Follow GGl Parameters
Browser Language
Annotation

hitp:iwwew.proxy-sniffer.ch
[Auto Detect]
fforumd, fnewss

no

[testihtml], .bmp, .css, .Qif, dco, .img, javascript, jpeq, jpg, js, .pct, pict, png, stream, stylesheet, .swi, tga, tif, tif

10 minutes
100

40 MB
[unlimited]
20 seconds
[unlimited]
10

1

no

[none]

e Scan Statistic: displays some additional statistical data about the scan.Similar Web Pages are the number of web pages with duplicate content
(same content but different URL path). Failed URL Calls are the number of URL calls which failed, such that no HTTP status code was available

(no response received from web server), or that the received HTTP status was an error code (400..599).

Scan Statistic

Scanned Weh Pages
Similar¥Web Pages
Followed Redirections
Maon-Followed Redirections
Processed URL Calls
Failed URL Calls

Received Bytes

53

1

1]

1]

129

1]
F666'162
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e Non-Processed Web Servers: displays a summary of all web servers which have been found in hyperlinks, but whose web pages or page
elements have not been scanned. The number before the server name shows the number of times the hyperlink was ignored by Page Scanner.

19 Non-Processed Web Servers

4%  hitpXisupport.microsoft.com:80
4% hittp s modsslarg: 80

4% hitpfhwwew topshareware.com:80
3¥  hitp s remsa.de:80

2% hittpfe-docs bea.com:80

2% hittpfentwickler.com:80

2% httpfitechnet2 microsoft.com:80
2% hitpfhwsee adnovum.ch:80

2% hitpfhwsee. apica.se:80

2% hitpfhaeen.cnlab.ch 80

2% hitpfhasaee. d-fischer.cam:83

2% httpctweseee infoweorld.com:80
2% hitpfhaseee Ivllord.de:80

2% hittpShasaew planetit.ch:g0

2% hittpfhwaew. postiinance.ch:g0
2% hitpfhwaew. safearea.com.au:8o
2% hitpsfiwaase yellownetch:d43
1% hitpfidownload.com.com:80
1% hitpfhasee. sofotex.com: 80
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Scan Result per Web Page: displays all scanned web pages. The embedded content of a web page, such as images, is always displayed in a Web
Browser Cached View. For example, this can mean that a particular (unique) image is only shown once inside the web page in which it has been
referenced for the first time. All subsequent web pages will not show the same embedded content. This behavior is more or less equal to what a web

browser does - it caches duplicate references over all web pages within a web surfing session.

More details about a specific URL call can be shown by clicking on the corresponding URL hyperlink.

3 Page #1 | http:www.proxy-sniffer.ch/

"Proxy Sniffer: Web Lasttest und Stresstes

1-0 | 200 ok 141 ms 42'892 bytes | hitk i prowy-shiffer.chi pmEEEEEERE

® 1-1 | 200 ok 18 ms 4'626 hytes | format.css
% 1-3 | 200 0k 16 ms 43 bytes | LSS0 0if
¥ 1-4 | 200 ok 148 ms 234 ytes | flagGerman. oif
b3 1-6 | 200 0k oms 1'212 ytes | lagEnaland. oif
® 1-7 | 200 ok 18 ms 88 bytes | /arrow red 12x8.qgif
® 1-15 | 200 ak 18 ms 9791 bytes | fimages en/SessionRecorderf. oif
¥ 1-16 | 200 ok 16 ms 9706 hytes | fimages ent/arHandler? oif
b3 1-17 | 200 ok 16 ms 7141 ytes | fimades en/ExecAgentCluster? oif
® 1-18 | 200 ok 18 ms 10'904 bytes | /images en/measurementResultP.gif
% 1-19 | 200 ok 0ms 34 bytes | /000000.gif
¥ 1-20 | 200 ok 47 ms 31474 ytes | fimages en/ReporZebra?. oif
b3 1-21 | 200 ok oms 67 bytes | fbullet ok red.dif

Total | without external links | 311 ms | 118213 bytes |13 URLs

3¢ Page #2 | http:/wwew.proxy-sniffer.chindex_en.html

"Prowy Sniffer: Web Load and Stress Testin

2-0 | 200 ok

| ad4ms |

41'597 bytes |mpm~ww.nm Fshiffer.chiindes en.hirml

Total | without external links | 84 ms |

41'507 bytes | 1 URL

3¢ Page #3 | http:iwww.proxy-sniffer.chfeatures_de.html

"Proxy Shiffer: Produkt-Features”

3-0 | 200 ok 31 ms 21731 bytes | hitk s pirovy-shiffer.chiteatures  de html
® 3-16 | 200 ok 1586 ms | 130'823 hytes | /images en/SessionRecorderl.qif
® 3-17 | 200 ak T8 ms 63'349 bytes | fimages en/SessionRecorder. gif
¥ 3-18 | 200 ok 47 ms 38466 ytes | fimages enfVarHandler jog
b3 3-19 | 200 ok 31 ms 25'688 ytes | fimanes en/levels.gif

e Broken Links: displays a list of all broken hyperlinks.

© 2012-2016 Ingenieurbiiro David Fischer AG, Switzerland

Page #4 | hitp:iveww.avantec.chhotlink lex.html  "AVANTEC Hot Links"
4-0 | 200 ok |29? ms | 16174 vtes | hitp it avantec.chihotlinksfindex. html
4-19 _| 141 ms 284 ytes | hitpoinew. remote-exploit.orglindex. phpiSnifiing_remote_traffic_via_GRE_tunnels
Page #15 | hitp:iwww, ntec.ct flash.html  "AVANTEC Mewsflashes"
156-0 | 200 ok | 469 ms | 37'225 bytes | hitphwww. avantec.chinewsflash.html
15-34 _| 344 ms 298 bytes | hitp:hwwaw orbit-iex-seminare chipagesisem_mittwoch.strna#i-10
15-80 [UNKNDWNROSH 0 ms 0 bytes | hitp:iwww telenatcom ch

IIIIIIIIII----->

All Rights Reserved

) PRX; Page Scanner Result - URL Details - Mozilla Firefox

[ F [mpypiz700.8 o

3
$oe Proxy sniffe
We

H S dmin Page Scanner Result - URL Details

Page #1URL 1-0 = GET http:/www.proxy-sniffer.com/
4= 200 0k "TEXTHTML" (43779 bytes)

HTTP Request Header &

1 [ GET nttp:iwwa proxy-sniffer. com:80f HTTPIT 1
2 [Accept: 7

3 | Accept-Encoding: gzip, deflate

4 | User-Agent: Mozilla/4.0 (compatiale; MSIE 7.0; Windaws NT 5.1;.NET CLR 1.1.4322; NET GLR 2.0.50727)
5 |AcceptLanguage: en

6 | Host www proxy-snifler.com

7 | Connestion: Keep-Alive

1 [HTTPA.0200 0K
2 | Date: Sat, 06 Dec 2008 19:19:07 GMT
3 | Server: Apache

4 | Content-Location: index htrml.en

5 | Vary. negotiate,accapt-language

HTTP Response Content « 43779 Bytes TEXTHIML

1 [<IDOCTYPE hirml PUBLIC {W/3CHDTD HTWL 4.01 Transitional/EN">
<HTML=

2
3 | <HEAD=

4| <METAHTTP-EQUIV="content-type’" CONTENT="texthtml; charset=IS0-5859-1">
5| =<METAHTTP-EQUI="content language’ CONTENT="ent'>

6| <TITLE=Web Load and Stress Testing Tool - Proxy Sniffer</TITLE=

7| <METANAME="description” CONTENT="P
8 E:

="DC Language” content="en
tylesheet TYPE="texticss” HREF="flormat css"=

9| <LINKREL:
10 | <HEAD:

11 | <BODY BGCOLOR="#000000" TEXT="#000000" LINK="#000 0FF* YLINK="#0000FF'>
12 | <-- outer table start >

13 | <TABLE BORDER=0 CELLSPACING=0 CELLPADDING=0=

14 | < texttitle f-->

15| <TR>

fessional weh load and stress testing tool. Tests and analyzes the response time and the stability
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Duplicated Content: displays a list of URLs with duplicate content (same content but different URL path).

Duplicated Content
Original httpziveww. avantec.chicheckup!
Duplicate hitpuitwwew. avantec.chicheckupiindesx html

Original  hitp:2iwww.avantec.ch/kundenirsa_logo.gif
Duplicate hitpitmannn avantec.chikundenfrsa.gif

Original hitp:iveww.avantec.chilaborindex.html
Duplicate hitpitwsss avantec.chilabor

Original http:iveww.avantec.chiworkshop)
Duplicate  hitpthwwew avantec.chiwarkshoplindex html

Largest Web Pages: displays a list of the largest web pages. Hint: you can click on the bars to display the corresponding page details.

kbyrtes Largest Heb Pages

B | |aomenommoposomens s o o o Do oo #3: http: - www.prosy—sniffer.chofeatures_de. html
#18: httpi-“www.prosy—sniffer.ch features.himl
#7: http:-~www.proxy—sniffer.ch-support_de.html

21 PP #10: httD://UUU. e iffer. chrensEnf ree S reenShotlebfdmin. htm |
#1: httpi-~www.prosy—sniffer.chs
E 1T T OSSO PO PO PO PO OPPROPRPTOPPPRIPOOt #58: http:s<www.prosy—sniffer.ch ensjavadocids index—all.html

#38: http:-www.proxu—sniffer.chrensjavadoc2B-df i schersutils HttpTe..
#48: httpi-<www.prosy—sniffer.ch ensjavadocs@-df ischer-utils-Ferfor..

............................................................................................................................................ #5: http:-~waw.prosy-sniffer.ch-zervices_de.html

#5: http:s~www.prody—sniffer.chscustomersAndPartners_de.html
#%: http:-~www.prosy—sniffer.ch-aboutus_de.html
............................................................................................................................. #2: http:~~WWW.prosy-sniffer.chsindes_en.html

#17: http:-www.proxu—sniffer.ch fresEdition. html

#14: httpi-“www.prosy—sniffer.ch support.htnl

------------------------------------------------------------------------------------------------------------------------------------ #d1: http:-swww.proxdy-sniffer.chsensjavadocs@-df ischersutilssFerfor..

#15  #1  #50 #30 #40  #3 #5 #9 #2  #17 #14 #41 page hr.

http: /<www.prozy—sniffer.ch 81 May 2887 21:508:83
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e Slowest Web Pages: displays a list of the slowest web pages. Hint: you can click on the bars to display the corresponding page details.

seconds Slowest Heb Pages

LU | UTE  RPPPP

0.8 UL PP

[ UL O ™ PP
#7

#3810  #1 #15 #50  #5  #30 #4042 #3 #9 #+  #f  #14 page nr.

http: A uwwu.prody—sniffer.
1 http:s www.prody—sniffer.
: http:sruwww.prosy-—sniffer
: httprsruww.prody—sniffer
1 http:s www.prody—sniffer.
: http:sruwww.prosy-—sniffer
: http:s/~www.prody—sniffer.

chofestures_de.html

chofeatures.html

che

chrsupport _de.html
chrensEnFreesScreenShotlebAdmin. html
choensjavadoc3ds indes—all.html
chocustomersAndPartners_de.html

i httpi-<www.prosy—sniffer.ch ensjavadocs@-df ischer-utils-HitpTe..
: http:s<www.prody—sniffer.choensjavadoc3@ df i schersutils-Perfor..
: http:sAwww.prody—sniffer.chsindex_en.btml

i httpi-“www.prosy—sniffer.ch services_de.html

: http:sswww.prosy—sniffer.chraboutus_de.html

i http:swww.prosy—sniffer.chodownload_de. html

i httpi-“www.prosy—sniffer.ch buy_de.html

http: s waw.prosy=-sniffer.ch support.html

http: ““www.prosy—sniffer.ch 81 May 2887 21:58:83
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13.1.3 Converting a Scan Result into a Web Surfing Session

A Page Scanner result can be converted into a “normal” web surfing session, which can be used to create a load test program.

%2 PRX: Page Scanner, Result - Mozilla Firefox
I: ;3 http: ff127.0.0.1: 7990/ dfischer fwebadmininterf ace fPopupPageScannerResultWeblet

:..
3¢+ Proxy Sniffer
s Web Admin

Page Scanner Result

& 4+ e

Page  Prject
Stanher Nawigator Refresh Close

o)X

Starting Web Page: http:/www.proxy-sniffer.com

Scan Started at: 06 Dec 2008 20:31:25  Scan Duration: 18 sec Annotation: —

Scan Status: normal cornpleted

[Convert to Session |
L

u
Scanned Web Pages: 20  Processed URL Calls: 95 Recefygpd Bytes: 3'1 77350

> Mon-Processed Weh Servers B>Stan Resulf pertifeh Fane ‘

["® Scan Input Parameter B Scan Statistic

| search a5C) Texm |

v

,f‘ http://127.0.0.1:7990/ - Proxy Sniffer: Convert Page Scanner Result ko Web Session - Windows Internet Explorer - |E| 5'
i
3 ; o @ R
b P Sniff H H H gt
¢ Lo InTer Project Navigator / Convert Page Scanner Result to Web Session Hels  Refresh Clase L]
[y MyTests'fischer » || Convert to Web Session
[ myTests Filename: * |pruw75ﬂiffer7ch
_g Weh Pages: @ AllPages { Page Ranges |1-52
Max. URL Calls: I 500 >
_D 2
L Annotation: |
-0 °
|-C) fischer [v Load Session into | hain Menu vl
g= ® required: Enter a "simple” filaname, with no path and no file edension
| The file extension iz always predat . Example: "TedtSession_01"
O ‘recommended: will be displayed as hint in Project Navigator
g= Saved =]
_D Sessions:
L3 zeraThinkTime L4
L cluster
e j _I
Hint: converted sessions can be loaded by clicking on the "Load Session” icons E inside Project Mavigator.
= [ ]

Input Fields:

Filename: file name of the web surfing session. You
must enter a "simple" filename, with no path and no file
extension. The file extension is always "*.prxdat". The
file will be saved in the selected Project Navigator
directory.

Web Pages: allows you to select the scanned web
pages which should flow into the web surfing session.
“All Pages” means that all scanned web pages are
selected. Alternatively, the option “Page Ranges” allows
you to select one or several ranges of page numbers. If
you use several ranges, they must be separated by
commas.

Example: "1, 3-5, 7, 38-81"

Max. URL Calls: limits the number of URL calls which
should flow into the web surfing session.

Hint: it is recommended that you do not convert more
than 1000 URL calls into a web surfing session.

Annotation: we recommend that you enter a short
comment about the web surfing session.

e Load Session into: also loads the web surfing session into the transient memory area of the main menu, or into a scratch area of the Session

Cutter.
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padProxyDataDump&selectDir=0zpcUHIvZ23IhbSBGawWxlc1x0rh94e¥NuaWZm2 - Windows Internet Explorer After the Web Surfing SeSSion haS been Stored, |t W|” be
ot Sniter Project Navigator N S8 B RO R automatipally loaded into the Main Menu if thg “Load
T e - e et et by puvee Retresn Hese Session into” checkbox was selected. After this, you can
. D generate the load test Program (see chapter 8).

C:\Program Files'ProxySniffer'MyTests'fischer

[~

D PRX: Main Menu - Mozilla Firefox

[ ) () [ ) (7 ) (P ) (o [ [ ) [ )

Fle Edt Wew Hgory Beokmarks Ieols Help
L C X @ (F [repunerooamer 2 | [G] Goece
£ o sore Main Menu > 1T A8t U ke
$ web Admin Brofacsional Edition tep Tod: Scamer Gaings  Mavhator  LosdTen Laad Teds Dirpiay
L4
0
S 5
L3 zeroThinkTime
L cluster
_ﬁ- ContentSize  Time  HITPRequest + HTTP Response
- % 1000sec QNN ]  43779hyes 170ms [ GET Aftniwww pron-cniffer comy ¢ 200 (019 TEXTIHTHL
_ﬁ, S— x 20Fsec [T ] 4517 bytes 21 ms [ GET hitoiiwe pro-sniffer comfiormat css 4 200 (OK) TEXTICSS
0ZMOY ® 3o0agses [ 1T ] 43bytes  15ms KB GET ftphwww.nronSniffer comp@o00ait + 200 (OK) IMAGEIGIF
* 40%sec [T ] 234bytes 15 ms [ GET hitpulwvw.nroxy-sniffer.comilagGerman.gif + 200 {0K) IMAGEIGIF
I—ﬁ Froduktion % 5022sec [ NN ] 1212bytes 242ms B GET hitoifwwae proxy-snifer corflagEnaland 4if ¢ 200 (OKy IMAGE/GIF
I I L A0 DTG -
|_E IMadeCluster = x 6 04Bsec 9791 bytss 18 ms GEThwn DroREsnifer. 0if & 200 (0K) IMAGE(GIF
® Zo4gsec [ T ] 9706 bytes 16 ms I GET ntpiwon.pro-snifer letP aif + 200 (OK) IMAGE/GIF
* 8080sec [T ] T4 bytes 17 ms EBIGET hitp: Drogesnifter, lusterP.qif ¢ 200 (0K) IMAGEIGIF
% g082sec [ F ] 10904byes 18 ms MBIGET Atodwww prog-snifter aif ¢ 200 (OK) IMAGEIGIF
% 10053sec [ ] ] 35hyes  15ms I8 GET hitndiwww proxy-sniffer.com/000000.0if & 200 (OK) IMAGEIGIF
® 11085sec [ L] 12320 bytes 19 ms 5B GET it proxy-sniffer eniPointOfGollapse.oif + 200 (0K) IMAGEIGIF
*x 12087sec [ ] @270 bytes 17 ms 18 GET hitpuliwww.prow-sniffer.comineProgramming.if + 200 (0K) IMAGE/GIF
% 13088 [ ] 83byies  15ms MBI GET httmihwww proy-sniffer corm/amow red 1240017 + 200 (OK) IMAGEIGIF
% 14 0f0sec [ 67hyies  15ms I8 GET hitndiwww.proiysniffer comibullet ok red oif & 200 (OK) IMAGEIGIF
Totak 0.62sec 108107 bytes 14 Requests , 175,78 kbytes/sec
x 15
ftem Offset  Position ContentSize  Time  HITPRequest + HTTP Response
% 16 0.00sec [N | 45069 bytes 408 ms [3 GET hitniwww.oron-sniffer.comfindex de.htmi + 200 (OK) TEXTIHTML 3|
1< - 1l 1 ]
Done.
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14 Web Tools

The Web tools menu can be invoked from the main menu, and contains four small utilities which can be useful to examine the data exchanged
between the web browser and the web server.

Tools / Utilities:

- Baseb64 Text Transformation: performs a base64 transformation, or / ~ o 7@ -
its inverse operation, as appropriate. The base64 algorithm is often 5 .
used to obfuscate the values of CGI parameters. The inverse F B & N I o
. e Tools Scanner Settings Mavigator Load Test Load Tests Displa
operation allows you to decode such obfuscated values. . ’ ’ —
= - ) izl ™ el
- Escape/Unescape URL/CGI Text Value: performs a URL-encoding v
transformation, or its inverse operation, as appropriate. This algorithm T T T LEE
IS Often used to maSk SpeCIaI CharaCterS Wlthln the Values Of CGI | ;: httpe/[127.0.0.1: 7990/ dfischerfwebadmininterface/PopupwebToolsWehlet g
parameters, and is also used when HTML form parameters are soe b @ X
. +#¢  Proxy Sniffer
transmitted to the web server ek Web Tools b SR Rateh cioce
- Examine SSL Configuration of HTTPS Server - Encryption @ D e :
. . . . ranstarm MNormal Text to Base64 Text hd
Protocols and Algorithms: examines the SSL configuration of an Basebs Text VHJRBNMB3JIHR 0aXMEV GV da==
HTTPS web server "from outside®, and displays hints about SSL Hormal Text Transform this Text
misconfigurations © EscapelUnescape URLICGI Text Value B 0 |
3 Transfortn: Unescaped Textto Escaped Text ~
- Test HTTP(S) Request: executes URL calls whose input data can be ——
entered manually. Can be used to examine the HTTP protocol Unescaped Text
beha‘VIOr Of the Web Server ' Examine SSL Configuration of HTTPS Server - Encryption Protocols and Algorithms
HTTFS Server. hitps:if SEL. | v2WITLS w
Cuse Prosy: Apply next proxy configuration from Personal Seftings
> Test HTTP(S) Request [ import Data from Recorded ttem: | [1]
URL:
HTTP Method GET | HTTP Protocol Wersion: | 1.1
Browser Type: Firefox 3.0 v Browser Language: | English w
[ pasic Authorization Username Passwort
MNTLM Authentication: Apply NTLM configuration frorm Personal Settings
PKCS# 2 Client Cert: Apply active PKCS#12 client cedificate from Personal Settings
[Tuse Prosy: Apply next proxy configuration from Personal Seftings
DTransmn Coaokie:
[IrosT Data

Daone
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15 Modifying Load Test Programs Manually

Important Note: before you manually modify an automatically generated load test program, you should first check whether not the same result can be
reached by writing an own Load Test Plug-In. Please read first the "Load Test Plug-In Developer Handbook."

ZebraTester follows the philosophy that almost all functionality can be done by using the GUI, without requiring programming knowledge. Nevertheless,
it is also possible to modify the automatically-generated load test programs manually. You can freely modify the program on this "second level"
according to your needs; however, you should remember that the modifications are not protected from being overwritten when the load test program is
generated again. You should be sure that you have already made all Var Handler definitions, such as defining Input Files and User Input Fields, before
you start modifying the program code.

All special classes and methods used by the load test programs are fully described in the ZebraTester Java APl documentation, in order to enable you to
understand how the program works. On Windows systems, the ZebraTester Java APl documentation is accessible from the Start » All Programs »
ZebraTester » Documentation » ZebraTester APl Javadoc menu. The inner structure of a load test program is organized as follows:

The main method — which is marked by a blue background at the bottom on the
image — first reads all input data. After that, the structure of the statistics data is
created. Then an own instance of the load test program itself is created for each
emulated user. The main method starts these users/instances in a loop, and then
waits until all users have completed their work. Finally, the statistics result file is
written and the load test program is terminated.

Load Test Program Measured
(class) Web Server

Constructor()
Instance of load test /
thread — per user

/ The method run — which is the main method of a single thread or user — controls the
Lt - number of loops, and/or the elapsed time, and terminates the activity of the user if

one of these values has been exceeded.

Executes the web surfing
session / URL calls.
Measures the results 4

Loops

The method execute contains all URL calls and page breaks, and is repeatedly
called from the method run.

runf)

Controls number of loops
and/or the test duration

This structure has a direct influence on how variables must be declared within the
program:

- static (global) variables are shared between users; that is, all users see the
» > Log and same value. If a static variable is not a primitive data type (integer, boolean,
Statistics etc...), then modifications to the value must be protected by a synchronized
statement in order to avoid data corruption.

public static void main

Number of Users

Main program. Common
statistic over all users

Number of created Instances
-
5

k 2 E 2

- common (local) variables have a per-user value, even if they have been
defined only once. The values of these variables are set by the constructor, or
during the execution of the methods execute and/or run.
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For debug purposes, an empty log vector is created before the method execute() is called. The reason for doing this is that inside the execute() method,
any console and log output should not be written by calling the Java method System.out.println(), as later on it would be nearly impossible to check
what has happened inside a thread because all output data of all threads would be “mixed”. The method log() exists for this purpose. This method

collects all output data of a loop until the loop has been terminated. After loop termination, the log data of the loop are synchronized and written to
standard output inside the method run().

During the development of your own program extensions, you can force the display of the log vector by using the optional program argument -dl (debug
loops), or by selecting the debug option debug loops (including var handler) when starting the test run from the Web Admin GUI.
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16 Direct Access to Measured Data

The ZebraTester Java API also contains classes and methods which allow direct access to all measured values stored within a statistics result file of a
load test run ("*.prxres file"). This enables you to create your own extracts and/or compilations from the measured data. The main entry point to access

these data is the method PerformanceData.readObjectFromFile(<result file name>).

16.1 Example 1 — Extracting Performance Data

The following programming example extracts the most important performance data of the web pages and the URL calls:

import java.io.¥*;
import dfischer.utils.PerformanceData;
import dfischer.utils.PerformanceDataRecord;

public class AnalyzeResult
{
public static void main(String[] args)
{
try
{
// read result file from disk
PerformanceData performanceData = new PerformanceData() ;
performanceData.readObjectFromFile (args[0]) ;
PerformanceDataRecord[] performanceDataRecord = performanceData.getPerformanceDataRecord() ;

// display overall data

System.out.println("users = " + performanceData.getParallelUsers()) ;

System.out.println("test duration = " + (performanceData.getTestDurationMillis() / 1000) + " seconds");

System.out.println("hits per second = " + performanceData.getWebTransactionRate())

System.out.println("passed loops = " + performanceData.getPassedLoops()) ;

System.out.println("failed loops = " + performanceData.getFailedLoops())

System.out.println("average response time per page = " + ((float)performanceData.getAveragePageTime() / 1000.0f) + " seconds");
System.out.println("average network connect time per URL call = " + performanceData.getAverageNetworkEstablishTime() + " milliseconds");

System.out.println("");

// display page data

int[] pageBreakIndex = performanceData.getPageBreakIndexes() ;

for (int x = 0; x < pageBreakIndex.length; x++)

{
String pageName = performanceDataRecord[pageBreakIndex[x]].getInfoText() ;
long pageResponseTime = performanceData.getPageTime (pageBreakIndex[x]) ;

// get all url calls per page
int[] urlIndexesOfPage = performanceData.getValidUrlIndexesOfPage (pageBreakIndex[x]) ;

// calculate average size of page
long pageSize = 0;
© 2012-2016 Ingenieurbiuro David Fischer AG, Switzerland All Rights Reserved
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long pageTime = O;
long cumulatedPageSize = 0;
for (int y = 0; y < urlIndexesOfPage.length; y++)
{
PerformanceDataRecord urlDataRecord = performanceDataRecord[urlIndexesOfPage([y]];
pageSize = pageSize + urlDataRecord.getAverageSize() ;
pageTime = pageTime + urlDataRecord.getAverageTime () ;
cumulatedPageSize = cumulatedPageSize + urlDataRecord.getTotalSize() ;

}

System.out.println(pageName + "; size = " + pageSize + " bytes; time = " + ((float) pageTime / 1000.0f) + " seconds; total transmitted
bytes over all calls = " + cumulatedPageSize) ;

}

System.out.println("");

// loop over all measured url calls and page breaks
for (int x = 0; x < performanceDataRecord.length; x++)

{
switch (performanceDataRecord[x].getDataType())

{
case PerformanceDataRecord.TYPE PERFORMANCE DATA:

long urlSize = performanceDataRecord[x].getAverageSize()
long urlTime = performanceDataRecord[x].getAverageTime() ;
long cumulatedUrlSize = performanceDataRecord[x].getTotalSize() ;

System.out.println (performanceDataRecord[x].getInfoText() + "; size = " + urlSize + " bytes; time = " + ((float) urlTime / 1000.0f)
+ " seconds; total transmitted bytes = " + cumulatedUrlSize);
break;

case PerformanceDataRecord.TYPE PAGE_BREAK:
System.out.println (performanceDataRecord[x] .getInfoText()) ;
break;

default:
break;

}

catch (Exception e)
{

e.printStackTrace() ;

}
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16.2 Example 2 — Extracting Error Snapshots

The following programming example extracts all received content data of error snapshots taken (malformed web pages), and stores them in files so they
can be displayed later in the web browser:

import java.io.FileOutputStream;

import dfischer.utils.PerformanceData;

import dfischer.utils.PerformanceDataRecord;

import dfischer.utils.PerformanceDataRecordFailureInfo;
import dfischer.utils.HttpTestURL;

/**
* Writes the response content of all error snapshots to files if they contain ASCII (HTML,XML) data.
* Program Argument: name of the result file (*.prxres).
*/

public class ExtractErrors

{

public static void main(String[] args)
{
try
{
// read result file from disk
PerformanceData performanceData = new PerformanceData() ;
performanceData.readObjectFromFile (args[0]) ;

// loop over all measured url calls and page breaks
PerformanceDataRecord[] performanceDataRecord = performanceData.getPerformanceDataRecord() ;
for (int x = 0; x < performanceDataRecord.length; x++)
{
switch (performanceDataRecord[x].getDataType())

{
case PerformanceDataRecord.TYPE PERFORMANCE DATA:

// loop over all error snapshots per url call
PerformanceDataRecordFailureInfo[] failureInfo = performanceDataRecord[x].getFailureInfo();
for (int y = 0; y < failurelInfo.length; y++)
{
// get data of failed url call
HttpTestURL testURL = performanceDataRecord[x].getFailedUrl (failureInfoly])
if (testURL != null)
{
// now we have access to all frozen url data
String fileStartName = "url " + x + "_error " + (y + 1);

// write response content to file - no binary data are written

if (testURL.isAsciiContent())

{
FileOutputStream fout = new FileOutputStream(fileStartName + "_response_ content.html");
fout.write (testURL.getDecompressedContent()) ;
fout.close() ;

}
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}

break;
case PerformanceDataRecord.TYPE PAGE BREAK:
break;
default:
break;
}
}
}
catch (Exception e)
{
e.printStackTrace() ;
}
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17 Manufacturer

Ingenieurbiro David Fischer AG, Switzerland | A company of the Apica Group

Manufacturer's Web Site: www.zebratester.com

Support: support@apicasystem.com
Sales: sales@apicasystem.com
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