
Platform Security & Privacy



Safety ensured.

We score an A+ security rating on 
Qualys SSL Labs testing. 

Basecase is a single sign-on system that 
encrypts every user file with a 4,096-bit key. It 
would take over 1,000 years to crack one key. 

As a result, our platform has a 100% security 
score on certificates, protocol support, key 
exchange, and cipher strength. 

Controlled 
There is no third 
party running the 
system, so data is 
never shared.

Multi-tenant 
Every client has its 
own, physically 
separate server for 
data storage.

Domestic
Data is stored on the 
IBM Cloud servers in 
Toronto. They have 
never had a breach.  

Our security is powered by three driving factors.

Active consent.

Our form configuration ensures 
compliance with PIPA and HIPAA. 

On every Basecase form, the user must give 
permission for its employer to view their 
finished submission. 

By gathering explicit and regular consent, the 
employer maintains full legal access to the 
personal information used in our reporting. 
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