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Application Note:
Use of Pagers with Interceptor

The stock Interceptor is able to send email alerts as well as SMS text messages to cellular phones.
It is also possible to send alarms to alphanumeric pagers as well. Pagers are preferred to cell
phones in SCIF’s as the pagers do not have a transmit capability and they cannot be used to
transmit secure information from the controlled area.

This application note will explain several of the alarming options in the Interceptor, how they relate
to pagers as well as other web based communication devices, and how the Interceptor may be set
up for use with an alphanumeric pager.

NOTE: The Interceptor cannot communicate directly with a standard voice-only pager or a pager
that requires access through a phone number only. Any device that will be used to display text
alarms from an Interceptor must be web or Ethernet based (the Interceptor does not have a POTS
line modem).

Alarm options in Interceptor

The Interceptor communicates alarms to external devices through the use of alarm targets. The
alarm target options are as follows:

Add Alarm Targ
SNMP Notification (Trap)
Email

Short Message Service (SHM3)

SNMP Notification: allows SNMP traps to be sent to network management system
Email: allows email alerts to be sent to target email addresses

Short Message Service (SMS): allows SMS alerts to be sent to target web addresses
All three of the target types require a web address to communicate with.

The Email and SMS targets are actually quite similar, the main difference is the message length.
The following is an example of an Email alarm:
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¥ IDS Alarm Report - Message (Plain Text) -0 x|

 File Edit View Insert Format Tools Actions Help

" CaReply | C¥Replytoal | (3 Forward | o T | A | ¢ [ 3 X | e - e~ E

From: A?l mark.bridges@norscan.com Sent: ‘Wed 8/23/2006 9:58 AM
To: r&d@networkintegritysystems.com; markb@networkintegritysystems.com
Cci

Subject: IDS Alarm Report

|»

IDS - Alarm Report

System ID : Zone 1
Alarm Date : 09:53:42 AM - 2006-08-23

Channel 1

Intrusion Signature Alarm:
Threshold = 0.183dBm
Period = 10s

Actual Change = 0.3652dBm

Channel was HALTED

end of report. LI

Short Message Service (SMS) alarm sent to email target:

¥ IDS Alarm Report - Message (Plain Text) - 1O x|

 File Edit W¥iew Insert Format Tools Actions Help

ggégeply CdReplytoall | cForward | o “a | LA | ¥ & |5 X|a~9 -~ E

From: 2 mark.bridges@norscan.com Sent: ‘Wed 8/23/2006 9:58 AM

To: 7044205179@myairmail.com; markb@networkintegritysystems.com

Cc:

Subject: IDS Alarm Report

Channel 1: Intrusion Signature Alarm ;I

It can be seen that the email alarm has more information (system ID, channel parameters, action
taken by Interceptor) than the SMS alarm. However, some devices such as SMS cell phones and
pagers may not be able to correctly display the email message as the message would have too
many characters. The SMS target is provided for such devices. We have found that the SMS
target is the best one for use with an alphanumeric pager.
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Interceptor setup for use with alphanumeric pager
Step 1: Verify the proper communication parameters are entered in the Comms Configuration

menu in the Main Menu. There must be an active SMS/Email Server address, as well as an
SMS/Email From Address entered:

Channel 1: MONITORING -18.1dBm

System Configuration
User Configuration
EComms Configuration

Date/Time Configuration
Alarm Target Configuration
Log View & Configuration
Upgrade

Quit

201 User: adwin

Corms

IP Address: <10.2.1.83>
Netwask: <255.255.255.0>

Gateway: <10.2.1.1>

DNS Domwain Nawe: <>

DNS 1: <10.2.1.10>

DNS 2: <>

DN3 3: <>

SM3/Email Server: <mail.norscan.com>
SMS/Email From Address| <mwark.bridges@norscan...>

Network Filtering...
SNMP Configuration...
S5H Public Host Keys...

Back

Step 2: Add an Alarm Target for the alphanumeric pager:

Channel 1: MONITORING -18.01dBm

System Configuration
User Configuration
Comrs Configuration
Date/Time Configuration

Bilarm Target Configuration
Log View & Configuration
Upgrade
Quit
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Alarm Target Configuration

No Targets Defined.

-Eidd Alarm Target

Please enter a unigque target description:
SMS pager

<CANCEL>

Select Short message Service (SMS) as Alarm Target:

Add Alarm Target
SNMP Notification (Trap)

Service (SM3)

Press Tab to move to the next field, or
Backspace to move to the previous field
Seperate rmultiple SMS addresses with a corma

SMS Address 70442051790 myairmail.com

<CANCEL>
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Examples of received SMS alarm on alphanumeric pager:

F

Pager Number: 704-420-5179

Email pager#: 7044205179@myairmail.com

Pager provider: American Messaging Paging Solutions (http://web.americanmessaging.net)

Pager type: Motorola Flex Advisor Gold AOSCMB5812AA
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