Data Sheet

Universal Data
Mover Gateway
• Automate event-based and
scheduled processes and file
transfers between B2B partners

Expedite your file transfers up to
100x using an accelerated file transfer
protocol (AFTP).

• Protect data using governmentgrade encryption and secure
file transfer protocols

Universal Data Mover Gateway (UDMG) is a
reliable and high-performance solution for B2B file
transfers. It offers high availability with synchronized
production and failover servers. UDMG automates,
secures, and simplifies your B2B file transfers to:

• Unifies all services, users,
and processes into one easyto-manage solution
• Synchronize server configuration
data in real-time to one or
more failover servers
• Achieve PCI DSS, HIPAA, SOX, and
GLBA compliance requirements
• Supports all major platforms,
including Windows, Unix,
Linux, and Mac OSX
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• Reduce time to market with quick
onboarding and easy management of
protocols, business partners, and users.
• Improve visibility through a centralized
dashboard with real-time monitoring.
• Enhance perimeter security through
authorized file transfers in a DMZ
without any open inbound ports.
• Automate the integration of backend
applications and systems.
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Managing the flow of mission-critical
B2B data doesn’t have to be challenging
or time consuming.
High Performance and Availability
B2B file transfers are mission critical — there’s no
time for downtime. UDMG is a reliable and highperformance solution offering high availability with
synchronized production and failover servers.

Community Management
Quick turnaround is essential when onboarding or
maintaining your trading partner network. UDMG community
management provides rich features for deploying networks,
as well as custom and preconfigured templates.

Certificate Management
Comprehensive certificate management allows for
overlapping certificates and scheduled certificate
replacement to meet each of your trading partner’s needs.

Advanced Multiprotocol Communications
UDMG supports and accelerates all major
file transfer protocols, including FTP/S,
SFTP, SCP, HTTP/S, ebDAV, and AFTP.

Automation Integration
UDMG makes it easy to coordinate your file transfers
with the processes that create and consume your
data. Whether you use the Stonebranch Universal
Automation Center or other vendors, UDMG is a
valuable addition to your automation toolkit.

Securing File Transfers Through Your DMZ
Storing or staging sensitive data in the DMZ violates most
regulatory compliance standards. UDMG prevents any of this
data from landing in the DMZ, and prevents inbound internetbased connections from accessing your internal network.

Monitor FTP, SFTP, and FTPS File Transfers
The UAC can show you all of the systems running FTP, who’s
using them, and what they’re doing. It’s a great first step to
a consolidated management strategy for your file transfers.
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Stonebranch Simplifies
Real-time Automation
Stonebranch builds IT orchestration
and automation solutions that
help enterprises break down
automation silos while gaining
centralizing control of automated
jobs, tasks, and workloads.
The Universal Automation
Center platform supports your
entire hybrid IT environment,
including on-premises, cloud,
and containerized microservices.
The platform runs automation in
real-time, responds intelligently
to business needs, and integrates
with just about any application
or platform you can throw at it.

