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The emergence of blockchain 
and distributed ledger 
technology (DLT) opens up 
new possibilities for the design 
and implementation of voting 
systems. 

Traditional voting systems 
have to deal with issues such 
as complexity, efficiency, 
tamper protection and trust. 

Blockchain and DLT-based 
systems provide innovative 
features to improve 
those issues and thereby 
promote civic participation, 

organizational governance and 
democracy. 

They allow for a secure, 
transparent, accessible and 
verifiable election process. 

With built-in cryptographic 
features, data is protected 
against tampering, votes are 
encrypted and visible among 
authorities and voters, ballots 
are accessible through mobile 
devices and the whole process 
can be verified by external 
observers end-to-end.

Introduction: Blockchain 
technology creates new 
possibilities for voting systems
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We will examine:
•   The benefits of blockchain-based 
voting

•   The key technological approaches

•   Solution design for blockchain-based 
voting

•  Conclusion
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The benefits of 
blockchain-based 
voting
The ultimate goal for building a blockchain-based voting 
system is to provide an accessible, secure, transparent 
and verifiable election process. Blockchain and Distributed 
Ledger Technology make it possible to overcome 
corruption and be tamper-proof because data is protected 
by cryptography, hence immutable.

In the digital world, mobile technology can help 
participants cast their votes through mobile devices, 
making it easier for people with disabilities, military 
overseas, or simply any voter, to participate in elections. 

Anyone participating in the election can verify that they 
have voted for their intended candidate by encrypting/
decrypting the vote they have casted. The process is 
auditable and external observers can verify results end-to-
end by taking a look at the blockchain data and counting 
the public results by themselves.

http://www.belatrixsf.com
http://blog.belatrixsf.com


page 5
www.belatrixsf.com | belatrixsf.com/blog 

The key technological 
approaches
A blockchain-based voting system can run on a 
permissioned blockchain. This means that the company 
developing the system has their own ledger, token, and 
set of rules in order to conduct the election. The organizer 
needs to create the contents and rules for defining the 
elections. A token can be used as a representation of a 
vote. 

With the use of digital signatures, signing of messages 
with cryptography and smart contracts, tokens can be 
sent securely to a person’s address representing one vote. 

To process transactions in the permissioned blockchain, 
trusted consensus nodes can be used and paid with 
the native token using a Proof-of-Stake consensus 
mechanism. Any external observer inside or outside of the 
jurisdiction of the election authority can use auditor nodes 
to access the blockchain and verify the voting process and 
results end-to-end.

There are several startups working on solutions for 
blockchain-based voting systems such as Votem and 
Agora. Votem has published a “Proof of Vote” whitepaper 
in which they describe the use of technologies such as 

http://www.belatrixsf.com
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ElGamal re-encryption mixnet for anonymity, private 
key generation and hashing using SHA256. The voting 
company also uses the Proof-of-Authority consensus 
approach meaning that nodes are assigned permissions 
as validators to run on the network and to put transactions 
in blocks. Furthermore, it describes the authentication 
and authorization processes, once the electoral authority 
provides the identification of eligible voters.

Agora has developed an innovative voting implementation 
with layers for building a voting system. Its architecture 
is conformed by five layers: the Bulletin Board blockchain, 
Cotena, the Bitcoin blockchain, the Valeda network and 
Votapp. 

Private blockchains and side chains are used to interact 
between them and the Bitcoin blockchain to make 
voting transactions secure in the network. Votapp is the 
application connected to the Agora’s network by which 
voters can vote through their mobile phones.

http://www.belatrixsf.com
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Solution design for 
blockchain-based 
voting

1. Election setup. The election authority creates 
and defines the contents and rules of the voting 
process. Organizations and governments specify 
their election parameters to establish ground 
rules. Nodes are configured and added to the 
network using a Proof-of-Authority mechanism 
to designate identified trusted computers and a 
Proof-of-Stake approach to pay nodes in native 
currency

2. Private key generation. Trusted nodes in 
the private blockchain are assigned a private 
key portion. Multiple private keys from nodes 
altogether constitutes the private key for the 
election. No single node has the power to control 
the election’s private key.

3. Voter pseudonym. Voters use their mobile 
device to generate a one-time pseudonym 
address to use it as identification in the 
blockchain. No viewer knows the link between 
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the pseudonym and the identity of the voter.

4. Authentication. It is the responsibility of the 
election authority to identify the eligibility of 
participants in the election. For governmental 
elections, the department of motor vehicles, 
passport offices, or other governmental entities 
can handle this process. They authenticate the 
identity of a person and return a cryptographic 
signature of the voter’s pseudonym as 
recognition of the identification.

5. Authorization. The voter sends his identifying 
data to an authorized entity assigned by the 
election authority. Validation of authentication 
is performed and also the voter’s identity is 
checked to match which election ballot he was 
assigned to.

6. Ballot request. Once the identification 
process is complete and the authorization for 
the participant is granted, an unmarked ballot is 
returned to the user’s device from a trusted node 
to the eligible voter to prepare for voting.

7. Voting. Using their mobile device, voters can 
mark their selection in a user-friendly interface 
connected to the private blockchain network.

8. Vote encryption. The vote is secured and 
encrypted by the user’s device using ElGamal 
and zero-knowledge proof to protect it before 
entering the network. With a Benaloh Challenge, 
the voter can audit the encrypted vote prior to 
submission and verify that his or her intended 

http://www.belatrixsf.com
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vote is correct. Voters can see their vote was 
cast as intended in the ballot and can also 
discover dishonest voting applications.

9. Vote submission. The voter’s device creates 
a transaction containing the pseudonym, the 
ballot, the zero-knowledge proof of the selection 
and the signature of the voter, and it is sent to the 
blockchain. Once the transaction is confirmed, 
the voter has performed the process of casting a 
vote.

10. End of voting. When the time has expired, 
as decided by the election authority, organizers 
execute an end of voting transaction to finalize 
the voting process. After that transaction no 
more votes are allowed.

11. Tally. After executing the end of voting 
transaction, the votes are decrypted by all 
nodes securely and the results counted. 
Anybody with an Auditor node can do an end-
to-end verification of the whole voting process. 
Authorities and external observers are able to 
count results independently by downloading all 
the transactions of the blockchain.

http://www.belatrixsf.com
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Conclusion
With blockchain technology, voting is more sophisticated 
and reliable. With its built-in cryptographic network and 
secure algorithms, distributed ledger technology can 
successfully be the platform of a new voting system. 

The underlying technology of the system can ensure a 
completely tamper-proof voting process, which observers 
can audit it end-to-end. 

Despite this potential however, the majority of people still 
need to understand and trust the technology. 

Few governments have yet to consider implementing 
it. Nonetheless, blockchain has the potential to satisfy 
different issues that democratic communities have 
demanded for years.
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