
Predictions 2020: 
Digital maturity is 
the goal

WHITEPAPER

Organizations will focus on 
driving forward their digital 
transformations



Organizations’ digital journeys 
are already well under way. 

87% of organizations 
are pursuing a digital 
transformation initiative 
according to recent research. 

However, in 2020, much work 
remains to be done to bring 
these efforts to fruition and 
become a digitally mature 
organization.

In order to achieve this, we 
believe there will be three key 
priorities for organizations in 

2020, focusing on customer 
experience and UX design, 
cybersecurity, and innovation in 
cloud computing. Specifically, 
we predict:

1- UX design will be your 
business strategy in 2020.

2- Organizations will become 
“cloud-first” - benefiting from 
increased innovation in the 
cloud.

3- Digital cloud-first 
organizations will transform 
their cybersecurity.

Introduction
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We will examine:
•   Prediction 1: UX design will be your 
business strategy in 2020

- Immersive experiences will create 
new customer journeys

- Product design will need a greater 
focus on ethics and transparency

- Integrating business, technology, 
and UX

•   Prediction 2: Organizations will 
become “cloud-first” - benefiting from 
increased innovation in the cloud

•  Prediction 3: Digital cloud-first 
organizations will transform their 
cybersecurity

-   What are common vulnerabilities?

•  What you should do
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Prediction 1 
UX design will be your 
business strategy in 
2020

“Taxis and hire cars existed long before 
the advent of Uber. But one of the core 
differences they offer customers is the 
user experience. The ease of simply 
clicking a button within an attractive 
user interface, following the vehicle 
as it comes to your door, and enjoying 
a smooth ride. For all the talk of their 
technology, their business model, their 
strategy – what ensures customers 
continue to use the service is their 
experience with it.”

Belatrix President and Co-founder, Alex Robbio

http://www.belatrixsf.com
http://blog.belatrixsf.com
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In the coming year, organizations will make UX their 
business strategy. Companies can’t afford anymore to 
leave UX designers out of business conversations. 

Research indicates that organizations that implement 
UX design as a strategy, create functional and delightful 
products that transform their relationships with their 
customers. In the coming year, UX will be the differentiator 
that provides competitive advantage - and within that, 
we see the emergence of two key trends: immersive 
experiences, and the rising importance of ethics and 
transparency built into product design.

Immersive experiences will create 
new customer journeys

Businesses will compete, and win, based on the quality 
and memorability of the customer experience they can 
provide. 

Immersive experiences, which are powered by augmented 
and virtual reality, the increasing prevalence of 3D displays, 
and holographic user interfaces, will become increasingly 
commonplace over the next few years. 

http://www.belatrixsf.com
https://www.forbes.com/sites/forbesagencycouncil/2017/03/23/the-bottom-line-why-good-ux-design-means-better-business/#55f782f02396
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Such experiences will create new forms of customer 
journeys, and new ways for customers to interact with 
brands - of particular note, they will help people become 
part of the experience, rather than simply being passive 
consumers. 

Apple’s iPhones have been able to provide increasingly 
powerful augmented reality experiences - enabling for 
example widely successful applications, such as IKEA 
Place, which enables customers to visualize how furniture 
will look in their homes. 

Such examples are just the start of what we can expect 
from new immersive experiences in 2020 and beyond.

Product design will need a greater 
focus on ethics and transparency

Fake news and now deep fakes are perhaps two of the 
most significant developments of 2019. As a result, 
individuals are increasingly concerned about everything 
from the news they read, the products they use, and the 
data that companies collect. 

Don’t think this will just impact the news industry or 
social media companies. Rather, every company that is 
designing a product needs to increasingly understand how 
it will operate in this new world. 

How can you build in greater transparency into your 
application? What data do you really need to be collecting 
to understand your customer journey? How can you deal 
with customer reviews of your products that may come 
from bots rather than humans? 

http://www.belatrixsf.com
https://apps.apple.com/us/app/ikea-place/id1279244498
https://apps.apple.com/us/app/ikea-place/id1279244498
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These are all questions that organizations need to grapple 
with as they make UX their strategy.

Aaron Lewis’ guide to the surreal internet is an excellent 
place to start to understand the implications of this new 
world. 

He provides the example of Lil Miquela, an Instagram 
influencer with over a million followers, but is actually a 
digital creation of a marketing agency. 

Such accounts demonstrate the increasingly blurred line 
between what is real and what has been created with a 
specific intention in mind.

Integrating business, technology, and 
UX

In 2020 companies will need to integrate design, 
development, and IT among other areas in order to 
build customer-centric products. From microcopy to 
technical solutions, leading organizations will align these 
practices with their overall strategy. So-called “holistic user 

http://www.belatrixsf.com
https://aaronzlewis.com/blog/2019/05/29/you-can-handle-the-post-truth/
https://www.instagram.com/lilmiquela/?hl=en
https://www.uxmatters.com/mt/archives/2019/08/ux-writing-creating-microcopy-that-speaks-to-users.php
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experiences” will be at the forefront of personalized and 
meaningful services in 2020. 

Service design, for instance, is an activity that includes 
people, infrastructure and technology in the process of 
creating a service. The cornerstone of service design is 
its customer-centric approach which not only provides 
end-to-end experiences but also business acceleration 
as organizations are able to optimize every step of the 
process.

What you should do

We recommend 5 key actions for your 2020 strategy:

•   Evaluate your current strategy. Examine how 
the processes that are invisible to customers 
are working in relation to what the customer 
sees and experiences. Are all efforts behind the 
creation of a service aligned with your user’s 
expectations, company culture, and business 
goals?

•   Build human centricity. Build a culture where 
your user is more than a number or statistic. 
Think of your product as the application or 
tool that people use to solve problems in their 
everyday lives.

•   Adopt a holistic approach. If your 
organization is not familiar with this, you can 
work with consultants who can share best 
practices and advice to help you transition 
from a siloed structure to a more collaborative 

http://www.belatrixsf.com
https://www.belatrixsf.com/whitepapers/service-design/
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environment. We recommend creating hybrid 
teams of designers and non-designers in order 
to integrate operations and delivery areas 
with the departments that are responsible for 
creating and maintaining consistency during 
the customer journey. Find out more strategies 
to help you understand and embed holistic 
approaches in our blog. 

•   Embrace the tools necessary to build 
customer-centricity at all levels. We highly 
recommend developing a service blueprint, 
which is a map of the entire customer journey 
that not only includes the user’s perspective, but 
also technical solutions, internal policies, and 
other aspects that make the service possible. 

•   Look to emerging technologies to build 
personalized experiences. Machine learning, 
artificial intelligence, and automation will be 
crucial to provide the level of personalization 
that users are expecting from software 
services today. AirBnB’s personalized travel 
recommendations after booking a trip, such as 
offering a tour of a Boston’s live music scene just 
after you have reserved a stay in the city, is one 
such example.

http://www.belatrixsf.com
https://www.belatrixsf.com/blog/the-journey-to-adopt-service-design
https://www.belatrixsf.com/blog/service-design-thinking
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Prediction 2 
Organizations will 
become “cloud-first” 
- benefiting from 
increased innovation 
in the cloud
The importance of cloud computing to organizations 
will only increase in the future. Over the past couple of 
years we’ve seen organizations in every industry - even 
those which were previously hesitant due to compliance 
or security regulations, embrace the cloud for core 
applications. 

As businesses face ongoing uncertainty, the strategic use 
of the cloud is providing much-needed flexibility, whilst 
also helping to lower operating costs. 

Meanwhile, when conducting a digital transformation, as 
we pointed out in this article examining what it means to 
be “cloud-first”, the use of cloud is essential.

http://www.belatrixsf.com
https://www.belatrixsf.com/blog/cloud-first-organization
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Whilst it is already a mature technology that the majority 
of enterprises in North America and Europe are taking 
advantage of, it’s also a space where we’re seeing a lot of 
innovation. 

For instance, serverless platforms are one of the most 
attractive technologies for organizations. “Serverless” 
sounds like the ideal environment where there is no 
need of servers whatsoever. In a way, it is. It enables 
engineers to focus on the code without worrying about the 
underlying infrastructure, as the provider is in charge of 
managing and maintaining servers to deploy code.

The benefits of serverless include improved flexibility, 
reduced costs, time, and complexity. Serverless computing 
includes BaaS (Backend as a Service) and FaaS (Function 
as a Service). 

FaaS (Function as a service) is one of the most popular 
forms of serverless. What makes it appealing to 
organizations is the fact that it enables developers to 

http://www.belatrixsf.com


page 12
www.belatrixsf.com | belatrixsf.com/blog 

focus on the design and management of applications 
without the need to worry about backend infrastructure. 
Also, unlike monolithic infrastructure architectures, FaaS 
simplifies deployment processes thanks to modular 
functions that can be independently scaled and executed.

FaaS provides cost-effectiveness, as what you pay 
depends on what you use. Also, it improves performance 
because developers are able to focus on writing the 
application while the vendor is in charge of provisioning 
resources and code is executed on demand. 

Organizations are also increasingly using containers, 
which are small entities that comprise a runtime 
environment, binary code, configuration files, and libraries. 
Containers enable software development teams to run 
reliable and fast deployments while they can easily move 
software across different platforms and computing 
environments. This is translated into increased profitability. 

In addition, containers provide increased security. The 
principle of containerization is isolation; data and code 
are isolated from the underlying systems and you are 
able to control when information is exposed between 
applications. 

What you should do

It’s crucial to recognize that the cloud is now an 
instrumental part of any digital transformation. But as 
there are a variety of innovative technologies, executives 
need to analyze and choose the perfect fit for their 
organization. How to do it?

http://www.belatrixsf.com
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•   Is your app right for serverless? Bare in mind 
that serverless architectures are more suitable 
for apps that need to be rapidly scaled and have 
an unpredictable amount of server load. Before 
going serverless, you need to consider if the 
platform supports the language you are working 
with and if your application can be broken into 
small pieces.

•   Review your priorities and understand the 
trade-offs. When it comes to choosing between 
containers and serverless architecture, you need 
to consider what your priorities are. Broadly 
speaking, if you need to be lightweight and 
flexible, then containers are your best choice. 
If you need speed of development to manage 
fast-growing and rapidly changing apps, then 
serverless is what you need. 

•   Never lose sight of your overall objectives. 
Choosing between cloud services is more 
than simply implementing the technology. 
The business vision, and how you will use the 
cloud to further your business objectives is the 
fundamental question. What is the agility that it 
can provide to your company? How can you use 
the  cloud as a business enabler? 

Analyzing the benefits the technology provides while 
choosing the right tools according to your vision as a 
company are key in becoming a cloud-first organization.

http://www.belatrixsf.com
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Prediction 3 
Digital cloud-first 
organizations will 
transform their 
cybersecurity
Cloud computing continues to be one of the top priorities 
for organizations. According to a Gartner report, 
investments in cloud system infrastructure services will 
rise from US$39.5 billion in 2019 to US$63 billion through 
2021. 

By 2018, 96% of organizations were already using cloud 
computing to some extent. Cloud has proven to provide 
business acceleration, speed up time to market, and 
reduce IT costs.

The increased use of cloud computing is also impacting 
how organizations handle cybersecurity. Enterprises face a 
complex threat environment - ransomware attacks almost 
doubled from 2016 to 2017. As more and more workloads 
move from on-premise to the cloud, so organizations need 

http://www.belatrixsf.com
https://www.gartner.com/smarterwithgartner/cloud-shift-impacts-all-it-markets/
https://www.simplilearn.com/things-you-must-know-about-cyber-security-in-the-cloud-article
https://www.simplilearn.com/things-you-must-know-about-cyber-security-in-the-cloud-article
https://www.simplilearn.com/things-you-must-know-about-cyber-security-in-the-cloud-article
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to re-evaluate and reassess their policies and approaches 
for dealing with risk and security in a cloud environment. 
Recent incidents such as the Capital One hack and the 
role of Amazon Web Services serve to focus minds and 
investment in cloud security.

Enterprises can enjoy increased 
security in the cloud - but need to 
adjust

According to a recent McAfee report, 52% of companies 
experience better security in the cloud than they do 
with on-premise environments. This is particularly good 
news, given that analysts expect to see 83% of enterprise 
workloads in the cloud by 2020. 

Let’s explore the challenges and best practices for 
cybersecurity with cloud environments.

http://www.belatrixsf.com
https://www.bloomberg.com/news/articles/2019-07-29/capital-one-data-systems-breached-by-seattle-woman-u-s-says
https://www.bloomberg.com/news/articles/2019-07-29/capital-one-data-systems-breached-by-seattle-woman-u-s-says
https://www.mcafee.com/enterprise/en-us/solutions/lp/cloud-adoption-risk.html
https://www.forbes.com/sites/louiscolumbus/2018/01/07/83-of-enterprise-workloads-will-be-in-the-cloud-by-2020/#f37c2c6261a0
https://www.forbes.com/sites/louiscolumbus/2018/01/07/83-of-enterprise-workloads-will-be-in-the-cloud-by-2020/#f37c2c6261a0
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What are common vulnerabilities?

Security breaches are often the result of careless 
behaviour inside organizations. Symantec’s cloud security 
report shows that 65% of companies neglect to implement 
Multi-Factor Authentication (MFA) as part of their cloud 
app and cloud service configuration, and 80% don’t use 
any kind of encryption. This is the result of a general lack 
of awareness towards security practices, and poor training 
in security tools.

Another internal cause of breaches is related to data 
ownership and cloud workloads.  Companies sometimes 
adopt cloud services with insufficient training, and a 
lack of policies regarding accessibility. Unintentional 
security breaches happen because employees can easily 
manipulate data and share without further thought.

Transparency between cloud vendors and customers 
is also critical to avoid breaches. Companies are giving 
up control of crucial information, and some of them are 
failing to evaluate their cloud vendor’s security: what their 
data setup is like, what kind of algorithms they are using, 
whether they are investing in the security of their own 
products, and if their internal policies align with the cloud 
service provider. 

Communication and transparency between cloud service 
providers and customers is therefore vital. 

http://www.belatrixsf.com
https://www.symantec.com/blogs/feature-stories/symantecs-cloud-security-threat-report-shines-light-clouds-real-risks
https://www.techopedia.com/how-cloud-computing-is-changing-cybersecurity/2/33941
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What you should do

There are a number of steps you can follow in order to 
ensure safety when adopting cloud services:

•   Fill your skill gaps. Invest efforts in educating 
your workforce in security best practices and 
regulation policies. Training existing employees 
as well as acquiring new talent specialized in 
cloud security are good practices to ensure 
safety in your cloud architecture.

It is not only IT professionals that need to 
be aware and responsible for the security 
of sensitive data. Everybody needs to 
understand the importance of a “cyber-hygienic” 
environment, including executives.  

 •   Use technology to improve security. 
For example, make sure you deploy cloud 
applications with a CASB (cloud access security 
broker) which is a security system that helps 
companies protect their cloud-based data. 
This will enable your organization to get ahead 
of issues and will enable your company to 
experience business acceleration. Harness the 
power of IT as a business enabler.

•   Take a shift-left approach. Seamless, secure 
and ethical digital experiences when designing 
solutions are a must. 

Successful companies have adopted a  shift-
left approach to security from early stages 

http://www.belatrixsf.com
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to identify, prevent and mitigate fraud on time. 
Security-focused companies ensure they use 
security protocols from the very beginning of the 
product development process. 

This includes accordance between cloud 
customers and cloud vendors regarding 
protection practices. 

•   Define a cloud governance strategy to 
mitigate risks from a variety of angles. Cloud 
governance consists of a plan to ensure a 
successful cloud adoption. It comprises: 

1. Identifying how cloud implementation 
affects your business. 

2. Evaluating the impact your cloud vendor 
will have on your internal policies.

3. Developing policies to monitor potential 
risks and how the implementation of cloud 
adheres to your company.

http://www.belatrixsf.com
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•   Ensure safety at scale following a zero-trust 
security approach. This is where “no users or 
machines are trusted by default”. Threats might 
come from outside or inside your network, which 
is why you need to make verification of users and 
devices a top priority. Tools such as Multi-Factor 
Authentication (MFA) or Azure Active Directory 
(Azure AD) can help prevent unauthorized access 
and verify the user’s identity.

In the future we expect to see moves towards self-
adaptive security and prescriptive security. Such an 
approach will require an increased level of dynamism to 
respond to changing threat environments, while using the 
latest in artificial intelligence, machine learning, and threat 
modelling, to improve context awareness.

Meanwhile, companies are already experiencing the 
benefits of the cloud for their security. In 2020 make sure 
to develop a security strategy that has the cloud at its 
heart. 

If you want to explore in-depth cybersecurity in serverless 
applications, download our whitepaper, where we discuss 
the most common vulnerabilities and our best practices 
and recommendations.

http://www.belatrixsf.com
https://www.360visibility.com/the-growing-dangers-of-cyber-attacks-and-the-need-for-cloud-security/
https://www.360visibility.com/the-growing-dangers-of-cyber-attacks-and-the-need-for-cloud-security/
https://www.belatrixsf.com/whitepapers/serverless-faas-security-threats/


Belatrix Software helps companies 
thrive in the digital world.

Organizations partner with Belatrix 
to turn ideas into high quality, 
innovative software based on 
highly-tuned Agile development 
processes. Customers use 
Belatrix’s digital transformation 
services to create best-in-class 
software products, lower time to 
market, and gain competitive edge. 

Belatrix’s dedicated labs, focusing 
on UX, Blockchain, Cloud, mobile, 
RPA, DevOps, and QA automation, 

help organizations become digital 
leaders. 

Belatrix’s clients include both 
established Fortune level and 
emerging, venture backed firms. 
Some of the firm’s clients include 
Disney, Adobe, AOL, PwC, and 
Shutterfly. 

Belatrix is a South American 
company with offices in New 
York, San Francisco, Barcelona, 
Mendoza, Buenos Aires, Bogotá 
and Lima. For more information, 
visit https://www.belatrixsf.com.

About Belatrix Software
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