THE WORKFROM-HOME
CYBERSECURITY
GUIDE: TOP 5 TIPS
Many organizations are currently being challenged to support growing
numbers of remote employees. Moving your employees out from
behind the company firewall and onto devices that you may not
be able to manage or control can bring new risks, but also has the
potential to enhance flexibility, productivity and job satisfaction.

HERE ARE OUR TOP FIVE TIPS ON
KEEPING YOUR EMPLOYEES SECURE
WHEN THEY’RE WORKING FROM HOME:

1

KEEP CALM & CARRY ON.

No matter the circumstances, technology should
support your operations. Making radical changes
in haste can lead to mistakes that aren’t easy to
repair. While it may be necessary to deploy new
tools to enable remote productivity, exercise
your usual caution and diligence when it comes
to building and configuring your systems.

2

DEVELOP SECURITY PLANSBASED ONGOING ASSESSMENT
OF YOUR RISK FOOTPRINT.

There’s no doubt about it: changing how
employees access corporate IT resources means
altering your risk profile. To keep pace with
changes as they occur, you’ll need to assess—
and then re-assess again.

3

STAY VIGILANT.

Security monitoring can greatly enhance your
ability to detect, investigate, and respond to threats
quickly. What tools and policies do you have in place
to enhance your ability to keep track of what your
employees are up to? These can run the gamut from
professional Managed Detection and Response (MDR)
services to a simple employee questionnaire, but
maintaining visibility is key to mitigating risks.

4

COMMUNICATE
CLEARLY AND OFTEN.

One of the best ways to ensure that employees
are adhering to your security policies is to ask
them to do so. In times of organizational change,
nothing is more important than communication.
Want people to save files to the company
OneDrive rather than personal device hard drives
and folders? Tell them this and explain why. It’s
an opportunity to foster a workplace culture
where information security is valued.

5

DON’T NEGLECT SECURITY
AWARENESS TRAINING.

Formal or informal security awareness training
programs can have a major impact on your risk profile.
And they’re inexpensive and easy to implement. If
securing remote workers is a new challenge for your
organization, enlist your employees’ help by teaching
them better security hygiene practices now.

FOR MORE INFORMATION ON HOW
TO IMPROVE YOUR ORGANIZATION’S
CYBERSECURITY, VISIT US AT
BTBSECURITY.COM

