SPYGWSMTG

Office 365 Security Workshop

Designed for today’s security leaders, the Microsoft Security Workshop focuses on learning
your organization’s unique needs and develops a strategic plan based on approaches

recommended by Spyglass MTG.

Discover Threats

Gain visibility into threats to your Microsoft 365 cloud
environment across email, identity and data in order to
better understand, prioritize and mitigate potential vectors
of cyberattacks against your organization.

Understand How to Mitigate Threats

This multi day / week workshop will help you understand
how Microsoft 365 security products can help you
mitigate and protect against the threats found during the
period of this engagement.

Approach

Using Azure Active Directory Identity Protection and Cloud
App Security we can understand the threats to user’s
identity.

Using Office 365 Advanced Threat Protection and Cloud
App Security we can understand the threats to your email
and data.

Outcomes

Threat Check Results Report

The results report lists and interprets cyberattack threats
targeting your organization during this engagement.

Threat Check Results Recommendations

The recommendation Report maps observed threats to
Microsoft 365 security products and features in order to
mitigate impact of these threats.




Tools

During this workshop we will use the following Microsoft Office 365 Advanced Threat Protection
Tools: e What is Office 365 Advanced Threat Protection?
Azure Active Directory Identity Protection Detection and protection against sophisticated
o What is Azure Active Directory ldentity threats and ability to automatically investigate and
Protection? remediate attacks against Office 365
Identity threat detection system with proactive, Al- ¢ Insights into threats to email and data
enhanced automatic protection capabilities Detect threats to email and data such as attempts of
¢ Insights into threats to identity phishing and spreading of malware
Detect threats to user’s identity such as Microsoft Cloud App Security
compromised Azure Active Directory credentials or e What is Microsoft CAS?
when someone other than the account owner is A multi-mode Cloud Access Security Broker
attempting to sign in using their identity ¢ Insights into threats to identity and data

Raise alerts on user or file behavior anomalies in
cloud apps leveraging their APl connectors

Security Workshop customer engagement timeline

Threat Check Results report and

Microsoft Security Overview

Pre-engagement call - 1 hour Threat Check Kick-Off — 1 hour

Recommendations - 5 hours -1 hour
Goals: Goals:
* Introductions - Kick-off meeting Goals: * Kick-off the day with Microsoft
* Define engagement scope - Goals, scope and * Exploration of reports with approach to Security
+ Identify right stakeholders deliverables CUSTOmCE : . i 0
= enthani st il Expectations and next steps report and Recommendations .
*+ Align expectations & next steps x e i * Learn customer’s challenges,
P ) opportunities and priorities

Technical Setup - 2 hours

Threat Check findings — 1 hour

Goals:
* Set-up Threat Check license * Present Threat Check Results
+ Configuration report and Recommendations

Customer Immersion Experience
— 2.5 hours

Joint plan and next steps — 1 hour
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About Spyglass MTG

Spyglass MTG uses proven integration methodologies and expert consultants to build and deploy Microsoft solutions
leveraging SharePoint, Azure, Custom Application Development, and Office 365. With regional relationships, knowledge,

and local resources at the ready, we’re here to help your business succeed.

MiCrosoft | couassicaron oecepment
Gold Cloud Platform
S PYG S Partner Gold Cloud Productivity
Gold Collaboration and Content
B8 Microsoft

Spyglass MTG, LLC | www.spyglasssolutions.com | info@spyglasssolutions.com | 401-495-6888





