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IMPORTANT NOTICE
This publication is not a do-it-yourself guide to resolving employment disputes or handling employment litigation. Nonetheless, employers involved
in ongoing disputes and litigation will find the information extremely useful in understanding the issues raised and their legal context. The Report
is not a substitute for experience and legal counsel and does not provide legal advice or attempt to address the numerous factual issues that inevitably
arise in any employment-related dispute.
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Corporate computers and information and communications systems (collectively, “electronic resources”) remain the workhorse
for most businesses, even as alternatives, such as third-party text messaging services, external social media, and cloud computing,
creation and storage, and a multitude of other business applications. Consequently, for employers, it is critical to establish and

developments, new laws and regulations, and novel judicial precedent have exposed employers to litigation for inspecting
their own electronic resources.

use policy. Rather, they are designed to help employers avoid some common pitfalls.
1.

An acceptable use policy should inform employees at the outset of the systems, devices,
information, and communications that fall within the policy’s scope. Given the proliferation of corporate computing

voice-mail, internal social media platforms, and corporate cloud computing accounts.
2.

As employees increasingly turn to personal mobile devices
those devices into an acceptable use policy, or whether they should address them in a separate policy. Personal devices
raise two distinct challenges for employers. First, because employees own the devices, employers cannot access them
without the employee’s consent and, relatedly, employees generally do have a reasonable expectation of privacy in their
personal device vis-à-vis the employer. 1

consent to inspection and monitoring of the personal device as described in the acceptable use policy. Even then, a
separate policy may still be necessary to address personal devices. For example, a bring-your-own-device (BYOD)
associated with the personal device, servicing of the personal device by third parties, and the employer’s installation of
security controls on the personal device.
3.

An acceptable use policy should
inform employees that the employer is providing the electronic resources only to advance the employer’s business
interests. When employees use corporate electronic resources, they must conduct themselves in an ethical and lawful
that they are responsible for their use of electronic resources and will be held accountable for all use of their corporate

1

See, e.g., Riley v. California, 134 S. Ct. 2473, 2494-95 (2014) (“Modern cell phones are not just another technological convenience. With all they contain and all
they may reveal, they hold for many Americans ‘the privacies of life.’”).
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resources with the same formality and professionalism that they apply to any other form of business communication.
4.

Because prohibitions against non-business use of

business use must be limited and cannot interfere with anyone’s productivity; (b) non-business use is not private and is
subject to monitoring; (c) non-business use must comply with all relevant company policies; and (d) any non-business
information will be deleted from corporate electronic resources at any time in the employer’s discretion. Employers also
should consider addressing whether employees may access personal social media using corporate electronic resources
5.

Under U.S law, employers generally are presumed to have
resources. 2
employer’s property; (2) employees should not expect any information or communication to be private vis-à-vis the
employer; (3) the employer will, in its discretion, inspect any information stored on, and monitor any communication

6.

Employers should carefully select monitoring technology
and fully understand its capabilities before implementing it. Employers generally have the right under federal and state
anti-wiretap laws to review any information in storage on their own electronic resources. However, when the monitoring
communication in transit, anti-wiretap laws may apply. 3 By way of illustration, one appellate court has held that activating
an e-mail auto-forwarding feature, without the intended recipient’s consent, to forward a duplicate copy of e-mail to
someone other than the intended recipient results in an interception in violation of federal anti-wiretap law.4 Such
monitoring would be lawful in most states with the prior informed consent of at least one party to the communication,
and in a minority of states, with the prior consent of all parties to the communication. Because the wiretap laws are
only monitoring technology that does not intercept electronic communications in real time, or if there is a business
need for real-time monitoring, consulting legal counsel before implementing the technology. Legal counsel can work
with the employer to develop language for inclusion in the acceptable use policy and in the disclaimer commonly placed
at the end of sent e-mail and also to prepare other notices that can be used to obtain consent of employees and other
individuals subject to real-time monitoring.

7.

Technology has made it easier for small and mid-sized businesses

2

18 U.S.C. § 2701(c)(1); Fraser v. Nationwide Mut. Ins. Co.,

3
4

18 U.S.C. § 2511(2)(c).
U.S. v. Szymuszkiewicz, 622 F. 3d 701, 707 (7th Cir. 2010) (holding that an employee violated the Federal Wiretap Act by autoforwarding his supervisor’s
e-mails to himself without the supervisor’s consent).
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rights regarding their use of corporate electronic resources. In France, for example, employees have the right to use their
employers’ electronic resources for private and personal communications in certain circumstances regardless of what the
employer states in its acceptable use policy.5 Consequently, U.S. employers who use monitoring technology outside the
U.S. may need to modify certain provisions of their U.S.-centric acceptable use policy before implementing it in a foreign
country.
8.

Prohibited Conduct.
types of conduct commonly included on this list include the following: (a) unauthorized access to, and disclosure of,

9.

Restrictions On Solicitations.
have a substantial impact on employers’ ability to prevent employees from using corporate electronic resources to engage
in union organizing and other protected labor activity.6
use of their electronic resources for union organizing or other protected labor activities, but they can establish broad
7
For example, employers
can prohibit employees from using corporate electronic resources to solicit for, or engage in other activities on behalf of,
any outside business venture, political campaign, religious group, or membership organization. Employers who choose
to take an approach like this one are required to enforce the policy in a way that does not discriminate against union and
other protected labor activity.

10.
and other users of corporate electronic resources of the “rules of the road” when using corporate electronic resources.
Employers can use a log-in banner to increase awareness of the policy. A log-in banner is a message that appears each
provides a link to that policy for additional information.

CONCLUSION

corporate electronic resources and about the employer’s ability through the use of monitoring technology and otherwise to
an employer’s conduct with respect to its own electronic resources is challenged. Employers should keep in mind that rapid
changes in user and monitoring technology and an evolving legal framework mean that the acceptable use policy should

5

GAN Assurance IARD v. M.X., Case No. 10-17284 (2011) (holding that the employer could access but not rely on an “intimate” e-mail between a manager and

6
7

Purple Commc’ns, Inc., Case Nos. 21-CA-095151, 21-RC-091531, 21-RC-091584 (Nov. 21, 2013).
Register Guard, 351 NLRB 1110, 1114 (2007).
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