


INTRODUCTION

So many organizations are scrambling to find ways to rapidly implement
remote working capabilities in an effort to protect their employees and
customers. Unfortunately, a number of organizations weren't prepared for
the need to move their workforce to a remote working model, nor are they
sure how to get started with implementing remote working, and those
organizations are floundering.

ProServelT's recent Remote Working 101 and Remote Working 102 webinars
were a chance for our attendees to ask questions about remote working,
especially during this uncertain fime. We've compiled those questions and
answers below.

«PROSERVEIT



https://www.proserveit.com/remote-work-101-webinar
https://www.proserveit.com/remote-work-102-webinar

TABLE OF CONTENTS

10

1

12

QUESTION #1

What are some of the precautions these organizations can take if they are using
their own personal devices to sign into Office 365 or to sign into other document
sharing or document collaboration tools2

QUESTION #2

With remote working being so prevalent, organizations are receiving meeting
invitations via Teams, Zoom, GoToWebinar, Whereby, and other similar third party
apps. Is there anything to be aware of when using them?

QUESTION #3

Is Closed Captioning available through Teams, for those who are hard of hearing?

QUESTION #4
Are there any recommendations around how to get employees who are working
remotely to collaborate on documents?

QUESTION #5
We use Teams today, but we haven't figured out how more than one person can
be in the same Excel file at the same time. Is this even possible?

QUESTION #6

Can you call landlines with Teams?2

QUESTION #7
Can you address the change management or training piece of things? Is there
any advice or best practices that you would recommend with regard to fraining?

+PROSERVEIT

14

15

16
17

18
22

23

QUESTION #8
What are some next steps that people can take?2 Are there any
best practices or next steps that you would recommend?

QUESTION #9

What are your thoughts on using WhatsApp instead of Teams
as a communication tool?

QUESTION #10

Is there a “raise hand” feature in Teams for larger callse

QUESTION #11
Does Microsoft have online references to their built-in data
redundancy features, like an SLA?

QUESTION #12

Can you add multiple teams within Microsoft Teams?

QUESTION #13

As part of your security recommendations, you mentioned that we should move
fo Windows 10 to keep ourselves more secure. We have purchased an extended
security updates for Windows 7 to delay this transition to Windows 10 until year's
end. Are we aft risk?

QUESTION #14

How do you keep people engaged and happy? Are there some teamwork apps,
or something that could potentially assist with keeping people engaged and
happy while they are remote working?

PAGE 3



o

Q1: Remote working got thrown on a lot of people, with some
governments all but demanding social distancing and isolation, and a
lot of organizations weren't prepared to shut down their office space, but
they were forced to do so. What are some of the precautions these
organizations can take if they are using their own personal devices to
sign into Office 365 or to sign into other docum;y sharing or
document collaboration tools?



First and foremost, you should look at ways to be able to confrol access to your
shared devices. Unfortunately, as people have been thrust into this remote working
environment, a lot of the security policies and procedures that would normally have
been put in place have not. Mobile devices and laptops should be secured, and
ideally you would want to implement a solution as fast as possible, so that you can
limit the amount of intellectual property that is leaving your organization’s

control - which can happen when you don’t put something in place fo protect it.

One of the easiest things you can do right now, and something that you're able

to turn on fairly quickly, is to enable Multi-Factor Authentication (MFA). MFA would
definitely be a great solution to restrict access to the potential for external entities to
be able to access your tenant, or to access your environment. MFA greatly reduces
that risk, and, af ProServell, we have implemented MFA for all of our employees and
contractors to ensure that we are securing our tenant and environment.
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4 Tips for implementing
Multi-Factor Authentication

e

#1 Consider how you will deploy
Multi-Factor Authentication within your
organization.

@

N

#2 Consider enabling Conditional Access to
control when Multi-Factor Authentication is
required.

B

#3 Ensure a variety of authentication
methods fo make it easier for your
empoloyees to choose and MFA option
that works for them.

#4 Evaluate your MFA Security on a regular
basis.



https://www.proserveit.com/blog/mfa-security-multi-factor-authentication-good-thing

The other concern that we're seeing, and what we're preparing for, is the potential
for a lot more phishing attacks happening because of this pandemic - in fact,

they already are. Simply put, there is confusion right now — confusion about what's
going on, confusion about what organizations need to do to profect their
employees. Unfortunately, threat actors and hackers know there is confusion during
this time, and they're using that confusion to their advantage and sending out
phishing attacks. Products and solutions, like Office 365 Advanced Threat Protection,
is something you may also want to look at implementing fairly quickly, especially if
you have employees dispersed due to remote working.

If you want to be able to control your devices outside of your office, products such as
Microsoft Intune will be able to help you to control your work environment on
handheld devices. At ProServelTl, we implemented Infune, which allowed us to
ensure that our corporate data is kept separate from personal data. In addition to
that, Infune has the added benefit of ensuring Windows updates on Windows 8.1 or
Windows 10 devices, and ensuring you have security and encryption in place for all
corporate data while residing on personal devices. The good thing about Infune is its
quick tfurnaround times to get implemented — contact us for more information.
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https://www.proserveit.com/blog/hackers-exploiting-coronavirus-to-target-you
https://www.proserveit.com/blog/5-features-office-365-advanced-threat-protection
https://www.microsoft.com/en-us/microsoft-365/enterprise-mobility-security/microsoft-intune
https://www.proserveit.com/blog/business-problems-microsoft-intune-helps-solve
mailto:mailto:cloud%40proserveit.com?subject=

Q2: With remote working being so prevalent, organizations are
receiving meeting invitations via Teams, Zoom, GoToWebinar,
Whereby, and other similar third party apps. Is there anything to be

aware of when using them?

Remote working has forced
organizations to adapt and
implement meeting apps like Teams,
GoToWebinar, Zoom, and other
reputable companies to help them
stay connected. While there is
absolutely nothing wrong with using
these applications themselves
(provided, of course, that they are in
fact reputable companies), there is
concern when you receive invitations
from unknown sources.

If you receive an invitation from
someone you don't know, and you're
being asked to install a third-party
application (even if that app is
well-known, and reputable one), it's
very important to make sure that you
have an antivirus product, like Office
365 Advanced Threat Protection,
installed before downloading
anything. Make sure that file is
scanned first, and that no threats are
detected before using it.
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https://support.office.com/en-us/article/Use-live-captions-in-a-Teams-meeting-4be2d304-f675-4b57-8347-cbd000a21260

Q4: Are there any recommendations around how fo get
employees who are working remotely fo collaborate on
documents?

Yes, of course. Document collaboration is one way fo ensure that
your employees can stay productive at work, and there are a
number of great collaboration tools that organizations can utilize at
this time.

At ProServell, we are a primarily Microsoft shop, and we're

using the entire Microsoft Suite of services which includes

Microsoft Teams — a very effective collaboration platform that our
team is using to its full extent, including Enterprise Voice, IM and
chat, and document collaboration and co-authoring. With Teams,
you can drop documents right intfo Teams, and create different
folders and structures in it, which allows you to control who as ac-
cess to the content being shared. In addition to this, you can also
infegrate your own OneDrive or SharePoint document libraries into
your Teams platform and get access to all your documents.

This only takes a few simple clicks of the mouse to turn on, and you
can easily start using it within a few minutes.
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https://www.proserveit.com/cloud-solutions/office-365/teams

What do | need to co-author a
document?

%

A shared storage area
OneDrive, OneDrive for Business, SharePoint
Online and SharePoint Server are shared storage
areas which enable co-authoring.

oaOo
oon

Apps that support co-authoring
Word and PowerPoint on all devices and versions
more recent than Office 2010 support co-authoring.
The Excel mobile apps and the latest version
of Excel for Office 365 also support co-authoring.

A co-authoring friendly document
Co-authoring is only supported on modern file formats
including: .docx (Word), .pptx (PowerPoint), and .xlsx
(Excel).

N

Edit permissions for co-authors
All co-authors must have permission to access and
edit the documents.

Q5: We use Teams today, but we haven't figured out how more than
one person can be in the same Excel file af the same time.

Is this even possible?

Absolutely, it's possible! What's great
about Office 365 and using
SharePoint, OneDrive, or Teams, is
that you have that ability to have
multiple people collaborating on the
same document af the same time.

It's important to note that you need
to make sure you have the right
version of Office installed on your
device in order for this to work. If
you're using Office 2010 or later
versions, co-authoring documents
shouldn’t be an issue. However, if
you are using a version prior to Office
2010 (like Office 2007), you won't be
able to utilize the co-authoring,
document collaboration capabilities,
even if you have saved the
document in SharePoint. It's just not
compatible. For more information,
check out this Microsoft article.
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https://support.office.com/en-us/article/document-collaboration-and-co-authoring-ee1509b4-1f6e-401e-b04a-782d26f564a4

Q6: Can you call landlines with Teams?

The simple answer is yes, with an asterisk. Yes, you can call a
landline with Teams, however, you need to enable Enterprise Voice
and ensure it is licensed appropriately through the user account
before you can call landlines or outside lines.

Teams is a full-ledged ftelephony PBX system, so as soon as you turn
on Enterprise Voice, you'll be able to integrate Teams with your
existing phone system, or move away from that phone system and
become fully-Teams enabled. This is something that ProServelT did
last year, migrating all of our phone numbers from our previous
phone provider to Microsoft Teams, and using Microsoft Calling
Plans to be able to make and receive all our calls via the Teams
platform.

If you'd like to see whether or not Teams would be a good solution
for your telephony needs, please reach out to us at
cloud@proserveit.com and we can help you explore your options.
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Q7: A lot of people are scrambling to implement tools, and they're not quust
thinking from the end-user perspective when they do so. Can you address the

change management or training piece of things? Is there any advice or best
practices that you would recommend with regard to training?




When it comes to fraining, it is important to think about how these implementations
are going to impact end users. One of the things that we've included, with regard to
Team:s specifically, as part of an offer that we've put together to help people
implement Teams, is going through the platform with the admins and showing them
some of the best practices that we recommend on how to enable Teams in their
organization. For example, how to set up document libraries, how to enable
permissions for who can set up Teams and channels, and things like that.

It is very important that you set up these tools and solutions correctly from the first time
you use them, otherwise you'll get what's called “sprawl!” — a messy situation where
you don't always know who has access to what or when your employees are
accessing your content. So, as part of our Teams 48-hour Deployment offer for new
Teams customers, we'll help you set up Teams with this in mind, and ensure that
you're not going to wind up with any messy situations later on.

With regard to training people on how to use these new tools, Microsoft has a
number of help and how-to documents that they provide with their Office 365
subscriptions that are available through their Office 365 Training Cenfre. Customers
can use this link to see all the fraining documents and videos that are available, from
learning the basics of SharePoint or Teams, to accessing Quick Start Guides, to
getting more out of your Office apps.

In addition to this, ProServelT has created a Teams User Manual page for remote
workers who aren’t as familiar with Microsoft Teams. On this page, we’ve provided a
variety of content that can help walk new users through how to use Microsoft Teams.
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https://cdn2.hubspot.net/hubfs/5279291/A%2048-hour%20Accelerated%20Teams%20Deployment.pdf
https://support.office.com/en-us/office-training-center
https://support.office.com/en-us/article/office-quick-starts-25f909da-3e76-443d-94f4-6cdf7dedc51e?wt.mc_id=otc_home
https://www.proserveit.com/microsoft-teams-user-manual-remote-workers

08: What are some next steps that people can take? Are there any best
practices or next steps that you would recommend?

We're also seeing a massive shiftf to work-from-home or remote workingcapabilities.
Ultimately, at the end of the day, the ability to secure what organizations have in
place will be paramount. Obviously, for most organizations (depending on the risk
structure they're following), getting productivity up and moving is priority number
one, but this should be closely followed by securing your data and devices.

We highly recommend that organizations should be thinking about the effects of
what

enabling a remote working environment does to their business, and what exposures
are being infroduced, based on the fact that they have several people working
remotely. If people are using home PCs or their personal devices to access corporate
data, and that wasn't being done before, that's a new risk being infroduced into the
business model.

At ProServelT, we can help you to plan out what that looks like — give us a shout, and
we'll help you understand the various approaches that are open to you and our
recommendations on how to secure your corporate data. We're entering into
uncharted territory here, but we are committed to helping you during this difficult
fime.

«PROSERVEIT

One of the first things that people can do is to
take part in our 5-minute Remote Work
Readiness Assessment survey, which would help
them to understand how ready their organization
is fo move their employees to a remote working
model. Once they've filled out that survey, they'll
be matched with one of ProServelT's
Business Development Managers, who can then
go ahead and help that person to understand
what they can do to quickly and efficiently get
their employees switched over to a remote
working model.

o\

Implement Teams in your organization, and
ensuring that we're not only helping you move
to Microsoft Teams, but also turning on the Voice
component as well, so that you can use Teams
for all of your communication and
collaboration needs. As mentioned, Teams
Enterprise Voice and Audio Conferencing can
take your Teams use to the next level, and can
provide you with a place where you can do
voice and video calls, not only to those within
your organizations, but to your customers,
suppliers, partners, and other external users.



mailto:cloud%40proserveit.com?subject=
https://forms.office.com/Pages/ResponsePage.aspx?id=yjD5uOzrfkSXcIUrVIcUc0UaKsdNQY1NpJvjGCRLyh9URjNZSzk3WVhGMUFPSFE4UDdDTEU1ODNCNi4u&hsCtaTracking=dd75653c-a7a7-4448-b98f-5edba59a891d%7Cb4b24bcf-fa52-44d0-957f-51e047ea03b7
https://forms.office.com/Pages/ResponsePage.aspx?id=yjD5uOzrfkSXcIUrVIcUc0UaKsdNQY1NpJvjGCRLyh9URjNZSzk3WVhGMUFPSFE4UDdDTEU1ODNCNi4u&hsCtaTracking=dd75653c-a7a7-4448-b98f-5edba59a891d%7Cb4b24bcf-fa52-44d0-957f-51e047ea03b7
https://cdn2.hubspot.net/hubfs/5279291/A%2048-hour%20Accelerated%20Teams%20Deployment.pdf

¢ Dorena Paschke Q9: What are your thoughts on using WhatsApp instead
Avallable ° of Teams as a communication tool?

Purchase? March 6, 2017

Yes, It looks mostly good, but | would try
to get a bit more granular in the price
breakdown sheet.

OK, thanks. How so?

Specifically you should break down by
part number instead of model number.

Great
ideal ®
Thanks.

4

] @ -+ Type your message here

A9: We love WhatsApp! It's a great
app for personal use — several of
our tfeam members use it every day
fo stay in fouch with family and
friends. But in terms of corporate
governance, there is really no way
to protect your data or your IP via
WhatsApp, so it's probably better to
look at a different solution that will
protect your corporate data.

Teams has all these capabilities
built-in, and helps people connect,
not just from desktop or laptop, but
from mobile devices as well. Teams
provides a virtually identical
experience, regardless of the device
you're using, and all data is stored in
a central repository that anyone in
the company has access to, and can
monitor if needed. At ProServell, we
also have various policies in place to
protect corporate data — conditional
access, not allowing people to copy
or transfer documents from the data
repository to a personal device, and
things like that.
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Q10: Is there a “raise hand” feature in
Teams for larger calls?

Noft yet, however, it is part of Microsoft's future plans to include a
“raise hand” feature during live streams. A simple way to mitigate
large group calls in the meantime could be to ask questions in the
chat window on the call, and the person chairing the meeting could
control who asks those questions, when they're asked, and who gefts
to answer them. Chat features can be seen by everyone on the call,
so others could also use the chat window to weigh in.




Q11: Does Microsoft have online references to their built-in
data redundancy features, like an SLA?

Yes, they do. The Microsoft Trust Cenfre has tons of data available
for public consumption. In Canada, there are 2 Microsoft data
centres — one in Ontario, and one in Quebec - to help support
public- and private-sector organizations that are concerned about
data sovereignty. These data cenfres add in-country data
residency, failover, and disaster recovery for core customer data at
rest. You can see_more information here.
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Q12: Can you add multiple teams within Microsoft Teams?

Absolutely, you can! The “Teams” tab in Microsoft Teams allows you to add as many
teams as you need; for instance, setting up each department of your organization
with their own team. However, at ProServelT, we do recommend that you put some
governance in place before just allowing everyone in your organization to create as
many feams as they would like. Garbage in, garbage out, as they say!
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Follow these 4 simple steps to create a team:

From the Teams tab, click on "Join or Create a Team™” at 1
-
the bottom of the window. I

1 Hover over the “Create Team” and look for the purple
“Create Team” button. Click it.

NS Nonprofit Sector Info

ProServelT and TSI

Join or create a team

Create a team Join a team with a code

Genera

Announcements

Security Offerings Discussion

- Y
4. v

25" Join or create a team &3

TW

ProServelT Managed Services The War room

©5000 C00eR
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Decide if you're going to build a team from scratch, or if :
you want to create a team based on a previous feam that |
has already been created. If you choose the second :
option, this will create a new team with the same [
parameters as the already-created one (so, the same :
settings and contacts chosen, the same permissions sef, :
etc.).Click it. :

|

| a. If you decide to create a team from scratch, select if you
---- want the team to be public (everyone in your organization
has access to it and can join this team), or private (people
who want to be part of this feam need o be invited to join).
Then, give your feam a name and a description, and click
the purple “create” button! Once the tfeam has been
created, you will have the chance to add members to the
team - start typing their name into the box, then click “Add”.

Create your team i ’@ & x

‘ Build a team from scratch

Some quick details about your private team

. Py Create from...
An existing Office 365 group or team

Testing Teams|

Create

Add members to Test
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b. If you decide to create a team from an existing Office :
365 group or feam, select where you want to pull your feam r
from, then choose the group or team that you want to
clone from the list that pops up. Create a new Team Name
for the group, change the description and privacy seftings
accordingly, then click “creatfe”. Once the new team has
been created, you can choose to add new (additional)
members to the team from the next screen.

You are using "Health & Safety @ PSIT" as a template fora > Add members to New Health & Safety Group - TEST
new team

Start typing a name, distribution list, or security group to add to your team. You can also add people

| outside your organization as guests by typing their email addresses
eam nan A =

New Health & Safety Group - TEST|

Showcasing how to use a previous group to create a new version - this is a test
only!

Private - Only team owners can add members

Choose what you'd like to include from the original team

Messages, files and content won't be copied. You'll need to set up tabs and connectors
again.

Apps

Create
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Q13: As part of your security recommendations, you
mentioned that we should move to Windows 10 fo keep
ourselves more secure. We have purchased an extended

security updates for Windows 7 to delay this transition to
Windows 10 until year’s end. Are we at risk?

No. If you have purchased Extended Security Updates, you are
covered until the end of the year. To learn more about Windows 7
ESU and see other FAQs, check out this Microsoft support document.



https://support.microsoft.com/en-ca/help/4527878/faq-about-extended-security-updates-for-windows-7

Q14: How do you keep people engaged and happy? Are there some
teamwork apps, or something that could potentially assist with keeping
people engaged and happy while they are remote working?

This is a very good question, especially during this time of social distancing! To answer
it, let's take a look at a few things that ProServell has implemented, in an effort to
keep our remote workers engaged.

First, our President, Eric, implemented “Social Time" — a standing half-hour Microsoft
Teams meeting at 5pm that anybody in the company can join and just talk about
some of the personal things we're doing during COVID-19. For instance, this
standing call allows us a space to share stories about what we're doing to keep
ourselves occupied while self-isolating, discuss issues we're having, things we're
struggling with, or things that we’ve found has helped to alleviate loneliness and
anxiety. We talk about movies or shows we're watching, how our kids or animals are
coping with our enforced social distancing, share tips and fricks on keeping healthy
and active, and much more.

+PROSERVEIT




For us, Teams provides a platform where, not only are we able to talk and text, but
we can also utilize the video function to be able to interact face-to-face with our
colleagues and coworkers. So, the second thing that ProServell has done is to move
most of our meetings to video meetings. This face-to-face interaction has allowed
us to feel more connected to our colleagues, and these interactions have been an
important part of keeping employees engaged and happy and addressing mental
health concerns as well.

In addition to this, Teams also provides the document collaboration and
co-authoring capabilities that we, as an organization with offices around the globe,
and a number of our workforce choosing to remote work, heavily rely on.

As mentioned above, ProServelT is a Microsoft shop, so we are utilizihg Teams,
SharePoint, OneNote, OneDrive, and other Office 365 built-in document
collaboration and document co-authoring tools to ensure that we are able to view,
open, and work on documents at the same time.

+PROSERVEIT
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Garret Vargas Yesterday 1:19 PM

Excellent - that test looks great for our needs.
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Katie Jordan have you reviewed the vendor
contract yet?

Dorena Paschke Yesterday 1:32 PM
This will be useful for the contract.
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HELPING THOSE WHO ARE
REMOTE WORKING

We have entered unprecedented times, and at ProServell, we completely
understand how fough it is on organizations who are scrambling to try and
find ways to meet remote working demands for their workers. We want you
to know that you're not alone — we're here to help!

As mentioned above, ProServelT's recent Remote Working 101 and
Remote Working 102 webinars were a chance for us to showcase some of
the ways that we, at ProServell, have set ourselves up for remote working
success! Check out both of these webinars on-demand to pick up tips and
tricks on how you can do the same.

In addition to these webinars (and our Remote Working 103 webinar for IT
professionals on utilizing Windows Virtual Desktop as a potential solution),
ProServelT has put together several COVID-19 Resources for organizations
who are requiring a shift in the way they do things. On this page, you'll see
several potential solutions, such as our Microsoft Teams User Manual for
Remote Workers, or our 48-Hour Accelerated Teams Deployment for new
users.

If you're still not finding what you're looking for, give us a shout. We're here
for you.
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