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Hysolate: Best Practices Collection 

Privileged accounts are targeted by cyber criminals. By their very nature, they provide access 
to an organization’s “crown jewels”. This could be databases containing credit card 
information, servers storing personally identifiable information (PII), access to production 
environments which could cripple a company if brought down, etc.  

Because cyberattackers seek this privileged access, many organizations have prioritized 
efforts on securing privileged access as well as privileged accounts, privileged assets, and 
privileged users.  

We’ve organized this Best Practices Collection to provide you with some guidance as you’re 
evaluating how to best secure privileged access in your environment. This is provided as a 
look at 5 approaches to protecting privileged access and the best practices associated with 
each approach. This collection is not intended to be consumed cover-to-cover as a how to 
guide, though we won’t stop you from reading it that way if it suites your needs.  
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Privileged Access Management (PAM): Best 
Practices  

A Brief Overview of Privileged Access Management 

PAM comprises a collection of practices, policies and technologies that protect administrative 
or “privileged” access to the back ends of critical systems. Privileged users operate privileged 
accounts, where they are authorized to set up, configure, reconfigure or delete systems, e.g. 
servers, databases and storage volumes. They can also set up, modify or remove user 
accounts—or promote regular users to privileged status and so forth. 

Privileged users are necessary for the proper functioning of your IT department. However, 
their power makes them very attractive targets for attackers. Some of the most notorious 
data breaches in recent memory resulted from the abuse of privileged accounts and the 
impersonation of privileged user identities. Protecting privileged credentials is therefore a 
major goal of cyber security policy and security operations (SecOps). 

PAM Best Practices 

The basic idea of PAM is easy to understand: Restrict privileged access only to privileged 
users. It seems simple enough. Indeed, some companies still use spreadsheets and common 
sense to manage privileged accounts. However, this is no longer a viable approach, 
operationalizing PAM will take focus and effort, along with the right tools. 

Virtually all organizations that take PAM seriously have acquired dedicated PAM solutions. In 
some cases, it’s a best practice to integrate PAM with your Identity and Access Management 
(IAM) system. This approach creates a single source of user data. From this master data set, 
you can then elevate access privileges while tracking all user identities in the same place. 
Here are some best practices to managing your PAM solution: 

•  Map your privileged accounts 

It’s wise to know where your privileged accounts are and who has access to them. This may 
seem unnecessary, but in today’s IT world of cloud servers, APIs and mobile endpoints, you 
might be surprised to learn how many previously unknown systemic backdoors you have. If 
your organization has distributed management of business units, the problem can be even 
worse than you imagine. Furthermore, if outside entities like IT consultants have privileged 
access, that expands the attack surface area that much more. In many cases, a privileged user 
might even be a machine, not a human being. 
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•  Establish privileged account governance 

This may seem a bit overly formal, but governance is an essential element of an effective 
PAM program. The execution of PAM governance doesn’t have to be complex, but it’s crucial 
to data integrity to commit rules and policies to writing and then make sure that stakeholders 
understand them. One reason this is so important has to do with the circumstances in which 
privileged access is granted. For example, if an IT admin gets a call at home on the weekend, 
with someone asking to be given access to the email server, how should he or she respond? If 
you’ve established that privileged access can never be granted based on a call to a personal 
cell phone, you’ll be protected against a potential social engineered hack. 

•  Get organization-wide buy-in 

Everyone must be aware of your PAM program and how it works. This includes senior 
executives. PAM should factor into general security training, so people will understand and 
follow privileged access policies. They’ll know it’s happening for everyone’s benefit. 

•  Create a written privileged account password policy 

This falls under governance, but it’s worth calling out on its own. Hackers thrive in ambiguity, 
particularly when there’s turnover of personnel and a lack of clarity about who is allowed to 
do what. For instance, if your company has an external IT provider managing the ERP system, 
a hacker can impersonate one of their employees to gain back end access. However, if you 
have a written policy that requires sign-off from a senior executive at the IT contractor, then 
you have taken a step toward mitigating that risk. Privileged password policies templates are 
available from SANS, NIST, GLBA and the ISO (e.g. ISO17799 and ISO9000). 

•  Protect the PAM solution 

Understand that the PAM solution itself is a major target for hackers. What better way is 
there to get inside an organization and steal its data or wreak utter havoc? If hackers can 
penetrate the PAM solution, they can create privileged users at will. Or, they can switch off 
privileged account access for actual privileged users—blunting incident response capabilities 
at the same time. A compromised but functioning PAM system could mask unauthorized 
privilege assignments and erase privileged account sessions. For these reasons, it’s a highly 
recommended practice to devise countermeasures that provide in depth defense for the 
PAM solution. 

The breach events of 2019 only serve to heighten the importance of robust privileged access 
management. The threats aren’t likely to get any less serious or advanced. Bad actors are 
coming for your privileged accounts. Now is the time to increase the depth and intensity of 
your countermeasures. 
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Virtual Desktop Infrastructure (VDI) Security: 
Best Practices 

A Brief Overview of VDI 

CISOs and security professionals often refer to Virtual Desktop Infrastructure (VDI) (made 
popular by VMWare & Citrix) and other “remote application” solutions as security barriers 
that attackers have a hard time bypassing. However, this isn’t true. Following some VDI Best 
Practices can help you ensure that your VDI deployment best protects your assets to mitigate 
the risks that could be associated with this approach.  

VDI Best Practices 

• Thin client usage should be limited to non-privileged users 

These virtualization efforts pose only a minor hurdle to determined cyber-criminals. An 
employee using a thin client to connect to a remote VDI environment running Windows is no 
better off security-wise than any other Windows laptop user. The remote Windows desktop 
is still exposed to a variety of standard malware and attack vectors, including email, web, 
external media, user-installed applications, and many others. For this reason, it’s best to 
provide privileged users with dedicated operating systems used only for privileged activities, 
which reduces the risk that an attacker could gain access to privileged or sensitive resources. 

• Limit BYOD usage to a specified user group 

In many cases, employees are allowed to connect to their corporate VDI desktops from 
unmanaged devices such as personal laptops – which are probably compromised already. In 
such a scenario, the attacker first gains control over the end user’s personal laptop; he then 
impersonates the user and interacts with the remote VDI desktop. This doesn’t require a 
sophisticated attack– it’s as simple as installing commoditized off-the-shelf remote-control 
software on the user’s personal laptop, waiting for the user to authenticate, and then 
controlling the VDI session in the user’s name. 

Preventing clipboard operations between the user’s personal laptop and the remote VDI 
desktop doesn’t necessarily protect against an attack. Attackers can stealthily and instantly 
send an entire script via emulated keystrokes and then launch the script on the remote VDI 
desktop. From there, the way to complete control of the VDI desktop is short. This kind of 
attack doesn’t require any zero-day vulnerability and can be executed by any determined 
attacker. 
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• Protect third-party endpoints 

Third-party vendors and contractors who use VDI to access sensitive resources have similar 
vulnerabilities to employees using thin clients or BYOD. As seen in the Target, Equifax, and 
Panama and Paradise papers breaches, cyber-criminals only need to infect one of the 
vendor’s machines and from there they have complete control of the sensitive resources 
available via VDI. Two-factor authentication for VDI sessions doesn’t help mitigate this risk as 
the attacker, if they’re already present on the machine, will simply wait for successful 
authentication and then launch the attack. 

• Lock down jump hosts connected on VDI servers 

Some enterprises let their IT administrators connect to privileged management consoles via 
jump hosts or jump boxes hosted on VDI terminal servers. While jump hosts are a healthy 
practice, the problem starts when the device used to access these privileged jump hosts is a 
compromised personal device, which is often the case. The bad guys look for IT 
administrators and target them personally; once they infect an IT administrator’s personal 
device, they can literally control the entire organization over VDI. This false sense of security 
can be misleading and in the most extreme cases have catastrophic consequences.  

• True isolation is key 

While VDI is a commonly used method to access sensitive information, it is not an isolation 
solution. It does not isolate the remote sensitive resources from the device used by the 
operator to access them. If you control the user’s device, you control the VDI resources. 

It’s paramount that enterprises realize this risk and completely isolate access to sensitive 
resources. Local or remote access of sensitive resources should not be mixed with other 
usage, such as personal or corporate use that is exposed to the outside world. This practice is 
recommended by security vendors and financial industry institutions, including vendors like 
Microsoft and SWIFT that recommend using a separate instance of an operating system for 
accessing sensitive resources. 

 

  

https://www.hysolate.com/securing-swift-workstations/


 

6 

Best Practices Collection: Protecting Privileged Access 

DevOps Security: Best Practices 

A Brief Overview of DevOps 

DevOps promises to help organizations deliver better software faster, by eliminating the silos 
separating software development and operations teams and fostering a more agile 
environment. By using automation to manage many of the tasks of building, testing, and 
deploying software, it now promises to improve consistency and reduce human error. 

IT organizations have certainly taken note. A recent survey found 45% of IT decision-makers 
have instituted DevOps practices at their companies, and 78% expect enterprises to use 
DevOps to deliver applications and services at scale within the next three years.   

DevOps Best Practices 

• Adopt DevSecOps to address security risks  

As DevOps becomes more established, the security issues associated with it have become 
more critical. Much of this is due to the natural friction between DevOps and InfoSec.  

DevOps is not designed with security in mind. It focuses on pushing code quickly -- 
sometimes faster than security teams can keep up with code review. This can lead to 
weaknesses in application security that can be exploited by attackers, resulting in everything 
from data breaches to downed systems.  

To help combat this, many organizations are adopting DevSecOps, which promises better 
security with less time required to achieve and maintain it. DevSecOps best practices include 
performing code analysis, security testing, and reviews much earlier in, and throughout, the 
software development lifecycle, and often necessitate using application security tools. 

• Separate access to sensitive resources 

As DevOps processes become more commonplace, the number of developers and IT 
operations staff granted permission to access mission-critical production servers and IT 
systems, such as cloud infrastructure, continuous integration / continuous delivery (CI/CD) 
services, and customer data, has grown substantially. They need this access in order to 
quickly improve applications and cloud services, support customers, troubleshoot issues, and 
more.  

Problems arise when, to expedite productivity and continuous deployment, companies allow 
DevOps teams to access these servers and systems from the same laptops they use to build 
code, do email, and browse the web. Doing so exacerbates security risks because any 
malware that infiltrates laptops via websites, email downloads and the like, can easily reach 
those sensitive resources.  

https://www.fujitsu.com/fts/about/resources/news/press-releases/2019/emeai-20190110-enterprises-expect-devops-to-be-mainstream.html
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That's why best practice is to isolate access to sensitive resources from the rest of the end-
user's laptop. The way to achieve this is by splitting each laptop into two completely isolated 
virtual operating systems. 

• Consider OS isolation to deliver DevOps security and 

productivity 

Many security professionals rely on operating system isolation to mitigate security risks 
related to access and enable the performance DevOps workers need and expect. With OS 
isolation, end-users can access, install, and work with websites, apps, USBs, and cloud 
services as they need, without endangering or compromising their company’s production 
servers.   

Use technology that splits each user's device into multiple, local virtual machines, each with 
its own operating system. Everything a DevOps member does happens in prescribed 
operating systems, which run side-by-side with full separation.   

To stop cyber attackers from accessing sensitive resources, run these two VM environments 
on each device:  

• Fully locked-down VM that’s restricted to accessing production servers and sensitive 
IT systems. 

• Unlocked, open VM for coding, email, and access to non-sensitive resources, including 
browsing the web and using external devices. 

Full OS isolation solutions, like the Hysolate Platform, ensure that users always use the 
correct VM. If they try to perform tasks in the wrong VM, they will be automatically 
redirected to the correct one.  

Just as critical, hackers cannot move laterally in the network to access production servers. 
Using an air gap to isolate the device’s virtual environments - keeping them completely 
separate from each other - helps prevent attackers from moving from one VM to the other. 
As far as hackers are concerned, they may as well be two different physical laptops. Any 
malware that infiltrates a web browser or any other attack vector on the open VM cannot 
reach sensitive resources. Malware can only see and access the VM that it’s contained 
within.  
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Endpoints and Network Segmentation: Best 
Practices 

A Brief Overview of Network Segmentation 

Network segmentation is a common and effective cybersecurity countermeasure. As attacks 
get more sophisticated, however, security tactics need to advance in parallel. For example, 
endpoints (laptops, desktops and workstations) are often considered among the “weakest 
links” in a cybersecurity strategy. Thus, they are the prime targets for network penetration 
attacks. Network segmentation, which secures access from these risky devices to sensitive 
data, is one area that can help combat the risk of cyberattacks.  

The success of network segmentation as a countermeasure hinges on end user experience. 
For instance, it’s easy to achieve and enforce secure network segments by handing out a 
separate machine that can only access privileged network sub-segments. However, this is not 
a viable approach today, where people expect total network access from pretty much any 
location and any device. 

Understanding the deficiencies in current network segmentation at the endpoint is vital to 
finding a solution. Use of Virtual Desktop Infrastructure (VDI) or Citrix emulation software to 
access a privileged network segment carries a modicum of risk. Risk exposure comes from 
having the VDI tool share the same operating system with all the other software on the 
device, e.g. email or web browsers. The user can accidentally infect his or her machine and 
from there, hackers can spy on the privileged network login occurring on VDI or Citrix. This 
significantly increases the risk of breaches of the privileged network segment. 

Network Segmentation Best Practices 

• Protect the endpoint first 

Malicious actors access the network through endpoints. Or, they gain access after 
compromising an endpoint and stealing credentials for network segments. It’s a wise 
practice, therefore, to start the network segmentation process at the endpoint. 

• Create privileged access workstations  

As recommended by Microsoft, privileged users should have a separate, isolated operating 
system dedicated for privileged activities. However, factoring in user experience, the 
separate operating system should be on the same physical device. Advances in hypervisor 
technology make this possible today. 
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• Segment the network, starting with simple steps 

Network segmentation gets complicated quickly. Start small and move forward in defined 
increments. For instance, first establish a privileged area in your organization with access only 
to a small set of privileged resources. Access to this area should be strictly controlled to 
privileged access workstations. Then additional measures can be added, such as separate 
authentication infrastructure, multiple authentication factors, and separate infrastructure for 
updating, managing and securing privileged resources. 

• Focus on user experience throughout the process  

At each stage of devising and implementing network segmentation, a good practice is to 
think through the end user’s experience of the whole setup. If any step in the log in 
procedure is opaque, it’s wise to rethink it and make it clearer. 

• Pay attention to structural risks in the process   

A segmented network will not be secure if hackers can gain access to the systems that 
administer it. It’s recommended to separate the configuration management systems for 
privileged machines from those that deal with regular work computers. This way, it becomes 
harder for an attacker to provision himself or herself with a privileged machine and defeat 
the entire segmentation countermeasure in the process. 

• Establish and enforce policies for use of peripherals on 
privileged machines   

The machine used for accessing privileged network segments must be subject to strict 
policies regarding peripheral devices. For example, they should not auto-load the contents of 
USB sticks or accept USB drives at all. The challenge here is enforcing a no-USB policy on a 
virtualized privileged machine that shares hardware with a PC which does accept USB drives.  

• Manage organizational issues that may arise in the 
network segmentation process   

Network segmentation also often involve segmenting people, teams and business processes. 
In some cases, the biggest problems in a segmentation project come from interpersonal and 
inter-departmental conflicts. For example, business unit A may run enterprise system A on 
network segment A, while business unit B runs system B on segment B. What happens when 
systems A and B must integrate to perform a business process? There will be negotiations 
over procedures, budgets and more. Similarly, network segmentation can cause friction 
between separate areas of the IT department. These potential conflicts must be thought 
through and worked out professionally and sensibly. Flexible endpoint security tools can help 
resolve the “who controls what” and “we both need access to the segment” debates that can 
arise. 
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Privileged Access Workstation (PAW) 
Implementation: Best Practices 

A Brief Overview of PAW 

Cyberattacks have become far too commonplace and sophisticated. So, it’s not surprising 
that enterprise employees are continually and unwittingly exposing their devices – and their 
company’s crown jewels – to risk.  

CISOs and IT leaders know they need a more effective way to block sensitive company 
information from cyber criminals. That’s why Microsoft announced a new strategy in early 
2019 geared towards the users who pose the greatest risk to the enterprise when 
compromised - and they refer to those users as Privileged Access Users. These users include 
(but not limited to): 

• IT Admins 

• Domain Admins 

• Directory Services Admins 

• Cloud Admins 

• SWIFT Users for Banking and Financial Transactions 

• Sensitive Data Admins and Data Stewards 

• Any user with access to sensitive, privileged data 

Given the privileged access that these users require, Microsoft is recommending that these 
users have a separate, dedicated workstation to conduct sensitive or privileged tasks. 
Commonly referred to as Privileged Access Workstations (PAWs) or Secure Access 
Workstations (SAWs), these devices are often secondary laptops or desktops that are highly 
restricted, provide no access beyond the privileged environments, and are dedicated to those 
sensitive tasks. A requirement in any PAW implementation is to provide privileged users with 
separate operating systems including one for their day-to-day tasks and one for their 
privileged tasks.  

PAW Best Practices 

In looking at the best practices, let’s review the different approaches to implement PAWs. 

• Physical Air Gap 

This approach provides end users with a separate physical laptop or desktop that is dedicated 
solely to sensitive tasks and information. These devices are typically fully locked-down and 
therefore, insulated from web-based attacks and other threat vectors. The challenge with 
this approach is that users must work back and forth between 2 or more workstations. It 
quickly becomes cumbersome and frustrating for users, and in many cases, users find 
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unsecure workarounds to enable them to remain productive while working on multiple 
devices. 

• Virtualization (layered VMs)  

This approach recommends that the core Operating System running on the hardware acts as 
the PAW. This OS is fully locked-down and secure from threat vectors. On top of this OS, 
users run a VM that is provided for their day-to-day operations. The challenge with this 
approach is that users forget which environment they are in at times and where they’re 
supposed to perform certain tasks. While users are happy everything is on one physical 
device, they are frustrated with the inability to interoperate between environments. In 
addition, this approach is challenging for administrators to manage and monitor as it’s 
deployed on each machine individually with no central management capabilities.  

• Virtual Air Gap 

This approach is akin to physical air gap, but instead of using separate physical machines 
dedicated for classified usage, a virtual air gap uses a single physical machine to deliver the 
same top-grade security. The benefit of this approach is that it provides the required security 
of isolated operating systems and enables users to easily interoperate with each zone and 
remain productive while working between 2 systems. Virtual Air Gap is the recommended 
best practice, so let’s dive deeper into what a Virtual Air Gap is and how it works:  

How Virtual Air Gap Works 

A virtual air gap employs virtualization to seamlessly split a single, physical end-user device 
into multiple fully isolated local virtual machines, each with its own isolated operating 
system. It does this in a way that is completely seamless to the user. Everything the user 
interacts with – including all applications and operating systems – runs in one of the VMs.  

Instead of letting a bloated/vulnerable OS control the user’s device, the endpoint is 
controlled by a hypervisor. The hypervisor manages a few isolated zones (VMs) running 
locally on the device, one per user persona/security zone. The isolation is done by leveraging 
processor hardware support for virtualization, available in any 5-year old commodity 
laptop/desktop (e.g., Intel VT).  

A typical set of virtual air gapped zones consists of a corporate zone and a privileged zone.  

• A corporate zone is used for accessing standard corporate applications; such as office 
documents, corporate email, and internal services.  

• A privileged zone is completely locked down and used for accessing sensitive 
corporate data and systems; such as privileged IT systems, payment/transaction 
systems, sensitive customer data, CRM systems, etc.  

The zones are completely isolated from one another but live on one physical device. It’s like 
having physically separate, dedicated laptops, but delivered in one physical package.  
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Each zone’s network access is limited according to the security zone it belongs to. The 
corporate zone can only access non-privileged corporate network resources. The privileged 
zone can only access privileged resources on the network. This is achieved by deploying an 
invisible network security VM that acts as a local sophisticated firewall residing on the device 
and controlling the network traffic of the zones. 

From the user’s perspective, the endpoint looks like a single unified Windows desktop. End-
users don’t have to understand anything about hypervisors or virtual machines. They work as 
they’re normally accustomed to while, behind the scenes, applications and websites are 
launched automatically in the correct zone due to unique application redirection features.  
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