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King & Union Case Study

Avalon and DNSDB® Expose Emotet Malware
The Challenge
First encountered in 2014, Emotet is a modular banking Trojan that primarily functions as
a dropper for other types of malware. Over the years, the authors of the malware have
learned to improve its ability to avoid detection through methods like constantly changing
C2 and downloader URLs. In 2018, the United States Computer Emergency Readiness Team
(US-CERT) issued an alert highlighting the serious threat posed by the malware.
Today, Emotet still ranks among the most costly and destructive malware affecting consumers and organizations. While many researchers remain vigilant, tirelessly tracking and
reporting active versions of the malware, their work remains siloed or limited only to those
within their network.

The Solution
Using Avalon, their cyber analysis delivery platform, King & Union was able to pull multiple reports into a single environment for
real-time visualization and collaboration.
Within the platform, Avalon first looked for any related workspaces to see if anyone had worked on the same indicators before.
Avalon then automatically performed lookups three rounds out from the original data, providing collaborators with information
such as related domain names and email addresses.
They then further enriched the data maps with reverse DNS lookups using Farsight’s DNSDB to identify possible connections.
Within seconds, the Farsight DNSDB revealed two IP addresses were connected by a common C-panel default certificate.
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King & Union’s Avalon platform enabled collaborators to
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King and Union enables security teams to easily create and
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and deliver the finished intelligence required to key stakeholders. Avalon reduces the time on manual, administrative
tasks, leaving analysts more time to focus on security, and
empowers organizations to take full advantage of the security investments they’ve made - in people, information and
technology.
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For more information, view the on-demand webinar and presentation at
https://info.farsightsecurity.com/avalon-and-dnsdb-expose-emotet-malware
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