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Avalon + Intel 471

A Perfect Union
In the battle against today’s threats, understanding who your adversary is and how they operate
is critical. Working together, the seamless integration between Avalon and Intel 471 empowers
your security teams to easily visualize and enrich threat data with Intel 471’s comprehensive
adversary and malware intelligence and other sources within a single Avalon workspace.
Using Avalon, teams can then collaborate and work together in real-time to efficiently
investigate and deliver the finished intelligence needed throughout your organization.
Integration Highlights
Integrate Diverse Data Sources

Integration Benefits

Conduct investigations efficiently by seamlessly integrating threat
intelligence from Intel 471 and other sources into a single Avalon workspace.

• Maintain a living knowledge
base or workspace of threat
actors and groups

Interact in Real-Time
Enable real-time, secure collaboration across teams - or across your
industry - to eliminate silos and increase analysis efficiency.

Visualize Threats and Connections
Quickly visualize and enrich threat data from Intel 471 to easily
discover and understand data relationships.

Deliver Results

• Link threat actors to malicious
infrastructure associated
with malware and other
malicious activity
• Conduct collaborative
investigations of threat actors
and malware activity
• Triage threat actors and
threat activity to determine
significance and risk

Say goodbye to email chains and manual administrative tasks by easily
creating, reviewing and delivering finished intelligence directly from Avalon.

Preserve Investigations
Create a centralized knowledge repository to maintain the latest investigative intelligence that can be utilized for future investigations.
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Streamline the Security
Investigation Process
Avalon is the first enterprise platform
built specifically to integrate link
analysis, collaboration and reporting
into a single, interactive platform. This
helps security teams spend less time on
manual, time-consuming administrative
tasks and more time on security.
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King and Union enables security teams
to easily create and deliver the right
intelligence to the right person across all
levels of their organization by unifying
data from multiple tools and results from
investigations into a single cyber analysis
delivery platform. With our platform,
Avalon, security teams can quickly
visualize threat data and investigate
together in real time, and once complete,
efficiently create and deliver the finished
intelligence required to key stakeholders.
Avalon reduces the time on manual,
administrative tasks, leaving analysts more
time to focus on security, and empowers
organizations to take full advantage of the
security investments they’ve made - in
people, information and technology.

Intel 471 is the premier provider of
cybercrime intelligence. Intel 471 provides
adversary and malware intelligence for
leading intelligence, security and fraud
teams. Adversary Intelligence is focused
on infiltrating closed sources where threat
actors collaborate, communicate and
plan cyber attacks. Malware Intelligence
leverages our underground capabilities
to provide timely data and context on
malware and adversary infrastructure.
Our team is comprised of intelligence
operators located where cybercriminals
formerly operated with impunity and
without consequence. Our pedigree
is unmatched, and we count upon a
team with experience operating in the
intelligence services and law enforcement
in nearly every continent on earth.
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