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Cybersecurity Starts Here’

The State of Cybersecurity
in the Healthcare Industry

The Ponemon Institute revealed that nearly two-thirds of healthcare
organizations globally have experienced a cyberattack in their lifetime

~50% of healthcare organizations
experienced a cyberattack in the
past 12 months
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65%

have experienced
an attack in their
organization’s lifetime

healthcare organizations

- don’t have a response plan for
ﬁ data breaches

80%

of data breaches
are caused by weak
passwords'

$1.8M

is the average cyberattack
cost for a healthcare
organization

NATURE OF ATTACKS

The 3 most common reported attack methods on healthcare organizations are

N ~N
P o),

phishing (68%) malware (41%) web-based (40%)
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9in10

of healthcare organizations

%
57 O IT budget on cybersecurity

of healthcare
organizations believe
they DO NOT have an
adequate budget for
IT security
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dedicate <20% of their

On average, healthcare
organizations dedicate
ONLY 13% of their overall
T budget to cybersecurity
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