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Break the dynamics of most modern threats to
enterprises by preventing attacks to spread internally

Provide field-tested products with a seamless end-to-
end user experience

A technical expertise recognized worldwide and
awarded by numerous prestigious prizes
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The Features We Are Proud Of

Cutting-Edge Security Technology

HARDEN, DETECT, RESPOND
All your practices extended to your
most vital IT asset: AD

STEP-BY-STEP
RECOMMENDATIONS

A follow-the-guide approach for AD
admins who are new to security

TRUE REAL-TIME
Live exposure visualization,
immediate attack alerts
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INTELLIGENCE-DRIVEN,
AD-NATIVE

Beyond compliance, detect
AD-specific attack patterns

Seamless End-to-End User Experience

An instant-on application with
hardly a footprint on operations

Using standard protocols and
proven technologies

To simplify decision-making and
prioritization

Turbo-charge your SIEM,
SOAR, and IAM solutions



A Comprehensive Approach

@ Anticipate Threats

* Bring vulnerabilities and
weaknesses to light

* Prioritize remediations
with threat scores and
costs estimates

 Harden your directory
infrastructure with our
step-by-step guides

@ Detect Attacks

Detect attacks in true real-
time with our AD-specific
threat intelligence

Make AD an integral part of
your security practice with

SIEM & SOAR integrations

Enable your Threat Hunters

with AD-native investigation :

capabilities

—

Q‘) Respond To Breaches

Replay attacks and hunt
for patients zero

Remediate at machine-
speed through our
orchestration playbooks

Detect persistence
mechanisms and kick
them out for good

AD admins
Blue Teams & Auditors

ASSID

SOC Analysts

Threat Hunters

Incident Responders
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2019 Q4: Main Five Tendencies

Phishing
tactics using

Ransomware
impacts still
escalating

Attacks from

China on the

. Coronavirus
rise

crisis
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Active
Directory
MacOS is used for

NOW a Nnew lateral
attack vector movement
and privilege
escalation
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Q12020: Attacks from China on the rise S\

v Chinese cybercriminal activity exceeds $15 billion USD. A
recent Chinese study provided figures on the Chinese
cybercriminal underground: https://bit.ly/3aljbSC

v Observation shows Chinese non-state cybercriminals
transform from small organizations into well-organized
criminal groups targeting international organizations

v' Asia is the focus of attack, and advanced ransomware
targeting Active Directory for fast movement is the main
attack vector

ASID T



https://bit.ly/3a1jbSC

Q1 2020: Attacks from China on the rise S\

v 800+ million people have Internet access in China: as this
number increases, more criminal groups are engaging in
cybercriminal activities to increase revenues

v The cybercriminal activities from China is growing at an annual
rate of 30%

v" An estimated 400,000 people are working for cybercriminal
groups in China

v According to dark web marketplaces, stolen data provided by
Chinese actors is growing at a rate of 23% every year
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Q1 2020: Attacks from China on the rise S\

v Dark web marketplaces are not easily accessible for Chinese
cybergroups because the government still blocks access to Tor
and anonymous Internet access — so the dark web is only used
to sell services (e.g. malware customization) or stolen data

v Many of the Chinese cybergroups are using “classic” forums
(e.g. Weibo or Baidu) and “language codes” to exchange
information between groups:

Devices, computers, or N
servenF')s = Chicken meat: 8R® Malicious websites

= Fishing boxes: fJ&%§

Stolen accounts or Stolen financial data . .
passwords = Letters/envelopes: or credit cards = Tracking material:

FH EE3) BERH 1
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Q1 2020: Phishing tactics using Coronavirus crisis

/\

v New cyberattacks exploit your fears with phishing emails
designed to steal money, get personal information, and

infect computers

Re:SAFTY CORONA VIRUS AWARENESS WHO

@ World Health Organization S % >

{725\, World Health
% Organization

Dear Sir,

Go through the attached document on safety measures regarding the
spreading of corona virus.

Click on the button below to download

Safety measures

Symptoms common symptoms include fever,coughcshortness of breath and
breathing difficulties.

Regards,

Dr. Stella Chungong

Specialist wuhan-virus-advisory

© OTeeTuIk | ® OTBeTMTLBCEM |v|| < MepecnaTs | Bonblue v
OT CDCANFO <cdchan-00426@cdc-gov.org{1y

Tema 2019-nCoV: Coronavirus outbreak in your city (Emergency)

04.02.2020, 22:26
Komy

Distributed via the CDC Health Alert Network
February 4, 2020
CDCHAN-00426

Dear Hnranauiy

The Centers for Disease Control and Prevention (CDC) continues to closely
monitor an outbreak of a 2019 novel coronavirus (2019-nCoV) in Wuhan City,
Hubei Province, China that began in December 2019. CDC has established an
Incident Management System to coordinate a domestic and international
public health response.

Updated list of new cases around your city are available at (
httDs:ﬁEww.cdc.qov}coronavirusﬁ2019—nCoWnewcases—cities.htmI )

You are immediately advised to go through the cases above to avoid potential
hazards.

Sincerely,

CDC-INFO National Contact Center
National Center for Health Marketing
Division of eHealth Marketing

Centers for Disease control and Prevention

ASSID
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This email is not
from the CDC.

It’s a phishing
attack designed to
harvest user
names and
passwords from
people who click on
the link.

The link looks like
it will take you to a
CDC.gov website
about the
coronavirus. It will
not.

/27

© Alsid copyright 2019



2

Q1 2020: Phishing tactics using Coronavirus crisis

W o " .com

User name:

¥t MhkorhuTo &

4 Outlook

Password

® signin

You land on a fake Microsoft Outlook login
page, created to steal usernames and

passwords. Criminals control this fake Outlook

page.

Once they capture your login credentials, they
can use them to access your email account
and look for anything valuable.

ASSID

Confidential Cure Solution on Corona virus

T S B STl
Tuesday, February 4, 2020 at 10:10 AM

Corona virus prevention ine and cure medication has been ity de

our medical sclentist who's names are meant to remain silent for security

they end up blaming animal rodents for the outbreaks

know that the world has been struggling to contain this deadly virus developed and
sprayed by wicked scientists to reduce the population of the world so the government will
have control over you. The government of China knows the exact cause of this deadly
virus, the govemment of America and other world government also knew about it but

This corona virus is a weapon created to discredit rivals government health systems or
the other way to control the citizens of the world but due to some people like us and our
medical teams hate the injustice going in this world. Our secret medical scientist team
has developed the cure and prevention to counter this evil act of the world to save lives
of innocent people around the world. For those interested to secure their lives kindly
reply and get more information about shipping or delivery to you and private distribution

An email will ask to open a document
to explain about Coronavirus “care.”

Another email will ask you for Bitcoin.

© OtBervTo | % OTBETMTLBCEM |~ || ~ MepecnaTs
©T Corona Support <in fo@ M. cOm> 17

ObpaTHbiii anpec info@ NN com 1T
Komy tom0184@ St v

Dear Sir/Madam

The center for disease control and Prevention (CDC) continues to work to
go all out to control an outbreak of a 2019 novel coronavirus (2019-
nCoV) in Wuhan City, Hubei Province, China, that began in December 2019.
Updated list of new case around your city are available at

(www. cdc . gov/coronavirus/2019) .

€DC has established an incident management system to co-ordinate a
domestic and international public health response to check mate this
virus. Funding of the above project is quite a huge costs and we plead
for your good will donation, nothing is too small. From $10 to any
amount

This e-plate forn is for timely intervention due to holiday extension of
our public Institute/ banks not working, it is really affecting us but
together, we must stop the virus! ALl our research groups have been
working round the clock to find a vaccine

Please kindly find our Bitcoin account detail below for your donation
and support.

| 1711 ciHECDFQMEDATAI43DtnkGYMg ] DXUm

Thanks you for your goodwill contribution in standing against this
virus, you are a hero. Please help us share this message to reach as
nany as possible.

sincerely

CDC-INFO National Contact Center for donation
National Center for Health Marketing
https://way. cdc. gov/coronavirus/index . html
Division of eHealth Marketing

Center_for Disease control and Prevention
=d(nv.or

Tema CDC HEALTH emergency coronavirus (2019-nCoV) Network  10:49

Bonble v
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Q12020: Ransomware attacks impacts still escalating S\

v Malware threat rate and numbers detection is in line
with those of Q4 2019

v Malware automation and industrialization are
increasing (estimated to grow 13% over Q4 2019)

v New Ransomware-as-a-Service platforms are
spreading: better service offers and more advanced
technical capabilities
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Q12020: MacOS is now a new attack vector S\

v' Adwares infection by OS for 2019 and Q1 2020:
v Windows OS: 24 million
v MacOS: 30 million

v Average number of threats by OS for 2019 and Q1 2020:
v Windows OS: 6 threats per endpoint
v MacOS: 11 threats per endpoint

v' Rise of MacOS threats: increase of 400% in 2019 and QT
2020 compared to 2018!
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Q12020: AD used for lateral movement and privilege escalation S\

v Threat sophistication increased, with many more attacks
using exploits, credential stealing tools, or multi-step attacks

v Mass infections targeting large organizations increased — AD
usage is now a “by design” behavior: embedded Mimikatz

increased by 42% during Q1 2020 compared to Q3/Q4 2019

v Emotet & Trickbot trojans are still increasing: the top 5
infections during Q1 2020 were using Emotet or Trickbot

v' MacOS integrated in Active Directory appears to be a good
new attack vector to infect whole organizations

ASID T




5 Q12020: AD used for lateral movement and privilege escalation S\

v Bouygues Construction attack: Maze Ransomware using
Active Directory

Ransomware Maze : Bouygues
Construction remédie, 'ANSSI

documente

Dominique Filippone , publié le 06 Féyrier 2020

L'agence nationale de la sécurité des systémes d'information a publié des Ransomware : I, heure de Ia reprise apprOChe
indicateurs de compromission liés au rangongiciel Maze et au groupe h Z B C nstr i n
d'attaquants TA2101 qui s'est derniérement attaqué a Bouygues che ouyg ues o St UCt o
Construction. LANSSI, via le Cert-FR apporte une documentation active X .
La remise en production de certaines fonctions du systéme d’information, annoncée il y a plus d’une
sur lamenace.

semaine, apparait aujourd’hui en cours, aprés un important travail sur leurs fondations, avec
reconstruction et nettoyage des annuaires.

he MITRE Corporation

par Valéry Marchive, Rédacteur en chef Publié le: 14 févr. 2020

Bouygues Construction assurait, il y a plus d'une semaine, d’'une remise en route progressive des

fonctionnalités de son systéme d'information, aprés I'attaque du ransomware Maze qui I'a frappé a la

fin du mois de janvier. Au travers de deux communiqués de presse sur l'incident, a I'heure ot sont
publiées ces lignes, le groupe est apparu minimiser la situation, voire se murer dans le silence — nos

sollicitations sont a ce stade restées sans effet. Et la reprise ne semble arriver que maintenant, avec la

remise en route de |la messagerie électronique.
Source [FR]: . .
https://www.lemondeinformatique.fr/actualites lire- iource LFR{. https://www.Ien’::agn;;fr/chtuaIltes/2C52471:8625/Ransomware-
ransomware-maze-bouygues-construction-remedie-I- eure-ge-la-reprise-approche-chez-Souygues-tonstruction

anssi-documente-78010.html
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2020: The Rise of Ransomware-as-a-Service S\

v’ Definition: “Ransomware-as-a-Service is abbreviated as RaaS. This is
a form of Software-as-a-Service (SaaS) used by underground vendors
to threaten actors by providing them a ransomware platform tool.”

v' Ransomware-as-a-Service (RaaS) borrows from the Software-as-a-
Service (SaaS) model. This subscription-based model enables even the
novice cybercriminal to launch ransomware attacks without much
difficulty. You can find various RaaS packages on the market that
reduce the need to have much technical knowledge of how to create
ransomware. This malicious model allows anyone to become an
“affiliate” of an established RaaS package or service.
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2020: The Rise of Ransomware-as-a-Service S\

v' RaaS example: Sodinokibi

Sodinokibi attack methods include:

) Active exploitation of a vulnerability in Oracle WebLogic, officially named CVE-
2019-2725

) Malicious spam or phishing campaigns with links or attachments

) Malvertising campaigns that lead to the RIG exploit kit, an avenue that
GandCrab has used before

) Compromised or infiltrated managed service providers (MSPs) to push the
ransomware en masse. This is done by accessing networks via a remote

desktop protocol (RDP) and then using the MSP console to deploy the
ransomware.

) Evading detection through the “Heaven’s Gate” technique used to execute 64-
bit code on a 32-bit process, which allows malware to run

Source:
Malwarebytes
ASSID
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2020: The Rise of Ransomware-as-a-Service S\

Sodinokibi ransomware business detections 2019

Ransom.Sodinokibi
1,400

1,200
1,000
a00
600
400

200

Jan.19 Feb.19 Mar. 19 April. 19 May 19 June 19 July 19 Aug. 19 Sept. 19 Oct. 19 Nov. 19 Dec.19

e Ronsom.Sodinokibi

Source:
Malwarebytes
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2020: The Rise of Ransomware-as-a-Service

v' Other examples: Philadelphia & Stampado

Get Philadelphia at a Special Price!

$389

Uniimited License

Unlimited Buids
Unlimited Campaigns
No monthly fees or % rate
Constant Updates
Bilcoin Payment Autodetect
Plain-English help fle

No dependencies (net or whatever)

Get In Touch!

Philadelphia

ASSID

As Featured on: Forbes, Softpedia, The Wall Street Journal and MSN.com

Stampado is a Quick-Deploy Ransomware with a dreamly price that allows you to start your First Campaign in Seconds!
You do not need servers, and the Payment options will be as many as you know: Bitcoin, Paypal, Bank Transfer or

whatever else.

Your First campaign in 30
seconds

Just Run Stampado and you'll be presented with a panel where you will
find everything you need: Generate Builds, create and track campaigns,
decrypting individual files (for victims who want a proof that you will do
so once they pay) and generate Decryption Key.

Stampado

/27
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2020: The Rise of Ransomware-as-a-Service

v' Other examples: FileFrozr

Online builder Buy license

You must have 050 to use builder.

The purchase ks considered completed after first confirmation.

. Receiver address should be put inwith protocol and Current price of FROZR s 0.14 BTC ~150%
LEE

without slash on end. Example: http:/fonionsite.onion
address

T bary license send exactly 0.14 BTC to
fp.php

Payment page should be written in the same way.
Payment

page In locker message word [IDENTY] would be replaced
with User 1D so that you can construct links to the
payment page. Example http/ytrijyeddvasd.onion
Encryption fpayment php?ID=
method == > httpo/fytrijyeddvasdonion
fpayment php?l D= AAAA-AAMA- AR

Detault
decrypler

UAC
bypass

Lacker
message

Panel setup short guide

= . S If you need support in the installation of the panel, configuration of FILE FROZR or any other help, feel free to communicate us by following contacts:
Toinstall the panel, you will need a host or a server with MySQL databasq 1, 14 c216445DDE28F475A725941F75D3FBAS 2F83D8CTEATT4F03161C90ABAIF16768D4B4ADET7817

E-mail support: f
1. Setup MySQL database, and using MySQL shell or PhpMyAdmin and ey Jabbder (OTR+PGP)

2. Upload panel files exept bd.sql to your host.
3. Edit config.php
4. Check is your setup working by accessing log.php?LOGIN=passfromconfig

If you are not satisfied by the current panel, send your ideas to our support contacts (better e-mail), or wait until
the ASPNET panel is released. Due to your responses, we may change both PHP and ASPNET panels.

© Alsid copyright 2019




2020: The Rise of Ransomware-as-a-Service S\

v Raa$S business model

RaaSs factory:
Creation of a
RaaS offer
and

publication
on dark web

@ Beginner will go

to the RaaS
platform and
ask fora
Ransomware Kit

ASSID

@ The Raa$s factory

will
automatically
create a

ransomware code

with an affiliate
number + step-
by-step
information for
how to launch a
ransomware
campaign, a
platform which
displays the
status of the
attack using a
real-time
dashboard, etc.

pays the ransom,
50% of the
money goes to
the Beginner,
50% of the

g
Qé; u i: | @ Once the
il..’. | . .
E:i organization

money goes to
the RaaS factory

Beginner will use
the RaaS to
deploy, infect
organizations, and
demand ransom
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‘ Q12020: Attack Examples S\

v Travelex: Ransomware & Data breach - source [ENJ:

https://www.nytimes.com/2020/01/09/business/travelex-hack-ransomware.html

v'Enloe Medical Center: Ransomware — source [EN]:

https://www.chicoer.com/2020/01/04 /cyber-attack-hits-enloe-patient-records-safe-
officials-say/

v Tampa Bay Times: Ryuk Ransomware — source [EN]:

https://www.tampabay.com/news/business/2020/01/23/tampa-bay-times-hit-by-
ransomware-attack/

v'ISS World: Emotet + Ryuk Ransomware — source [ENJ:

https://www.computerweekly.com/news /252478890 /Facilities-firm-ISS-World-crippled-
by-ransomware-attack
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