
DATA PRIVACY STATEMENT 
 
Preamble 
 
The protection of your personal data is very important to us. In the following privacy 
statement, you will find everything you need to know about how your data are processed by 
our website https://www.isf.sabis.net/languages/german. N.B. In the case of any different 
interpretation of the German and English version, the German version shall be the 
determining version. 
 
 

 
Controller 
 
The controller as defined by Article 4 (7) of the General Data Protection Regulation 
(hereinafter: GDPR) and other national data protection laws of the Member States 
and other data protection regulations is: 
 
ISF International School Frankfurt Rhein-Main Verwaltungs-GmbH 
Represented by the Managing Director: 
Mr. Carl R. Bistany 
Straße zur Internationalen Schule 33 
65931 Frankfurt am Main, Germany 
Tel.: 0049 (0)69 95 43 19 71 0 
Fax: 0049 (0)69 95 43 19 79 9 
E-mail: info(at)isf-sabis.net 
 
 
External Data Protection Officer 
 
If you have any questions about the processing of your personal data, please contact 
our External Data Protection Officer appointed in accordance with Article 37 of the 
GDPR: 
 
Mr. Andrés Heyn, solicitor 
Oberstraße 2 
20144 Hamburg, Germany 
Tel.: 0049 (0)40 68 98 54 70 
E-mail: mail(at)data-law.de 
 
 

General Information about Data Processing 

1. Scope of processing of personal data 

We only collect and process personal data of our users to the extent necessary to ensure the 
functioning of our website and as required for our contents and services. The personal data 
of our users is only collected and used routinely after consent has been given by the user. An 
exception applies in cases in which it is not possible to obtain prior consent for practical 
reasons and when the processing of the data is permitted by law. The types of data 
processed are: 



-   Personal details (e.g. names, addresses). 

-   Contact data (e.g. E-mail addresses, telephone numbers). 

-   Content data (e.g. text input, photos). 

-   Usage data (e.g. accessed websites, interest in contents, access times) 

-   Meta/communication details (e.g. device information, IP addresses). 

The website is intended only for persons who are at least 16 years of age and should only be 
used by such persons. We do not intentionally or knowingly process or store personal data 
about individuals who are under the age of 16. As soon as we gain knowledge that we have 
stored personal data of individuals who are under the age of 16, we will delete it immediately. 
Users who become aware that we have stored or processed personal data of individuals who 
are under the age of 16 are asked to contact us.  

2. Legal basis for the processing of personal data 

Where we obtain the consent of the data subject for the processing of personal data, point 
(a) of Article 6 (1) of the GDPR serves as the legal basis for this. Where the processing of 
personal data is necessary for the performance of a contract to which the data subject is a 
party, point (b) of Article 6 (1) of the GDPR serves as the legal basis. This also applies to 
processing that is necessary for taking steps prior to entering a contract. Where processing 
of personal data is necessary to fulfill a legal obligation to which our company is subject, 
point (c) of Article 6 (1) of the GDPR serves as the legal basis. Where data processing is 
necessary for the purposes of a legitimate interest pursued by us or a third party and the 
aforementioned interest is not overridden by the interests or fundamental rights and 
freedoms of the data subject, point (f) of Article 6 (1) of the GDPR serves as the legal basis.  

3. Data erasure and storage duration 

The personal data of the data subject are erased or blocked as soon as the purpose of 
storage ceases to apply. We use and keep personal data for a maximum period of two (2) 
years after an individual’s last interaction with the company. The data may be stored for 
longer periods of time if this is necessary for compliance with the requirements of the 
European or national legislators as set out in regulations, laws or other rules under European 
Union law which the controller is subject to. The data are also erased or blocked when a 
storage period stipulated on the basis of the aforementioned standards expires, unless the 
continued storage of the data is necessary to enter into or fulfill a contract. 

 4. Provision of contractual services and contact form 

We process personal details (e.g. names and addresses and the contact details of users) 
and contract details (e.g. services used, names of contact persons) for the purpose of the 
fulfillment of our contractual obligations and services in accordance with point (b) of Article 6 
(1) of the GDPR. The entries marked as mandatory in the online contact forms concern 
information which is necessary for communication purposes. When an individual  submits an 
enquiry to us by contact form, the information provided in the enquiry form including the 
contact details provided is stored for the purpose of dealing with the enquiry and any follow-
up questions by us and the company SABIS Educational Systems Inc., Eden Prairie, 
Minnesota, USA, which works together with the processor CenturyLink Inc, Monroe, 
Louisiana, USA, with regard to the server hosting. The data is not passed on to any third 

parties without the individual’s consent. If any data is transferred to parties whose 
registered place of business or place at which data processing is carried out is not within 



a Member State of the European Union or within any other state which is party to the 
Agreement on the European Economic Area, before the data are transferred we ensure 
that, apart from exceptions permitted by law, the recipient either has an adequate level of 
data protection (e.g. on the basis of an adequacy resolution of the European 
Commission, appropriate guarantees such as self-certification of the recipient for the EU-
US Privacy Shield, or the agreement of so-called standard EU contractual clauses of the 
European Union with the recipient) and/or that we have obtained the individual’s  
appropriate consent. Individuals can obtain from us an overview of the recipients in third 
countries and a copy of the concrete provisions agreed to for the purpose of securing an 
appropriate level of data protection. 

When an individual uses our online services, we store the IP address and the time at which 
you use them each time. We store this information on the basis of our legitimate interests 
and in order to protect the user from misuse and unauthorised use. These data are not 
transferred to third parties unless it is necessary for the pursuit of our legitimate interests or 
to comply with a legal obligation pursuant to point (c) of Article 6 (1) of the GDPR. 

We process usage data (e.g. the accessed websites of our online content, interest in our 
products) and content data (e.g. entries in the contact form) to be able to provide users with 
answers to enquiries about our content. This data are never disclosed to third parties. The 
data are erased after the expiry of the statutory warranty or comparable obligations. Where 
statutory archiving obligations apply, the data are erased after the expiry of the applicable 
periods. Information in a customer account remains there until it is erased. 

5. Description and scope of data processing 

Every time an individual  visits our website, our system automates data and information from 
the user’s computer system.  
 
The following data are collected on a temporary basis: 

(1) Information about the browser type and version used 
(2) The user’s operating system 
(3) The user's internet service provider 
(4) The user's IP address 
(5) The date and time of access 
(6) Websites from which the user’s system accesses our website  

The data are stored in the log files of our system. These data are used to analyze any faults 
which occur and are erased within seven days at the latest. The legal basis for the temporary 
storage of the data and the log files is provided by point (f) of Article 6 (1) of the GDPR. The 
temporary storage of the IP address is necessary to enable the website to be delivered to the 
user’s computer. This means that the user’s IP address needs to be stored for the duration of 
the session. Storage in log files is carried out to ensure that the website works properly. In 
addition, the data also help us to optimize the website and ensure that our information 
technology systems are secure. The data are not analyzed for marketing purposes in this 
connection or to draw any inferences pertaining to the individual user. These purposes are 
also based on the legitimate interests in the processing of the data pursuant to point (f) of 
Article 6 (1) of the GDPR. The collection of data for the provision of the website and the 
storage of the data in log files is essential for the operation of the website. As a 
consequence, the user has no possibility of objecting.  

 
6. Use of analysis tools from Google Analytics 



On the basis of our legitimate interests (i.e. interest in the analysis, optimization and 
economic operation of our online content pursuant to point (f) of Article 6 (1) of the GDPR), 
we use Google Analytics, a web analytics service from Google LLC (“Google”). Google uses 
cookies. Further information about this is available at Cookies. 
(https://policies.google.com/technologies/cookies?hl=de&gl=de). The information generated 
by cookies about the use of the online content is normally transmitted to a server of Google 
in the USA and stored there. Google has certified the Privacy Shield Framework and 
therefore provides a guarantee to comply with European data protection laws 
(https://www.privacyshield.gov/participant?id=a2zt000000001L5AAI&status=Active). 
 
Google will use this information on our behalf to analyze users’ use of the website, to compile 
reports on website activities, and to provide us with further services related to the use of the 
website and the Internet. Anonymized usage profiles of the user may be created from the 
processed data in this connection. We only use Google Analytics with active IP 
anonymization. This means that the user’s IP address will be truncated by Google within the 
Member States of the European Union or in other states that are party to the Agreement on 
the European Economic Area. Only in exceptional cases will the full IP address be 
transferred to a Google server in the USA and truncated there. The IP address transferred 
from the users’  browser will not be merged with other Google data. Users can prevent the 
installation of cookies by selecting the corresponding setting on their browser; in addition, 
users can refuse the transmission of data relating to the usage of the website by the cookie 
to Google and the processing of this data by Google by downloading and installing the 
browser plug-in available at the following link: http://tools.google.com/dlpage/gaoptout?hl=de. 
 
Further information about the use of data by Google, settings, and objection rights are 
provided on the Google 
websites: https://www.google.com/intl/de/policies/privacy/partners (“How Google uses 
information from sites or apps that use our 
services”), http://www.google.com/policies/technologies/ads (“How Google uses cookies in 
advertising”), h https://policies.google.com/technologies/managing?hl=de&gl=de   (“Control 
the information Google uses to show you ads”). 

7. Links to social media sites and Google Maps 

We maintain an online presence within social media networks and platforms in order to 
communicate with customers, interested parties, and users who actively use these sites and 
to inform them about our services and provide links to our website. 
 
Please note that this can mean that users’ data may be processed beyond the European 
Union area. As a result, risks may arise for users, since it may be more difficult for users to 
exercise their rights, for example. With regard to US providers who are certified under the 
terms of the Privacy Shield Framework, we wish to inform you that such certification means 
they are obliged to comply with the data protection standards of the EU. 
 
In addition, users’ data are also generally processed for market research and advertising 
purposes. For example, usage profiles can be created, e.g. from the usage behavior and the 
interests of the users that emerge from it. The usage profiles can in turn be used in order to 
e.g. place advertisements within and outside the platform, which are assumed to correspond 
to the interests of the users. For these purposes, cookies are as a rule stored on the 
computers of the users in which the usage behavior and the interests of the users are stored. 
Furthermore, in the usage profiles, data can also be stored independently of the devices 
used by the users (in particular when the users are members of the respective platforms and 
are logged onto these platforms). 
 
The processing of the personal data of users is undertaken on the basis of our legitimate 
interests in obtaining effective information about users and communicating with users in 

https://www.privacyshield.gov/participant?id=a2zt000000001L5AAI&status=Active
http://tools.google.com/dlpage/gaoptout?hl=de
https://www.google.com/intl/de/policies/privacy/partners
http://www.google.com/policies/technologies/ads
http://www.google.de/settings/ads


accordance with point (f) of Article 6 (1) of the GDPR. If the users are requested by the 
respective providers to provide their agreement to the data processing (i.e. to declare their 
willingness by ticking a box or confirming a button), the legal basis of the processing is point 
(a) of Article 6 (1), Article 7 of the GDPR. 
 
For a detailed description of the respective processing procedures and the options for 
objection (opt-out), we refer to the information of the provider which is accessible via the 
following links. 
 
With regard to requests for information and the exercise of user rights, these can most 
effectively be presented to the providers. Only the providers have access to the users’ data 
in each case and can take direct measures accordingly and provide information.  

 Facebook (Facebook Ireland Ltd., 4 Grand Canal Square, Grand Canal Harbour, 

Dublin 2, Ireland) - Privacy Policy: https://www.facebook.com/about/privacy/, Opt-

Out: https://www.facebook.com/settings?tab=ads and http://www.youronlinechoices.c

om, Privacy 

Shield: https://www.privacyshield.gov/participant?id=a2zt0000000GnywAAC&status=

Active. 

 

 YouTube (Google LLC, 1600 Amphitheatre Parkway, Mountain View, CA 94043, 

USA) – Privacy Policy:  https://policies.google.com/privacy, Opt-

Out: https://adssettings.google.com/authenticated, Privacy 

Shield: https://www.privacyshield.gov/participant?id=a2zt000000001L5AAI&status=A

ctive. 

 

 Twitter (Twitter Inc., 1355 Market Street, Suite 900, San Francisco, CA 94103, USA) 

– Privacy 

Policy: https://twitter.com/de/privacy,OptOut: https://twitter.com/personalization’Privac

yShield: https://www.privacyshield.gov/participant?id=a2zt0000000TORzAAO&status

=Active. 

 

 Vimeo Inc., Attention: Integrate Legal Department, 555 West 18th Street New York, 

New York 10011, USA. Privacy Policy: https://vimeo.com/privacy. We wish to inform 

you that Vimeo may use Google Analytics and refer you to the privacy policy 

(https://policies.google.com/privacy) and the opt-out options for Google Analytics 

(http://tools.google.com/dlpage/gaoptout?hl=de) or the Google settings for the use of 

data for marketing purposes 

((https://policies.google.com/technologies/managing?hl=de&gl=de).). 

 
We integrate the maps of the “Google Maps” service from the provider Google LLC, 1600 
Amphitheatre Parkway, Mountain View, CA 94043, USA. The data which are processed can 
include, in particular, IP addresses and location data of the users, but these cannot be 
collected without the user’s consent (generally as part of the settings in your mobile devices). 
These data can be processed in the USA. Privacy 
Policy: https://www.google.com/policies/privacy/,  
Opt-out: https://adssettings.google.com/authenticated. 

8. Rights of the data subject 

https://www.facebook.com/about/privacy/
https://www.facebook.com/settings?tab=ads
http://www.youronlinechoices.com/
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https://www.privacyshield.gov/participant?id=a2zt0000000GnywAAC&status=Active
https://policies.google.com/privacy
https://adssettings.google.com/authenticated
https://www.privacyshield.gov/participant?id=a2zt000000001L5AAI&status=Active
https://www.privacyshield.gov/participant?id=a2zt000000001L5AAI&status=Active
https://twitter.com/de/privacy
https://twitter.com/personalization
https://www.privacyshield.gov/participant?id=a2zt0000000TORzAAO&status=Active
https://www.privacyshield.gov/participant?id=a2zt0000000TORzAAO&status=Active
https://vimeo.com/privacy
https://policies.google.com/privacy
http://tools.google.com/dlpage/gaoptout?hl=de
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If individuals’  personal data are processed, he/she the data subject within the meaning of 
the GDPR and he/she is entitled to the following rights with respect to the controller: 

a) The right of access 

Individuals have the right to obtain from the controller confirmation as to whether or not 
personal data concerning him/her are being stored and processed by us.  
 
If such processing does take place, the individual is entitled to request details about the 
following information from the controller: 

(1) the purposes for which the personal data are processed; 
(2) the categories of personal data concerned; 
(3) the recipients or categories of recipients to whom the personal data have been 

or will be disclosed; 
(4) the envisaged period for which the personal data will be stored, or, if not 

possible, the criteria used to determine that period; 
(5) the existence of the right to request from the controller rectification or erasure 

of personal data or restriction of processing of personal data or to object to 
such processing;  

(6) the right to lodge a complaint with a supervisory authority; 
(7) where the personal data are not collected from the data subject, any available 

information as to their source; 
(8) individuals have the right to be informed whether the personal data concerning 

him/her are transferred to a third country or to an international organisation. In 
this connection, individuals have the right to be informed of the appropriate 
safeguards pursuant to Article 46 of the GDPR relating to the transfer. 

 
 c) The right to rectification  
 
Individuals have the right to obtain from the controller the rectification and/or completion of 
his/her personal data if the processed personal data are inaccurate or incomplete. The 
controller must undertake the rectification of inaccurate personal data without undue delay. 

c) The right to restriction of processing 

 
Individuals have the right to restrict the processing of the personal data where one of the 
following applies: 

(1) the accuracy of the personal data is contested by the individual, for a period 
enabling the controller to verify the accuracy of the personal data; 

(2) the processing is unlawful and the individual opposes the erasure of the 
personal data and request the restriction of his/her use instead; 

(3) the controller no longer needs the personal data for the purposes of the 
processing, but they are required by the individual for the establishment, 
exercise or defence of legal claims, or 

(4) the individual has  objected to processing pursuant to Article 21 (1) of the 
GDPR pending the verification of whether the legitimate grounds of the 
controller override the individual’s  grounds. 

 
Where processing has been restricted, such personal data shall, with the exception of 
storage, only be processed with the individual’s  consent or for the establishment, exercise or 
defence of legal claims or for the protection of the rights of another natural or legal person or 
for reasons of important public interest of the Union or of a Member State. 
 
If an individual has  obtained restriction of processing pursuant to the above, the individual  
must be informed by the controller before the restriction of processing is lifted. 



d) The right to erasure 

aa) Obligation to erase 

Individuals have the right to obtain from the controller the erasure of personal data without 
undue delay, and the controller shall have the obligation to erase such data without undue 
delay where one of the following grounds applies: 

(1) The personal data are no longer necessary in relation to the purposes for 
which they were collected or otherwise processed. 

(2) An individual  withdraws consent on which the processing is based according 
to point (a) of Article 6 (1), or point (a) of Article 9 (2) of the GDPR, and where 
there is no other legal ground for the processing.  

(3) An individual objects to the processing pursuant to Article 21 (1) of the GDPR, 
and there are no overriding legitimate grounds for the processing, or an 
individual  objects to the processing pursuant to Article 21 (2) of the GDPR.  

(4) The personal data concerned have been unlawfully processed.  
(5) The personal data have to be erased for compliance with a legal obligation in 

Union or Member State law to which the controller is subject.  
(6) The personal data have been collected in relation to the offer of information 

society services referred to in Article 8 (1) of the GDPR. 

bb) Information disclosed to third parties 

Where the controller has made an individual’s personal data public and is obliged pursuant to 
Article 17 (1) of the GDPR to erase the personal data, the controller, taking account of 
available technology and the cost of implementation, shall take reasonable steps, including 
technical measures, to inform controllers who are processing the personal data that  an 
individual has h requested the erasure by such controllers of any links to, or copy or 
replication of, the personal data.  

cc) Exceptions 

The right to erasure shall not apply to the extent that processing is necessary: 
(1) for exercising the right of freedom of expression and information; 
(2) for compliance with a legal obligation which requires processing by Union or 

Member State law to which the controller is subject or for the performance of a 
task carried out in the public interest or in the exercise of official authority 
vested in the controller; 

(3) for reasons of public interest in the area of public health in accordance with 
points (h) and (i) of Article 9 (2) as well as Article 9 (3) of the GDPR; 

(4) for the establishment, exercise or defence of legal claims. 

e) Right to notification 

 
If an individual has exercised the right to obtain from the controller the rectification or erasure 
of personal data or restriction of processing, the controller is obliged to communicate this 
rectification or erasure of personal data or restriction of processing to each recipient to whom 
the personal data have been disclosed, unless this proves impossible or involves 
disproportionate effort. The controller shall inform the individual  about those recipients if 
requested. 

f) The right to data portability 

 
An individual shall have the right to receive the personal data concerning him/her, which has 
been provided to a controller, in a structured, commonly used and machine-readable format. 



The individual also has the right to transmit those data to another controller without 
hindrance from the controller to which the personal data have been provided, where: 

(1) the processing is based on consent pursuant to point (a) of Article 6 (1) of the 
GDPR or point (a) of Article 9 (2) of the GDPR or on a contract pursuant to 
point (b) of Article 6 (1) of the GDPR; and 

(2) the processing is carried out by automated means. 
 
In exercising this right to data portability, an individual shall have the right to have the 
personal data transmitted directly from one controller to another, where technically feasible. 
The right referred to above must not adversely affect the rights and freedoms of others. The 
right to data portability does not apply to processing necessary for the performance of a task 
carried out in the public interest or in the exercise of official authority vested in the controller. 

g) The right to object 

 
An individual has the right to object, on grounds relating to his/her particular situation at any 
time, to processing of personal data which is based on point (e) or (f) of Article 6 (1) of the 
GDPR, including profiling based on those provisions.  
The controller shall no longer process an individual’s personal data unless the controller 
demonstrates compelling legitimate grounds for the processing which override the interests, 
rights and freedoms of the data subject or for the establishment, exercise or defence of legal 
claims. 
 
In the event that personal data is processed for direct marketing purposes, individuals have 
the right to object at any time to processing of personal data  for such marketing, which 
includes profiling to the extent that it is related to such direct marketing. 
 
Where an individual objects to processing for direct marketing purposes, the personal data 
concerning the individual shall no longer be processed for such purposes. 
 
In the context of the use of information society services, and notwithstanding Directive 
2002/58/EC, individuals may exercise your right to object by automated means using 
technical specifications. To do this, send an E-mail to our data protection officer. 

h) The right to withdraw your declaration of consent under data protection law 

 
Individuals have the right to withdraw their declaration of consent under data protection law 
at any time. The withdrawal of consent shall not affect the lawfulness of processing based on 
consent before its withdrawal. 

i) Automated individual decision-making, including profiling 

 
Individuals have the right not to be subject to a decision based solely on automated 
processing, including profiling, which produces legal effects concerning them or similarly 
significantly affects them. This shall not apply if the decision:  

(1) is necessary for entering into, or performance of, a contract between the user 
and a data controller; 

(2) is authorised by Union or Member State law to which the controller is subject 
and which also lays down suitable measures to safeguard an individual’s  
rights and freedoms and legitimate interests; or 

(3) is based on an individual’s explicit consent. 
 
However, decisions referred to above shall not be based on special categories of personal 
data referred to in Article 9 (1) of the GDPR, unless point (a) or (g) of Article 9 (2) of the 
GDPR applies and suitable measures to safeguard an individual’s  rights and freedoms and 
legitimate interests are in place. 



 
In the cases referred to in points (1) and (3), the data controller shall implement suitable 
measures to safeguard an individual’s rights and freedoms and legitimate interests, at least 
the right to obtain human intervention on the part of the controller, to express the individual’s  
point of view and to contest the decision. 

j) The right to lodge a complaint with a supervisory authority 

 
Without prejudice to any other administrative or judicial remedy, individuals have the right to 
lodge a complaint with a supervisory authority, in particular in the Member State of his/her 
habitual residence, place of work or place of the alleged infringement if the individual  
consider that the processing of personal data relating to him/her infringes the GDPR.  
 
The supervisory authority with which the complaint has been lodged shall inform the 
complainant on the progress and the outcome of the complaint including the possibility of a 
judicial remedy pursuant to Article 78 of the GDPR. 
 
9. Updating of the data privacy statement 

Our data privacy statement was last updated: Frankfurt, October 2018.  

 

 

 

 


