
Advanced Security Threats



Some 
important 
principles

Digital crime is a massive multinational industry, 
ǿƘƛŎƘ ƛǎ Ŏƻƴǎǘŀƴǘƭȅ άƛƴƴƻǾŀǘƛƴƎέ

Aiming for more security than your organization 
needs generally makes you less safe

Perfect security is neither possible nor desirable

Security is a core element of your organizational 
mission



What are folks most 
worried about?



ωPolitically-motivated attacks

ωAttacks on specific infrastructure

ωOften leverage extensive organizational 
profiling and/or insider information

Custom 

Attacks

ωAttacks follow predictable 
patterns, but leverage 
organization-specific details

ωhŦǘŜƴ άǎŜƴǘ ōȅέ 95 ƻŦ ƻǊƎŀƴƛȊŀǘƛƻƴ

ωFinancial spearphishing

Templatized attacks

ωNon-targeted phishing

ωCrypto malware / 
ransomware

Low-effort/low-skill generic attacks



Phishing / 
Business 
Email 
Compromise

Perhaps the most common attack targeting non-profits at the 
moment

Attacks range in sophistication from generic mass mailings to 
highly-tailored schemes incorporating significant background 
research on the target organization (including names of 
leadership team; watering holes that staff tend to frequent, etc.)

Attacks often involve burner email accounts set up solely for the 
purpose of facilitating this attack.  More sophisticated attackers 
will set up email address(es) that incorporate organizational info

Phishing emails increasingly come from valid accounts that 
ǘǊŀŘƛǘƛƻƴŀƭ ǎǇŀƳ ŎƘŜŎƪƛƴƎ ǿƻƴΩǘ ŦƭŀƎΣ ŎƻǳǊǘŜǎȅ ƻŦ ŜƛǘƘŜǊ ŎƭŜǾŜǊ 
SPF bypass tricks or true compromise of a trusted contact











Phishing 
Defenses

Advanced Threat Protection anti-
phishing rules

Mail processing rules that look for 
inconsistencies and flag them

Remove staff email address from 
your website

DKIM enforcement 

Security training (Wombat / 
KnowBe4)



Core 
infrastructure 
spoofing 
attack

Often powered by standardized 
attack toolkits which are bought 
and sold as commodities

Can be installed on any 
compromised webserver 
(especially Wordpress/ Drupal)

Attacks often leverage corporate 
branding, trusted service providers, 
link shorteners, other dirty tricks







Infrastructure 
spoofing 
defenses

Multi Factor Authentication

Suspicious login monitoring and alerting

Endpoint DNS defenses, to prevent PCs from 
accessing attack domains

Password managers and/or certificate pinning 
ǳǘƛƭƛǘƛŜǎ ǘƘŀǘ ŦƭŀƎ ǿƘŜƴ ŀ ǎƛǘŜ ƛǎƴΩǘ ǿƘŀǘ ƛǘ ŎƭŀƛƳǎ ǘƻ ōŜ

Security Training (Wombat / KnowBe4)



Crypto 
ransomware

Searches PCs for any files that look like user-
generated data, puts those files into an 
encrypted zip archive, and deletes the 
originals

Often employed by more sophisticated groups 
with specific agendas, targeting larger 
organizations

Especially in these situations, the crypto 
ransomware can be outfitted with self-
replication capabilities, enabling it to infect an 
entire network







Crypto 
Ransomware 
Defenses

Daily backups

Move all critical data off of self-hosted 
servers

Centrally-managed software updates and 
antivirus

High-grade Deep Packet Inspection

High-grade email security, such as Advanced 
Threat Protection, Barracuda, etc.



Domain 
squatting

.ǳȅƛƴƎ ŘƻƳŀƛƴ ƴŀƳŜǎ ǘƘŀǘ ŀǊŜ άŀŘƧŀŎŜƴǘέ ǘƻ ǘƘŜ 
target domain of Interest

Can be based on likely typos, different domain 
suffixes, common misspellings, etc.

Can be used to divert visitor traffic, publish 
misinformation, or for simple extortion

Famously, in 2001 Peta.org was purchased by a 
ǘǊƻƭƭ ŎƭŀƛƳƛƴƎ ǘƻ ōŜ ǘƘŜ ŦƻǳƴŘŜǊ ƻŦ άtŜƻǇƭŜ 9ŀǘƛƴƎ 
¢ŀǎǘȅ !ƴƛƳŀƭǎέ



goooogle.com



ussaa.com


