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Advanced Security Threats



Digital crime is a massive multinational indust
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Aiming for more security than your organizatic
needs generally makes you less safe

Some

Important

principles Perfect security is neither possible nor desiral
Security Is a core element of your organizatio
mission




What are folks mo

worried about?




wPoliticallymotivated attacks
wAttacks on specific infrastructure

wOften leverage extensive organizational
profiling and/or insider information

wAttacks follow predictable
patterns, but leverage
organizationspecific details
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wFinanciakpearphishing

wNontargeted phishing

wCrypto malware /
ransomware




Perhaps the most common attack targeting Ammofits at the
moment

. . Attacks range in sophistication from generic mass mailings to
P h 1S h 18 g / highly-tailored schemes incorporating significant background

. research on the target organization (including names of
B usiness leadership team; watering holes that staff tend to frequent, etc.)

Ema” Attacks often involve burner email accounts set up solely for the
purpose of facilitating this attack. More sophisticated attackers

CO m p rO m |S a will set up email address(es) that incorporate organizational info

Phishing emails increasingly come from valid accounts that
UNF RAUAZ2YIFIT aLIlyY OKSOlAYy3d g2y
SPF bypass tricks or true compromise of a trusted contact



E@‘_Flepl}f fE:{i Reply All Ef‘,Fnrward ':(:-J”'ﬂ 4% Go to IT Services Escalation
IT Services Escalation Thu 9/27

Fw: Account Verification

ﬂl Click here to download pictures, To help protect your privacy, Cutlook prevented automatic download of some pictures in this message, .

From: Administrators Team [mailto:ms-oxprotp@mssimple.apcprd0l.prdexchangpell.net]
Sent: Thursday, September 27, 2018 7:16 AM

To: HealthEquityValue {Healtthuitvvalue@m

Subject: Account Verification

Hi Healthequityvalue

Your account of healthequityvalue ill be disconnected frem sending or receiving mails from other users
because you failed to resolve errors on your mail.

Regards,
Microsft Security Team



2 Reply EaReply Al 3 Forward GEIM

VOICEMAIL <pendingvoicemail_nareply@simermeyer.onmicrasoft.com= Scheduling
Wmv received from (8328990209) (8328990209)
Retention Policy Junk Email (30 days) Expires 10/26/2018

ﬂThis itern will expire in 25 days, To keep this item longer apply a different Retention Policy.
Links and other functionality have been disabled in this message. To turn on that functionality, move this message to the Inbox.
This message was marked as spam using a junk filter other than the Cutlook Junk Email filter,
We converted this message into plain text format.

Hi scheduling@techimpact.org

You Have a New Voice Message
From: WIRELESS CALLER {317) 696-0438

Received: Wednesday, August 26, 2018 at 03:20 PM
Length: 00:13
To: scheduling@techimpact.org

Play Voicemail <https://tinyurl.com/y8mgcdyp? ?==++%4b%4b%4b%:>

Microsoft VMS J] 1)

Please consider the environment before printing this.



(5 Reply &2 Reply All 5} Forward GiS5iIM
ADMIMN <accountpayable@lakelandrx.com= no_user@admin. com Wed 8/26
Successfully Payment Confirmation -Wednesday, September 26, 2018

Retention Policy Junk Email (30 days) Expires 10/26/2013

oThis item wrill expire in 25 days. To keep this item longer apply a different Retention Policy.
Links and other functionality have been disabled in this message. To turn on that functionality, move this message to the Inbox.
This message was marked as spam using a junk filter other than the Outlook Junk Email filter,
This message was sent with High importance, "

You have a secure document via One Drive pending your signature,

View File <https://1drv.ms/w/s!Att] hAx49EmozK7 DUwhFoi3NvIM>

Your document is ready for download.

If you are having trouble signing the document, please visit the Help with Signing page on our Support Center.

<http://www.avg.com/email-signature?utm medium=email&utm source=link&utm campaign=sig-email&utm content=webmail>

Virus-free. www.ave.com <https://1drv.ms/w/s!Att]l hAx49EmezK7 DUwhFoi3NvM=>




Step 1:
Identlfy a Target

™ BRI

»

Organized crime groups target
U.S. and European businesses,
exploiting information available
online to develop a profile on

the company and its executives.

Stepiz:
Grooming

E-MAIL

From; Finance Director
SUBJECT: Initate Acquisition

Spear phishing e-mails and/or telephone calls target
victim company officials (typically an individual
identified in the finance department).

Perpetrators use persuasion and pressure to
manipulate and exploit human nature.

Grooming may occur over a few days or weeks.

*

*Note: Perpetrators may continue to
groom the victim into transferring more
funds.




Advanced Threat Protection anti
phishing rules

Mail processing rules that look for
iInconsistencies and flag them

PhiShing Remove staff emalil address from
Defenses your website

DKIM enforcement

Security training (Wombat /
KnowBe4)




Often powered by standardized
attack toolkits which are bought
and sold as commodities

Core
Infrastructure
spoofing
attack

Can be installed on any
compromised webserver
(especiallyWordpress Drupal)

Attacks often leverage corporate
branding, trusted service providers,
link shorteners other dirty tricks



RE: You have 6 Incoming Messages

MICROSOFT

Hi info@twoten.org

Attention: infol@tweten.org We Detected you have
[6] undelivered incoming emails on 21-Aug-
2018 this is because your account storage is full,

your action is required for them to be delivered

Kindly follow the self service instructions below to
rectify the issue:

Release Pending messa

Source: info@twoten.org Office365 Support

Microsoft respects your privacy. Please read our online Privacy Statement.
MicrosoftCorporation, One Microsoft Way, Redmond, WA 98052
Send us feedback,




2= Microsoft

info@twoten.org R

Enter password

Because you're accessing sensitive info, you need to verify your

password

Your account or password is incorrect. Try Again.

Forgot Password




Multi Factor Authentication

Suspicious login monitoring and alerting

I nfraSj[rUCtU re Endpoint DNS defenses, to prevent PCs from
SpOOfI ng accessing attack domains

defenses

Password managers and/or certificate pinning A
dzG At AUASa UKIFIU Ftl 3 gKSY

Security Training (Wombat / KnowBe4)




Searches PCs for any files that look like user
generated data, puts those files into an
encrypted zip archive, and deletes the
originals

Often employed by more sophisticated groups
Crypto with specific agendas, targeting larger

ransomware organizations

Especially in these situations, the crypto
ransomware can be outfitted with self
replication capabillities, enabling it to infect an
entire network
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r files will be lost
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JOOPpS, your fiies have been encryptea!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, If you don't pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn’t pay in 6 months.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am

SAMTE e M B e
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\ the tWO-Way BREAKING NEWS FROM NPR

AMERICA

Atlanta Working 'Around The Clock’ To
Fight Off Ransomware Attack

March 27, 2018 - 7:47 AMET

DOREEN MCCALLISTER

~— AT&T Live

Atlanta still feeling the effects of ransomware
cyberattack

B
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Atlanta's Computers Held Hostage, With A S50K Ransom

Officials in Atlanta say the city's computer systems
ransomware attack hit the city last week and locked

encryption.

Tasnim Shamma of member station WABE in Atlan|

STkt e e Wik o i ek (Bitcoinist notes, however, the city has "no plans” to pay up.) The FBI, Homeland Security, Cisco, and

Atlanta is being held hostage, by computer hackers who want more
than $50,000 in bitcoin to stop their siege. "This is much bigger
than a ransomware attack, this really is an attack on our
government," Mayor Keisha Lance Bottoms said at a Monday presser about the e-attack, per Reuters, adding,
"We are dealing with a [cyberhostage] situation." Bitcoinist reports the hack began Thursday morning, and it
has taken down Atlanta's online bill payment system from some remote location, says Bottoms, who's
staying mum over whether the ransom will be paid.
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Microsoft are all teaming up to help the city figure out what data has been breached and what steps to take

next in what Bottoms has deemed a "massive inconvenience," reports ABC News.

DAVID GOLDMAN/ASSQOCIATED PRESS
les caused by a cyberattack.

ty continues to operate despite ongoing troubles

ork last week.

Iyv’s computer network had been attacked by




Crypto
Ransomware

Defenses

Dalily backups

Move all critical data off of selfosted
servers

Centrallymanaged software updates and
antivirus

High-grade Deep Packet Inspection

High-grade email security, such as Advanced
Threat Protection, Barracuda, etc.
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target domain of Interest

Can be based on likely typos, different domain
suffixes, common misspellings, etc.

Domain

Squatting Can be used to divert visitor traffic, publish
misinformation, or for simple extortion

Famously, in 2001 Peta.org was purchased by a
GNREff OfFAYAY3I G2 06S UF
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Norton McAfee
m U SECURE"

GLIGKE TO WERIF

goooogle.com Windows 10 PC Repair

patented product
.- System Information:
.. YDL..IT machine i? t_:urrently rynning: Windows 1I?
Windows 10 Reimage Repair is compatible with your operating system
Compatible

St I't D | d Download Time: Under 1 minute
d ownloa Manufacturer: Reim
| B | Designed for: Windows ¥

\Vista, 7,8,818&10

Download the PC Repair Utility to scan and identify Windows Errors on Windows 10.
Update your PC and eliminate potential threats:

& Scan your PC for Windows errors with 1 click
® Remove Viruses and repair damage caused

® Eliminate all Malware from your PC

Click “Run” or “Save” Scan your PC for Free
button when dialog appears with one clickl
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