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Some 
important 
principles

Digital threats are everywhere, and getting worse

Digital crime is a massive multinational industry, 
which is constantly “innovating”

The biggest threats are the ones you’re ignoring

Security is a core element of your organizational 
mission

Perfect security is neither possible nor desirable



Spear
Phishing

Phishing is perhaps the most common attack targeting non-
profits at the moment. Once attackers know an organization 
is vulnerable to phishing, they will typically devote more 
effort to getting in – via more targeted attacks

Spear phishing incorporates significant background research 
on the target organization (such as names and phone 
numbers of  of leadership team)

Spear phishing attacks often involve burner email accounts 
set up solely for the purpose of facilitating this attack, often 
incorporating organizational info

Spear phishing emails often come from valid accounts that 
traditional spam checking won’t flag, courtesy of either 
clever spam-checking bypass tricks or true compromise of a 
trusted contact





Spear 
Phishing 
Defenses

Mail processing rules that flag or block 
external mail masquerading as internal 
mail

Remove staff email addresses and phone 
numbers from your website; have staff do 
the same to their social media profiles

DKIM enforcement 

Security training (Proofpoint/ KnowBe4)



Phone 
number ID 
theft

Phone numbers have become digital IDs and
means for verifying those identities

Many highly-sensitive sites rely on only phone 
verification for both MFA and password resets

Mobile providers will not verify identity in a 
robust way before performing a SIM 
replacement

3rd-party billing fraud





Phone 
number 
defenses

Link sensitive accounts exclusively to a 
dedicated non-public phone number

Set up a virtual phone number using 
Google Voice or a similar service, and 
protect it with MFA

Treat your mobile phone number like a 
Social Security number, and do not share 
it casually

Ask your wireless provider about 
establishing a security PIN (while keeping 
your expectations low)



IoT / core 
infrastructure 
hijacking

Many network-connected devices can accept 
remote logins, or be tricked into sending out 
bogus requests

Many IoT and core infrastructure devices are 
deployed without changing default credentials 
or remote access settings

Few IoT / core infrastructure devices are 
updated as frequently as they should be 

Potentially-vulnerable devices include routers, 
cameras, doorbells, printers, TVs, thermostats, 
smartlocks, etc.





IoT / Core 
Infrastructure 
defenses

Don’t deploy more gizmos than you 
really need; each extra device is one 
more thing to keep updated

Maintain a robust border firewall device 
whose firmware is kept up-to-date and 
whose rules are routinely audited

Check for and promptly apply new 
firmware updates for all IoT / network-
connected devices



Crypto 
ransomware

Searches PCs for any files that look like user-
generated data, puts those files into an 
encrypted zip archive, and deletes the 
originals

Often employed by more sophisticated groups 
with specific agendas, targeting larger 
organizations – especially local government 
agencies

Crypto ransomware is typically deployed via 
self-replicating worms that automatically 
infect every PC on the same network as the 
point of entry





Crypto 
Ransomware 
Defenses

Daily backups and isolation of critical systems

Move all critical data off of self-hosted 
servers

Centrally-managed software updates and 
antivirus

High-grade Firewall with anti-malware 
subscription

High-grade email security such as Advanced 
Threat Protection, Barracuda, etc.



Physical 
attacks:
Doxing, 
SWATing, 
and stalking

Leveraging publicly-available 
information to harass, intimidate, 
or extort

Most prevalent in contentious 
spaces, but can happen anywhere 
trolls live

Can be enormously dangerous and 
destructive





Physical
Defenses

Sanitize social media profiles, removing 
any real-world location information for 
staff and their family

Don’t provide full staff profiles on your 
website – and particularly omit detailed 
biographical info

Consider subscribing to identity 
protection services

Talk to friends and family about what 
could happen if a stalking campaign 
begins



Domain 
Attacks

Most DNS registrar accounts are not protected 
with MFA

Few organizations have Registrar Lock directives

Making changes to DNS records is often 
sufficient to “prove” ownership of a website or 
cloud services account

Many organizations don’t even have direct 
admin control over their own DNS records



Domain 
Defenses

Registrar locks

Multi Factor Authentication 
for DNS Registrar admin login

Auto-renewal

Endpoint DNS protection (eg
Cisco Umbrella)



Supply 
Chain / 
Watering 
Hole Attacks

Rather than attacking a target directly, attack a 
commonly-used resource that’s easier to 
compromise

Compromise the software production process, 
so that exploit is pushed out as part of a 
normal, signed update

Forbes.com’s “Quote of the Day” was hijacked 
in 2015, with the end goal of attacking visitors 
from financial and defense firms





Supply Chain 
Defenses

Centrally-managed software updates 
that operate on a short delay

Careful vendor vetting

Lobby Congress

Keep your fingers and toes crossed



What did I miss?  Any 
favorite horror stories?



What are folks most 
worried about?



Thanks – and good luck 
out there!

jordan@techimpact.org


