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NETWORK SECURITY

Prevent Breaches, Protect Assets from the Inside Out

With almost every device connected to the internet, concern around protecting your network
and data is at an all time high. You cannot afford to risk unauthorized access or compromise
the integrity of your systems. Let ComSource security experts help you prevent breaches
before they occur.

ComSource Preventative Network and CyberSecurity Solutions

Every company needs a detailed security approach to prevent data or network breaches.
We can help you ensure that the correct people, defined processes and effective hardware
& software are in place to protect the integrity of both your data and systems. Our trained
professionals will:

« Define policies to establish and maintain network security procedures.

« Conduct vulnerability tests to identify risk areas in your IT infrastructure.
» Deploy required software and hardware to harden your systems.

« Guide and mentor IT staff to recover from any breach.

63% of confirmed data
breaches involved leveraging The average cost to identify
passwords which were left as and recover from a data

the default, easy to guess, or breach is $3.79M.*
stolen*

*Swimlane, Security Operations Weekly, 2016

The ComSource Difference

We serve clients with the utmost dedication by cutting through the noise to find products

and design solutions that empower your business. Our vendor certified staff has a passion for
technology, and adds such significant value that our customers stay with us for decades, and take
us with them when they change roles.

About ComSource

« Headquartered in Upstate New York.

« Hundreds of satisfied customers in all 50 states.

« Best-in-class customer service, leading edge technology backed by vendor certification.
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SECURITY PREVENTION
OFFERINGS

SECURITY RECOVERY
OFFERINGS

Be proactive in preventing breaches by
having the right policies, procedures and
solutions in place before an attack.

Minimize loss and quickly mitigate any
breach with the help of our security
response team.

Policy Development and Audit

We collaboratively document a

defined roadmap to secure your entire
infrastructure including procedures for
staff, networks, data and applications. Once
outlined, our staff will conduct periodic
audits to ensure compliance with those
policies.

Vulnerability and Penetration
Check

Your network will be tested for potential
vulnerabilities through proactive,
controlled attempts to exploit gaps or entry
points. Exposed gaps will be addressed
with suggested remediation and proposed
software/hardware solutions.

Personnel Security Training

To ensure your team can take ownership
and maintain the security policy roadmap,
our experts will mentor and train the
appropriate staff so they avoid risk and
promote security best practices.
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Incident Response

When a breach is detected or even
suspected, ComSource will deploy
resources to quickly isolate the
compromised asset from the network.
We know how important it is to save any
evidence that may link or identify the
intrusion source. That team will then
quickly clean up effected systems and
restore any lost data or outages.

Image Retention

After a breach, people both inside

and outside of your organization will

have many questions. Our experts

use experience to help craft clear and
accurate communications that explain the
occurrence in such a way that informs, but
also maintains the confidence and integrity
of your company’s brand image.
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