
Be a GDPR HERO with Pepper



From 25th May 2018, General Data 

Protection Regulations – or GDPR – comes 

into force. You’ll hear about this a lot. Because 

it’s kind of a big deal. it’s designed to modernise  

the UK’s data protection laws for the digital age.

The Bill will align UK law with the EU’s forthcoming 

GDPR and replace the existing Data Protection Act. 

The Bill is a complete data protection system. 

It looks like WE’RE gonna  

need some help!

We need to get the facts fast...
source: https://ico.org.uk/



What is the GDPR?
The General Data Protection Regulation (GDPR) is a binding legislative act 
from the European Union for the protection of personal data. The Regulation 
tackles the inconsistent data protection laws currently existing throughout 
the EU’s member states and facilitates the secure, free-flow of data.

Why do you need to know about it?
As of April 2016, businesses have been preparing for the 
legislation coming into effect on 25th May 2018. Although we are in 
the process of leaving the EU, working towards GDPR compliance 
remains crucial.

If you fail to comply with the regulation your company could 
face fines of up to £17 million or 4% of global turnover and your 
company reputation damaged beyond repair.

From 25th May 2018, General Data Protection Regulations  
– or GDPR – come into force. 

25
2018

source: https://ico.org.uk/



What about 
brexit?
Despite the vote to leave the EU, UK 
businesses must continue to work towards 
GDPR compliance. Not only has the 
government stated that it is good business 
practice to do so, but the legislation applies 
to all business working within the EU and 
with EU data. Bringing EU law into our 
domestic law will ensure that we help to 
prepare the UK for the future after we have 
left the EU.

source: https://ico.org.uk/



Do I require opt in 

consent for all my 

Direct Mail Campaigns? 

if the person or organisation you’re targeting asks to be taken off your 

mailing list, you must comply with their request. There are no exceptions 

to this rule, and if you fail to comply, they can apply to the courts for an 

order against you under section 11 of the Data Protection Act.

NO! Direct Mail 

requires all mail pieces 

to hold clear opt out 

instructions for the 

recipient only.

source: https://ico.org.uk/



The processing of personal data for direct marketing 
purposes may be regarded as carried out for a 
legitimate interest.

Do you have a relationship?
Weigh up the legitimate interest of the organisation 
with the rights of the consumer Provision of 
unsubscribe or opt-out normally satisfies test

So I don’t require 
consent and I can 

legally rely on legitimate 
interest for my direct 

mail marketing? 
 Yes 

 



How do I prove  

the legitimate 

interest of my 

data? 

1. Identify a Legitimate Interest
Direct marketing, Profiling, Web analytics

2. Carry out a Necessity Test
Is there another way of achieving the interest?

3. Carry out a Balancing Test
• The expectations of the individual
• The impact
• Safeguards

Useful Guide: ‘Legitimately Using Legitimate Interest’  

DPN Guidance www.dpnetwork.org.uk/

The 3 stage test



Biggest change with the GDPR standard!

“Arguably the biggest change within GDPR compared to 
the current data protection act is around accountability. 

The new legislation creates an onus on companies to 
understand the risks that they create for others, and 
to mitigate those risks. It’s about moving away from 
seeing the law as a box ticking exercise, and instead 

to work on a framework that can be used to build a 
culture of privacy that pervades an entire organisation.” 

John Mitchison - DMA



“data controller” means a person who 

(either alone or jointly or in common with 

other persons) determines the purposes for 

which and the manner in which any personal 

data are, or are to be processed.

“data processor”, in relation to personal 

data, means any person (other than an 

employee of the data controller) who 

processes the data on behalf of the data 

controller.

Data ProcessorData Controller
(You) (Pepper)

Who is responsible for 

data security and evidence 

of valid consent?

Answer 

– Both the data controller 

and the data processor is 

responsible for the security  

and consent of data.  

source: https://ico.org.uk/



  
“With great power... 

  ...Comes great responsibility”

 
- After receipt of opt out 
instruction,  it is good practice 
to acknowledge the request and 
confirm that the marketing will 
stop within 28 days

7. Take responsibility 

 
– Data should be retained for as long as 

the originally intended process requires

6. Retention of data
– Systems and procedures with 
audit records and data maps 
must be demonstrable

5.  Demonstrate 
compliance   

Direct Marketing Principles:

- Organisations must 
process personal data 
fairly and lawfully. 

2. Be Fair & 
Lawful

- data must be collected 
for a specific authentic 
purpose 

3. Be Authentic

 - a marketing list which 
is out of date, or which 
does not accurately 
record people’s marketing 
preferences, could breach 

the DPA

4. Be diligent 
with data

 
- Organisations must 
only collect personal 
data for specified 
purposes, and cannot 
later decide to use it 
for other ‘incompatible’ 
purposes

1. Respect              
Privacy
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What is  
personally 
Identifiable 
information? 

 
(PII) or  

sensitive personal 
information (SPI), is 

information that can be 
used on its own or with 

other information to identify, 
contact, or locate a single 
person, or to identify an 

individual in context. 

For example; Names addresses, email addresses, phone numbers, 

genetics photos, biometrics, IP addresses, GEO-tracking data, browser 

cookies, sickness records, salary, weight, height, DOB, education etc

source: https://ico.org.uk/



If you would like one of Pepper’s GDPR hero’s to help you with a GDPR audit then 

please contact us today and we will happily help you on the journey to compliance.

Data subject rights just in• The right to correct the data• The right to erase data•  The right to have data in a  portable usable electronic format
• Ability to restrict processing• Able to object to any processing• Able to object to automated profiling 

What rights do data 

subjects have?

source: https://ico.org.uk/



I said  
no! 
 

People have the right to ask you to 
stop marketing to them.
 
On printed mailers, provide clear 
transparent instruction in order for 
people to take action and to stop 
receiving marketing material.
 
Direct Mail Opt-out examples: Telephone 
number to call, email address or a link 
to visit. This will allow the person to 
be removed from your data lists.
 
Stop! Make sure you don’t wait until 
May 2018 to start doing this - make 
sure your next direct mail campaign 
complies.

Really important! – Keep a ‘do not contact’ list. Once someone 
has opted out, it’s critical you stop sending marketing to them 
or you will be in breach of regulation and will face large fines.

What about marketing Email?
Make sure marketing emails tell people how to unsubscribe. That 
could be saying ‘reply with “unsubscribe” in the subject’. Or make it 
easier, with a link to click. source: https://ico.org.uk/



Customer Engagement

75% of consumers “expect organisations  
to understand their individual needs”

40% of consumers stated they’d be less likely to buy 
from a company who sends them multiple communications 

that are irrelevant and don’t meet their needs

59% of consumers said they would unsubscribe from 
that company’s content if the offers they receive are 

irrelevant to their needs and preferences
Sources: IBM survey, http://www.mycustomer.com/feature/data/importance-building-data-driven-marketing-strategy/169669; Boxever survey “Grounded by Untargeted Marketing”, 2015



How do I ensure that my DM is not perceived as junk mail?

Answer - Let Pepper suppress your data against the mailing 

preference service (MPS). Speak to our sales consultants 

for more information about this. 

How do I ensure that my data is clean and up to date? 
Answer – Run a complimentary data audit of your 

customer data to ensure GDPR compliance

source: https://ico.org.uk/source: https://ico.org.uk/



WOW!  
Pepper do have
the best Data

security 
 

Data securely stored on 5 TB SAN 

Biometric Access Security

256-AES Password Protection

Firewall security – 2 x TZ500  

Sonicwall devices

256-AES Secure upload facility

Virgin Leased Line 100Mb / BT Leased Line 

100Mb / Virgin WAN 200Mb INTERNET

PEPPER

Data Security

STATS



We have merely scratched the surface 
with this quick insight into the top 
GDPR highlights that you must 
consider whilst preparing your direct 
marketing strategies.
 
There is a lot to do and a large 
mountain to climb, fortunately for 
you, we have already climbed this 
mountain and we are standing at the 
summit ready to help you guide your 
business to the top.  Contact one of 
our GDPR consultants today and we 
will offer you the best marketing 
advice and guidance to steer you 
positively in the right direction helping 
you to ensure GDPR compliance.



web

EMAIL

web

EMAIL

London | Bristol | Plymouth

Telephone: 0845 0 60 30 50
Email: hello@pepper.co.uk

Web: www.pepper.co.uk

Pepper HQ
Pepper Communications Ltd

Beechwood Way
Langage Science Park

Plymouth Devon
PL7 5HH

HELLO
Could  lead to a 

A Simple

Welcome to 
Pepper

 Million things

If you have a project you would 
like to discuss please don’t 
hesitate to get in touch
TELEPHONE  0845 0 60 30 50

Disclaimer: This is not legal advice for your company to use in complying with EU data privacy laws like the 
GDPR. Instead, it provides background information to help you better understand the GDPR from a direct 
marketing perspective. This legal information is not the same as legal advice, where a lawyer applies the 
law to your specific circumstances, so we insist that you consult a lawyer or suitable legal representation if 
you’d like advice on your interpretation of this information or its accuracy. In a nutshell, you may not rely on 
this as legal advice, or as a recommendation of any particular legal understanding.

mailto:hello%40pepper.co.uk?subject=Hello%20Pepper
https://pepper.co.uk/
https://www.facebook.com/PepperComms
https://twitter.com/PepperComms
https://www.linkedin.com/company/pepper-communications-ltd



