
Dark Cubed would like to extend a special Òthank youÓ to the team at GreyNoise. 
The data developed by GreyNoise provides valuable insight into the noise of the 

Internet and was heavily utilized by Dark Cubed to prepare this report.

ABOUT THIS REPORT
This report represents a Þrst of its kind. We analyzed 
network trafÞc from Þrewalls deployed at globally 
distributed Managed Service Providers (MSPs) to get an 
accurate perspective about the level of threat faced by 
these critical service companies. The results are gravely 
concerning. After months of careful analysis, it is evident 
that there are multiple active campaigns revealing a 
deliberate, systematic, and ever-increasing barrage of 
attacks launched against MSPs by malicious actors and 
criminal organizations. The answers provided by the 
security community to date are woefully insufÞcient; 
spending more money is not the answer. It is time to wake 
up to the reality that we have entered a new era of cyber 
risk in which the gatekeepers are under siege, and once 
they fall, their clients are easy prey.
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- Anonymous MSP CEO

ÒThe rate of attacks on our customers is unlike 
anything I have ever seen and is getting worse. 
We are committing a signiÞcant amount of time, 
energy, and money to keeping our customers 
safe, but we are Þghting a losing battle.Ó
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We are in a new era of digital risk. In the United States, over 40,000 MSPs serve over 
64% of the Small and Medium Business (SMB) market [1]. As criminal actors grow more 
sophisticated, it is becoming increasingly clear that they are picking out targets that give 
them a bigger return on their investment of time and energy.  MSPs are being targeted 
as a result. When an attacker exploits one MSP, they have the potential to access the data 
that every customer of the MSP maintains with little to no extra work. The FBI and U.S. 
Department of Homeland Security have repeatedly warned MSPs and their technology 
platform providers about such attacks. If an MSP is compromised by ransomware or 
another cyber attack, their end customers will also be compromised.

Our platform automatically collects anonymized network data for analytics, and we 
decided to explore this data to see what we could learn about the present and growing 
threat against MSPs and their customers.  Based on our Þndings, our CEO, Vince Crisler, 
described this as a Ònew era of cyber risk.Ó  He expounded: ÒWhat we are seeing today is 
a level of organization and sophistication that we have previously not seen from 
malicious actors focused on MSPs."

100% of the MSPs we studied were directly targeted and attacked.  This number 
cannot be overstated. There are active, systematic, and purposeful attacks underway to 
gain access to MSP networks and the networks of their customers. These attacks are 
launched from around the globe and from all of the major cloud service providers.  Many 
attacks can likely be traced back to both nation-state actors and criminal syndicates, 
although attribution is not the purpose of this report.  As a result, geofencing and 
singling out certain nation-states is not enough to protect against malicious attacks. It 
takes a far more robust security solution than simply pretending that part of the world 
doesnÕt exist.

Common remote access tools increase risk.  Remote access tools used by MSPs to 
support their customers present the greatest risk to a network due to the number of fatal 
vulnerabilities associated with this functionality. Last year we saw countless MSPs 
compromised through Remote Desktop and Remote Monitoring and Management 
(RMM) tools commonly used to manage their client's networks. Huntress Labs performed 
great work in 2019 proving RMM tools were being weaponized for ransomware delivery 
[2], and reports from news outlets, such as Reuters [3], articulate that nation-state 
hacking against cloud and managed service provider infrastructures are on the rise.

EXECUTIVE SUMMARY
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[1] https://www.comptia.org/content/guides/comptia-buying-guide-for-managed-service
[2] https://www.reddit.com/r/msp/comments/c2wls0/kaseya_weaponized_to_deliver_sodinokibi_ransomware/
[3] https://www.reuters.com/investigates/special-report/china-cyber-cloudhopper/
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Attackers target MSPs for one simple reason.  Gaining access to an IT service 
providerÕs network grants trusted access to their client networks. From a hacker's 
perspective, spending a few days penetrating an MSP and gaining access to dozens or 
hundreds of customers is a far more efÞcient use of time than attacking small and mid-
sized business companies directly. As we move into 2020, we fully expect this trend to 
continue and the pace of attacks to increase rapidly.

MSPs are overwhelmed.  Although MSPs and their software providers have generally 
improved their defenses as a direct result of the increased attacks seen in 2019, 
successful exploits have continued.  The MSP industry now faces a Òcrisis of credibility,Ó 
and the daunting task of walking the line between communicating their cybersecurity 
value proposition while not proposing cost increases that cause their customers to 
explore other service providers' offerings.

To put this in perspective, a single MSP we examined was attacked by a botnet consisting 
of nearly 20,000 unique IP addresses, representing 149 individual countries and 3,607 
different organizations. Once you understand the effect of the volume and intensity this 
targeting has on an MSP, it becomes clear that one mistake, one misconÞguration, could 
prove fatal.
 
Fighting a losing battle.  A cyberattack on one MSP is devastating for all MSPs. This loss 
of conÞdence and credibility cripples the industry and hurts business for all in the 
channel. A 2018 CompTIA report reports that 64% of small businesses were using one or 
more IT services from one of the 40,000 MSPs in the United States. According to one 
MSP CEO, who wished to remain anonymous, ÒWe are Þghting a losing battle.Ó

Managed service providers must reorient their 
business strategies to reßect the fact that they are 
now operating in an environment where any 
mistake, any error in a network conÞguration, is 
likely to result in a breach.



THE MSP CHALLENGE
MSPS ARE UNDER CONSTANT ATTACK BY MALICIOUS ACTORS

MSPs are increasingly under deliberate and systematic 
attacks by malicious actors and criminal organizations. 
The average MSP manages the networks of dozensÑif 
not hundredsÑof smaller businesses. From an attackerÕs 
standpoint, compromising one MSP is like getting an all-
access pass to thousands of small and medium 
enterprises. Attackers are leveraging stolen credentials, 
malware implants, and phishing attacks to inÞltrate MSPs 
and, by extension, their clientsÕ networks. A successful 
attack can have wide-reaching effects that impact the 
MSP Þrst and then ripple out to the MPSÕs clients, 
eventually impacting the customers of those clients.

ZDNet described one alarming example of such attacks 
in a recent article [1]. Hackers were able to gain access to 
remote access tools used by MSPs, which they then used 
to spread ransomware to the MSPÕs end clients. Other 
organizations are reporting that hackers are weaponizing 
RMM tools to deliver ransomware. It is abundantly clear 
MSP networks represent the Þrst and most important line 
of defense when it comes to protecting their clients.

In another report, Huntress Labs discovered that RMM 
tools were being weaponized for ransomware delivery 
[2]. To make matters worse, we continue to see 
disturbing reports from news outlets such as Reuters that 
nation-state hacking against cloud and managed service 
provider infrastructures are on the rise [3]. There can no 
longer be any doubt that if you are one of the more than 
40,000 MSPs in the US and over 60,000 MSPs globally, 
then you are being targeted by sophisticated attackers.

Throughout our rapid growth over the last year, we have 
had many detailed discussions with an increasing 
number of MSPs who are well aware of this threat.  
Unfortunately,  their hands are tied by the cost and 
complexity of traditional cybersecurity solutions in the 
market today. The average security solution can take 
hours to deploy, weeks to learn, and months to reach full 
efÞcacy. 

To put it bluntly, if you are an MSP supporting the IT 
infrastructure of a small business with operating 
expenses that are stretched to the limit, it is nearly 
impossible to convince your customers to double or 
triple their spending to get a basic level of security. 

Try explaining to a customer who just invested in a 
Þrewall, that although they are better protected than 
they were before, their new Þrewall is not going to 
protect them from persistent attackers. While people 
might try to argue with this statement, it is clear from 
looking at any large enterprise that has invested 
hundreds of thousands of dollarsÑor even millionsÑinto 
security infrastructures; they donÕt expect a Þrewall to 
provide a clear line of defense. Instead, they make those 
investments to augment already existing Þrewalls with 
additional analytics, log aggregation, threat intelligence 
integration, and for human analysts to parse alerts and 
ÒhuntÓ for threats. Deploying a Þrewall without regularly 
updating the rules,  tuning the conÞguration, and 
monitoring operations is functionally useless over time.  
As time goes on, the security provided will degrade until 
the Þrewall's only value is a false sense of security.

MSPs require an effective, easy to operate, rapidly 
deployable system that can provide immediate 
interaction with the Þrewall to counter emergent threats.

[1] https://www.zdnet.com/article/ransomware-gang-hacks-msps-to-deploy-ransomware-on-customer-systems/
[2] https://www.reddit.com/r/msp/comments/c2wls0/kaseya_weaponized_to_deliver_sodinokibi_ransomware/
[3] https://www.reuters.com/investigates/special-report/china-cyber-cloudhopper/
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RECOMMENDATIONS
A FEW COMMON SENSE RECOMMENDATIONS FOR MSPS
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This report represents a unique view of the current state of cyber security threats being faced by MSPs on a daily basis. 
By focusing on real network trafÞc and documented, repeatable analysis, we have provided one of the starkest views 
into the level of attack these networks are facing.

Remote Access: Place all remote access capabilities behind a VPN that utilizes two-factor authentication.  If using 
an RMM tool, require the use of two-factor authentication on all accounts.  If the RMM provider doesnÕt offer two-
factor authentication, switch providers.

Password Management: Organizational password policies should be applied to MSP accounts and customer 
accounts. These policies include complexity, limiting reuse, lockout, and logging.  Educate all users to not utilize 
the same password across accounts.  Consider the use of a password management tool that can be protected 
with a complex password AND two-factor authentication.

Service Accounts: Use service accounts for MSP agents and services. If an MSP requires the installation of an 
agent or other local services, create service accounts for this purpose. Disable interactive logon for these 
accounts.

Manage Access: Restrict MSP accounts by time and/or date. Set expiration dates reßecting the end of the 
contract on accounts used by MSPs when those accounts are created or renewed. If MSP services are only 
required during business hours, time restrictions should also be enabled and set accordingly. Consider keeping 
MSP accounts disabled until they are needed and disabling them once the work is completed.

Network Architecture: Use a network architecture that includes account tiering so that higher-privileged 
accounts will never have access or be found on lower-privileged layers of the network. This keeps EA and DA level 
accounts on the higher, more protected tiers of the network. Ensure that EA and DA accounts are removed from 
local administrator groups on workstations.

Threat Analytics: Implement a robust threat analytics capability that integrates threat intelligence from multiple 
sources on the MSP network and the networks of MSP customers to detect changes in the threat environment.  
Utilize tools such as GreyNoise to reduce analyst fatigue from noisy threats.

Government Reporting: Monitor reports published by government sources, such as the National Cybersecurity 
and Communications Integration Center (NCCIC) within the Department of Homeland Security (DHS) 
Cybersecurity and Infrastructure Security Agency (CISA).  For example, TA18-276B covers Advanced Persistent 
Threat Activity Exploiting Managed Service Providers.  This report can be found here: https://www.us-cert.gov/
ncas/alerts/TA18-276B

The Þndings of this report make it clear that managed service providers must reorient their business strategies to 
reßect the fact that they are now operating in an environment where any mistake, any error in a network conÞguration, 
is likely to result in a breach.  Below are a few recommendations for MSPs to consider when implementing security 
programs for their networks and the networks of their customers.  This list is not intended to be complete, rather as a 
quick reference guide.  For a complete security program, refer to the Cybersecurity Framework published by the 
National Institute of Standards and Technology (NIST).
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If you made it all the way to the end and are still reading 
this, then thank you for your time and support.  We know 
the volume of noise in the cyber security market can be 
overwhelming, and the fact that you stuck with this report 
to the end means something!

If you have any feedback, comments, or questions on this 
report, please let us know by contacting us at 
info@darkcubed.com .

Follow us on Twitter at @darkcubedcyber to stay up to 
date on future reports and other cyber security-related 
updates.

THANK YOU!




