
Support Reminder—the 
Desktop Short Cut 

Have you ever clicked on the 

Link High ”24x7” 

logo on the “hidden 

icons” tab on your desk-top? It’s 

ok, go ahead, click it.  

This is the quickest way to get a 

ticket to our support team. By 

using the “Create Service Ticket” 

option, it creates an email 

directly from you to the support 

desk. The cool feature “Attach 

Screenshot” lets you easily send 

what the issue is without having 

to copy and paste anything. You 

can also tag the ticket with the 

appropriate “Importance” level.  

“Messaging and Tickets” will 

show the status of any open 

tickets you have, don’t forget to 

hit “Update Status.” This feature 

is neat because you won’t have 

to search through emails to find 

the service ticket updates.  

The other options let our tech 

remotely view your computers 

and the up-to-date info on your 

machine. If you click on “Update 

Inventory” nothing will happen 

from your view, that is for our 

techs to remotely monitor your 

computer.  

You can always call, email  

support@linkhigh.com, or go 

through the customer portal 

but the desktop shortcut will 

save you a little time when you 

need to contact us.  

Storms Don’t Just Happen in the Winter—

Back Up Power Options 
This past winter and continuing into spring, the Northeast and other parts of the 

U.S. saw weather patterns that were unusual compared to the past few years. 

Heavy snows and damaging winds led to power outages and road closures. Just 

because the temperature is starting to warm up, it doesn’t mean it’s smooth 

sailing from here on out. Armchair meteorologists will say that the summer could 

have its own share of crazy weather.   

The hot summer months could prove disastrous with damaging 

thunder and lightning storms, as well as the possibility of 

hurricanes making their way up the Atlantic coast.   

Here are some of the items you may want to consider:  

Shutting Down Workstations / Servers  

If you’re prone to outages and know your organization doesn’t need to work over 

the weekend and you don’t need your workstations or servers running, you may 

want to consider shutting them down to avoid issues. Always check with us before 

doing this, since you might have backups or patch maintenance scheduled.  

Make Sure You’re Backed Up  

If you don’t have a managed backup solution, make sure that you do a manual 

backup before the storm. If you don’t know how to do this, contact Link High. If 

doing this manually seems risky (and it is!), you may want to consider a managed 

backup solution so you know all your important data is being backed up on a 

regular basis.  

Check Your UPS Battery Backups Ahead of Time  

A UPS battery (uninterruptible power supply) is an electrical apparatus that 

provides emergency power to your critical infrastructure when the main power 

source fails. These devices are a must have for any power outage. First, you’ll want 

to have your UPS battery backups in place. Second, you’ll want to make sure they 

are still working well before the storm hits in case you need to order new ones. If 

you don’t have UPS backups in place, please let us know.  

Take Your Phone Capabilities with You  

If you have a phone solution that you can take home, find out how to set it up 

before you need it at home. Even better, VoiP (voice over internet) gives you the 

freedom to use your work phone over any internet connection or even a cell 

phone.   

Know How to Remote Access the Company Network  

If your company has a VPN (virtual private network), learn how to use it while 

you’re still in the office so there are no issues once you are attempting to access it 

from outside the workplace. Most companies maintain VPNs so that employees 

can access files, applications, printers, and other resources on the office network 
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without compromising security. There are many other advantages to having a VPN. If your company doesn’t have a 

VPN, you may want to consider setting one up in the future.  

Know How to Access Your Company Email  

Some folks do leave work at the office. You might not have had the need to check your work email remotely 

before. Learn how to access your company email, if possible, by your mobile phone, pc, laptop, or via an online 

portal while you’re still in the office, so you can do so without a problem when you try to work from home.  

Know ALL Your Passwords!  

Your office computer may have all your passwords saved but if you are working remotely, you will have to know 

all the necessary passwords for different applications. You don’t want to go through the hassle of resetting all of 

them, or worse yet, being locked out.  

This list can get your business started when it comes to prepping for the potential of summer storms or other 

unexpected office outages, however always be sure to check with Link High for specific instructions on what to do.  

 

Security Awareness Training—What It Means for a Company and 
It’s Employees 
Firewalls and virus protections are necessary technical controls needed to keep your business safe from 

cyberthreats but an added layer of protection are administrative controls. Businesses of all sizes and industry are 

enrolling their employees in security awareness training to provide an extra level of defense.   

Simply put, security awareness training is geared toward enhancing end users to recognize the different ways 

malicious actors try to gain access to an organization’s network or data. And if you haven’t been reading the news 

lately, there are weekly reports of ransomware and malware attacks. 

Simulating Phishing  

An extensive library of Simulated Phishing Emails will test and re-test employees’ ability to spot fake emails. 

Phishing emails are scams that encourage a user to click through to a malicious website or unknowingly download 

malware on a computer or system.  
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Helping Out—Laptop 
Upcycle 

We have gotten to know the co

-founders of Laptop Upcycle at 

a tech resource committee we 

belong to. They turned a great 

idea into a reality.  

The organization collects, 

refreshes, and distributes 

hardware to students who need 

these tools to succeed in 

school. Some public school 

students do not have access to 

the technology and hardware 

they need to learn, and Laptop 

Upcycle's mission is to 

eliminate technology 

impediments, regardless of a 

family's income level. 

If you’re worried about info on 

your device, Laptop Upcycle 

wipes the contents of the hard 

drive of any donated device 

before installing open use 

software for internet access. We 

use industry standard software 

to completely wipe your data 

and issue you a certificate of 

data destruction with every 

donation.  

If you would like to donate any 

laptops, Macbooks, or Google 

Chromebooks in good working 

order, check out more about 

them here. 
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Phishing attempts are getting better and better. No longer content with the 

requests from an African prince asking you to wire them money, hackers are using 

logos and deceptive URLs to get you to click around.  

Scam emails are getting increasingly hard to spot, but there are ways to train 

employees to not click on suspicious emails. A reporting feature will let you see 

how your organization performs over a period of time and multiple simulated 

phishing tests.  

Training Programs 

The fully interactive training modules and videos will take you on a tour of different 

threat landscapes to show you the most common ways bad guys try to trick you. 

Real world scenarios show strategies and techniques hackers use to take control of 

your computer system. Learn how to spot red flags in emails and social 

engineering attacks. 

Training topics include Handling Sensitive Info, CEO Fraud, Basics of Credit Card 

Security, Creating Strong Password, and Mobile Device Security and more. 

Compliance 

For financial and healthcare organizations, there are compliance aspects to security 

awareness training. In order to meet compliance standards, proving that 

employees have had security training is an important part of meeting auditor’s 

requirements of training history. There are several training modules that are 

specific to GLBA, GDPR, and HIPAA regulations, and will ensure that employees 

understand the importance of handling sensitive information, such as Personally 

Identifiable Information, Protected Health Information, and Credit Card data. 

Find out More 

Link High offers the KnowBe4 security platform and highly recommends their 

program. This area of cybersecurity is so significant that the Link High staff under-

goes the same training that we offer our customers. 

The great part about signing up for this training is that Link High custom creates a 

training program that fits your organization’s industry needs. Complete with 

modules, video training, and phishing email campaigns, 

employees become more aware and adept at spotting 

potentially harmful security breaches. 

For clients that sign up before June 30, we will waive the $300 set up fee.  

Email Pavitra or call at (973) 659-1350 x107 for more info. 

 

From the FBI—Foreign Cyber Actors Target 
Home and Office Routers 
The FBI recommends that any owner of small office and home office routers reboot 

these devices. Foreign cyber actors have compromised hundreds of thousands of 

home and office routers and other networked devices worldwide. The actors used 

VPNFilter malware to target small office and home office routers. The malware is 

able to perform multiple functions, including possible information collection, 

device exploitation, and blocking network traffic. 

Technical Details 

The size and scope of the infrastructure impacted by VPNFilter malware is 

significant. The malware targets routers produced by several manufacturers and 
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Follow Us! 

 

network-attached storage devices by at least one manufacturer.   

Threat 

VPNFilter is able to render small office and home office routers inoperable. The 

malware can potentially also collect information passing through the router. 

Detection and analysis of the malware’s network activity is complicated by its use 

of encryption and misattributable networks. 

Defense 

1. Reboot your routers. Just unplugging and powering back on will temporarily 

disrupt the malware and aid the potential identification of infected devices.  

2. Disable remote management settings on devices. 

3. Update passwords (or use an alphanumeric passphrase and enable encryption 

if possible.  

4. Network devices should be upgraded to the latest available versions of 

firmware. 

And as always, contact us if you have any security questions!  

 

 

Meet Our New Team Member 

Rob Anderson is the newest member of our growing 

technical support team. He joins us with extensive IT 

experience as a field engineer, consultant, and senior 

systems engineer. One of the many skills he brings to the 

Link High team is experience in different industries 

supporting small to mid-size businesses.  

Outside of work, he enjoys spending time with family and friends and loves the 

outdoors, especially camping, hiking, fishing, and dirt bike racing. And if you have 

an aquarium or pinball question, he is the guy to call!  But most impressive is his 

volunteer work with the NJ State Veterans’ home. We’re excited to have Rob on 

board and say hi if you get him on the phone. *Not pictured: favorite Lynyrd  

Skynryd t-shirt. 

 

Link High Tech Digest 

With all the great content shared on different social media sites, there are always a 

few articles that you never have time to get back to.  Here are a few of our favorites 

from the past month.  Call it the Link High Internet Reader’s Digest. 

Review: Yuba Electric Boda Boda, This Nimble, Compact Electric Cargo Bike is Your 

Complete Car Replacement – Wired  

 

Army Researchers Just Figured Out Exactly How Much Caffeine You Need for 

Maximum Performance – Inc   

 

One Man is Auctioning Off 40 Years of Gaming History – Ars Technica   

Upcoming Holiday 
Schedule 

Link High will be closed on 
Wednesday, July 4th, in  
observance of Independence 
Day.  

Our offices will be open both 
Tuesday, 7/3 and Thursday 7/5. 

4 

www.linkhigh.com | 973-659-1350 | Nancy@linkhigh.com | © 2018 Link High Technologies. Inc.  

https://www.facebook.com/linkhigh/
https://www.linkedin.com/company/278357/
https://twitter.com/LinkHighTech
mailto:support@linkhigh.com?subject=do%20I%20need%20to%20reboot%20my%20router?
https://www.wired.com/review/review-yuba-electric-boda-boda/
https://www.wired.com/review/review-yuba-electric-boda-boda/
https://www.inc.com/wanda-thibodeaux/army-researchers-just-figured-our-exactly-how-much-caffeine-you-need-for-maximum-performance.html
https://www.inc.com/wanda-thibodeaux/army-researchers-just-figured-our-exactly-how-much-caffeine-you-need-for-maximum-performance.html
https://arstechnica.com/gaming/2018/05/own-a-piece-of-the-huge-retro-gaming-collection-being-auctioned-off-today/

